Algorithmic
Harmeaeme:

inthe Ageof
Artificial Intelligence




Algorithmic Harm






Algorithmic Harm

Protecting People in the Age of Artificial
Intelligence

OREN BAR-GILL
AND
CASS R. SUNSTEIN

OXFORD

UNIVERSITY PRESS



OXFORD

UNIVERSITY PRESS

Oxford University Press is a department of the University of Oxford.
It furthers the University’s objective of excellence in research, scholarship,
and education by publishing worldwide. Oxford is a registered trade mark of
Oxford University Press in the UK and in certain other countries.

Published in the United States of America by Oxford University Press
198 Madison Avenue, New York, NY 10016, United States of America.

© Oren Bar-Gill and Cass R. Sunstein 2025

All rights reserved. No part of this publication may be reproduced, stored in a retrieval system,
transmitted, used for text and data mining, or used for training artificial intelligence, in any form or
by any means, without the prior permission in writing of Oxford University Press, or as expressly
permitted by law, by license or under terms agreed with the appropriate reprographics rights
organization. Inquiries concerning reproduction outside the scope of the above should be sent
to the Rights Department, Oxford University Press, at the address above.

You must not circulate this work in any other form
and you must impose this same condition on any acquirer.

CIP data is on file at the Library of Congress
ISBN 9780197778203
ISBN 9780197778197 (hbk.)
DOI: 10.1093/0s0/9780197778197.001.0001
Paperback printed by Integrated Books International, United States of America

Hardback printed by Bridgeport National Bindery, Inc., United States of America



Oren dedicates this book to Sigal, Noam, Guy, and Elrond

Cass dedicates this book to the memory of Daniel Kahneman



I can stroke your body and relieve your pain
And charm the whistle off an evening train
—Bob Dylan, “Silvio”

There’s a sucker born every minute.
—Attributed (falsely) to P. T. Barnum
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Introduction

We are in the midst of an explosion in the use of artificial intelligence (AI).!
Sellers and service providers are increasingly using Al-powered algorithms
to promote the sale of goods and services. On your Facebook page you can
likely find advertisements that have been selected specifically for you, given
what the relevant algorithm knows about you. For example, one of us (Sun-
stein) is finding advertisements for a Men’s Micro Fleece Pullover and for
DoorDash (“fried or die chicken”). On the basis of what it knows about
Sunstein, the algorithm thinks that he is likely to be interested in both items.

This particular algorithm did not get Sunstein’s tastes quite right (he
doesn’t like the idea of “fried or die chicken”), but many such uses of
algorithms should greatly benefit consumers. Suppose that algorithms can
accurately predict what goods and services people will buy and at what price.
If algorithms give people information about beneficial healthcare products
that are ideally suited to their particular situations (say, diabetes or heart dis-
ease), consumers should be able to gain a great deal.? With respect to health
problems, people often lack relevant information, and if an algorithm can
steer them toward products that will help, they will be better off (bracketing
privacy issues).

But other uses of algorithms should not be welcomed. Suppose that the
seller’s Al exploits a lack of information on the part of identifiable people so
as to induce them to buy ineffective baldness cures or dietary supplements
or pointless insurance policies, or to overpay for valuable goods and ser-
vices. Or suppose that the seller’s Al is aware that certain people suffer from
specific behavioral biases. Perhaps they are unrealistically optimistic (and
hence suffer from “optimism bias”); perhaps they focus on the short term
(and hence suffer from “present bias”); and perhaps these biases lead them
to overestimate the benefit from a product or service. If an algorithm can
exploit behavioral biases, it will essentially take people’s money and engage
in what might be seen as a form of theft.

We use the term “algorithmic harm” to capture this kind of injury. We
catalog the different ways in which AI algorithms are being or may be
used in consumer markets and identify the market conditions under which
these uses harm consumers. We then identify legal responses that can
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2 ALGORITHMIC HARM

reduce algorithmic harm. Our primary focus is on consumer markets. But
much of the analysis—including the descriptive, normative, and prescrip-
tive components—applies also to labor markets, where employers use Al in
making hiring and wage-setting decisions. We will explore that problem. A
less direct but equally important application is to political markets, where
Al is used to influence demand for certain candidates, parties, or policies.
AT can have horrific effects on the political process; it can undermine (and
is now undermining) democracy itself.

A. Categories of Harm

The increasing use of Al algorithms in consumer markets and beyond gives
rise to an ever-expanding list of possible harms. We offer a taxonomy of algo-
rithmic harms, focusing on the decision that the algorithm is asked to make.
In markets, the algorithm will generally be asked to maximize profits. The
question is what decisions—decisions that affect profits—are placed in the
algorithm’s “hands.” A major set of decisions that is increasingly allocated to
algorithms involves pricing. Another important category of decisions relates
to targeting, namely, deciding what type of product will be offered to a par-
ticular consumer or group of consumers. The decision can be a choice from
existing items in the seller’s product line or perhaps even a decision to invest
in expanding the product line or shifting to a different product line.

We thus consider (1) algorithmic price discrimination and (2) algorith-
mic targeting. The essence of both categories is differentiation: the Al system
sets different prices for different consumers or targets different products to
different consumers. Such differentiation is fueled by individual-level data
that is fed into the algorithm; for example, the AT may learn that an individ-
ual consumer is a tennis fan and thus would be willing to pay a high price
for Wimbledon tickets, or that an individual consumer is worried and risk-
averse and would be willing to pay a high price for certain insurance policies.
We characterize the incidence of algorithmic harm for each category. To
do so, we organize the analysis, for each category, into a 2x2 matrix. See
Table I.1.

The two rows distinguish between two types of consumer markets—one
that is populated by sophisticated consumers who are reasonably well-
informed and make rational decisions (S markets) and another that is popu-
lated by unsophisticated consumers who suffer from significant information
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Table I.1 General Framework for Analyzing Algorithmic Harm

No Differentiation Differentiation
(Pre-AlI World) (AT World)
Sophisticated Consumers S Benchmark Algorithmic
Benefit
Unsophisticated Consumers U Benchmark Algorithmic
Harm

and rationality deficits (U markets). Of course, these are theoretical
archetypes, and we are dealing with a continuum, not a dichotomy. Real-
world markets are populated by a mix of more sophisticated and less sophis-
ticated consumers. Nevertheless, dividing the analysis in this way is useful
as we explore the extent to which algorithmic harm depends on deviations
from perfect information and perfect rationality.

As a practical matter, policymakers might well be able to distinguish
between markets where the majority of consumers are more sophisticated
and markets where the majority of consumers are less sophisticated. Note
that the S versus U distinction is really about the likelihood of mistakes.
This depends not only on consumer characteristics, that is, how sophis-
ticated the consumers are in this market, but also on market or product
characteristics. Some products are more complex, making it more likely that
even relatively sophisticated consumers will make mistakes. (Compare the
market for milk cartons to the mortgage market.) At the same time, rela-
tively unsophisticated consumers might not make mistakes when choosing
among simple products (e.g., whether to buy apples or oranges). Policymak-
ers should focus on markets for complex products and services, where the
likelihood of mistakes is greater.” When we speak of S consumers or U con-
sumers, we should be understood to be using shorthand for the likelihood of
mistakes.

For each type of consumer market (i.e., for each row in Table I.1), we start
with the “No Differentiation” benchmark—a pre-AI world, where sellers
offer the same product at the same price to everyone: medicines, cloth-
ing, laptops, food, hair loss treatments. We then compare this benchmark
to a world where large data sets and Al algorithms allow for at least some
degree of “Differentiation.” In some cases, we even posit a science-fiction
world of “Full Differentiation,” where algorithms can perfectly identify each
consumer’s preferences and perceptions and offer a different product or set
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an individualized price for every consumer. The science-fiction world might
of course be on the way. Our overarching conclusion will be that algorith-
mic differentiation is generally beneficial in S markets but often harmful in
U markets.*

This conclusion relates to prior work on consumer harm that predates the
rise of AL First, differentiation was hardly discovered or invented yesterday,
or the day before. On the contrary, some kinds of differentiation occurred
long before AT algorithms were commonplace. Companies have long tried
to market certain goods to certain populations—women rather than men,
old rather than young, New Yorkers rather than Texans, Italians rather than
Germans, Parisians rather than Londoners, Chinese rather than Russians,
city dwellers rather than suburbanites. Our claim is that the increasing use
of AI algorithms results in much higher degrees of differentiation, and we
suggest that the large difference in quantity, that is, the much greater degree
of differentiation, is sufficient to create a difference in quality. Our com-
parison between a “No Differentiation” benchmark and a world with some
(or full) differentiation helps more clearly to identify the harms caused by
Al-enhanced differentiation.

Second, the risk that less sophisticated—imperfectly informed and imper-
fectly rational—consumers might be exploited by unscrupulous sellers also
predates the rise of Al. “There’s a sucker born every minute,” P. T. Barnum,
the famous American showman of the eighteenth century, is said to have
said. Here again we suggest that AT algorithms significantly amplify the risk,
as, for example, by enabling the identification of specific information and
rationality deficits that affect the demand of individual consumers.’

B. More Categories of Harm
Algorithmically Enhanced Misperceptions

We begin with the case in which Al exploits consumers’ existing infor-
mation or rationality deficits. We then consider the case where Al-based
algorithms create or exacerbate those deficits. They might, for example,
provide misleading or false information to certain people, and they might
work to exploit or even to inculcate present bias or unrealistic optimism in
other people. It is easily imaginable that AT would know which consumers
are most likely to be susceptible to interventions of this kind. Worse still,
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Al-powered large language models (LLMs), like ChatGPT, could be used
to design communications that would effectively misinform consumers or
trigger misperceptions. LLMs could easily attempt to persuade people to
buy a weight-loss product that is worthless, perhaps by misinforming them,
perhaps by inculcating unrealistic optimism. From a legal policy perspec-
tive, it is even easier to justify a strong regulatory response when Al creates
misperceptions rather than “only” exploits existing misperceptions.

Algorithmic Coordination

There is another category of harm, one that is orthogonal to consumer
sophistication and does not depend on consumer misperception. This harm
arises when competing sellers use AI algorithms to set prices and feed these
algorithms data on competitors’ pricing strategies. Here the concern is about
the risk of algorithmic coordination—the risk that the AI will learn to coor-
dinate on super-competitive, oligopolistic prices. Some evidence suggests
that this is already happening.

AT and Discrimination Based on Race and Sex

Our central proposition is that algorithmic harm is concentrated in U
markets (except for the case of Algorithmic Coordination) and, more specif-
ically, that policymakers should focus on differentiation, or discrimination,
based on the consumer’s information or rationality deficits. That proposition
is quite different from what can be found in most prior work on algorithmic
harm. That work has focused on the risk that AI algorithms will discrim-
inate on the basis of race and sex, setting higher prices or offering inferior
products to women and to members of minority groups.® We share that con-
cern but suggest that a broader problem is far more interesting and far more
complex. We will offer the full story in due course, but in brief, the rise of
Al can be expected to have two sets of implications for discrimination based
on race and sex.

On the one hand, compared to a human decision-maker, Al algorithms
are less likely to exhibit what is called “taste-based discrimination.” Human
beings might prefer to hire men rather than women, or Whites rather than
people of color. By contrast, the AI algorithm has only the “taste” that it is
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programmed to have—usually a “taste” for maximizing profits. Also, Al is
less likely, compared to a human decision-maker, to engage in what is called
“statistical discrimination,” which means the use of (say) race or sex as a
proxy for certain desirable characteristics. Human beings might think that
people of some groups are likely to do or be better in some way than peo-
ple of other groups, and in deciding with whom to deal they might choose
members of groups believed likely to do or be better. But why should an AI
algorithm rely on race or sex, which are rough and imprecise proxies for a
consumer’s profit-relevant characteristics, when the Al fueled by big data,
has access to much more accurate proxies? The conclusion is that AI algo-
rithms might well be less likely to show discriminatory tastes or to engage in
statistical discrimination than are human beings. (LLMs must be analyzed
separately; they might turn out to be discriminators.)

On the other hand, in certain cases decisions made by Al algorithms might
introduce new forms of race- and sex-based discrimination. Consider an
online retailer who is unaware of the race or sex of its customers (because
the retailer never interacts with these customers in person) and thus cannot
discriminate on the basis of race or sex. If this retailer delegates pricing or
targeting decisions to an Al algorithm, the algorithm will likely have access
to reams of data, such as the customer’s IP address and history of online
purchases across multiple retailers, that might be correlated with race or
sex. Thus the algorithm’s pricing or targeting decisions that are calculated
to maximize profits might create a disparate impact on people of color or
women. For certain goods, women might be charged higher prices or be
denied certain deals and opportunities. We will see other problems as well.

Beyond the specific categories of harm, we should note the cumulative
and dynamic effects of the algorithmic harms that we identify. The use of
Al-powered algorithms to price-discriminate, to engage in targeting, to coor-
dinate prices, and so on allows sellers to make higher profits. (This effect
exists in S markets, but it is even larger in U markets.) Over time, this might
increase wealth disparity in the population and enhance the market power
of those companies that were first to adopt Al-powered algorithms. The
welfare implications, and the broader societal implications, of this dynamic
should be considered alongside the more discrete harms that we identify and
analyze.
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Our focus is on Al algorithms deployed by sellers and service providers
and the harm that they might impose on consumers. We emphasize, how-
ever, that there are also consumer-side algorithms that can help consumers
make better choices and thus mitigate the algorithmic harms that we iden-
tify. Examples include “digital butlers” like Alexa, Siri, and Google Assistant
that can help consumers make purchasing decisions, and more specialized
apps that compare prices and help identify attractive options.” Innovations
of this sort will inevitably become better over time, perhaps immeasurably
better. Without discounting the importance of consumer-side algorithms,
we believe that structural asymmetries between sellers and buyers will pre-
vent such algorithms from eliminating the harms that we identify here. But
we will have something to say about the positive side.

C. Policy Implications

We show that Al-driven differentiation can be harmful and thus merit legal
intervention designed to reduce or eliminate the harms. We consider several
different types of harms. First, we consider the consumer surplus, namely,
the total gain, or loss, that consumers experience as a group. Here, algorith-
mic harm means that consumers, as a group, lose from the introduction
of Al-driven differentiation. Second, we consider the distribution of gains
and losses within the group of consumers, since Al-driven differentiation
can benefit some consumers while harming others. Here, algorithmic harm
might mean, for example, that poor consumers lose while rich consumers
gain. Finally, we consider total surplus in the market, encompassing both
the sellers’ surplus and the consumers’ surplus. (This total surplus measure
is sometimes referred to as the “efficiency” measure.) Here, algorithmic harm
means a reduction in the total surplus.

The three types of harms correspond to three different normative cri-
teria, which can be balanced in an aggregate social welfare function. We
do not endorse any particular balancing. Rather, we present the normative
implications of AI-driven differentiation, given each of the three criteria. In
some cases, all three criteria point in the same direction. In other cases,
policymakers would need to trade off harm under one criterion against
benefit under another. For example, we can imagine cases in which con-
sumers lose as a group, but in which the total surplus in the market
increases.®
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While a major claim is that algorithmic harm is more likely in U markets,
our analysis yields additional policy-relevant results. We show that, within
U markets, algorithmic harm is more likely where most consumers overes-
timate rather than underestimate the benefits from the product or service.
We also show that harm is more likely when Al-driven price discrimina-
tion is benefit-based, and less likely when it is cost-based (or risk-based).
These insights should help policymakers to focus on the markets that are
most vulnerable to algorithmic harm.

Once a target market has been identified, what are the regulatory tools
available to policymakers? The increasing use of algorithms, and the harm
that such use inflicts upon less sophisticated consumers, provide fresh
support for existing efforts to reduce information and rationality deficits,
especially through behaviorally informed disclosure mandates. An under-
standing of algorithmic harm also casts new light on protection of privacy,
which influences the amount of data that is available to “fuel” the AI algo-
rithms. That understanding also has implications for antitrust law, since
market power is a necessary condition for algorithmic price discrimina-
tion. Of course, we should look to antitrust law to address concerns about
algorithmic coordination.

But our main emphasis is on two main categories of Al-specific legal
responses that might reduce algorithmic harm: (1) requirements of algo-
rithmic transparency and (2) more direct intervention in the design and
implementation of algorithms that are used in consumer markets, either
through ex post policing or through ex ante regulation. The implementation
of these regulatory responses is especially challenging, given the increas-
ing prevalence of opaque machine-learning algorithms. Indeed, there is an
ongoing debate in the computer science and economics literatures about
whether meaningful transparency is even possible. We present this debate
without taking sides and lay out some of the cutting-edge “transparency
protocols” that have been developed in an attempt to open the algorith-
mic black box. If successful, these transparency protocols can be imposed
by policymakers and then be used to trigger market responses or regulatory
scrutiny and to overcome doctrinal (mens rea—type) hurdles to liability for
algorithmic harm.

Even if meaningful transparency about the inner workings of Al algo-
rithms is impossible, the algorithms can be policed by scrutinizing their
outputs. This strategy has been used to identify and prevent disparate impact
on the basis of race and sex. We argue that a similar approach can be used
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to police disparate impact on the basis of sophistication. For example, if the
Al sets significantly higher prices for less sophisticated consumers than for
similarly situated, highly sophisticated consumers, then the law should inter-
vene. This disparate impact approach can be used ex post—in litigation or
enforcement actions. It can also be used as the linchpin for ex ante regulation
of Al-powered algorithms. In particular, regulators can require the incorpo-
ration of nondiscrimination constraints—including limiting any differences
in outcomes experienced by less sophisticated consumers relative to highly
sophisticated consumers—into the algorithm’s code.

Our discussion of legal responses can inform policymakers in North
America, in Europe, and around the world who are increasingly con-
cerned about algorithmic harm in consumer markets and beyond (Smith
2020). Any account will quickly go out of date, but for a few glimpses,
consider the following. In the United States, the Council of Economic
Advisers issued an early report on the risks of differential pricing fueled
by “big data” (Council of Economic Advisers 2015). The Federal Trade
Commission (FTC) has held hearings and issued several reports and guid-
ance letters about algorithmic decision-making (Smith 2020; FTC 2018).
More recently, the FTC issued several investigative orders seeking infor-
mation from companies that, the Commission believes, are using big
data and Al-powered algorithms to set differentiated prices (FTC 2024).
Financial regulators—the Federal Reserve Board, the Consumer Finan-
cial Protection Bureau, the Federal Deposit Insurance Corporation, the
National Credit Union Administration, and the Office of the Comptroller
of the Currency—have issued a request for information and comment on
financial institutions’ use of machine-learning Al algorithms.” The Office
of Management and Budget has issued broad guidance about the reg-
ulation of algorithmic decision-making.'® Congress is considering mul-
tiple bills on the regulation of Al-powered algorithms.!! And President
Biden has issued a sweeping Executive Order on the Safe, Secure, and
Trustworthy Development and Use of Artificial Intelligence (White House
2023).12

Beyond the United States, the European Union has taken the lead in reg-
ulating algorithmic decision-making with its new Artificial Intelligence Act
and related regulations."® In Canada, the Parliament has been consider-
ing the Artificial Intelligence and Data Act (AIDA), which would ban Al
systems that cause “serious harm” to individuals and would impose addi-
tional transparency and regulatory requirements on a class of “high-risk”
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algorithmic activities.'"* We can expect increasing initiatives of this kind in

many nations."

D. Beyond Consumer Markets

While our focus is on consumer markets, Al is increasingly being deployed
in other markets and causing similar types of harm. We extend our analysis
to two such markets: labor markets and political markets.

Labor Markets

Employers are increasingly using Al to make, or assist in making, hiring and
wage-setting decisions. The parallels between consumer markets and labor
markets are obvious.'® In both markets, the typical interaction is between a
more sophisticated party, a seller or an employer, armed with Al algorithms
and a less sophisticated party, a consumer or an employee. In addition, the
employer’s wage-setting decision is very similar to the seller’s price-setting
decision, and we can expect algorithmic wage discrimination, which will be
particularly harmful when targeting employees’ misperceptions in U mar-
kets. In such markets, employers might well be able to exploit employees’
lack of information or biases, perhaps resulting in low wages, low benefits,
or unsafe working conditions. In the same vein, the employer’s hiring deci-
sion, or the decision of which job to offer to which applicant, is very similar
to the seller’s product-targeting decision. Other harms that we identified in
consumer markets—algorithmically enhanced misperceptions, algorithmic
coordination, and, obviously, algorithmic discrimination based on race and
sex—also afflict labor markets.

Political Markets

Similar considerations arise in political markets. Here too we have sophisti-
cated actors, politicians, party leaders, and their political advisors “selling”
themselves or their policies to many less sophisticated actors: voters. Like
sellers who target different products to different consumers, politicians seek
to target their messaging to the preferences and misperceptions of different
voters. They use Al algorithms to identify the messaging that would work
best for each voter. In political markets, the use of Al to create or enhance
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misperceptions is of particular concern, especially with the increasingly
powerful use of “fake news” and “alternative facts”'” If voters are imper-
fectly informed or if they suffer from behavioral biases, they will be especially
vulnerable. One result might be polarization; another might be extremism.
Democratic processes, and political processes of multiple kinds, might be at
risk in ways that even George Orwell could not possibly have envisaged.






PART I

ALGORITHMIC HARM IN
CONSUMER MARKETS

We begin, in Part I, with consumer markets. The importance of these mar-
kets is obvious. They cover so many aspects of our lives: housing, motor
vehicles, food products, clothes, laptops, smartphones, healthcare services,
gym subscriptions, vacations, and much more. How will our experiences
as consumers change when Al-powered algorithms increasingly dominate
these markets? We start with algorithmic price discrimination in Chapters 1
and 2. We then consider algorithmic targeting in Chapter 3. In Chapter 4, we
discuss algorithmically enhanced misperceptions. In Chapter 5, we review
concerns about algorithmic coordination. The critically important topic of
algorithmic discrimination based on race and sex is the subject of Chapter 6.
Finally, in Chapter 7, we examine the promise, and limits, of consumer-side
algorithms as a cure for the harm caused by the seller-side algorithms that
are the focus of Part I.






Chapter 1

Algorithmic Price Discrimination

We begin with price discrimination.'® Some of the discussion will be a bit
technical, but the central claims should be clear. The simplest point is that if
consumers are sophisticated, Al-powered price discrimination will signifi-
cantly reduce the consumer surplus while increasing efficiency (understood
as the overall surplus that includes both the consumer surplus and the seller’s
profits). If a company can charge different prices to different people, and if
consumers have full information and are fully rational, people will pay what
they are willing to pay.'® Consumers with a higher willingness to pay (per-
haps because they are richer) will be charged a higher price and pay more
than they would without price discrimination, which is why the consumer
surplus will be reduced. But more consumers will be served, and thus effi-
ciency will be increased. Specifically, consumers with a lower willingness to
pay who would have been priced out of the market in the absence of price
discrimination will now face a lower price and be able to purchase the good
or service. And since consumers with a lower willingness to pay are generally
poorer, price discrimination will have some advantages on distributional
grounds, even though the total consumer surplus is reduced.

The analysis is very different if consumers are unsophisticated. In that
event, sellers can overcharge consumers—not merely reducing the con-
sumer surplus but turning it negative. The willingness to pay of unsophis-
ticated consumers includes a misperception component. Specifically, they
might mistakenly overestimate the value of the product or service. For
example, they might think that some healthcare product is more valuable
than it is. Sellers will take advantage of this inflated willingness to pay and
charge consumers more than the product or service is actually worth to
them. Hence the negative surplus. Therefore, in U markets, the harm to
consumers is significantly greater. Efficiency might also decrease. While AI-
powered price discrimination brings into the market consumers who would
otherwise be left out, in U markets price discrimination might bring in con-
sumers who should not be in this market, namely, consumers for whom the

Algorithmic Harm. Oren Bar-Gill and Cass R. Sunstein, Oxford University Press. © Oren Bar-Gill
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actual benefit (but not the overestimated benefit) from the product or ser-
vice is lower than the cost to the seller of making the product or providing
the service.

Empirical evidence suggests that sellers are increasingly using data
and Al-powered algorithms to set personalized prices, that is, to price-
discriminate.’® In the domain of insurance, for example, different con-
sumers are offered different prices on the basis of data indicating what
they would be willing to pay for various policies (FCA 2019).! In the
domain of travel, algorithms enable companies to offer higher or lower
prices, depending on consumers’ expected preferences for hotels, activities,
and more (OECD 2018; Mundt 2020). Focusing on the airline industry,
Aldo Ponticelli, head of distribution strategy and systems support at Ali-
talia, said, “The journey to personalization in the airline industry has begun,
but this is a marathon, not a sprint, and we are just at the starting line”
(Humphries 2019). We could easily imagine a situation in which many sell-
ers offer people different prices for the same product (laptops, cell phones,
vacations, meals, blankets, Labrador Retrievers), depending on what they
know about those people.”” These different prices track people’s different
willingness to pay (WTP), which might be driven by misperception. Pol-
icymakers are increasingly concerned about such algorithm-enabled price
discrimination.”

To focus on price discrimination, we assume that the seller offers a
uniform product (with uniform quality) to all consumers, such that dif-
ferentiation, if it occurs, is limited to the price dimension. (We relax this
assumption in Chapter 3.) Price discrimination requires some degree of
market power.** For expositional simplicity, we focus on the extreme case
of monopoly.”

A. S Markets

We first consider the effects of algorithmic pricing in markets with highly
sophisticated consumers who are reasonably informed and make fully ratio-
nal purchasing decisions. To do so, we start with the no-differentiation S
Benchmark, and then compare this benchmark to the outcome with full
differentiation, thus identifying the effects of Al in S markets. The S Bench-
mark is presented in Figure 1.1, using the most basic market setup with
a linear, downward-sloping demand curve and a linear, horizontal supply
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Figure 1.1 The “no differentiation,” S Benchmark.

curve (reflecting a fixed-per-unit-cost assumption; let k denote the per-

unit cost).?®

The intersection of the demand curve with the supply curve,
at (Qc, Pc), represents the perfect-competition equilibrium, where Q¢ rep-
resents the equilibrium quantity and P¢ represents the equilibrium price
(which is equal to the per-unit cost, k). But, as explained above, we focus on
the monopoly case. Compared to the perfect-competition case, a monop-
olist will set a higher price, Py; > Pc, and sell fewer units of the product,
Qum < Qc”

Consumer surplus is represented by the shaded triangle; it is equal to
the difference between the consumer’s WTP and the price, Py, aggregated
across all consumers. Some consumers have a high WTP. They are repre-
sented by the high points on the left side of the demand curve, and they
enjoy more surplus. Other consumers have a lower WTP. They are repre-
sented by the lower points of the demand curve, close to Qy, and they enjoy
less surplus. The seller’s surplus is represented by the dotted rectangle and
is equal to the number of units sold multiplied by the difference between
the monopoly price and the per-unit cost: Qps - (Py — k). Social welfare
is, by definition, equal to the sum of the consumer surplus and the pro-
ducer’s (monopolist’s) surplus. The black triangle represents the monopoly
deadweight loss: because of the higher price that the monopolist charges,
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consumers who should buy the product refrain from purchasing it (specifi-
cally, the lost quantity is given by Q¢ - Qp); and the welfare that these lost
purchases would have produced constitutes the monopoly deadweight loss.

Next, we consider the “full differentiation” outcome, where the monopo-
list charges each consumer a different, personalized price.”® See Figure 1.2.
Using big data and AI algorithms, the monopolist will identify each con-
sumer’s WTP and set a personalized price just below this WTP. Thus a
consumer with a high WTP on the left side of the demand curve will pay
a high price; a consumer with a lower WTP toward the middle or right
side of the demand curve will pay a lower price. The seller’s surplus is rep-
resented by the dotted triangle and is equal to the difference between the
consumer’s WTP and the per-unit cost, k, aggregated across all consumers.
A price-discriminating monopolist keeps the entire surplus to itself; there
is no consumer surplus. Observe that the quantity sold is Qc, as in the
competition case. Price discrimination allows the monopolist to increase
the quantity sold—from Qy to Qc—thus eliminating the deadweight loss
and increasing overall social welfare. However, this efficiency gain comes
at a steep distributional price; the entire surplus goes to the monopolist,
and consumers are left with nothing.” Still, the efficiency gain is worth
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Figure 1.2 “Full differentiation” in S markets.
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emphasizing. It is a powerful argument in favor of price discrimination in
markets with highly sophisticated consumers.

Imperfect price discrimination. While perfect price discrimination may
be coming in the not so distant future, it is useful to consider the current
situation, where AI-powered algorithms are affecting a shift toward higher
degrees of price discrimination but still falling short of perfect price dis-
crimination. Such imperfect price discrimination implies a segmentation of
the market into increasingly small groups of consumers, where each group
pays a different price. Importantly, because pricing is group-based rather
than individualized, within each group there are consumers who pay a price
below their WTP and enjoy a positive surplus. Therefore, in S markets,
increased yet imperfect price discrimination can be even more attractive
than perfect price discrimination. On the one hand, imperfect price dis-
crimination reduces but does not eliminate the monopoly deadweight loss
(which is entirely eliminated with perfect price discrimination). On the
other hand, consumers enjoy a positive surplus (where they are left with
zero surplus under perfect price discrimination).

Moreover, imperfect price discrimination results in progressive redistri-
bution among consumers: richer consumers face a higher price (because
they have a higher WTP), and poorer consumers face a lower price (because
they have a lower WTP). If the rich pay more than the poor for (say) elec-
tricity, food, and automobiles, there are gains in terms of both efficiency and
fair distribution. The poor who were excluded from the market in the “no
differentiation” benchmark now enter the market, and, unlike in the “full
differentiation” case, they enjoy a positive surplus.*’

B. U Markets

We now consider the effect of algorithmic pricing in markets where con-
sumers are less sophisticated and suffer from information or rationality
deficits (or both). To do so, we first derive the no-differentiation U Bench-
mark, and then compare this benchmark to the outcome with full differen-
tiation, thus identifying the algorithmic harm in U markets.

Before proceeding, we must consider how imperfect information and
imperfect rationality manifest in our analytical-graphical framework. These
imperfections affect consumers’ WTP. A consumer who overestimates the
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benefit from the product will have a higher WTP, and a consumer who
underestimates the benefit from the product will have a lower WTP. We
begin with overestimation, which is probably the more prevalent problem
(as sellers have an incentive to promote overestimation and fight under-
estimation); the underestimation case is discussed in the next chapter.
We initially assume that the degree of overestimation is not correlated
with consumers’ no-misperception, preference-based WTP, namely, that
the average bias level is the same for consumers with a higher preference-
based WTP at the left-hand side of the demand curve and for consumers
with a lower preference-based WTP toward the middle and right-hand side
of the demand curve. (This assumption is relaxed in the next chapter.) Now,
in addition to the actual demand curve, we have a perceived demand curve.
In Figures 1.3 and 1.4, the actual demand curve is represented by the solid
downward-sloping line, and the perceived demand curve is represented by
the dashed downward-sloping line.

The U Benchmark is presented in Figure 1.3. In the S Benchmark, the
monopoly price was determined by the demand curve. In the U Bench-
mark, the price is determined by the perceived demand curve. There-
fore, the monopoly price with misperception, Py, is higher than the

PMm' P
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Pc

Demand

QM QM Qc Quantity

Figure 1.3 The “no differentiation,” U Benchmark.
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monopoly price without misperception, Py. The quantity sold with mis-
perception, Q/, is also higher than the quantity sold without misper-
ception, Q.>! Turning to welfare: the higher price reduces the actual
consumer surplus, which is represented by the shaded triangle. (More
precisely, the shaded triangle represents transactions that create positive
consumer surplus; to see the full consumer surplus, we need to subtract
transactions that create negative consumer surplus, as described below.)
The perceived surplus is larger—the perceived extra surplus is represented
by the shaded trapezoid. Overestimation causes some consumers to pur-
chase the product even though its actual value to them is lower than the
price, Py .

The loss incurred by these consumers is represented by the dotted and
shaded triangle. This loss reduces the (actual) consumer surplus. Indeed,
the consumer surplus might be negative—the dotted and shaded triangle
might be larger than the shaded triangle. But whatever consumers lose,
the monopolist gains. The dotted and shaded triangle is part of the dotted
rectangle, which represents the monopolist’s surplus. Therefore, we have a
distributional effect but no reduction in efficiency. Indeed, misperception
increases efficiency. By inflating demand, the overestimation bias increases
the quantity sold—from Q, to Qy/ —and thus reduces the monopoly dead-
weight loss, which is represented by the black triangle. Notice that the black
triangle in Figure 1.3 is smaller than the black triangle in Figure 1.1.%2

Next, we consider the “full differentiation” outcome, where the monop-
olist charges each consumer a different, personalized price, equal to the
consumer’s WTP. See Figure 1.4. Whereas WTP derived only from prefer-
ences in the S case, now WTP is a product of both preferences and mis-
perceptions. Price discrimination allows the monopolist to “march down”
the demand curve, setting different prices for different consumers. In the
S case, the monopolist marched down the actual demand curve. In the
U case, the monopolist is marching down the perceived demand curve.
Turning to welfare: in the S case the monopolist extracted the entire sur-
plus. Consumers gained nothing, but also lost nothing. In the U case, the
monopolist is also extracting perceived surplus, which is represented by
the dotted and shaded trapezoid. This extra gain to the monopolist is a
loss to consumers; the dotted and shaded trapezoid represents a transfer
from consumers to the monopolist—a distributional effect with no efficiency
implications.” But there are also efficiency implications. Consumers in the



22 ALGORITHMIC HARM

Py’ [e-o-o ¥

Pm

Pc

QM Q™' Qc Qc’ Quantity

Figure 1.4 “Full differentiation” in U markets.

[Qc: Qc’] range should not purchase the product. They buy only because of
their misperception, because they overestimate the product’s value. These
purchases create an efficiency loss, which is borne entirely by consumers.
This loss is represented by the upward-sloping shaded triangle below the
supply curve.

In the S case, where WTP is derived from preferences alone (see supra
Section A), price discrimination hurts consumers but increases efficiency.
Specifically, consumers enjoy no surplus at all, but deadweight loss is elim-
inated. In the U case, price discrimination hurts consumers even more and
may either increase or decrease efficiency. Consumers are hurt more because
now they give up surplus that they do not have—perceived surplus—and
thus end up with a loss. In terms of efliciency, the insufficient quantity
problem is avoided, but an excessive quantity problem is created. Whether
price discrimination increases or decreases efficiency depends on the rela-
tive magnitudes of the black triangle in Figure 1.3 and the upward-sloping
shaded triangle in Figure 1.4.%

Imperfect price discrimination. The analysis remains largely unchanged
when we consider imperfect price discrimination. In U markets, there is
a risk that the poor, and the rich, will end up paying more than their
preference-based WTP. Therefore, our basic result—that a higher degree
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of price discrimination is more harmful to consumers in U markets and
may or may not increase efficiency in such markets (as compared to S
markets, where it generally increases efficiency)—extends to the imperfect
price discrimination case, with linear demand curves.*

C. The Central Story

In the S case, Al-powered algorithms increase efficiency by eliminating
the monopoly deadweight loss, or reducing it in the imperfect price dis-
crimination case. At the same time, they harm consumers by erasing the
consumer surplus. In the imperfect price discrimination case, the overall
consumer surplus likely decreases, but poorer consumers benefit. In the U
case, algorithms harm consumers even more—not only do they erase the
consumer surplus, but they also create a negative consumer surplus by set-
ting prices above the consumer’s actual benefit. In addition, the Al-enabled
price discrimination might reduce rather than increase efficiency in the U
case.

It is important to note that the AI algorithm does not set out to harm
consumers; it is programmed to maximize profit. To maximize profit, the
algorithm seeks out consumers’ WTP for different products and services.
The extent and nature of the resulting algorithmic harm depend on dif-
ferent factors that determine the WTP. In particular, a consumer’s WTP
depends on (1) preferences—a consumer will pay more for a product that
generates a greater benefit in terms of preference satisfaction, broadly under-
stood; (2) wealth (or budget constraints)—a rich consumer will be able
(and willing) to pay more than a poor consumer; and (3) misperceptions—
a consumer who overestimates the benefit from a product, because of some
information or rationality deficit, will pay more for that product.*

An Al algorithm designed to maximize profit cares only about the bottom-
line WTP, not about the factors that influence the WTP.*” But the harm that
this algorithm causes very much depends on these underlying factors. As
we have seen, when WTP is largely determined by preferences and wealth
(the S case), the algorithm causes limited harm and may even generate
socially desirable outcomes. It is when WTP is significantly influenced by
misperceptions (the U case) that algorithms raise particular concern.



Chapter 2

Algorithmic Price Discrimination:

Extensions

The main lesson of the analysis in Chapter 1 is that algorithmic price dis-
crimination is more likely to be harmful in U markets and more likely to
be beneficial in S markets. We now study several extensions of the baseline
Chapter 1 model to explore the robustness of this main result and its lim-
itations. In addition, the analysis of extensions in this chapter allows us to
formulate more precise guidelines for policymakers.

We show that the main result—that algorithmic price discrimination
is more likely to be harmful in U markets—holds, when misperceptions
are correlated with the preference-based WTP (Section A) and when the
price discrimination is based on consumers’ past behavior, that is, in the
case of behavior-based pricing (Section C). We also show (in Section E)
that our main result extends, with appropriate adjustments, to (1) mar-
kets where the misperception is about the product’s price (rather than
the benefit that the consumer would gain from the product), (2) markets
where only a subgroup of consumers suffers from information and rational-
ity deficits, (3) markets that exhibit some competition among sellers, and
(4) markets where the price discrimination is based on consumers’ mis-
perceived outside options. In contrast, we show that there is less cause for
concern about algorithmic price discrimination when the misperception
takes the form of underestimation rather than overestimation (Section B)
and when the price discrimination is based on the cost, to the seller, of serv-
ing different consumers rather than on the WTP of different consumers
(Section D).

The intuition for these last two observations is worth highlighting up
front, since they should prove crucial for policymakers. First, it should
be emphasized that our baseline analysis, in Chapter 1, assumed that Al-
powered algorithms set prices just below the consumer’s WTP. Therefore, if
misperceptions inflate consumers’ WTP, that is, if consumers overestimate
the benefit from the product or service, then such algorithmic pricing harms

Algorithmic Harm. Oren Bar-Gill and Cass R. Sunstein, Oxford University Press. © Oren Bar-Gill
and Cass R. Sunstein (2025). DOI: 10.1093/050/9780197778197.003.0003
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consumers. While in many markets pricing tracks the consumer’s benefit, in
other markets pricing tracks the seller’s cost. For instance, lenders routinely
employ Al-powered algorithms to estimate the risk that a potential borrower
will fail to repay the loan, and then fold this estimate into a risk-adjusted
cost of lending to this borrower. The algorithm then sets a price, or inter-
est rate, that reflects the lender’s risk-adjusted cost. This type of algorithmic
pricing is much less troubling, in large part because the focus on seller costs
rather than consumer benefits implies that consumer sophistication, or lack
thereof, does not affect the price that the algorithm sets.

Second, in markets where algorithmic pricing tracks the consumer’s ben-
efit and thus reflects the consumer’s information and rationality deficits,
it is important to distinguish between a lack of sophistication that results
in overestimation and a lack that results in underestimation of bene-
fits. Our baseline analysis, in Chapter 1, focused on the overestimation
case, which is likely the most common simply because sellers have strong
incentives to encourage overestimation of the benefit from their products
and to counter underestimation of such benefit. Still, there are important
markets where underestimation is probably the dominant misperception.
Think about the market for health insurance, where optimistic consumers
underestimate the likelihood that they will get sick or the cost of care
when they do, and thus underestimate the benefit from health insurance.
In such markets, algorithmic pricing would help, not harm, consumers,
because the algorithm that identifies the underestimation will set a lower
price.

Combining these two observations provides important guidance to regu-
lators who, faced with limited enforcement budgets, must triage and focus
on the markets where algorithmic harm is most likely. We can now tell
these regulators to focus on markets where algorithmic pricing is benefit-
based, not cost-based, and on markets where the benefit is overestimated,
not underestimated.

A. Misperceptions That Are Correlated with the
Preference-Based WTP

Our baseline analysis above assumed that the degree of misperception is
not correlated with the consumer’s preference-based WTP. Graphically,
this assumption was represented by a perceived demand curve that was
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parallel to the actual demand curve. Put differently, the perceived demand
curve was represented by an upward shift from the actual demand curve.
If there is a positive correlation between the degree of misperception and
preference-based WTP, then the distance between the perceived and actual
demand curves is larger at the left-hand side of the graph and smaller at the
right-hand side of the graph. See Figure 2.1a. Conversely, if there is a nega-
tive correlation between the degree of misperception and preference-based
WTP, then the distance between the perceived and actual demand curves is
smaller at the left-hand side of the graph and larger at the right-hand side of
the graph. See Figure 2.1b.%®

Our main result—that algorithmic price discrimination is likely harm-
ful in U markets—extends to the case where misperceptions are correlated
with the preference-based WTP. Still, correlation between the degree of mis-
perception and the preference-based WTP adds nuance to the normative
assessment of algorithmic price discrimination. The extra harm that con-
sumers incur is larger in the positive correlation case and smaller in the
negative correlation case. The positive per-unit production cost, that is, the
supply curve, truncates the perceived demand curve and the overestima-
tion bias, and thus the consumer harm from overpayment. This truncation
effect is smaller in the positive correlation case and larger in the nega-
tive correlation case. Shifting to distributional effects among consumers: if
higher preference-based WTP (at the left-hand side of the demand curve)
represent richer consumers, and lower preference-based WTP (at the right-
hand side of the demand curve) represent poorer consumers, then richer
consumers incur relatively larger harm in the positive correlation case and
poorer consumers incur relatively larger harm in the negative correlation
case.

In terms of efficiency, the cost of price discrimination is measured by
the welfare-reducing transactions that are entered into by overestimat-
ing consumers (represented by the upward-sloping shaded triangles in
Figure 2.1)—a cost that needs to be compared to the monopoly dead-
weight loss in the absence of price discrimination. Price discrimination is
more likely to reduce efficiency when the cost from the welfare-reducing
transactions is higher (i.e., when the upward-sloping shaded triangle is
larger). In the positive correlation case, the welfare loss from inefficient
transactions is higher when the per-unit production cost is high; in the neg-
ative correlation case, the loss is higher when the per-unit production cost
is low.
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Figure 2.1 Correlated misperceptions.

B. Underestimation

Our baseline analysis assumed that consumers overestimate the benefit from
a product or service. But in some markets, we can expect underestima-
tion. For example, consumers likely underestimate the benefit from health
insurance (e.g., because they underestimate future healthcare costs). And
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present-biased consumers likely underestimate the benefit from a more
fuel-efficient car. What are the welfare implications of algorithmic price
discrimination when consumers underestimate the benefit?

Starting with the no-discrimination benchmark: underestimation reduces
the price that the monopolist sets (since the monopoly price is deter-
mined by the demand curve, which is pushed down by the misperception).
Underestimation also reduces the quantity sold.”” Turning to welfare: in
the S case, without misperception, monopoly pricing prevents some effi-
cient purchases, thus creating the infamous monopoly deadweight loss. The
underestimation bias prevents additional efficient purchases from taking
place, thus increasing the deadweight loss.*’

Now add (perfect) price discrimination: the monopolist sets a different
price for each consumer, based on that consumer’s WTP. Turning to welfare:
price discrimination clearly increases efficiency, as it reduces the dead-
weight loss; that is, more consumers purchase the product. The effect on
the consumer surplus, however, is ambiguous. In the S case the monopolist
extracted the entire surplus. Consumers gained nothing. Here the monopo-
list can extract only the underestimated perceived surplus. The consumers
are left with the difference between the actual surplus and the perceived sur-
plus. So consumers enjoy a positive surplus, but it is not clear whether this
surplus is larger or smaller than the surplus that they enjoy in the absence
of price discrimination. On the one hand, more consumers buy the product
and enjoy this difference between the actual and perceived surplus. On the
other hand, the consumers who would have purchased the product also in
the absence of price discrimination enjoy a smaller surplus (because they are
charged a higher, personalized price). Within the group of consumers, the
benefit from price discrimination is concentrated among poor consumers
(who are excluded from the market in the absence of price discrimina-
tion), which suggests that price discrimination is beneficial on distributional
grounds.

To conclude: in the S case, price discrimination hurts consumers but
increases efficiency. Specifically, consumers enjoy no surplus at all, but there
is no deadweight loss. With overestimation, price discrimination hurts con-
sumers even more and may either increase or decrease efficiency. Here, with
underestimation, price discrimination clearly increases efficiency and may
or may not hurt consumers (and is likely to benefit poorer consumers).
Therefore, algorithmic price discrimination is less worrisome, and thus legal
intervention is less needed, in markets with underestimation.
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We note that, while some markets can be characterized by either over- or
underestimation, in other markets both types of misperception occur simul-
taneously; that is, some consumers will overestimate the benefits from the
product, whereas others will underestimate these benefits. In such markets,
the algorithm will distinguish between these two types of consumers, setting
higher prices for the overestimators and lower prices for the underestima-
tors. The former will be harmed by the algorithmic price discrimination,
while the latter will benefit. The overall welfare assessment will depend
on the relative number of over- versus underestimators, as well as on the
magnitude of the bias in each group.

C. Behavior-Based Pricing

We now consider behavior-based pricing (BBP), where the algorithm dis-
criminates based on the consumer’s past behavior.*! To clarify, our baseline
analysis of algorithmic price discrimination did not specify the source of
the WTP information that the algorithm used to price-discriminate; and
the baseline analysis applies to situations where the WTP information is
based on the consumer’s past behavior. But when sellers’ information about
consumers’ WTP is based on the consumers’ past purchasing decisions,
there are additional welfare effects to consider. First, the welfare analysis
now includes a dynamic component: over time, as sellers and their Al-
powered algorithms accumulate more information about consumers’ past
behavior, the degree of price discrimination increases. Second, in S markets
consumers will strategically adjust their purchasing behavior in earlier peri-
ods in order to obtain lower prices in later periods. Such strategic response
mitigates, and may even eliminate, algorithmic harm from BBP in S mar-
kets.*> As before, the harm to consumers is concentrated in U markets, where
many consumers are unaware of the algorithm’s BBP and do not respond
strategically. (Indeed, in the BBP extension, we define S markets as those
where most consumers are aware of the seller’s BBP and respond strategi-
cally, and we define U markets as those where most consumers are unaware
of the seller’s BBP and thus do not respond strategically. Of course, other
manifestations of information and rationality deficits will continue to cause
algorithmic harms—the harms that we identified in Chapter 1—also with
behavior-based pricing.)

BBP is already practiced in certain consumer markets, and its prevalence
is likely to increase. Amazon experimented with BBP in 2000, setting higher
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prices for consumers who purchased certain DVDs.* More recently, Uber
has been accused of engaging in BBP (Mahdawi 2018), but there is no clear
proof of this. And the Airline Tariff Publishing Company, which is co-owned
by several large airlines, announced in October 2019 that it is developing a
dynamic pricing tool which can adjust pricing based on consumers’ prior
transactions (Peterson 2019). Finally, it is quite clear that large tech compa-
nies like Amazon and Apple collect data on consumers’ purchasing behavior
and that data aggregators collect and sell similar data to smaller compa-
nies.** It would be surprising if these data are not fed into sellers’ pricing
algorithms.

To illustrate the equilibrium outcomes and welfare implications of algo-
rithmic BBP, we consider a simple two-period model. In the earlier period,
the (monopolist) seller has limited information and thus sets a single price
for all potential customers. In the later period, the seller sets two prices—a
higher price for consumers who purchased in the earlier period and a lower
price for those who did not. Suppose, for example, that in the earlier period
Uber sets a single price for all potential riders. Uber then observes that a cer-
tain consumer declined a ride at this price. The Uber algorithm will identify
this consumer as a low-WTP consumer and offer her a lower price in the
later period. In contrast, another consumer who took the ride in the earlier
period will be identified as a high-WTP consumer and offered a higher price
in the later period.

To ascertain the welfare effects of algorithmic BBP, we begin with the pre-
Al benchmark. In this pre-Al world, a monopolistic seller will set the same
single (monopoly) price in both the early and late periods. This means that
the same, higher-WTP consumers purchase the product in both periods;
and the same, lower-WTP consumers are excluded from the market in both
periods. With algorithmic BBP, in the earlier period fewer consumers will
purchase the product. In U markets this is because the seller will increase
the early-period price (relative to the pre-Al benchmark) in order to more
effectively discriminate between low- and high-WTP consumers in the later
period. In S markets this is because a group of strategic consumers will not
purchase the product even though they value it more than the charged price.
Specifically, these consumers will strategically decline the Uber ride offer,
even if the benefit from the ride exceeds the offered price, in order to secure
lower price offers in the future.

In the later period more consumers purchase the product under BBP.
Specifically, low-WTP consumers who were excluded from the market in
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the earlier period will face a lower price in the later period and thus enter
the market. In terms of total surplus, in both S markets and U markets BBP
increases the total number of transactions across the two periods; that is, the
increase in the number of later-period transactions outweighs the decrease
in earlier-period transactions, and thus the total surplus increases.

In terms of consumer surplus, in both S markets and U markets con-
sumers with lower WTP, who are likely poorer, benefit from BBP because
they face a lower price and thus can enter the market even if only in the later
period, whereas they are excluded from the market in both periods without
BBP. The main difference between S markets and U markets is with respect
to consumers with higher WTP who are likely richer. In U markets, these
consumers are harmed by BBP because they now face a higher price in the
later period. In S markets, these consumers also pay a higher price in the
later period. But they pay a lower price in the earlier period because sellers
reduce the earlier-period price to limit the number of consumers who strate-
gically refrain from purchasing. Across both periods, consumers with higher
WTP benefit from BBP in S markets. Therefore, algorithmic BBP increases
the overall consumer surplus in S markets.*’ In contrast, algorithmic BBP
reduces the overall consumer surplus in U markets, as the harm to the
higher-WTP consumers exceeds the benefit to the lower-WTP consumers.
Still, if our social welfare function places greater weight on lower-WTP con-
sumers who are likely poorer, then BBP can be desirable, or at least less
undesirable, even in U markets. In any event, we see, once again, that con-
cern about algorithmic harm should be smaller in S markets and greater in
U markets.

D. Cost-Based Price Discrimination

We have thus far focused on situations where the cost to the seller of provid-
ing the good or the service does not depend on the consumer’s characteristics
and where the algorithmic pricing tracks the consumer’s WTP. But there are
also important situations where the seller’s cost depends on the consumer’s
characteristics, and the algorithm tracks these cost-affecting characteristics,
setting higher prices for higher-cost consumers and lower prices for lower-
cost consumers. Consumer credit markets are perhaps the leading example.
When a lender offers a loan to a borrower, the cost to the lender of this loan
depends on the likelihood that the borrower will repay the loan. When the
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probability of repayment is higher, the cost to the lender is lower, and thus
the lender can offer a lower price, that is, a lower interest rate. And when the
probability of repayment is lower, the cost to the lender is higher, and thus
the lender will set a higher interest rate. The pricing algorithms thus track
borrower characteristics that predict the probability of repayment, such as
income, debt overhang, and the consumer’s history of debt repayment across
multiple lenders. This is what credit scoring models do, and these models are
increasingly Al-based.*

When algorithmic pricing tracks cost rather than WTP, the concern about
algorithmic harm is diminished. It is less objectionable for sellers or lenders
to charge higher prices when they face higher costs. As before, in assessing
the welfare implications of algorithmic pricing a comparison to the pre-Al
world is instructive. Iflenders cannot distinguish between low-risk and high-
risk borrowers, then they would set a single interest rate that reflects average
risk. Low-risk borrowers would then cross-subsidize high-risk borrowers,
creating both winners (high-risk borrowers) and losers (low-risk borrow-
ers). If high-risk borrowers are generally poorer, then this pre-Al outcome
can be distributionally attractive, and pricing algorithms that eliminate the
cross-subsidization would then be socially harmful. But it is also possible
that, in the pre-AI world, low-risk borrowers would reject the single interest
rate and exit the market. Realizing that only high-risk borrowers remain,
lenders would then increase the interest rate. There would be no cross-
subsidization, only a smaller market serving only high-risk borrowers. If this
is the pre-Al benchmark, then algorithmic pricing would increase welfare by
expanding the market to low-risk borrowers.*”

Another possibility is that Al-powered algorithms, using big data, can
identify low-risk borrowers that were falsely categorized as high-risk in
a pre-Al world. This outcome is especially attractive if the falsely catego-
rized borrowers disproportionately come from traditionally disadvantaged
groups. On the flip side, there is a concern that biased algorithms would mis-
takenly attribute high risk to members of traditionally disadvantaged groups.
(See Chapter 6 for further discussion.)*®

It is important to emphasize that our leading distinction between S mar-
kets and U markets is less important when price discrimination tracks cost,
or risk, rather than WTP. WTP is a consumer-side feature that is com-
monly influenced by consumer sophistication. Imperfectly informed and
imperfectly rational consumers often overestimate the benefits of a prod-
uct, resulting in an inflated WTP. In contrast, cost is a seller-side feature,
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even though it is influenced by certain consumer characteristics. When AI-
powered algorithms allow sellers to adjust the price so that it matches the
cost of serving the particular consumer, the consumer’s sophistication does
not enter the equation (at least not directly). Therefore, the welfare analysis
of algorithmic cost-based pricing is similar in both S markets and U markets.
And in both types of markets, we should be less concerned about algorithmic
harm.

E. Additional Extensions
Misperception about the Price

In important consumer markets—think mortgages, credit cards, cellular
services, broadband, insurance—pricing is complex and multidimensional.
In these markets, the main concern is about price misperception, namely,
that consumers might not fully understand the pricing structure and thus
underestimate the overall price that they will end up paying for the prod-
uct or service. Consumers might not pay attention to certain components
of the pricing structure; some of those components might be in some sense
shrouded or not highly visible. Or consumers might underestimate the prob-
ability of triggering a certain price dimension, such as a late fee on a credit
card or mortgage. When Al-powered algorithms can be used to identify and
exploit such price misperceptions, consumers will incur harm that is similar
to the harm analyzed above. Indeed, the effects of price underestimation are
analytically identical to the effects of value overestimation that we analyzed
above.

Discriminating between Sophisticated and Unsophisticated
Consumers

For analytical purposes, we distinguished between S markets and U mar-
kets. But we have also noted that in practice, most markets include both
more and less sophisticated consumers. In these markets, sellers will use Al
to discriminate between these groups of consumers—offering good deals to
the more sophisticated consumers and bad deals to the less sophisticated
consumers.* For example, sellers can offer generally high-priced products
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with a few good deals hidden among their offerings. More sophisticated
consumers will find those good deals, whereas less sophisticated consumers
will not.”® The welfare implications of such discrimination depend on what
sellers will do if they cannot discriminate—will they offer the better deal to
everyone or the worse deal to everyone?

Competition

As explained above, some degree of market power is a precondition for price
discrimination, and for simplicity, we analyzed a monopolistic market. How
would the analysis change if sellers, while enjoying some market power,
are still subject to the forces of competition? On the one hand, competi-
tion might force algorithmic harm, as sellers who fail to utilize AI-powered
algorithms will lose out to competitors who do (compare Bar-Gill 2012, 16).
On the other hand, competition can reduce algorithmic harm by constrain-
ing sellers’ ability to engage in price discrimination. In addition, one seller
might reveal algorithmic abuses by her competitor in an attempt to win over
consumers. Overall, as long as the competition does not preclude price dis-
crimination, our main result—that algorithmic price discrimination is more
harmful in U markets—holds.!

Outside Options

The preceding analysis assumed a monopoly seller, such that the only out-
side option was “no purchase.” If we relax the monopoly assumption, WTP
can be influenced by the consumer’s actual and perceived outside options.
For example, if a consumer can purchase the product from Seller #1 at a price
0f $100, that is, if the consumer has an “outside option” of getting the product
for $100, then her WTP, when facing Seller #2, will never exceed $100. Some
consumers have access to multiple, competing sellers. These consumers will
have a lower WTP. Other consumers do not have access to competing sell-
ers (e.g., because they don’t have a car or don’t have internet access or don’t
have a bank account). These consumers will have a higher WTP.
Al-powered algorithms will be able to identify consumers with fewer,
or less attractive, outside options and offer them higher prices.”? And, like
other factors that influence the WTP, the existence and features of outside
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options might be subject to misperception. Specifically, an unsophisticated
consumer might underestimate her outside options (e.g., she might under-
estimate her ability to get a lower price from a competing seller). As a result,
the consumer will have a higher WTP. An algorithm trained to track WTP
would set a higher price for this consumer, even if the consumer could in
fact get a lower price from a competing seller.

The normative evaluation of algorithmic price discrimination may change
when WTP is influenced by consumers’ outside options. For example, when
WTP is determined by preferences and by budget constraints, it is likely
that rich consumers will have a higher WTP and poor consumers will have
a lower WTP. Accordingly, the algorithm will set higher prices for the rich
and lower prices for the poor, which is distributionally attractive. In contrast,
when WTP is determined by outside options, it is likely that rich consumers
will have a lower WTP and poor consumers will have a higher WTP. The
algorithm will then set higher prices for the poor and lower prices for the
rich, which is distributionally unattractive. Note that these distributional
concerns apply in both S markets and U markets. Still, overall algorithmic
harm will be greater in U markets to the extent that underestimation of out-
side options will further increase WTP both for richer consumers and for
poorer consumers.

F. Summary

The extensions studied in this chapter hold several key lessons for policy-
makers: First, the basic insight—that Al-powered price discrimination is
more troubling in U markets—is robust to several real-world variations on
the assumptions that underlie the baseline Chapter 1 analysis. Policymak-
ers should thus focus their attention, and their limited enforcement budget,
on U markets. Second, not all U markets are created equal. In some U
markets, most unsophisticated consumers overestimate the benefit from the
product or service, whereas in other U markets most unsophisticated con-
sumers underestimate the benefit from the product or service. The welfare
costs of Al-powered price discrimination are significantly larger in the for-
mer, where the problem is overestimation. Therefore, policymakers should
focus on the subset of U markets where overestimation is the more common
problem. Finally, AI-powered price discrimination can be either benefit-
based or cost-based. Algorithmic harm is larger when price discrimination
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is benefit-based and smaller when price discrimination is cost-based. To
conclude: policymakers should focus on markets where AI algorithms set
prices based on the consumers’ perceived benefit levels, and these perceived
benefits are overestimated.

Appendix

In this Appendix, we offer a formal analysis of the BBP extension (Section C).
For reasons that were explained in Section C, we start with U markets and
then proceed to analyze S markets.

A. U Markets

With BBP, it is easier to start with U markets, where unsophisticated con-
sumers are not aware of the seller’s BBP. These consumers will not adjust
their early-period purchasing decisions to secure lower later-period prices.
To ascertain the effect of algorithmic BBP, we begin with the pre-algorithmic
benchmark. In this pre-algorithmic world, a monopolistic seller will set the
same (monopoly) uniform price in both the early and late periods. With
algorithmic BBP, the seller will set a uniform, higher early-period price and
two late-period prices: a higher price for consumers who purchased in the
early period and a lower price for those who did not. The lower late-period
price allows poorer, lower-WTP consumers who did not purchase in the
early period to enter the market. The higher late-period price extracts more
surplus from the richer, higher-WTP consumers who made an early-period
purchase.

The overall welfare effects of BBP are nuanced. From an efficiency per-
spective, with BBP sellers serve more consumers in the later period (thanks
to the differentiated pricing) but fewer consumers in the early period
(because of the higher early-period price). From a distributional perspec-
tive, higher-WTP consumers who are likely richer are harmed by the higher
prices in both the early and late periods. At the same time, some lower-
WTP consumers, who are likely poorer and were excluded from the market
without BBP, are able to participate in the market and gain surplus with
BBP. It will often be the case that consumers as a group are harmed by
BBP, whereas a subgroup of poorer consumers benefits. The overall wel-
fare assessment of algorithmic BBP is complicated by these trade-offs. To
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illustrate the effects of BBP and gain further insight into the trade-offs that
determine the normative evaluation of this practice, we next study a detailed
example of BBP.

Setup. Consider a product that gives each consumer a value, v € [0, V],
and let the probability density function, f(v), and the corresponding cumu-
lative distribution function, F (v), represent the distribution of values across
a unit mass of consumers. For simplicity, we assume a uniform distribu-
tion, such that f(v) = ‘l, and F(v) = %.53 The distribution of values deter-
mines the demand for this product: for any price p, the quantity sold is
given by q(p) = 1-F(p); that is, consumers with a value that exceeds
the price will purchase the product. At this price p, the monopolistic
seller makes a profit of 7(p) = p - q(p) if we normalize the per-unit cost
of production to zero; the consumer surplus is f},/(v - p)f(v) dv, aggre-
gating the net benefit, v - p, across consumers with values v € [p, V] who
purchase the product at the price p. There are two time periods, period
1 and period 2. We assume that, in each period, each consumer pur-
chases one unit of the product, at most. For simplicity, we assume no time
discounting.

Pre-algorithmic world. In the pre-algorithmic world, the monopolist can-
not engage in BBP. Therefore, it will set the same price in both peri-
ods, and this price will be offered to all consumers. Specifically, the
offered price will be the standard monopoly price, which is p* = g in
our setup.®® Accordingly, consumers with above-median values purchase
the good, whereas consumers with below-median values are excluded
from the market. The monopolist’s profit is 7 (p°®) = p°-q(p®) = 3V in
each period, for a total profit of %V. And the consumer surplus is
CS(p°) = [ p(v-p5) f(W) dv = %V in each period, for a total consumer
surplus of iV.

Post-algorithmic world. In the post-algorithmic world, the monopolist
engages in BBP. It will set a period 1 price p;, such that high-value con-
sumers, with v € [p;, V], buy the product in period 1; low-value consumers,
with v € [0, p1], do not buy the product in period 1. The monopolist will
then set two different period 2 prices—one price p4 for the high-value con-
sumers who bought the product in period 1, and another, lower price p5
for the low-value consumers who did not buy the product in period 1. In
period 1, the seller is facing the entire market, and demand is given by
q1 (p1) =1 - F(p1). The seller’s profit is 7r; (p1) = p1 - q1 (p1); the consumer

surplus is CS; (p1) = [ (v = p1) f(v) dv.
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In period 2, for the high-value segment covering all consumers
with v € [p1,V], demand is given by g% (p%)=1-F(p¥)>> The
seller’s profit is m (p¥) = pif- g (p¥); the consumer surplus is
CSY (p5) = [ pu(v-p5)f(v)dv. In our setup, the profit-maximizing
price is pi = p;.°® All of the high-value consumers, with v € [p;, V], who
purchase the product in period 1 will also purchase the product in period
2. Therefore, we can rewrite the monopolist’s profit as & (p) = p1 - g5 (p1)
and the consumer surplus as CSY (p;) = [1,(v—p1)f(v) dv. In the low-
value segment, covering all consumers with v € [0, p;], demand is given
by 4k (p1) = F(py) - F(pt). The sellers profit is m (o) = p - gt (o)
the consumer surplus is CS (p}) = fp  (v=p5)f(v)dv. In our setup,

= P ! 57 Of the low-value consumers

the profit-maximizing price is p5 =
who did not buy in period 1, the upper half, that is, consumers with

€ [%, p1], buy the product in period 2. Therefore, we can rewrite the
monopolist’s proﬁt as m5 (&) = B g5 (2) and the consumer surplus as
CSk(py) = p1/2 V- f)f(v) dv.

We can now derive the period 1 price. The seller sets this price to max-
imize the sum of its period 1 profit, 7 (p;), together with the two period
2 profits—a! (p;) for the high-value segment and 75 (") for the low-value
segment.’ In our setup, the profit- max1m121ng price is p; = 4V , such that
the upper ; of consumers, with values v € [ 2 V], buy the good in period
1. Then, in period 2, the seller will set pi' = p; = %/ for the consumers who
bought the product in period 1, such that the same consumers, with values
vE [ V] buy also in period 2; the seller will set p5 = p L = %/ for the con-

sumers who did not buy the product in period 1, such that consumers with
2V 4y
77
Comparison. BBP clearly increases the seller’s profit; otherwise, the

values v € | | buy in period 2.

seller would avoid BBP and set prices as in the pre-algorithmic world.
Specifically, whereas the seller’s profit was %V without BBP, it is
m (p1) + 7 (p1) + nb (%) = %V with BBP. But while the seller benefits
from BBP, consumers are harmed. Without BBP, consumer surplus was
LV. With BBP, consumer surplus is CS; (p1) + CSY (p1) + CS5 (&) = i—;V.
In our setup, the harm to consumers from BBP, that is, the reduction in
consumer surplus (;V - £ V), is smaller than the benefit to the seller, that s,
the increase in the seller’s profit (%V— %V), such that BBP increases over-
all efficiency.” Yet, given the adverse distributional effect, BBP may still be
socially undesirable.



ALGORITHMIC PRICE DISCRIMINATION: EXTENSIONS 39

Table 2.1 Disaggregated Effects of BBP in U Markets

Consumers with ~ Consumer Surplus Seller’s Profit Total
No BBP BBP No BBP BBP No BBP BBP
96 72 168 192 264 264
v vy Zy S 2y Xy 2y
392 392 392 392 392 392
2 7 28 8 30 15
ve [y Y] -V —V —V —V Vv —
392 392 392 392 392 392
9 24 33
ve (&, 7] 0 —V 0 — 0 —=
392 392 392
ve (o] 0 0 0 0 0 0

Drilling down further, we can distinguish between four groups of con-
sumers, as shown in Table 2.1. The table also presents, for each group, the
consumer surplus, the seller’s profit, and the total surplus (which combines
the consumer surplus and the seller’s profit), with and without BBP.

We can now summarize the effect of BBP on each group. (1) Consumers
withv € [0, ZV] would be excluded from the market with and without BBP.

(2) Consumers withv € [2V V] would be excluded without BBP and served,
V 4V
7
would be served in both periods without BBP and only in the second period
with BBP. Still, because of the lower price charged with BBP in the second

period, they enjoy a higher consumer surplus, and the seller’s proﬁt from

albeit only in the second period, with BBP. (3) Consumers with v €

serving these consumers is lower. (4) Consumers with v € [ , V] would
be served, in both periods, with and without BBP. BBP allows the seller to
charge a higher price, thus shifting surplus from consumers to the seller.
(The total surplus is not changed by the introduction of BBP.) While BBP
harms consumers as a group, the distributional effects are more subtle: con-
sumers with v € [4V V] who are likely richer are harmed by BBP, whereas
consumers with v € [V 4V] and withv € [2V V]
efit from BBP®’ (Consumers as a group are harmed because the group with
€ [%’, V] is larger.)

who are likely poorer ben-

B. S Markets

We next turn to S markets, where consumers are aware of the seller’s BBP.
As noted above, some high-WTP consumers will strategically refrain from
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making an early-period purchase in order to secure a lower price in the later
period. This reduces efficiency and consumer surplus in the early period.
In the later period, the algorithm segments the market, with a higher price
for consumers who purchased in the early period and a lower price for those
who did not. (From a distributional perspective, the outcome in S markets is
somewhat less attractive, as the lower, later-period price is enjoyed by some
relatively wealthy consumers who strategically refrained from purchasing in
the early period.) When consumers are aware of the seller’s use of BBP and
respond strategically, BBP helps consumers and harms sellers. Therefore,
in the early period, sellers would prefer to commit to refraining from using
BBP, if they could. But such a commitment may well prove impossible: in
the later period, armed with reams of data and the algorithms to analyze
it, sellers will have a strong incentive to engage in BBP, and sophisticated
consumers will anticipate this in the early period and respond accordingly.
From a social welfare perspective, algorithmic BBP can be desirable in
S markets.

Post-algorithmic world. Whereas in U markets in period 1 consumers
bought the product whenever the value that they gained from the prod-
uct exceeded its price, in S markets consumers might refrain from making a
period 1 purchase even if value exceeds price. Therefore, we need to derive
a value threshold, 7, such that only consumers with v € [#;, V] will buy the
product in period 1. (Note that 7 will exceed the period 1 price, p;.) At
this threshold, the loss from forgoing a beneficial period 1 purchase exactly
equals the gain from a lower period 2 price: 7 - p; = pi! - pk; we call this the
“threshold equation.” The period 2 prices also need to be adjusted, relative
to the U markets case, such that the threshold #; replaces p;. Specifically, we
have p¥ = ¥, and p% = % Plugging these period 2 prices into the threshold
equation, we get ¥; (p1) = 2p;. We can also rewrite the period 2 prices as a
function of p: pi (p1) = 2p;1 and pb (p1) = p1.

The seller sets p; to maximize the sum of its period 1 profit, m (p1),
together with the two period 2 profits—n! (2p;) for the high-value segment
and 7 (p;) for the low-value segment.®! In our setup, the profit-maximizing

priceis p; = % and the thresholéivis 7 (p1) = %/, such that the upper 40%
10°
period 2, the seller sets p’ (p;) = % for the consumers who bought the

of consumers, with values v € [%f, V], buy the good in period 1. Then, in

product in period 1, such that the same consumers, with values v € [%/, V],

buy also in period 2, and p% (p;) = %/ for the consumers who did not buy
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the product in period 1, such that consumers with values v € [%/, %/ ], buy
in period 2. As compared to the U markets case, we have fewer period 1
purchases and fewer period 2 purchases.

Comparison. What are the effects of BBP in S markets? Whereas the seller’s
profit was 1V without BBP, it is 7, (p) + 7 (2p1) + 75 (p1) = 0.45V with
BBP. In terms of consumer surplus, as compared to a surplus of 0.25V with-
out BBP, we have CS; (p;) + CSE (2p1) + CS (py) = 0.325V with BBP. When
consumers are aware of the seller’s use of BBP and respond strategically,
BBP helps consumers and harms sellers. (This is why sellers would prefer
to commit to refraining from using BBP, if they could.)

Drilling down further, we can distinguish between four groups of
consumers, as shown in Table 2.2. The table also presents, for each
group, the consumer surplus, the seller’s profit, and the total surplus
(which combines the consumer surplus and the seller’s profit), with and
without BBP.

We can now summarize the effect of BBP on each group. (1) Consumers
withv € [0, % | would be excluded from the market with and without BBP.

(2) Consumerswithv € [%, g ] would be excluded without BBP and served,
albeit only in the second period, with BBP. (3) Consumers with v € [g, %/ ]
would be served in both periods without BBP and only in the second period
with BBP. Still, because of the lower price charged with BBP in the sec-
ond period, they enjoy a higher consumer surplus; the seller’s profit from
serving these consumers is lower. (4) Consumers with v € [%’, V] would
be served, in both periods, with and without BBP. BBP allows the seller
to charge a higher price in the second period but pushes the price down

in the first period. Overall, in group (4), BBP shifts surplus from the seller

Table 2.2 Disaggregated Effects of BBP in S Markets

Consumers with  Consumer Surplus Seller’s Profit Total
NoBBP  BBP NoBBP BBP  NoBBP  BBP
ve[%.V] 0.24V 0.28V 0.4V 036V 0.64V 0.64V
ve [y % 0.01V 0.025V 0.1V 0.03V 011V 0.055V
ve[3E Y] 0 0.02V 0 0.06V 0 0.08V

ve (03] 0 0 0 0 0 0
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to consumers. (The total surplus is not changed by the introduction of BBP.)
Looking across the four groups, BBP harms the seller and helps consumers,
and, unlike in U markets, all groups of consumers benefit.

C. Summary

In S markets, algorithmic behavior-based price discrimination is welfare
enhancing, increasing both the consumer surplus and overall welfare. In U
markets, the welfare effects are more subtle. BBP reduces overall consumer
surplus, but the harm is concentrated in the group of high-WTP consumers
who are likely richer, whereas low-WTP consumers who are likely poorer
benefit from BBP.



Chapter 3
Algorithmic Targeting

In this chapter, we shift our focus from price discrimination to product tar-
geting. (Although, as we will see, prices may also vary.) The Al-powered
algorithm matches different consumers with different products or different
product designs. Our analysis covers targeted advertising, which is one of
the major examples of algorithmic decision-making in consumer markets.**

As with algorithmic price discrimination, the most fundamental conclu-
sion is that algorithmic targeting is largely beneficial in S markets, where
most consumers are sophisticated, but potentially harmful in U markets,
where many consumers are unsophisticated (although there are also sophis-
ticated consumers). Moreover, as with algorithmic price discrimination, we
will show that algorithmic targeting might be harmful in U markets where
the unsophisticated consumers overestimate the product’s benefit; targeting
may actually help consumers when information and rationality deficits lead
to underestimation of the product’s benefits.

Intuitively, in S markets, algorithmic targeting is welfare enhancing, as
it allows for a better matching between products and consumers. If some
consumers like tablets and other consumers like laptops, algorithmic target-
ing can help both to get what they want. In U markets with overestimated
benefits, algorithmic targeting might harm biased consumers by offering
them an inferior product whose benefits they overestimate. Consumers
might be offered an outmoded laptop at an inflated price, and they might
like what they see. These biased consumers are harmed, relative to a pre-
algorithmic, no-differentiation world, where the superior product would
have been offered to all consumers. But even in U markets with overes-
timated benefits, algorithmic targeting is not always harmful. Specifically,
targeting can help consumers, if in the pre-algorithmic, no-differentiation
world the seller would offer only the inferior product to the biased con-
sumers at an inflated price. (In this case, algorithmic targeting helps the
unbiased consumers and does not harm the biased consumers.) In U mar-
kets where some consumers underestimate the benefit from a superior prod-
uct, algorithmic targeting helps consumers because, in a pre-algorithmic,

Algorithmic Harm. Oren Bar-Gill and Cass R. Sunstein, Oxford University Press. © Oren Bar-Gill
and Cass R. Sunstein (2025). DOI: 10.1093/0s0/9780197778197.003.0004
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no-differentiation world either (i) the inferior product would have been
offered to all consumers or (ii) the superior product would have been
offered at a price that completely excludes biased consumers from the mar-
ket (whereas targeting allows biased consumers to at least get the inferior
product).

Al-powered algorithms are increasingly being used in U markets to target
vulnerable consumers and exploit their overestimation bias.*® The company
EyeQ, which counts VinMart and Unilever among its “partners,” devel-
oped an “Emotional Recognition” algorithm that scans the faces of in-store
shoppers “to measure six basic emotions, detect genders and ages,” and
then “optimize[s] the advertisement targeting effect”®* A leaked internal
Facebook strategy document boasted, “By monitoring posts, pictures, inter-
actions and internet activity in real-time, Facebook can work out when

<

young people feel ‘stressed, ‘defeated, ‘overwhelmed, ‘anxious, ‘nervous,
‘stupid, ‘silly; ‘useless, and a ‘failure’” According to the leaked document,
this can be used to micro-target ads at “moments when young people need
a confidence boost.”®> Another example involves Target Corporation, which
allegedly used big data and algorithms to identify pregnant consumers and
new parents and then sent them special coupons (Duhigg 2013). This could
be good for S consumers but bad for U consumers or for consumers who

temporarily become U consumers as sleep-deprived new parents.

A. S Markets

In S markets, where most consumers are sophisticated, algorithmic target-
ing can be welfare enhancing. Consider the market for laptops and assume,
for simplicity, that there are two types of laptops. The first has a large,
super-high-definition screen and a powerful graphics card. The second has
a lower-end screen and graphics card, but a super-fast central processing
unit and extra random-access memory. It would be welfare enhancing if the
algorithm were to offer the first laptop to a graphic designer and the second
to a computer scientist who needs to analyze large data sets. Or consider a
market for cars and assume, for simplicity, that there are two types of cars:
a larger car with more legroom and a bigger trunk, and a smaller car that
comes with a higher-end entertainment system. It would be welfare enhanc-
ing if the algorithm were to offer the larger car to a suburban family and the
smaller car to an unmarried city dweller who enjoys listening to opera (and
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struggles with parking in the city). In more extreme cases, every consumer
could be offered the specific laptop or the specific car that is most likely to
fit their particular needs.®

The examples could easily be proliferated. The central point is that in light
ofthe immense diversity of both preferences and products, a great deal might
be gained in terms of welfare if an algorithm could help to “match” particular
desires and needs with particular offerings. So long as we are dealing with S
markets, there are welfare gains if the matches are accurate. To be sure, we
would have little need for the assistance of an algorithm if search costs were
zero; in that case, people could find the right product. A key advantage of
the algorithm, under the circumstances we are assuming, is that it reduces
search costs.

B. U Markets

With respect to algorithmic targeting, the interesting U markets are those
where unsophisticated consumers appear alongside a significant number
of sophisticated consumers. In these markets, algorithmic targeting might
be welfare reducing. Suppose that unsophisticated consumers overestimate
the benefit from a lower-quality product, mistakenly preferring this prod-
uct over an objectively superior product. If so, the algorithm would offer
the superior product to the sophisticated consumers while offering the
lower-quality product to the unsophisticated consumers. This algorithmic
outcome is harmful if, in a pre-algorithmic world with no product targeting,
sellers would offer the superior product to all consumers.

In these scenarios, one group of consumers is oftered lower-quality prod-
ucts rather than just different-quality products (as in the laptops and cars
examples from Section A above). But algorithmic targeting can also help
consumers in U markets. For instance, if a sufficiently large number of
unsophisticated consumers underestimate the benefit from a higher-quality
product, mistakenly preferring a lower-quality product, then in a pre-
algorithmic world all consumers would be offered the lower-quality product.
The advantage of algorithmic targeting is that it allows the seller to offer the
higher-quality product at least to the sophisticated consumers.

Consider a market with two products, P1 and P2, where the benefit (to
consumers) from P1 is larger than the benefit from P2. To focus on the
effect of benefit and perceived benefit, we assume that the cost, to Seller, of
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manufacturing the two products is identical, and for expositional purposes
we let this cost be zero. We assume that some of the consumers are sophisti-
cated, and thus accurately identify the benefits that they would derive from
each product, while others are unsophisticated, and thus misperceive the
benefit from one of the products. We distinguish between the case where the
lower, P2 benefit is overestimated and the case where the higher, P1 benefit
is underestimated. Market power is such that Seller gets half of the perceived
surplus and the consumer gets half of the perceived surplus. (Note that, since
the cost is zero, half of the perceived surplus is equal to half of the perceived
benefit.) This equal division of the perceived surplus is achieved by setting
the price equal to half of the perceived benefit.”’

1. Overestimation

Consider the following examples:

Example 3.1a

There are two types of cars: (i) a larger car with more legroom and a
bigger trunk (P1), which provides a benefit of 200, and (ii) a smaller car
that comes with a higher-end entertainment system (P2), which provides
a benefit of 100. One half (1/2) of consumers are sophisticated, and thus
accurately identify the benefits that they would derive from each car. The
other half (1/2) of consumers overestimate the number of hours that they
will spend listening to opera in the car and thus overestimate the benefit
from P2, mistakenly thinking that it is 300 (rather than 100).®

Example 3.1b

Same as Example 3.1a, except that one quarter (1/4) of consumers are
sophisticated, and the other three quarters (3/4) overestimate the benefit
from P2, mistakenly thinking that it is 300 (rather than 100).
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In a world with big data and Al-powered algorithms, Seller can distin-
guish between the biased and unbiased consumers. Therefore, Seller will
offer the larger vehicle to the unbiased consumers, at a price of 100 (which
is half of the actual benefit, 200). And Seller will offer the smaller car with the
high-end entertainment system to the biased consumers who overestimate
the benefit from the entertainment system, at a price of 150 (which is half of
the perceived benefit, 300). In an algorithmic world, in Example 3.1a, Seller’s
overall profitis 2 x 100 + 1 x 150 = 125, and the overall consumer surplus is
1 x(200 - 100) + 1 x (100 - 150) = 25. And, in Example 3.1b, Seller’s over-
all profit is i x 100 + % x 150 = 137.5, and the overall consumer surplus is
% (200 - 100) + 2 x (100 - 150) = -12.5.

To appreciate the potential algorithmic harm (or benefit) in such cases, we
must compare the targeting outcome to the no-differentiation benchmark.
What would car sellers do in a pre-algorithmic world, where they cannot
distinguish the biased consumers from the unbiased consumers? Unable to
discriminate, the sellers would offer the same car to all consumers.® But
which car will they offer? Would they offer the larger car or the smaller?
And what price will they set? If Seller offers P1, then misperception doesn’t
play a role (since only the benefit from P2 is misperceived). Seller sets a
price of 100 and earns a profit of 100. Note that all consumers buy P1. If
Seller offers P2, then Seller would forgo the business generated by the unbi-
ased consumers and set a price of 150, at which only overestimators would
make the purchase. Seller’s profit would then be % x 150 = 75 in Example
3.laand % x 150 = 112.5 in Example 3.1b, reflecting a higher per-unit profit
but a smaller number of units sold.”® Since 75 < 100, in Example 3.1a Seller
will offer the larger car to all consumers, and the consumer surplus will be
200 - 100 = 100. And, since 112.5 > 100, in Example 3.1b Seller will offer
the smaller car at a price that will attract only the biased consumers, and the
consumer surplus will be Z x (100 - 150) = -37.5.

To assess the welfare effects of algorithmic targeting, we compare the pre-
and post-algorithmic worlds. In Example 3.1a, targeting harms consumers
who enjoy a surplus of 100 in the pre-algorithmic world and only 25 in the
post-algorithmic world. In a pre-algorithmic world, all consumers get the
superior product (the larger car), P1, whereas in the post-algorithmic world,
the biased consumers get the inferior product (the smaller car), P2, and over-
pay for it. In contrast, in Example 3.1b, targeting helps consumers, who lose
37.5 in the pre-algorithmic world and lose only 12.5 in the post-algorithmic
world. In a pre-algorithmic world, unbiased consumers are left out of the
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market, whereas in the post-algorithmic world they get the larger car, P1,

and their purchases increase the overall consumer surplus. (In both worlds,
biased consumers get the smaller car, P2, and overpay for it.)

2. Underestimation

Consider the following examples:

Example 3.2a

There are two types of cars: (i) a highly fuel-efficient hybrid vehicle (P1),
which provides a benefit of 300, and (ii) a gas guzzler, but one that comes
with fancier seats and a higher-end entertainment system (P2) and pro-
vides a benefit of 200. One-half (1/2) of consumers are sophisticated and
thus accurately identify the benefits that they would derive from each car.
The other half (1/2) of consumers are present-biased and thus underesti-
mate the fuel-efficiency advantage of P1; these consumers mistakenly think
that the benefit from P1 is 100 (rather than 300).”!

Example 3.2b

Same as Example 3.2a, except that three-quarters (3/4) of consumers are
sophisticated, and the other one-quarter (1/4) underestimate the benefit
from P2, mistakenly thinking that it is 100 (rather than 300).

In a world with big data and Al-powered algorithms, Seller can distin-
guish between the biased and unbiased consumers. Therefore, Seller will
offer the hybrid vehicle to the unbiased consumers, at a price of 150 (which
is half of the actual benefit, 300). And Seller will offer the gas guzzler with the
fancy seats and the high-end entertainment system to the biased consumers
who underestimate the fuel-efficiency advantage of the hybrid car, at a price
of 100 (which is half of the actual benefit, 200). In an algorithmic world,
in Example 3.2a, Seller’s overall profit is 3 x 150 +  x 100 = 125, and the

overall consumer surplus is % x (300 - 150) + % x (200 - 100) = 125. And
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in Example 3.2b, Seller’s overall profit is % x 150 + 3 x 100 = 137.5, and the
overall consumer surplus is % x (300 - 150) + i x (200 - 100) = 137.5.

To appreciate the potential algorithmic harm (or benefit) in such cases, we
must compare the targeting outcome to the no-differentiation benchmark—
to a pre-algorithmic world where, unable to distinguish between the biased
and unbiased consumers, sellers must offer the same car to all consumers.
If Seller offers the gas guzzler (P2), then misperception doesn’t play a role
(since only the benefit from P1 is misperceived). Seller sets a price 100 and
earns a profit of 100. Note that all consumers buy P2. If Seller offers the
hybrid vehicle (P1), then Seller would forgo the business generated by the
biased consumers and set a price of 150, at which only unbiased consumers
would make the purchase. Seller’s profit would then be % x 150 = 75 in
Example 3.2a and % x 150 = 112.5 in Example 3.2b, reflecting a higher per-
unit profit but a smaller number of units sold.”? Since 75 < 100, in Example
3.2a Seller will offer the gas guzzler to all consumers, and the consumer
surplus will be 200 - 100 = 100. And since 112.5 > 100, in Example 3.2b
Seller will offer the hybrid car at a price that will attract only the unbiased
consumers, and the consumer surplus will be % x (300 - 150) = 112.5.

To assess the welfare effects of algorithmic targeting, we compare the pre-
and post-algorithmic worlds. In Example 3.2a, targeting helps consumers,
who enjoy a surplus of 100 in the pre-algorithmic world and a higher sur-
plus of 125 in the post-algorithmic world. In a pre-algorithmic world, all
consumers get the inferior product (the gas guzzler), P2, whereas in the
post-algorithmic world, the unbiased consumers get the better product (the
hybrid), P1. Also, in Example 3.2b, targeting helps consumers, who enjoy a
surplus of 112.5 in the pre-algorithmic world and a higher surplus of 137.5
in the post-algorithmic world. In a pre-algorithmic world, biased consumers
are left out of the market, whereas in the post-algorithmic world they at least
get the gas guzzler, P2 (which still provides a positive benefit).

C. In Brief

In S markets, algorithmic targeting is welfare enhancing, as it allows for a
better matching between products and consumers. In U markets, the picture
is more complicated. When some consumers overestimate the benefit from
an inferior product, algorithmic targeting harms consumers if the superior
product would have been offered to all consumers in a pre-algorithmic,
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no-differentiation world. If the inferior product would have been offered at
an inflated price only to the biased consumers, then algorithmic targeting
helps the unbiased consumers (and does not harm the biased consumers).
When some consumers underestimate the benefit from a superior product,
algorithmic targeting helps consumers because, in a pre-algorithmic, no-
differentiation world either (i) the inferior product would have been offered
to all consumers or (ii) the superior product would have been offered at a
price that completely excludes biased consumers from the market (whereas
targeting allows biased consumers to at least get the inferior product).

Cases where benefits are overestimated and there is a significant risk of
algorithmic harm are quite common. For example, a seller may offer to
such biased consumers excessively expensive or unneeded life insurance,
extended warranties, home protection plans, or 1,001 dance lessons. In all of
these cases, biased consumers might overestimate the benefits of the relevant
offerings.”

There is another set of cases where algorithmic targeting can help unso-
phisticated consumers. An algorithm that identifies a bias may respond in a
way that both maximizes the seller’s profits and helps the biased consumer.
For example, an algorithm may identify a present-biased consumer who
would not purchase a gym subscription because he underestimates the long-
term benefits of gym membership. If the algorithm offers this consumer a
low introductory rate (and a high long-term rate), which is especially attrac-
tive to the present-biased consumer, then the consumer may purchase the
gym membership—to the benefit of both seller and buyer. Or assume that
a bank’s algorithm identifies less sophisticated consumers who are likely to
spend excessively and offers them a product that helps them manage their
finances more responsibly (and thus also avoid defaulting on their bank
loans). This could be beneficial to both the bank and the consumer.

D. Shifting Preferences

There is an independent problem which raises fundamental questions.
Focusing on markets with sophisticated consumers, where we touted the
welfare benefits of algorithmic targeting, our central assumption was that
an algorithm should be in a good position to know, at a given time, what
people will like, and how much they will like it. It will therefore be able to
offer them goods and services that are well-matched to previously registered
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preferences, for example, preferences expressed through prior purchases.
If a consumer likes specific books—say, about World War II or about the
wonderfulness or terribleness of a particular politician—the algorithm will
be able to display, to that consumer, books that fit those preferences, and
at the right prices. From one perspective, that is highly desirable. From
another perspective, this could be harmful, for instance, if the consumer
would also enjoy books about economics or psychology, even though she
never purchased such books before. By offering only books that match pre-
viously registered preferences, the algorithm might prevent the consumer
from learning that she would also enjoy other books. Things become even
more complicated if we shift from a learning story to a preference-changing
story.”*

In ordinary markets, people are continuously learning about their pref-
erences, and also their preferences change over time. One reason is that
consumers often expand their own horizons. They may do so after seeing
a range of diverse offerings that might not be included in an algorithm’s
choices or after serendipitous encounters that pique interest and curiosity.
An algorithm might limit itself to products that match previously registered
preferences, which might not be in consumers’ interest and which might not
increase their welfare.

It is challenging to undertake welfare analysis that is unmoored from pre-
viously registered preferences (Oishi & Westgate 2022; Dolan 2015). But
we could easily imagine situations in which new and expanded horizons
improve welfare; an algorithm might not help on that score and could even
hurt. To be sure, an especially sophisticated algorithm might anticipate this
problem, and might solve it. It might know not only what consumers have
liked in the past, but also what they might end up liking in the future, even
if the latter diverges from the former. It is a nice question whether and when
algorithms will achieve that level of sophistication.”

Appendix

The Appendix provides a formal analysis of algorithmic targeting in U mar-
kets to complement the informal discussion from Section B. Consider a
market with two products, P1 and P2. The cost, to Seller, of manufactur-
ing P1 is ¢; and the cost of manufacturing P2 is c,. To focus on the effect of
benefit and perceived benefit, we assume that ¢; = ¢, = c. Consumers enjoy
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a benefit b; from P1 and b, from P2; assume that b; > b,.”° We analyze two

types of misperception:

(@)

(b)

Overestimation: Biased consumers (mistakenly) think that the ben-
efit from P2 is 6b,, where 6 > 1. For example, consider the market for
new cars and assume, for simplicity, that there are two types of cars—
one is larger with more legroom and a bigger trunk (P1), whereas the
other is smaller but comes with a higher-end entertainment system
(P2). Consumers who overestimate the number of hours that they
will spend listening to opera in the car will overestimate the bene-
fit from P2. To focus on situations where the overestimation bias is
potentially most troubling, we assume that b, < b; < by, that is, that
the bias flips the relative desirability of the two products.
Underestimation: Biased consumers (mistakenly) think that the ben-
efit from P1 is 0b;, where § < 1. Consider, again, the market for new
cars and assume, for simplicity, that there are two types of cars—
one is a highly fuel-efficient hybrid vehicle (P1), whereas the other
is much less fuel-efficient but comes with fancier seats and a higher-
end entertainment system (P2). Since the benefit from P1 accrues
over time, present-biased consumers will underestimate this benefit.
To focus on situations where the underestimation bias is potentially
most troubling, we assume that 6b; < b, < by, that is, that the bias
flips the relative desirability of the two products.

In both cases, we assume that a share ay of consumers are unbiased and rec-

ognize the true benefit (b; or b,), whereas the remaining share ag (= 1 - ay)

of consumers are biased and misperceive the benefit, as 6b, in the overesti-

mation case or as 6b; in the underestimation case. Market power is such that

Seller can set a price equal to a percentage y < 1 of the consumers’ benefit
(or WTP).”

1. Overestimation

In a world with big data and sophisticated algorithms, Seller can dis-

tinguish between the biased and unbiased consumers, offering P1 to the

unbiased consumers and P2 to the biased consumers.”® In our example,

the algorithm offers the larger vehicle to the unbiased consumers, at a
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price of p; = yb;. At the same time, the algorithm offers the smaller car
with the high-end entertainment system to consumers who are identified
as those who are likely to overestimate the benefit from the entertainment
system. Moreover, the algorithm will set a high price for the smaller car
with the high-end entertainment system, reflecting the biased consumers’
inflated WTP: p¥ = y8b,. Seller’s overall profit, in an algorithmic world, is
= ay(p-c)+oap (sz - c) =ay (ybl - c) + ag (y5b2 - c), and the overall
consumer surplus is CS* = ay (b -p1) +oap (bz —pf) = ay (1 - y) b, +
agp (1 - 5)/) b,.

To appreciate the potential algorithmic harm in such cases, we must
compare the algorithmic targeting outcome to the no-differentiation bench-
mark. What would car sellers do in a pre-algorithmic world, where
they cannot distinguish the biased consumers from the unbiased con-
sumers? Unable to discriminate, the sellers would offer the same car
to all consumers.”” But which car will they offer? Will they offer the
larger car (P1) or the smaller (P2)? And what price will they set? The
answer depends on market conditions—on the aggregate demand for each
car model, which depends on the number of biased versus unbiased
consumers.*

Which product will Seller offer—P1 or P2? If Seller offers P1, then misper-
ception doesn’t play a role (since only the benefit from P2 is overestimated).
Seller sets a price of p; = yb; and earns a profit of 7l = yb, — ¢ (where
the superscript “PA” refers to the pre-algorithmic world). Note that all con-
sumers buy P1. If Seller offers P2, then she must choose which consumers she
wants to serve. If Seller wants to serve all consumers, she will set a price of
P2 = ybs and earn a profit of 75 = yb, - c. Alternatively, Seller could forgo
the business generated by the unbiased consumers and set a higher price,
pas = y0b, (the subscript “2B” stands for a P2 price targeting biased con-
sumers), at which only overestimators would make the purchase. Seller’s
profit will then be 754 = ag (y8b, - c), reflecting a higher per-unit profit but
a smaller number of units sold.

Note that, since 7l > 74, Seller will never offer P2 at a price that will
attract all consumers. Intuitively, in order to sell the smaller car to all con-
sumers, Seller would have to reduce the price to a level that even unbiased
consumers would be willing to pay. But if such a low price is needed to cap-
ture the entire market with the smaller car, it is more profitable for Seller to
capture the entire market with the larger car that can fetch a higher price.
Therefore, in a pre-algorithmic world:
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(i) Seller will offer P1, the larger car, to all consumers, if the profit that
Seller can make from offering the larger car to all consumers exceeds
the profit that she can make from offering the smaller car only to
overestimators, that is, if 714 > 704, In this case, consumer surplus
will be CS? = (1 - y) by.

(ii) Seller will offer P2, the smaller car, at a price that will attract
only biased consumers, if the profit that she can make from
offering the smaller car only to overestimators exceeds the profit
that she can make from offering the larger car to all consumers,
that is, if nta > 7% In this case, consumer surplus will be
CSt = ap (1 - 8y) by.

And since 74 > 754 is equivalent to yb; - ¢ > ap (y8b, - c), there exists a

threshold &g = y;}b , such that P1 will be offered to all consumers when
ap < ap, and P2 will be offered only to biased consumers when ap > a5. We
can thus write:

CSPA _ CSH = (1 y) b, , op < ap

CSPA = ap (1 5)/) b, , ag>ap

To assess the welfare effects of algorithmic targeting, we compare the pre-
and post-algorithmic worlds. In case (i), when ap < ép, algorithmic tar-
geting harms consumers, since CS* < CS™. In a pre-algorithmic world,
all consumers get the superior product (the larger car), P1, whereas in
the post-algorithmic world, the biased consumers get the inferior prod-
uct (the smaller car), P2, and overpay for it. In contrast, in case (ii), when
ap > &g, algorithmic targeting helps consumers, since CS* > CSha. In a pre-
algorithmic world, unbiased consumers are left out of the market, whereas in
the post-algorithmic world, they get P1. (In both worlds, biased consumers
get P2 and overpay for it.)

To conclude, algorithmic targeting harms consumers when ap < ép and
helps consumers when ag > &g. In other words, algorithmic targeting is
more likely to harm consumers when the share of biased consumers is
small, that is, when ap is small. Note that the threshold, &g, is decreasing
in the magnitude of the misperception (0); that is, the range of scenarios
where algorithmic targeting is harmful is smaller when the misperception
is greater. Combining these results: algorithmic targeting is more likely
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Figure 3.1 CS™ (solid line) and CS* (dashed line) as a
function of agp.

to harm consumers when the share of biased consumers is small and the
magnitude of the bias is small.
With respect to the no-differentiation consumer surplus (CS™), we note

that (i) CSH4 (ap) = yy;;;z‘jc (1-68y)by < (1-y)by = CSPAS (ii) CS24 (ap)
is linearly increasing in ap when 0y <1 and linearly decreasing in
ap when 8y > 1, and (iii) CSH (ap =1) < (1-y)b; = CS?A** Compar-
ing to the consumer surplus with algorithmic targeting, we note that
(i) CS™ (a3 =0) = CS*(ap =0), (ii) CS*(ap) is linearly decreasing in
ap, and (iii) CS™ (ap = 1) = CS* (ap = 1).¥* We can now graph the no-
differentiation consumer surplus (CS™) as a function of ag, the solid line

in Figure 3.1, and the consumer surplus with algorithmic targeting (CS*) as
a function of ag, the dashed line in Figure 3.1. (In Figure 3.1, we assume

oy < 1.)

2. Underestimation

In a world with big data and sophisticated algorithms, Seller can dis-
tinguish between the biased and unbiased consumers, offering P1 to the
unbiased consumers and P2 to the biased consumers.** In our example,
the algorithm offers the hybrid vehicle to the unbiased consumers, at a
price of p; = yb;. At the same time, the algorithm offers the low-fuel-
efficiency car to consumers who are identified as suffering from present
bias, namely, to myopic consumers who fail to account for the significant
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long-term cost saving that the hybrid vehicle promises; these consumers
will be charged p, = yb,. Seller’s overall profit, in an algorithmic world, is
mt=ay(pr-c)+ap(ps-c) =ay (ybl - c) + ag (ybz - c), and the overall
consumer surplus is CS* = ay (b, - p1) + ap(bs - p2) = aU(l - y) by +
ag (1 - y) b,.

To appreciate the potential algorithmic harm in such cases, we must com-
pare the algorithmic targeting outcome to the no-differentiation benchmark.
What would car sellers do in a pre-algorithmic world, where they cannot
distinguish the present-biased consumers from the unbiased consumers?
Unable to discriminate, the sellers would offer the same car to all consumers.
But which car will they offer? Will they offer the hybrid (P1) or the gas guz-
zler (P2)? And what price will they set? The answer depends on market
conditions—on the aggregate demand for each model, which depends on
the number of biased versus unbiased consumers.®

Which product will Seller offer—P1 or P2? If Seller offers P2, then
misperception doesn’t play a role (since only the benefit from P1 is under-
estimated). Seller sets a price of p, = yb, and earns a profit of 744 = yb, - c.
Note that all consumers buy P2. If Seller offers P1, then she must choose
which consumers she wants to serve. If Seller wants to serve all consumers,
specifically if she wants to keep the underestimators, she will set a price
of p1p = b, and earn a profit of 74 = b, - c. Alternatively, Seller could
forgo the business generated by the biased consumers and set a higher price,
p1 = by, at which only unbiased consumers will make the purchase. Seller’s
profit will then be 7* = ay (yb; - c), reflecting a higher per-unit profit but
a smaller number of units sold.

Note that, since 754 > 74, Seller will never offer P1 at a price that will
attract all consumers. Intuitively, in order to sell the hybrid to all consumers,
Seller would have to reduce the price to a level that even present-biased con-
sumers would be willing to pay. But if such a low price is needed to capture
the entire market with a hybrid, it is more profitable for Seller to capture the
entire market with the gas guzzler that can fetch a higher price. Therefore,
in a pre-algorithmic world:

(i) Seller will offer P2, the gas guzzler, to all consumers, if the profit
that Seller can make from offering the gas guzzler to all consumers
exceeds the profit that she can make from offering the hybrid only
to unbiased consumers, that is, if 754 > 7t In this case, consumer
surplus will be CS5* = (1 - ) b,.
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(i) Seller will offer P1, the hybrid, at a price that will attract only
unbiased consumers, if the profit that Seller can make from offer-
ing the hybrid to these unbiased consumers exceeds the profit
that she can make from offering the gas guzzler to all con-
sumers, that is, if 714 > 7} In this case, consumer surplus will be
CSA = ay(1-y)b:.

And since b > 7t is equivalent to yb; - ¢ > ay (yb; - ¢), there exists a

threshold &y = ZZ?:E, such that P2 will be offered to all consumers when
ay < ay and P1 will be offered only to unbiased consumers when ay > ay.
Equivalently, there exists a threshold ap = 1 - &y, such that P2 will be
offered to all consumers when ap > &g and P1 will be offered only to

unbiased consumers when ag < &g. We can thus write:

CSPA _ CSIZJA = (1 - ‘y) bz , oy < &U
CSIIJA =0y (1 - 'y) bl , oy > &U

or:

CSPA_ CS{’AZOCU(l—‘y)bl 5 0£B<&B
- CSgAz(l—'y)bz 5 0£B>6CB

To assess the welfare effects of algorithmic targeting, we compare the pre-
and post-algorithmic worlds. In case (i), when ag > &g, algorithmic tar-
geting helps consumers, since C$* > CS4. In a pre-algorithmic world, all
consumers get the inferior product (the gas guzzler), P2, whereas in the
post-algorithmic world, the unbiased consumers get the better product (the
hybrid), P1. Also in case (ii), when ap < @, algorithmic targeting helps con-
sumers, since CS* > CSfA. In a pre-algorithmic world, biased consumers
are left out of the market, whereas in the post-algorithmic world, they at
least get P2 (which still provides a positive benefit). To conclude, when the
misperception takes the form of underestimation (of product benefits), algo-
rithmic targeting always helps consumers, relative to the no-differentiation
benchmark.



Chapter 4
Algorithmically Enhanced Misperceptions

Thus far we have assumed that consumers, or some of them, “come with”
certain information or rationality deficits and that the Al-powered algo-
rithm exploits these existing misperceptions—setting higher prices for, or
offering inferior products to, consumers who overestimate the benefit from
a product or service. In this chapter we relax the exogenous misperceptions
assumption and consider the case where Al-powered algorithms create or
exacerbate the information or rationality deficits. They might, for example,
provide misleading or even false information to certain people, and they
might work to inculcate present bias or unrealistic optimism in other peo-
ple. It is easily imaginable that AI would know which consumers are most
likely to be susceptible to interventions of this kind.

Here is another way to put the point. We might think of people as having
fixed amounts of information and fixed levels of bias. But how much infor-
mation they have might be a function of, or endogenous to, what they are
told. If people are told that a product is likely to last for five years, they might
believe it. Something similar can be said about behavioral biases. Unrealistic
optimism can be induced, and the same is true for present bias. Of course it
is true that skeptical consumers, pessimistic consumers, and future-focused
consumers might be resistant to any efforts to induce the relevant biases.
The only point is that an algorithm might be able to increase the biases that
people have or produce biases that people do not have.

We are entering an era when Al-powered large language models like Chat-
GPT, AI Studios, and Synthesia design the communications—text-based,
audio, or video—that flow from seller to consumer. Given the enhanced
profits that sellers stand to make when consumers suffer from information
and rationality deficits (as laid out in the previous chapters), an algorithm
that is programmed to maximize profits could be expected to design com-
munications that would effectively misinform consumers or trigger misper-
ceptions unless legal (or extralegal) constraints are put in place. This chapter
offers a series of examples illustrating how Al-powered algorithms might
create or exacerbate misperceptions among the seller’s potential customers.

Algorithmic Harm. Oren Bar-Gill and Cass R. Sunstein, Oxford University Press. © Oren Bar-Gill
and Cass R. Sunstein (2025). DOL: 10.1093/050/9780197778197.003.0005
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The harms from these misperceptions are the same harms that we studied in
previous chapters. When algorithms create misperceptions, they transform
an S market into a U market, with the algorithmic harms such a mar-
ket entails. And when algorithms exacerbate misperceptions, they amplify
the harms from algorithmic price discrimination or algorithmic targeting.
(We can assume that after one algorithm creates or exacerbates mispercep-
tions, another algorithm—or even the same algorithm—will engage in price

discrimination or product targeting.)®

A. Algorithmic Infidelity

Ashley Madison defines itself as a “discreet ... dating community” The
website’s trademarked byline reads, “Life is short. Have an affair” (Ashley
Madison n.d.). In 2015, Ashley Madison was hacked and the company’s
source code, member database, and internal communications were made
public. Beyond the horrible consequences of this privacy breach (at least one
person committed suicide; see Baraniuk 2015; McPhate 2016), the informa-
tion revealed that Ashley Madison was defrauding its customers. It was, at
the time, a new kind of fraud. Users—mostly men, but not only—were having
intimate communications on the Ashley Madison platform with fembots,
and not with actual potential female partners. These fembots convinced
guests to become paying members, as membership was necessary to engage
with the bot, presenting as a potential partner, who was initiating contact.
And even members were paying to send messages to a bot. According to one
account, “[A]verage paying customers of Ashley Madison had a 35 percent
chance of paying to send a message to a bot. And 80 percent of men paid to
join after messaging with a bot, t00.”®” In December 2016, an FTC investi-
gation of Ashley Madison concluded with a Stipulated Order for Permanent
Injunction and Other Equitable Relief, which, among other things, required
Ashley Madison to stop the fembot con.®®

The Ashley Madison fembots were pretty basic, but more sophisticated
Al-powered chatbots, in the sex industry and beyond, are already here,
their algorithms learning how to optimize messaging to make money for
their corporate masters (Debuk 2015). The Ashley Madison chatbots were
designed to create misperceptions—to make users believe that they were
communicating with a potential female partner. Using the analytical frame-
work that we developed in previous chapters, these bots caused consumers
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to overestimate the benefit from the service that Ashley Madison offered.
Because of this overestimated benefit, Ashley Madison was able to convert
more nonpaying guests into paying members and also to retain paying mem-
bers for longer periods, probably while paying higher prices. (In the Ashley
Madison example, there is no evidence that AI-powered algorithms engaged
in price discrimination or targeting.)

The specific type of Al-induced misperception is worth emphasizing. It is
a misperception about the identity of a counterparty: a bot masquerading as
a human being. And Al is getting really good at simulating human agents.*’
Moreover, with the advent of “deepfakes,” the algorithmic manipulation is
reaching far beyond text to voice and video, making it very easy to present
as a human, even a specific human. If consumers trust a certain celebrity’s
opinion about the value of a product, sellers can easily deep-fake an endorse-
ment by this celebrity. The misperception about the identity of the endorser
could easily result in misperception about the product’s value.”

B. Algorithmically Prioritized Disclosures

Many consumer products—packaged foods, big-ticket items, financial
products—are complex and multidimensional, such that it is often imprac-
tical to effectively communicate to buyers the quality of each dimension.
Of course, sellers disclose information about their products—in advertis-
ing, on product packaging, and so on—but consumers cannot realistically be
informed of all the product’s qualities. Hence sellers, and their algorithms,
need to choose what information, on which product attribute, to prioritize.
In a recent article, one of us (Bar-Gill) and a co-author analyzed how sellers
strategically prioritize disclosure in a way that can harm consumers (Bar-Gill
& Ben-Shahar 2023). We draw on that analysis here.
Consider the following example:

A food product has various quality dimensions, each of which can be
regarded by buyers as good or bad. These dimensions may include taste,
nutritional aspects like sugar or fat content, health effects, or production
qualities (organic, fair trade). Consumers care about some or all of these
dimensions but cannot fully examine them for each product in a shopping
cart. When disclosing information, the seller could refer to all of the aspects
equally, for example in a list that expands on the familiar nutrition data
disclosure. Alternatively, through advertising or package design, the seller



ALGORITHMICALLY ENHANCED MISPERCEPTIONS 61

may highlight only the good dimensions (low fat or naturally flavored)
and remain silent about the bad dimensions, present them in a less salient
manner, or otherwise make it more costly for buyers to learn about them.
Because buyers can review only some of the information, how sellers prior-
itize the different dimensions . . . affect[s] buyers’ valuation of the product
and the choices they make. (Bar-Gill & Ben-Shahar 2023, 306-307)°"

Importantly, strategic prioritization of information does not require lying.
The seller can disclose everything, just in a way that highlights the good
product attributes and de-emphasizes the bad ones. The seller can even over-
load consumers so as to manipulate them not to pay attention to certain
attributes. Or, to put it differently, sellers can be expected to prioritize prod-
uct disclosures in a way that maximizes their profits, not in the way that
maximizes consumer welfare. And Al-powered algorithms can be used to
optimize the prioritization of product disclosures—the mode, place, time,
and context of presentation of each piece of product-related information.
Optimize in terms of seller profits, of course, not in terms of consumer
surplus. Without regulation, algorithms might well prioritize information
to create or exacerbate consumer misperceptions—to maximize the over-
estimation of benefits (and underestimation of cost or risk), such that the
seller, or its price-setting algorithm, can charge the highest possible price.
Moreover, the Al can be expected to choose different prioritizations for dif-
ferent consumers—the “organic” attribute for one consumer and the “low
fat” attribute for another.

It is true, of course, that market pressures might help. If a company
is known to use Al to reduce consumer welfare, it might be hurt in the
marketplace. Other companies might assert that they are using Al to help
consumers, not hurt them. But there are reasons to think that competitive
pressures will not work in this context (Bar-Gill, Sunstein, & Talgam-Cohen
2023; Akerlof & Shiller 2015). Indeed, companies that play it straight, so to
speak, and do not use Al in a way that increases profits while reducing con-
sumer welfare might find themselves at a competitive disadvantage. Market
pressures might be the problem, not the solution.

C. What Did the Chatbot Say?

Sellers increasingly communicate with consumers via customer-service bots
(Spherical Insights LLP 2024; MarketsandMarkets 2024; McCarthy 2019).
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These Al-powered bots might learn to manipulate consumers and cause mis-
perceptions about the seller’s product or service.”* Consider the following
real-life story: Jake’s grandmother died. He visited Air Canada’s website to
book a flight from Vancouver to Toronto to attend the funeral. Unsure of how
Air Canada’s bereavement rates worked, Jake asked Air Canada’s chatbot to
explain. The chatbot wrote:

If you need to travel immediately or have already travelled and would like
to submit your ticket for a reduced bereavement rate, kindly do so within
90 days of the date your ticket was issued by completing our Ticket Refund
Application form.

Jake bought a ticket, flew to Toronto, and later submitted a Ticket Refund
Application form (as suggested by the chatbot).

Air Canada refused to issue a refund, citing their bereavement travel
policy, which explicitly states that the airline will not provide refunds for
bereavement travel after the flight is booked. It should be noted that the
bereavement policy was available on Air Canada’s website. Indeed, the chat-
bot’s earlier response linked to a webpage with the airline’s bereavement
travel policy. But Jake was messaging with Air Canada’s chatbot, and he
relied on the chatbot’s answers. A Canadian court sided with Jake and forced
Air Canada to pay up (Belanger 2024).

The Air Canada chatbot was successful in getting Jake to buy a ticket.
Indeed, the bot was probably programmed to maximize conversion rates. In
this story, the chatbot invented a new service feature—an option to receive
a refund ex post (rather than only an ex ante discount). This may be an
extreme example. In most cases, we would not expect the bots to invent
new features but rather to highlight existing attractive features while de-
emphasizing less attractive ones (see also Section B above). Or we would
expect the bots to figure out how to communicate with a specific customer
in a way that most effectively triggers this customer’s biases or emotions. But
at the end of the day, the result is the same: the AI-powered bot learns to
communicate in a way that creates a misperception—an overestimation of
the product’s value.

D. Algorithmic Advertising

Al-powered algorithms can now create video clips from scratch, based on a
simple text prompt (OpenAl n.d.; Deepbrain Al n.d.; Eaton 2024). It would
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be surprising if such algorithms do not play an increasing role in the creation
of advertising and other consumer-facing promotional materials. We also
expect that the algorithm will learn how to design such materials in a way
that triggers cognitive biases and emotional responses.

For example, an algorithm may emphasize the many things that you could
buy right now with money from a loan—a credit card loan, a home equity
line of credit, a payday loan—so as to trigger present bias. “Just imagine what
you could do with the money, if you could have it now!” Or an algorithm may
create a video clip that invokes consumers’ patriotic feelings before offering
made-in-the-USA products. Such a clip could easily be emotionally engaging
and lead people to feel that if they do not purchase such products, they will
be acting in a way that hurts their own country. (To be sure, engaging such
feelings may or may not involve a bias.) Or an algorithm might produce a
video that appeals to optimistic bias by brightly painting a picture of what
could happen to property values after one buys a small piece of real estate in
some remote area.’’

Of course, humans have been creating advertising that triggers bias and
emotion for a long time, way before the Al era. Our claim, based on current
trends, is that the AI-powered algorithm will eventually do a far better job
in triggering these cognitive biases and emotional responses. Beyond that,
and following the argument from segmentation and personalization that we
developed in earlier chapters, Al will design different promotional materials
for different consumers: an ad that triggers present bias for a consumer in
whom such bias is more easily invoked, and a tear-jerking ad for a consumer
who is susceptible to emotional manipulation.”



Chapter 5

Algorithmic Coordination

Thus far, we have focused on algorithmic harm that results when AI-
powered algorithms meet the information and rationality deficits that afflict
many consumers. We now turn to another category of algorithmic harm:
harm that algorithms can inflict on consumers regardless of their rational-
ity or sophistication. This is the harm from implicit coordination among
algorithms employed by competing sellers. Imagine two hotels in a small
resort town that compete over the patronage of tourists. Competition has
forced the hotel prices down. After all, if one hotel tries to raise prices, all
the tourists would flock to the competing hotel. Of course, both hotels could
increase their revenues and profits by colluding and agreeing on higher,
supracompetitive prices, but that would be an antitrust violation.”®

Now imagine that the two hotels, each acting independently, decide
to delegate their pricing decisions to an algorithm (or algorithms). The
algorithm receives as input dynamic, real-time information about room
availability, demand for hotel rooms, and the cost of serving more or fewer
customers. The algorithm also receives information about prices charged by
the competing hotel. Each of the two hotel owners specifies a straightforward
objective for their respective algorithm: set prices to maximize profits. No
further instructions are given. (Indeed, the machine-learning algorithms are
normally designed to attain a specified objective, and develop, or learn, how
to do so optimally on their own.)

It is possible that the algorithms will compete with one another, driving
prices down, as in the pre-algorithmic equilibrium. But it is also possi-
ble that the algorithms will learn that coordination, that is, keeping prices
high as long as the other hotel follows suit, more effectively attains their
profit-maximization objective. The result is a new algorithmic equilibrium
that is decidedly anticompetitive, where consumers are harmed by the high
prices.96 To be clear, no one told the algorithms to coordinate, and, clearly,
the algorithms could not have reached an actual agreement to keep prices
high. And herein lies the legal challenge: Can antitrust law police algorithmic
coordination? At the very least, it is clear that policymakers, not to mention

Algorithmic Harm. Oren Bar-Gill and Cass R. Sunstein, Oxford University Press. © Oren Bar-Gill
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legal scholars, are increasingly concerned about the prospect of algorithmic
coordination.’’

While algorithmic coordination does not depend on consumer sophisti-
cation, or lack thereof, the harm from algorithmic coordination is a function
of consumer misperception. Specifically, if consumers overestimate the
benefit from the product or service, the supracompetitive price that the
algorithms will coordinate on will be higher.

We begin, in Section A, with evidence of algorithmic coordination. In
Section B, we turn to the doctrinal questions implicated by algorithmic
coordination.

A. Evidence of Algorithmic Coordination

Sellers are increasingly using machine-learning algorithms to set prices
(Ezrachi & Stucke 2016b). And there is evidence that these algorithms
could coordinate, and perhaps already are coordinating, among themselves
to raise prices. Evidence of algorithmic coordination comes from empiri-
cal analysis of real-world pricing data and from experiments that simulate
the interaction between pricing algorithms employed by competing sell-
ers. Starting with real-world pricing data, the leading study is by Stephanie
Assad, Robert Clark, Daniel Ershov, and Lei Xu (2024). Looking at the Ger-
man retail gasoline market, these researchers show that adoption of pricing
algorithms led to higher prices through increased coordination. Other real-
world evidence is anecdotal. Any account will quickly go out of date, but in
the real-estate rental market, one algorithm, YieldStar by the Texas-based
company RealPage, has dominated the market, guiding some of the coun-
try’s largest property management companies in setting rent amounts for
their properties. Reportedly, RealPage executives touted YieldStar’s success
in raising rents. It is telling that the YieldStar algorithm uses data on the rents
that competitors are charging when generating a recommended rental price
for its landlord clients.”® We expect that the problem is likely to get worse
over time.

Additional evidence comes from simulation studies that examine the
behavior of pricing algorithms in the lab. The leading study, by Emilio Cal-
vano, Giacomo Calzolari, Vincenzo Denicolo, and Sergio Pastorello (2020),
found that “reinforcement learning algorithms generate supra-competitive
prices and that these higher prices are the result of tacit autonomous
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algorithmic collusion.”® It should be noted that, in these simulation studies,
a coordination outcome is not inevitable and, depending on various spec-
ifications of the algorithm, may not even be the most likely outcome. For
example, it matters whether the algorithm is programmed to maximize
current-period profits or the long-term aggregate stream of profits; the
nature of the algorithm’s learning protocol also matters.'? But even the more
skeptical voices concede that “[c]onstructing well-performing pricing algo-
rithms that learn to collude should certainly be possible, given the many
algorithmic techniques that in the last decade have been developed in the
dynamic-pricing-and-learning literature within Operations Research” (den
Boer, Meylahn, & Schinkel 2022).

Pricing algorithms facilitate collusion by helping competitors meet the
conditions for coordination.'®" Specifically, the employment of algorithmic
software can “facilitate collusion through increased ease of monitoring and
speed of detection and through punishment of possible deviations” (Assad
et al. 2024, 724). Indeed, the simulation studies described above observe
punishment of competitors who deviate from the high-price equilibrium.'%>
Perhaps the most damning evidence comes from the sales pitch used by
some vendors of pricing algorithms, such as Kantify, that “promote their
products by suggesting that they optimize for long-term revenues and avoid
price wars” (Assad et al. 2021, 461).

B. Doctrinal Questions

Algorithmic coordination can arise even when the algorithms are not told
to coordinate and keep prices high. The AI-powered algorithms just learn
that coordination is the best way to attain the programmed objective: to
maximize profits. This scenario poses challenging questions about the doc-
trinal reach of competition law. In the United States, the main doctrinal
requirement for liability is the “agreement” requirement in §1 of the Sher-
man Act. Algorithmic coordination does not entail actual agreement, in the
sense of two parties meeting, discussing pricing, and agreeing to keep their
prices at a high, supracompetitive level. But the law does not require such
an express agreement. ‘Agreement,” which is not clearly defined or con-
sistently applied, is a doctrinal term of art (Kaplow 2011). Accordingly,
there is no consensus on whether algorithmic coordination violates the
antitrust laws. In our view, such a consensus should emerge, and in short
order.'??
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Since tacit collusion, understood as the mere fact of competitors setting
similarly high prices, is not a violation of competition law (Ezrachi & Stucke
2016b, 56-58, 66), some commentators have concluded that algorithmic
coordination is not unlawful under current doctrine.'”* Other commenta-
tors think that, in some cases, the use of algorithms should count as a “plus
factor;” which under current doctrine can overcome the liability exemption
for tacit collusion.'” In our view, the doctrinal requirement of “agreement”
can and should be understood broadly to encompass algorithmic coordina-
tion. It can and should count as an “agreement” when two CEOs actively
choose to deploy pricing algorithms with predictable consequences.'*® The
reason is that the use of such algorithms is not the same as tacit collusion; it is
not a “mere fact” that competitors set similarly high prices. On the contrary,
the algorithms are working together, and doing so in the interest of maximiz-
ing profits, just as if company heads made an agreement to do so in a hotel
room. For markets, algorithmic coordination, as understood here, is equiv-
alent to human coordination. It is an a fortiori case, and hence an easy one,
if a vendor sells a common algorithm to competitors, and the competitors

know that they are all buying the same “playbook.”'?”

C. Summary

In the antitrust context, algorithmic coordination has emerged as a major
source of concern, and rightly so. While there is ongoing debate about the
conditions under which algorithms are likely to coordinate and set supra-
competitive prices, there is little doubt that AI-powered algorithms will soon
be able to meet even the more stringent conditions. Competition authori-
ties are right to be concerned about algorithmic coordination, and antitrust
law should be interpreted and applied to cover the delegation of pricing
decisions to price-coordinating algorithms. While algorithmic coordination
has been the focus of antitrust scholars and policymakers who consider the
potential harm from algorithmic decision-making, it is not the only poten-
tial harm. AI-powered algorithms can also help sellers gain, maintain, and
exploit market power, thus harming consumers.'*®



Chapter 6

Race and Sex Discrimination

We now turn to an issue that is receiving a great deal of attention: algorithmic
discrimination on the basis of race and sex.!” The central concern is simple.
Human beings discriminate on those grounds. Algorithms might not make
the situation better; they might make it worse.

Algorithms might discriminate for specific reasons, and those reasons
need to be distinguished. For example, they might be trained on data that
reflects human discrimination. In the employment context, companies and
their algorithms might learn, for example, that women are more likely than
men to leave the workforce to take care of young children. Under plausible
assumptions, the algorithm might give a preference to men for that reason.
Alternatively, algorithms might learn something true about who most wants
what. They might learn that women or members of a minority group are
especially likely to want certain products, and they might offer higher prices,
or special kinds of targeting, to women or to members of the minority group.
For example, there have been widespread concerns that cigarette companies
advertise menthol cigarettes to Black people. We could easily imagine a form
of Al-powered targeting that would exploit an absence of information or
unrealistic optimism among members of protected groups. Or algorithms
might learn that members of some racial groups (say, Whites) are willing
to pay more for healthcare than are members of other groups (say, Blacks),
and might allocate more attention and resources to the former groups for
that reason, wrongly using willingness to pay as a proxy for serious health
problems.

Outside of the context of race and sex, algorithms might know that people
who suffer from mental health challenges (depression, anxiety) are vulnera-
ble to certain forms of marketing or to automatic enrollment, and they might
target people accordingly, perhaps in violation of law forbidding discrimina-
tion on the basis of disability. Or algorithms might know that people over the
age of eighty can be induced to purchase certain products, even though those
products are essentially worthless, producing what might be a violation of
law forbidding age discrimination.

Algorithmic Harm. Oren Bar-Gill and Cass R. Sunstein, Oxford University Press. © Oren Bar-Gill
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In cases of this kind, algorithms might perpetuate existing discrimination
or produce new forms of discrimination. If their operations are not trans-
parent, and if they are taken to be neutral and objective, they might make
things worse than they now are. We could easily imagine similar concerns
for discrimination on many bases, including religion, citizenship, and sexual
orientation.

We share these concerns, and we will aim to explain why. But in our view,
the likely effects of AI-powered algorithms on discrimination are more inter-
esting, complicated, and nuanced than is generally appreciated. To be sure,
there are scenarios where algorithms discriminate or exacerbate the prob-
lem of discrimination. But there are also scenarios where the shift from
human decision-making to algorithmic decision-making can help reduce
discrimination based on race and sex or other grounds. On the one hand,
algorithms programmed to maximize profits are less likely to engage in
statistical discrimination or taste-based discrimination (to be explained in
short order). In addition, they are most unlikely to suffer from the uncon-
scious bias that afflicts many human decision-makers.''? Algorithms do not
have an unconscious!

On the other hand, decisions made by Al-powered algorithms might
introduce new forms of discrimination. Consider an online retailer who is
unaware of the race or sex of its customers (because the retailer never inter-
acts with these customers in person) and thus cannot discriminate on the
basis of race or sex. If this retailer delegates pricing or targeting decisions to
an Al-powered algorithm, the algorithm will likely have access to reams of
data. It might have access, for example, to the customer’s IP address and the
customer’s history of online purchases across multiple retailers, and these
might be correlated with race or sex. Thus the algorithm’s pricing or target-
ing decisions that are calculated to maximize profits might turn out to have
harmful effects on racial minorities or women. For example, the algorithm
might charge women more than men, knowing that women are more likely
to be willing to pay a lot for the product (perhaps because of their prefer-
ences, perhaps because of a behavioral bias). If discrimination of this kind
is forbidden, we might be especially concerned about the use of algorithms,
because they might be able to discriminate in circumstances in which human
beings could not.

Similarly, the AI-powered algorithm might circumvent legal prohibi-
tions on race- and sex-based discrimination in ways that are unavailable
to a human decision-maker. Suppose that a human retailer could in fact
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observe the customer’s race or sex. Even so, the retailer may well be deterred
by antidiscrimination laws from discriminating based on these observed
characteristics. An Al decision-maker may or may not be programmed to
disregard direct information on a customer’s race or sex. Suppose that it is
programmed to disregard that information. Even so, its profit-maximizing
algorithm might rely on other variables (or combinations of variables)
that correlate with race or sex; a human decision-maker might not be
able to identify the correlations or even have access to the underlying
information.

For these and other reasons, Al-based decision-making might circumvent
legal prohibitions on race- and sex-based discrimination, at least if those
prohibitions are inadequately enforced. At the same time, the shift from
human to algorithmic decision-making can actually make it easier to police
discriminatory conduct. Even black-box machine-learning algorithms can
be audited and inspected. Their training data and their operations can be
subjected to quantitative scrutiny, which cannot be applied to a human
decision-maker. Indeed, the human mind is perhaps the ultimate black box.
Who knows what is inside it? Even introspection might not provide a full
answer. It can be easier to peek inside the algorithmic black box, relative
to the human one. In short, and this is the good news, it will often be eas-
ier to detect discrimination by algorithms than discrimination by human
decision-makers if the law appropriately adjusts to the rise of algorithms.
We discuss such adjustment in Part IT below.

For these reasons, we argue for a broadening of focus—supplementing
attention to algorithmic discrimination based on race and sex with algo-
rithmic discrimination based on information and rationality deficits, as
manifested in the algorithmic harms that we analyzed in the preceding
chapters.

After providing some background on antidiscrimination law in Section
A, we explain in Section B how algorithms used in consumer markets
might make discriminatory decisions. A particular problem, to which we
draw attention, is the use of proxies—“proxy bias,” as it is sometimes called.
In Section C, we elaborate on the benefits that algorithms present in the
context of race-based and sex-based discrimination. While we argue that
algorithms may reduce the incidence of discrimination, we emphasize that
algorithms may sometimes discriminate on the basis of race and sex (and
other grounds). In Section D, we discuss precisely when such discrimination
is most likely to occur.
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Note that while we focus on discrimination on the basis of race and sex,
we do so simply for convenience and simplicity of exposition. As some
of the examples above suggest, a similar analysis could be applied to dis-
crimination on the basis of (for example) religion, nationality, age, sexual
orientation, and disability. Indeed some of these grounds for discrimina-
tion deserve special attention in the context of algorithms; we would single
out age and disability as important domains, especially in the consumer
context.

An algorithm might be programmed, for example, to take account of age,
in which case it will discriminate on that ground, perhaps by giving weight
to information deficits and behavioral biases typically shown by people who
are young or people who are old. It might target people known to be suf-
fering from cognitive decline, such as Alzheimer’s disease. Or an algorithm
might use proxies for old age or youth, and might discriminate against old
or young people because of its use of such proxies. If an algorithm knows
that certain people suffer from some kind of disability, it might target them;
targeting people with depression or anxiety disorders could be highly ben-
eficial or devastatingly damaging, depending on what the targeting entails.
We do not discuss these issues in detail here, but the analysis is similar to
that for race and sex, and in the context of age and disability, we think the
problem of algorithmic harm merits extended analysis.

A. Background: Antidiscrimination Law

To understand the challenges introduced by Al-powered algorithms, it is
important to lay out the legal fundamentals, which differ from nation to
nation, but which tend to show similar patterns. We focus on U.S. law, which
adresses two different problems. The first is disparate treatment; the second
is disparate impact (Barocas & Selbst 2016, 694). If we are concerned about
the possibility that algorithms might promote discrimination or on the con-
trary reduce it, we need to distinguish sharply between the two. The U.S.
Constitution, and all civil rights laws, forbid disparate treatment.!'! The U.S.
Constitution does not concern itself with disparate impact,''> but some civil
rights statutes do.'"?

The prohibition on disparate treatment reflects a commitment to a kind of
neutrality. When the prohibition is in place, it is essentially impermissible to
favor men over women or Whites over Blacks. If a company charges higher
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prices to women than to men, it is engaged in disparate treatment, and so
too if it sells certain products to Blacks but not to Whites. When disparate
treatment occurs, it might be a product of “taste,” “prejudice,” or “animus.” A
seller might prefer, personally, not to hire or to sell to Blacks. A seller might
hate Blacks or dislike Blacks, or might simply prefer Whites. A seller might
prefer to run an all-White or all-male company, or at least a mostly White
or mostly male company. Or a seller might have no particular racial prefer-
ence but might believe, or know, that her employees prefer not to work with
Hispanics or to sell to Blacks. In that case, a seller would be deferring to the
preferences of the relevant employees. Or a seller might have no particular
gender preference but might know that her customers prefer to work with
or buy from men. Male or female customers might be more likely to buy a
house from a male real estate agent; male or female customers might prefer
to have a massage from a female masseuse. In that case, a seller would be
deferring to the preferences of the relevant customers, probably because the
goal is to maximize profits. Taste-based discrimination might be driven by
the tastes of employers, coworkers, or customers. In any event, it is generally
unlawful in North America and Europe.

Alternatively, disparate treatment might be a product of something very
different: statistical discrimination. Sellers and employers might have no dis-
criminatory taste at all; they might simply want to make money. Even so,
they might find that the best way to make money is to discriminate on some
ground. For example, a seller might believe that on average, women are more
likely to be willing to pay more for certain products than men are. Or an
employer might believe that on average, men are more likely to stay in a job
for alonger time than women are. The seller or employer might have statisti-
cal evidence to that effect or might be making an inference from observation
and reality. Or a lender might believe that Blacks are more likely to default
on their loans as compared to Whites. The lender might have statistical sup-
port for that belief or might be making a statistical generalization based on
experience. In any of these cases, a seller, employer, or lender might discrim-
inate even though it has no “animus,” is not racist or sexist, and has no taste
or preference for discrimination.

Statistical discrimination might be fully rational, in the sense that those
who engage in it might be acting on the basis of accurate information. It
might be the case that some statistical difference between groups, relevant
to a company’s decisions, is real and large. Alternatively, statistical discrim-
ination might be some kind of mistake, based on false inferences (say, from
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anecdotes or a small sample of cases). There is frequently a question whether
statistical discrimination is too crude, in the sense that statistical discrim-
inators would do better to rely on other, nondiscriminatory grounds for
making the relevant judgments. For example, an employer or seller might
make more specific inquiries into individuals and their circumstances rather
than rely on generalizations about men and women. In any case, statistical
discrimination is counted as a form of disparate treatment, and in North
America and Europe it is generally unlawful. We will explore some of the
complexities below. For now, notice that disparate treatment is broadly for-
bidden, whether it is based on prejudice or “taste” or instead on statistical
generalization.

The prohibition on disparate impact is very different. It does not involve
bigotry, preferences, animus, or tastes. Nor does it involve statistical dis-
crimination. To many people, it seems more innocuous. It means, in brief,
that if some requirement or practice has a disproportionate adverse effect
on members of specified groups (Blacks, women), the requirement or prac-
tice must be shown to be adequately justified.!'* Suppose, for example,
that a police department establishes a height requirement for its employ-
ees. If this practice has a disproportionate adverse effect on women (because
they are shorter than men on average), the practice will be invalidated
unless the department can show that the practice is justified by “business
necessity”!!"> For example, the department might argue that the height
requirement is an essential filter for police department employees, given
the nature of the job. Or suppose that an employer imposes some require-
ment of educational attainment (say, college graduation) on applicants. If
that requirement has a disproportionate negative impact on Hispanics, the
employer will be required to show that the requirement has a strong business
justification.

The best justification of the disparate impact standard is widely disputed,
and the existence of the standard raises fundamental questions about the
nature and scope of the antidiscrimination principle (Strauss 1989; Ruther-
glen 2006). The standard can be defended in two different ways (Strauss
1989; Perry 1991). First, it might be seen as a way of ferreting out some kind
of illegitimate motive—and might therefore be essentially equivalent, at the
level of basic principle, to the disparate treatment standard. Lacking the tools
to uncover bad motives, the legal system might ask: Does the manager have
a sufficiently neutral justification for adopting a practice that has adverse
effects on (say) women? Does a seller have a sufficiently neutral reason for
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adopting a practice that ends up hurting female consumers? If not, we might
suspect that some kind of discriminatory motive is really at work.

An alternative defense of the disparate impact standard would not speak
of motivation at all (Fiss 1976; Sunstein 1993). It would insist that if a prac-
tice has disproportionate adverse effects on (say) women, it should be struck
down, unless it has a strong independent justification (Fiss 1976; Colker
1986). On this view, the motivation of the decision-maker is not relevant.
What matters is the elimination of practices that keep some groups below
others - of social subordination of certain groups or something like a caste
system (Carle 2011). The disparate impact standard does not, of course,
go nearly that far (Ayres & Siegelman 1996). But by requiring a strong
justification for practices with discriminatory effects, it tends in that direc-
tion. These points obviously bear on current concerns about algorithmic
discrimination.

B. Algorithms and Discrimination in Consumer Markets

How might Al-powered algorithms discriminate? There are many possible
answers. In consumer markets, a standard concern has been that women are
being, and will be, charged higher prices. Suppose that a seller does in fact set
higher prices for women because they are women; suppose that for one or
another reason, algorithms do that and are designed to do that. That would
be a form of disparate treatment; it would involve discrimination against
women as such. We could design the case so that it involves discriminatory
tastes explicitly incorporated in an algorithm; perhaps the seller prefers to
sell to men, or perhaps the seller does not like women or perhaps the seller
knows that its customers prefer to buy from men, and perhaps the algorithm
has been designed to include that taste. Or we could design the case so that
it involves statistical discrimination; perhaps the algorithm “knows” that
women have a higher WTP for a product. In either case, disparate treatment
is involved, and the practice is unlawful.

Now assume that a seller uses an algorithm that is programmed simply
to maximize profits, and that algorithm ends up setting higher prices for
women (because that is how profits are maximized). Suppose that the com-
pany that uses the algorithm did not ask for this result or seek to program it.
Is this just another example of disparate treatment? Or should we think of
the seller’s delegation of price-setting decisions to an algorithm as a practice
that has a disproportionate adverse effect on women and is therefore subject
to challenge under the disparate impact doctrine?
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The answers to these questions are not especially complicated. Suppose
that the algorithm is treating women differently from men; it gives men a
benefit that it does not give women, or it treats women worse because they
are women. If so, we surely have a case of disparate treatment: a seller is dis-
criminating against women, even if an algorithm, and not a seller, designed
the discriminatory practice. If a seller does not know about the discrimina-
tion, we might be tempted to say that it is innocent. It has simply attempted
to maximize profits, and the algorithm might be, to the seller, a kind of black
box. There are two answers to this suggestion. The first is that the seller might
well know, in fact, that there is discrimination. Someone will probably draw
the discrimination to the seller’s attention. But suppose that has not hap-
pened. The second answer is that if a seller treats women differently than
men, it is engaged in disparate treatment, even if it is relying on an algo-
rithm rather than its own judgment. If a seller delegated certain decisions to
an independent contractor, and if that contractor engaged in disparate treat-
ment, the seller would be held responsible, even if it did not know what the
contactor was doing.

This conclusion has broad implications. If a company’s decisions are made
by algorithm, it will be engaging in disparate treatment and violating the civil
rights laws if it is drawing lines between men and women or White people
and Black people.

Alternatively, an algorithm might not be producing disparate treatment,
but its actions might produce disparate impact. Suppose, for example, that
an algorithm suggests that it would be valuable to use a test of physical
strength for employment, and that men are more likely to pass the test than
women. If an employer uses such a test, the fact that an algorithm recom-
mended or generated it is no defense. Or suppose that an algorithm requires
all consumers to fill out complex forms before making certain purchases,
and that the complex forms screen out some groups more than others. If
disparate impact is prohibited in this context, seemingly neutral form-filling
requirements might run afoul of the prohibition.

C. Algorithmic Benefits

Notwithstanding these points, it remains true that algorithms are less likely
than human beings to engage in taste-based discrimination, and for a
simple reason: algorithms do not have tastes. If they are programmed to
maximize sales or profits, it is most unlikely that they will be showing taste-
based discrimination (except, perhaps, if they are incorporating the tastes
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of coworkers or customers). It also remains true and important that algo-
rithms will not suffer from the unconscious bias that afflicts many human
decision-makers; they do not have an unconscious or implicit biases in the
way that people do. And as explained in more detail below, whereas human
decision-makers often engage in statistical discrimination, using race or sex
as proxies for WTP or profitability, algorithms that have access to direct,
accurate information about WTP or profitability are less likely to rely on
such crude proxies. Why rely on a crude proxy when more fine-grained
information is available?

In a world without algorithms, we might well observe a significant amount
of racism and sexism, reflecting and producing taste-based discrimination.
In many times and places, that is, of course, exactly what we observe. In a
world without algorithms, we might also observe a significant amount of
statistical discrimination, in which race and sex are used as proxies for rel-
evant characteristics, such as WTDP, ability to repay, and so forth. In many
times and places, that is also what we observe. Finally, in a world without
algorithms, in many times and places, we observe a significant amount of
unconscious bias. One goal of civil rights laws is to forbid these forms of
discrimination, but let us stipulate that those laws are imperfectly enforced,
which means that taste-based discrimination, statistical discrimination, and
unconscious bias will occur.

Now, compare this pre-algorithmic world to a world where algorithms
make pricing and targeting decisions. We start with the case of statistical
discrimination. Let us suppose that algorithms are able to make fine-grained
judgments, based on rich data, about who is willing or able to pay more for a
product or service and who is more or less likely to repay a loan. If so, algo-
rithms that are programmed to maximize profits should not be expected to
engage in race- or sex-based statistical discrimination. The reason is that
if they can make fine-grained judgments, they would not need to rely on
proxies, which are likely to be unnecessarily coarse.

Suppose, for example, that women are less likely to repay loans than
men are, and that human decision-makers take that point into account in
deciding on interest rates for loans. Algorithms ought to be able to use far
less crude approaches; they should not use sex as a proxy.!'® There are no
guarantees here, but crude proxies of that kind are unlikely to be excellent
predictors, and algorithms should be expected to use excellent predictors.
For example, an algorithm tasked with predicting the likelihood of loan
repayment would use data on borrowers’ past loans, rent payments, utility
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payments, and a host of other factors that are statistically correlated with
repayment patterns.

Similarly, the use of algorithms will eliminate the effects of unconscious
bias. The preceding example assumed that the borrower’s sex is in fact cor-
related with repayment probability. But it may well be that there is no such
correlation; only the lender who suffers from unconscious bias mistakenly
believes that a correlation exists. A shift to algorithmic loan pricing would
avoid the adverse implications of the unconscious bias.

The case of taste-based discrimination can be analyzed similarly. Algo-
rithms will focus on the relevant characteristics of consumers. If John has a
credit record identical to Joan’s, John and Joan will be treated similarly, and
if existing evidence suggests that John is willing to pay more than Joan, it
will not matter that John is male and that Joan is female. Once again: algo-
rithms do not have tastes, and they will not show taste-based discrimination
unless they have been programmed to do so or they learn that considering
the discriminatory tastes of some group helps to maximize their assigned
objective (e.g., profit maximization). For this reason, we could easily imagine
situations in which the use of algorithms is likely to have particular benefits
for (say) women and people of color, as compared to a situation in which
decisions are made by human beings (Kleinberg et al. 2018, 114).

Since algorithms are less likely to engage in taste-based or statistical dis-
crimination and should not display unconscious bias, the rise of algorithms
in consumer markets may be highly beneficial from the perspective of those
who seek to reduce or eliminate race- and sex-based discrimination.'”
(Something similar can be said with respect to other forms of discrimi-
nation, such as discrimination on the basis of age or sexual orientation.)
This does not mean that algorithms will never discriminate on the basis
of race and sex. Indeed, as explained below, there are circumstances where
algorithms might exacerbate discrimination on the basis of race and sex.

D. Algorithmic Harm and Algorithmic Discrimination

Thus far, then, the problem of race- and sex-based discrimination seems
more serious for human beings than for algorithms. But that conclusion
is far too simple, and in important contexts it might be wrong. Suppose,
for example, that the data on which algorithms are trained reflects human
bias. Suppose that loan performance records reflect human judgments that
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are themselves discriminatory; suppose that loan officers are more likely to
target people of color, and less likely to give them a degree of flexibility with
respect to payments. If so, algorithms that take account of such records will
discriminate. Biased training data can produce discrimination.!*® Or sup-
pose that arrest records reflect discriminatory (human) judgments about
whom to arrest; suppose that people of color are more likely to be arrested,
not because they have done anything wrong, but because the police are more
likely to arrest them. If so, an algorithm that relies on arrest records will per-
petuate and extend discrimination. This, then, is an important category of
cases in which use of algorithms can promote disparate treatment.

There is also the question of disparate impact. Even if the algorithm is
programmed to exclude race and sex data, the algorithm might pick up other
variables (or combinations of other variables) that are closely correlated with
race or sex. Suppose, for example, that people of color are less likely to have
graduated from college than are White people, or that people of color are
less likely to have good credit ratings than are White people. If an algorithm
that is programmed to maximize profits identifies a correlation between
these variables and profits, and treats consumers in accordance with them,
it might well produce a disparate impact on people of color (Slaughter 2021,
20). It might be challenging, of course, to know whether there is a disparate
impact and to test the question whether it might be justified under prevailing
standards. Moreover, when there is disparate impact, it is not always clear
that it is harmful; if, for example, race is correlated with income, people of
color may be offered lower prices.

Proxy bias, sometimes called “label bias,” occurs when an algorithm uses
some seemingly reasonable proxy, such as expenses devoted to health prob-
lems, to measure some characteristic, such as medical need.'"® Proxy bias is
an exceedingly important problem for AI-powered algorithms and indeed
for AI of all kinds. Since Black people are less likely to obtain access to
medical services, this proxy turns out to produce discrimination. Expenses
devoted to medical problems are a poor proxy for medical need; in fact they
are a discriminatory proxy. If we allocate resources to those who are most
likely to spend most, we will end up discriminating on the basis of race.
In numerous consumer markets, disparate impact might be a product of
proxy bias in a world in which Al-powered algorithms are in widespread
use. Such algorithms might use a proxy that effectively produces discrimi-
nation (consider height or weight, or care for young children, in the context
of sex discrimination).
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In some circumstances, algorithms might produce disparate treatment or
disparate impact even though neither would occur in a pre-algorithmic world.
The reason is that algorithms might well have access to information that
human beings lack. For example, in a pre-algorithmic world, when a con-
sumer makes a purchase by phone or online, the seller would not know
whether the consumer is White or African American. But an algorithm,
armed with endless data linking the consumer’s phone number or IP address
to a host of traits and past behaviors, might pick up variables (or combi-
nations of variables) that are correlated with race. And even if a human
decision-maker observes the consumer’s race, she might not know that race
is correlated with a higher WTP or with a lower ability to repay, and thus
might offer the same price or interest rate to both Black and White con-
sumers. An algorithmic decision-maker, on the other hand, will learn these
correlations and might well set prices in a way that discriminates between
Black and White consumers.

For the same reason, the Al algorithm might circumvent legal prohibi-
tions on race- and sex-based discrimination in ways that are unavailable to
a human decision-maker. Even if she observes the customer’s race or sex,
a human retailer might not discriminate whether or not she is inclined to
do so, knowing that a lawsuit would quickly follow. An AI decision-maker
might also disregard direct information on a customer’s race or sex, because
the algorithm’s designer would face a lawsuit. But the profit-maximizing
algorithm might rely on other variables (or combinations of variables) that
correlate with race or sex, resulting in (almost) equivalent discrimination,
albeit discrimination that is much harder to detect.'? (A human decision-
maker would not be able to identify the correlations or even have access to
the underlying information.) As noted above, there are enforcement advan-
tages when the decision-maker is an AI, which may outweigh this concern
about circumvention. We return to these advantages in Part II below.

With respect to our focus on the distinction between S markets and U
markets, the harms and benefits from algorithmic decision-making, in terms
of discrimination based on race and sex, apply in both S and U markets. In
S markets, the algorithm might discriminate when WTP or ability to repay
is correlated with race or sex. In U markets, there is an additional concern
that the misperception component of the WTP might be correlated with
race or sex. Members of traditionally disadvantaged groups might be espe-
cially vulnerable to imperfect information and imperfect rationality. In other
words, we cannot neglect the possibility that in some markets, consumer
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sophistication may itself be correlated with race or sex. For example, past
discrimination might have resulted in limited access to information and to
mechanisms, such as expert advice, that can mitigate bias. If that is so, the
particular harms identified in Chapters 1-4 would disproportionally fall on
traditionally disadvantaged groups (cf. Paterson et al. 2021, 8-9). We might
end up with cases of disparate impact.

And while our focus has been on discrimination on the basis of race and
sex, we could see illuminating variations in other cases of discrimination.
Suppose, plausibly, that certain kinds of disability are associated with greater
deficits in terms of information or rationality; certain mental health condi-
tions might be associated with both. Consider depression or anxiety. If so,
the conditions are ripe for algorithmic harm. Elderly people might also be
overrepresented in U markets. If so, we might expect to see disparate impact
in terms of age as well as disability. That is a serious problem, and it is likely
to get worse over time. It is essential to identify ways to handle it.



Chapter 7

Consumer-Side Algorithms

Our focus has been on Al-powered algorithms deployed by sellers and
service providers and the harm they might impose on consumers. But con-
sumers are not alone in this fight. AI can help consumers, not only harm
them. (And government is also there to help, sometimes wielding its own
AL More on this in Part II.) There are consumer-side algorithms that can
help consumers make better choices and thus mitigate the algorithmic harms
that we have identified. “Digital butlers” like Alexa, Siri, and Google Assis-
tant can help consumers make purchasing decisions, and more specialized
apps can compare prices and help identify attractive options (Gal 2017, 330;
Lippi et al. 2020). Much more is inevitably on the way. In this chapter, we
describe these consumer-side algorithms and how they can help consumers.
We also highlight the limits of the consumer-side algorithms. Because of
structural asymmetries between sellers and buyers, these algorithms can
reduce the harms that we identified, but they are unlikely to eliminate
them.

A. Algorithms in the Service of Consumers

Consumers have long used algorithms to help them make more informed
purchasing decisions—to find lower prices or higher-quality products. With
the help of price-comparison websites, many consumers can and do avoid
overpaying for products. And there are platforms that allow users to screen
for lower-priced products or products with higher user ratings (Ezrachi
& Stucke 2016b, 5, 9, 27-28). An example is Honey (by PayPal), an app
or browser add-on that searches for online coupons and thus reduces the
prices that Honey users pay for different products. In an important article,
Michal Gal and Niva Elkin-Koren (2017) describe a world where consumers
delegate many purchasing decisions—from buying dog food to laundry
detergent—to algorithms. They argue that this better world is just around
the corner.
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These consumer-side algorithms can be exceedingly helpful. In particular,
they can mitigate consumers’ information and rationality deficits. For
instance, an algorithm may easily obtain access to and compare thousands
of quality-price combinations. And an algorithm will not be confused by
a complex, multidimensional pricing scheme, and will not let unrealistic
optimism or present bias guide its choices (Gal & Elkin-Corren 2017, 321).

In consumer markets and beyond, algorithms can serve as “choice
engines” (to borrow a term that one of us developed in other work: Sun-
stein 2024). These algorithmic choice engines can help consumers make
better decisions in myriad contexts, including the choice of retirement sav-
ings plans, dogs, laptops, mystery novels, cell phones, shavers, shoes, tennis
racquets, and ties. (See, e.g., Purina n.d.) The algorithm can take different
roles, from less active to more active. Consider retirement savings. The algo-
rithm might simply present the different options to the employee. Or to help
the imperfectly rational employee who will struggle choosing among many
options, the algorithm could present only a subset of options that the algo-
rithm predicts would be most suited for and attractive to that employee (see,
e.g., Fidelity n.d.). It could also provide employees with simple information
by which to choose among these curated options.

A more active algorithmic choice engine could select a default option and
automatically enroll the employee into a specific retirement savings plan,
probably a diversified, passively managed index fund, and ask the employee
if she wants to opt out and choose a different plan. A moderately paternalis-
tic choice engine might impose nontrivial barriers to those who seek certain
kinds of plans (e.g., plans with high fees). The barriers might take the form
of information provision, “Are you sure you want to?” queries, and require-
ments of multiple clicks. An even more active, or more paternalistic, choice
engine might forbid employees from selecting any plan other than the one
that it deems (knows) to be in their interest, or might make it exceedingly
difficult for employees to do that. Once again, the main point is that the algo-
rithmic choice engine might work to overcome an absence of information
or behavioral biases.'?!

Returning to the consumer context, consider this question: What kind of
car would you like to buy? Would you like to buy a fuel-efficient car that
will cost you $800 more up front than the alternative but that would save
you $2,000 over the next 10 years? Would you like to buy an energy-efficient
refrigerator that would cost you $X today but save you 10 times $X over the
next 10 years? What characteristics of a car, or a refrigerator, matter most to
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you? Do you need a large car? Do you like hybrids? Are you excited about
electric cars, or not so much?

We have noted that many consumers suffer from “present bias”*** For
present-biased consumers, current costs and benefits loom large; future
costs and benefits do not. For many of us, the short term is what most mat-
ters, and the long term is a foreign country. The future is Laterland, a country
that we are not sure we will ever visit. This is so with respect to choices that
involve money, health, safety, and more.'?* Such present bias might prevent
consumers from choosing the best car or the best refrigerator.

An algorithmic, Al-powered choice engine need not suffer from present
bias.!** Imagine that you consult this choice engine and ask it what kind of
car you should buy. Imagine too that you discover that you are, or might be,
present-biased, in the sense that you prefer a car that is not (according to the
AI) the one that you should get. What then? We could easily imagine choice
engines for motor vehicle purchases in which different consumers provide
relevant information about their practices, their preferences, and their val-
ues, and the choice engine immediately provides a set of options—say, Good,
Better, and Best, with verbal descriptions explaining the ranking. Or a choice
engine might simply say Best For You. It might do so while allowing you to
see other options if you indicate that you wish to do so. If you want to display
present bias, you might be able to do so. A choice engine may or may not be
paternalistic or come with guardrails designed to protect consumers against
serious mistakes.'?’

To conclude: consumer-side algorithms can help consumers make better
purchasing decisions. Whereas seller-side algorithms seek to exploit con-
sumers’ information and rationality deficits, consumer-side algorithms can
mitigate the adverse consequences of such deficits.

B. Limits of Consumer-Side Algorithms

Consumer-side algorithms, or choice engines, can be very helpful, but they
are no silver bullet. Design is crucial. To start, it is not clear that consumer-
side algorithms will be sufficiently informed about the consumer’s tastes,
values, and constraints. If the algorithmic recommendations, or the choice
architecture that the algorithm creates, are coarse, if they use a few sim-
ple cues (such as age and income), they might not have the expected or
hoped-for welfare benefits. They might make recommendations that are
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inadequately suited to the situations or values of particular consumers.
The consumer-side algorithm will be similarly limited if it is insufficiently
informed about the range of options—products and prices—in the mar-
ket.'?® We can hope that these challenges will be overcome in time, but there
is a risk that even a well-motivated choice engine will not steer consumers
in the right direction.

In addition, it is not obvious that consumer-side algorithms are a solution
to consumers’ behavioral biases. The algorithm might suffer from its own
biases. An algorithm trained on biased data will produce biased results.'*”
In general, of course, an algorithm should not show a cognitive bias if it is
trained on real-world data and asked to predict an outcome given the pres-
ence of specified factors. In those circumstances, it should be able to handle
prediction problems, free from cognitive biases. But if, for example, con-
sumers in a relevant data set suffer from present bias, an algorithm that uses
a “what choosers like you choose” heuristic will promote biased choices. So
too if consumers in a relevant data set show optimistic bias and an algo-
rithm is asked to predict “what consumers like you” will choose. In addition,
LLMs are importantly different from other AI algorithms. There is evidence
that LLMs can show some of the biases, racial, cognitive, and otherwise, that
human beings do.'?®

Perhaps the main risk is that the algorithm designer might be self-
interested or malevolent. Recall that some of the most prominent digital
butlers—Alexa, Siri, and Google Assistant—that allegedly implement, or
could implement, consumer-side algorithms are produced by firms that are
also sellers or work with sellers. Given this conflict of interests, can we
trust that the algorithm will help consumers? Would it correct the absence
of information or behavioral biases, or exploit them? Indeed, we know
that Alexa works only with Prime-eligible products that are sold or ful-
filled by Amazon and that Google Assistant originally permitted consumers
to shop only from participating Google Express retailers.'”” Consumers
get the products that are affiliated with the algorithm’s corporate master,
not necessarily the best or cheapest products. There is also a real concern
that, even within the subset of Amazon Prime or Google Express prod-
ucts, the algorithm might steer consumers to the products that maximize
Amazon’s or Google’s profits rather than those that maximize consumer
welfare, perhaps by exploiting consumers’ information and rationality
deficits.
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What if unconflicted algorithm designers enter the market? This could be
a real improvement, but there are also significant obstacles. These uncon-
flicted, consumer-side algorithms will have to compete with the likes of
Amazon, Apple, and Google on two fronts. First, they will have to convince
consumers to use unconflicted algorithms rather than the tech giants algo-
rithms. Despite the advantage of an unconflicted algorithm, it is not clear
that enough consumers will ditch the brand names of Amazon, Apple, and
Google. And it is not just the name; the immense resources that the tech
giants control—in terms of both money and data—may allow them to create
attractive buyer-side algorithms, despite their conflict of interests.

Second, if consumers adopt the unconflicted algorithms, these consumer-
side algorithms will face an algorithmic battle against the seller-side algo-
rithms on which we have focused in previous chapters. In theory, the
buyer-side algorithm can mitigate many of the harms caused by seller-side
algorithms. For example, the buyer-side algorithm can reveal and even undo
demand-inflating misperceptions and thus reduce prices, and it can protect
consumers who are targeted with inferior products. But once again, thereisa
real concern that the seller-side algorithm will have a decisive advantage—
in terms of both money and data—in this algorithmic battle. Simply put,
the seller-side algorithms that seek to manipulate consumers and exploit
their information and rationality deficits might turn out to be more pow-
erful than the buyer-side algorithms that try to protect consumers against
such manipulation and exploitation.
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To conclude: consumer-side algorithms are increasingly prevalent, and they
can mitigate the harms caused by seller-side algorithms. And yet, for the
reasons discussed above, it is unlikely that consumer-side algorithms will be
able to eliminate the harms on which we have focused, at least not in the
foreseeable future.






PART II
POLICY AND LAW

To reduce algorithmic harm in consumer markets, we consider three sets
of legal reforms. The first would use, and expand on, current initiatives
in three domains. Policymakers can attempt to increase information and
to reduce the impact of behavioral biases, with an understanding that the
rise of Al-powered algorithms imposes fresh threats to consumer welfare
from the exploitation of information and rationality deficits. In addition,
policymakers can seek to increase privacy and data security in an attempt
to choke off the data fueling Al-powered algorithms. Finally, policymakers
can use antitrust law to limit market power, since many instances of algo-
rithmic harms—specifically, algorithmic price discrimination and product
differentiation—require some degree of market power.

As we shall see, the argument for increasing information and reducing
the impact of behavioral biases is significantly strengthened by an appreci-
ation of the algorithmic harms that we have explored. Those reforms have
increased importance. At the same time, the case for expanded privacy pro-
tections and for enhanced antitrust enforcement is not necessarily bolstered
by the rise of algorithmic decision-making. In the latter contexts, intuitions
turn out to be misleading.

The second set of reforms would involve a right to algorithmic trans-
parency, designed to ensure that consumers (and others) can know about
the nature, uses, and consequences of algorithms. The central idea here
is that sunlight might serve as a disinfectant, reducing the incidence and
magnitude of algorithmic harm."** In principle, the argument for trans-
parency is exceedingly strong. In practice, things are more complicated. If
we focus on AI-powered machine-learning algorithms, the challenge is the
black-box nature of these algorithms. Indeed, with these black-box algo-
rithms, the process of manipulating inputs to generate outputs is opaque,
even to the programmer. With machine-learning algorithms, the challenge is
in opening the black box, that is, creating previously unavailable knowledge
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about how algorithmic decisions are made. Only then can we talk about the
transparent sharing of this knowledge. We describe, without attempting to
resolve, the ongoing debate within the computer science community about
whether meaningful transparency is even possible with machine-learning
algorithms.

The broader point is that, when feasible, transparency about how algo-
rithmic decisions are made may trigger a public or market reaction, one that
might operate as a corrective to the problems we have identified."*! Trans-
parency may also trigger regulatory scrutiny. Specifically, by forcing firms to
learn how their algorithms actually work, this reform would open the door
to liability under legal doctrines that require knowledge or intent.

The third category of reforms involves more direct intervention in the
design and implementation of algorithms that are used in consumer mar-
kets, either through ex post policing or through ex ante regulation. We begin
by proposing an expansion of disparate impact review. Developed under
antidiscrimination law, the disparate impact doctrine has been used to com-
bat discrimination based on race, sex, and other protected characteristics.
We propose to use disparate impact analysis to identify and police discrim-
inatory behavior that targets imperfectly informed and imperfectly rational
consumers. Disparate impact analysis focuses on outcomes—for example,
whether men and women are subjected to different outcomes (lower wages
for women, higher prices for women, worse product offers for women)-and
thus helps overcome the difficulty of proving discriminatory intent. In the
algorithmic context, disparate impact overcomes the challenge of opening
the algorithmic black box. It does not matter how the algorithm manipu-
lated inputs to create outputs. It matters only that it creates different outputs
for men and women, or for more and less sophisticated consumers.

Next, we propose the regulatory imposition of nondiscrimination con-
straints into the algorithm’s code. In contrast to the ex post disparate impact
review, this approach involves the ex ante policing of the algorithm’s design,
ensuring that equal treatment of more and less sophisticated consumers is
an integral component of the algorithm. (We note that an effective ex post
disparate impact review could provide incentives for sellers and algorithm
designers to insert equal-treatment constraints on their own, such that the
practical effect of the two approaches could be quite similar.) Also, in appro-
priate cases, regulators should consider prohibitions and bans on the use of
algorithms, or on the use of black-box algorithms, when such use is likely to
harm consumers in the ways that we have discussed.
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The proposed reforms are designed to address the algorithmic harms that
we identified in Part I. We have shown that algorithmic harm is more likely
in U markets, and we thus urge policymakers to focus on such markets. But
there is more. We have argued that, among U markets, policymakers should
focus on markets where consumers are likely to overestimate, rather than
underestimate, the benefits from the product or service. And we have argued
that policymakers should be less worried about algorithmic price discrimi-
nation when it is cost-based (or risk-based) rather than benefit-based. These
insights should help policymakers to prioritize their limited enforcement
budgets.'*

Before we begin, it is important to address the following concern about
the regulation of algorithmic decision-making: How will regulators ever be
able to police the algorithms that are used to price and target millions of prod-
ucts and services, especially when these algorithms change rapidly over time?
First, note that the actual number of algorithms is not all that large. The big
tech firms (e.g., Amazon, Apple) employ their own algorithms—the same
algorithm for many products—and a small number of developers provide
algorithms for smaller sellers. Second, and more important still, policymak-
ers can and should develop policing algorithms that will monitor the sellers’
algorithms. Major components of the reform proposals discussed below
should be automated and performed by the regulators’ own algorithm.'*
Third, regulatory approaches should be developed in a way that reduces
the risk that they will become obsolete with technological improvements.
Of course, that risk cannot be eliminated. If it materializes, new regulations
will be in order.






Chapter 8

Regulating Preconditions for Algorithmic

Harm

The analysis in Part I identified several preconditions for algorithmic harm.
We begin by considering policies that target these preconditions. First and
foremost, we saw that algorithmic harm is especially prevalent in U mar-
kets, where most consumers suffer from information and rationality deficits.
It is therefeore natural to consider policies that attempt to increase infor-
mation and to reduce the impact of behavioral biases. Second, Al-powered
algorithms need a lot of data to engage in the harmful activities that we
described, such as price discrimination and product targeting. Policies that
seek to increase privacy and data security can thus reduce algorithmic harm.
Finally, algorithmic harm (for example, price discrimination or enhanced
product targeting and differentiation) often requires a certain degree of mar-
ket power. Policies that limit market power, as in the domain of antitrust law,
can reduce algorithmic harm.

A. FromUto S

Because algorithmic harm is, in large part, a product of people’s limited
sophistication in U markets, the most obvious remedies involve consumer
protection in the form of information disclosure and debiasing, designed to
increase sophistication and transform U markets into S markets. Suppose,
for example, that people are given clear information about the performance
of certain products (say, refrigerators, microwave ovens, or clothes washers).
The information might be designed to protect against simple ignorance. It
might be intended to counteract unrealistic optimism or limited attention. If
disclosure works, it might turn U markets into S markets, or at least ensure
that many consumers are informed or free from behavioral biases.

In federal law; of course, disclosure policies are pervasive, and the need for
those policies increases to the extent that algorithms can be used to exploit
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a lack of knowledge and behavioral biases. Many existing disclosure policies
are explicitly meant to overcome such biases (U.S. Department of Trans-
portation 2019). To an increasing degree, such policies are behaviorally
informed, in the sense that they are based on an understanding of specific
biases and attempt to design a remedy that will reduce the risk that some
seller (human or algorithmic) will exploit them. Such efforts might be built
directly on an understanding of how to counteract biases, as by increasing
salience (and producing what are sometimes called “salience shocks” [Sarin
2019]).

For example, many disclosure policies are directed against hidden fees
and hence are meant to counteract limited attention (Agarwal et al. 2014,
S240). When formerly hidden fees are no longer hidden, people are more
likely to pay attention to them. Other disclosure policies, such as graphic
health warnings, can be seen as intentional efforts to counteract unrealistic
optimism.'** Because they are graphic, such warnings should combat com-
placency. Present bias can be a special problem in the context of both health
and savings (Wang & Sloan 2018, 178), and with disclosure policies. Cre-
ative efforts have been made to overcome that bias on the part of savers by
training people’s attention on their older selves (Hershfield 2011, 31).

When will behaviorally informed disclosure policies succeed? There is no
simple answer. (For a catalog, see Sunstein 2020.) They do show promise
in some contexts. After all, GPS devices work. A clear warning, informing
people that certain foods contain allergens (such as peanuts or shrimp), is
likely to promote public health. There is reason to think that Nutrition Facts
panels do some good, and the same might well turn out to be true for the
“Nutrition Facts” panels for internet services, adopted in the United States in
2024. But their efficacy in other contexts is quite limited (Agarwal et al. 2015;
Ben-Shahar & Schneider 2014). Disclosure requirements will not promote
their intended goals if people do not pay attention to them or if the relevant
information is hidden or so complicated that people cannot understand it.
We know an increasing amount about where and when such requirements
work and how they can be designed to be as effective as possible (Sunstein
2020). The central point is that behaviorally informed disclosure policies,
seeking to counteract biases, will have increasing importance to the extent
that algorithms, employed in consumer markets, can exploit these biases.'*

A related approach for transforming U markets into S markets is through
policy that supports consumer-side algorithms. We reviewed the promise,
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and the limits, of such algorithms in Chapter 7. Policymakers can help to
mitigate the shortcomings of consumer-side algorithms. Specifically, many
existing consumer-side algorithms are offered by firms that are affiliated with
the sell-side of the market and thus may or may not have the consumers’
best interests “in mind.” (Think again of Amazon’s Alexa, Google Home, or
Apple’s Siri.) Policymakers can reduce this problem by subsidizing the devel-
opment of consumer-side algorithms by firms that are not affiliated with the
sell-side of the market. To ensure that the algorithms are faithful agents of
the consumer, the subsidy should be conditioned on a business model that
avoids any conflict of interests. For example, an ad-based model, where the
algorithm designer’s revenues come from sellers, would be suspect. In con-
trast, a subscription model, where revenues come from consumers, should
be preferred, and perhaps even subsidized.

In addition to avoiding conflicts of interest, policymakers could work
to minimize the informational disadvantage that consumer-side algorithms
face. In the “battle of the algorithms” between seller-side algorithms and
consumer-side algorithms, data is ammunition. One central category of
data includes information on consumers’ past purchases and search his-
tories. Sellers, and the tech platforms that support them, have much more
ammunition. A policy that mandates the transfer of data from the seller-
side algorithms to the consumer-side algorithms would help level the playing
field."*

Thus far we have focused on policies that support consumer-side algo-
rithms developed by the private sector. Policymakers should also consider
creating government-run platforms that feature consumer-side algorithms.
Indeed, governments already run web-based tools that help consumers to
make more informed and more rational choices. In the United States, the
Consumer Financial Protection Bureau website hosts a tool that provides
information on available mortgage rates as a function of the borrower’s
credit score, geographic location, loan type, and so forth; this tool also cal-
culates total financing costs for different mortgage types and rates."”” Such
tools can be supercharged with more personalized, consumer-specific data
and Al-powered algorithms.'*® There is much room for further work here.
Our central point is that insofar as algorithms might take advantage of
information deficits and behavioral biases, it is all the more important to
reduce both of these. We should see remedies of this kind as “no regrets”
policies—and as the first line of defense.
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B. Privacy and Data Security

A precondition for algorithmic harm, indeed for any algorithmic decision-
making, is data, especially data about consumers: their preferences, their
financial situation, and their biases and misperceptions. We can think of data
as the “fuel” on which the algorithm drives. If we limit the algorithm’s access
to this fuel, then we will also reduce algorithmic harms. Policies designed
to increase privacy protections and data security measures can thus reduce
algorithmic harm."*® The problem is that, as we have seen, algorithmic
decision-making—both algorithmic price discrimination and algorithmic
targeting—are not always harmful. Indeed, they can provide significant
benefits to consumers, especially in S markets. Therefore, it is not clear
whether choking off the flow of information would provide a net gain for
consumers.

In theory, it would be good to choke off information in U markets while
allowing the flow of information in S markets. But in practice, the same
information flows in both types of markets. (As we noted, most markets
include both more and less sophisticated consumers.) In theory, it would be
good to choke off information about consumers’ biases and misperceptions
while still allowing the flow of information about preferences and budget
constraints. But it is questionable whether privacy law can be fine-tuned
in this way. Moreover, it is likely that the information that sellers collect is
not neatly divided into preferences, budget constraints, and misperceptions.
Rather, sellers seek information about consumers’ WTP, which implic-
itly aggregates both “good” information (about preferences and budget
constraints) and “bad” information (about biases and misperceptions).

A related and more modest suggestion would be to establish a “Do Not
Profile Me” registry (inspired by the existing “Do Not Call” registry) and
allow consumers to opt out of algorithmic differentiation. At first glance,
the creation of such a registry would seem to be a good idea, but the mat-
ter is not simple. One problem is that some people might forbid profiling
even if they would benefit from it; their fears might be misplaced. Another
problem is that the people who most stand to lose from profiling might not
bother to forbid it. Finally, there is a concern that sellers could draw infer-
ences from the decision to opt out. This could limit the benefits of the “Do
Not Profile Me” registry. It might even cause harm, as the decision by some
consumers to opt out would indirectly provide sellers with additional infor-
mation about the remaining consumers who did not opt out. For example, if
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it is known that the more sophisticated consumers opt out, sellers will infer
that the consumers who allow profiling are less sophisticated.

C. Competition

Another precondition for algorithmic harm is a minimal degree of mar-
ket power. Absent such market power, sellers could not engage in price
discrimination—with or without algorithms (Stole 2007). Similarly, prod-
uct differentiation and targeting require some degree of market power.'*
Accordingly, a robust competition law, focusing on curbing market power
or preventing the acquisition of market power, would reduce algorithmic
harms. But once again, policymakers must exercise caution: since algo-
rithmic price discrimination and targeting can be beneficial, at least in S
markets, attacking a precondition for such price discrimination and tar-
geting may prove harmful. Of course, there are good reasons to promote
competition and limit firms’ market power; it is just not clear that the rise
of algorithmic decision-making strengthens the case for such policies.

A stronger case for legal policies that curb market power can be made
when the relevant harm comes from algorithmic coordination. Coordinat-
ing on higher prices would be more difficult in a more competitive market,
even for an algorithm.'*! It follows that the risk of algorithmic coordination
provides a new reason to invigorate our competition laws. And as we argued
in Chapter 5, competition law should be interpreted, or revised, in a way
that bans algorithmic coordination.



Chapter 9
The Right to Algorithmic Transparency

It would be unrealistic to think that efforts to provide information and
to counteract behavioral biases can entirely eliminate algorithmic harm. A
more targeted disclosure policy would require transparency with respect to
the nature, the uses, and the consequences of algorithms in the relevant mar-
kets (cf. Paterson et al. 2021). In various areas of regulatory law, transparency
of certain kinds is mandatory,'** largely on the theory that sunlight can be
a kind of disinfectant, helping consumers to make better choices and poten-
tially deterring certain practices.'*’ Can we design a “right to algorithmic
transparency” that would uncover and mitigate the kinds of practices that
concern us here?

In countless contexts, the law requires transparency (Sunstein 2020). To
a substantial degree, regulatory law consists of disclosure requirements. In
the United States, for example, companies must disclose their emissions of
toxic substances, and also their greenhouse gas emissions. When credit is
denied, the consumer is entitled to an explanation, and many states impose
transparency requirements on insurance companies that use algorithms.'**
The analysis in this chapter is designed to provide guidance for the design
and implementation of laws of this kind.

A. The Promise of Algorithmic Transparency

Start with algorithmic price discrimination. Suppose, for example, that a
seller’s algorithm divides consumers into four categories corresponding to
their income and wealth; suppose too that wealthier consumers are charged
higher prices. Companies might have to disclose that (not particularly
alarming) fact. Or suppose that an algorithm uses data on a consumer’s
borrowing and saving behavior to identify myopic consumers (who tend to
borrow more and save less) and then offer such consumers low introductory
prices and high long-term prices.'*> Or suppose that the algorithm learns to
identify consumers who would likely overestimate the benefit from the firm’s
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product, and then sets higher prices for these consumers. A transparency
requirement, if implementable (more on this below), would force firms
to disclose that their algorithms are searching for myopic consumers or
for consumers who suffer from an overestimation bias, and offering dif-
ferent prices to these consumers. It is easily imaginable that transparency
could deter some of the practices on which we have focused here.'*® The
requirement of disclosure of toxic substance emissions has led to significant
reductions in such emissions (Hamilton 2005), and something similar can
be said about greenhouse gas emissions (Yang, Muller, & Liang 2021). It is
reasonable to think that a disclosure requirement could have a significant
effect here.

Next, consider algorithmic targeting. Suppose that companies use algo-
rithms to identify less sophisticated consumers and offer them inferior
products. Or to elaborate on the prior example, suppose that an algorithm is
told to identify myopic consumers and then offer these consumers products
and prices with immediate benefits and deferred costs, such as a gas-guzzling
car, an appliance that is not energy-efficient, or a cheap printer with expen-
sive ink.!*” Transparency could deter such harmful targeting. Similarly,
transparency could deter the use of algorithms to enhance misperceptions.
For example, pending legislation would require labeling of any Al-generated
content.'*® Transparency could also hinder attempts to coordinate on high,
supracompetitive prices.

Finally, consider the case of discrimination on the basis of race or sex.
Antidiscrimination law clearly prohibits algorithms that are designed to
identify women or racial minorities and single them out for disparate treat-
ment. A transparency requirement could help enforce this prohibition. Such
a requirement could also deter attempts to skirt the antidiscrimination law.
Suppose that a seller, in an attempt to avoid liability, designs the algorithm
to ignore direct data on a consumer’s sex, but that the algorithm learns to use
the consumer’s height instead (as height is correlated with sex). If the seller
is forced to disclose the role that height plays in its algorithmic decision-
making, then the seller, and the algorithm designer, will be incentivized to
avoid what might be indirect sex-based discrimination.'*

Indeed, transparency could show if algorithms are displaying “proxy bias”
or “label bias,” which is said to occur whenever they use a proxy that embeds
race or sex discrimination (or discrimination on some other prohibited
ground). Suppose, for example, that an algorithm uses predicted health-
care costs as a proxy for predicted health needs; suppose too that unequal
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access to care means that we spend less money caring for Black patients than
for White patients (Obermeyer et al. 2019). Transparency about the use of
predicted health care costs would be both necessary and sufficient to demon-
strate a form of discrimination. If algorithms can be made transparent, in
the sense that their inputs are knowable, discrimination of this kind can be
ferreted out.

A right to algorithmic transparency can serve different policy goals. First,
by enhancing transparency about algorithmic harms, it can facilitate public
scrutiny and market discipline. If, for example, algorithms are taking advan-
tage of an absence of information or behavioral biases, the public might
learn about that—and the practices might stop. There is some reason to
believe that a public outcry about relevant practices could change corporate
behavior (Yang, Muller, & Liang 2021, 2; Fung & O’Rourke 2000)."*°

Second, transparency can serve as a basis for a more aggressive regula-
tory response when it reveals harm beyond a certain threshold. At the same
time, introducing the proposed transparency reforms might show that any
consumer harm falls below a certain threshold and thus belong in a safe
harbor against regulatory scrutiny.

Third, a transparency requirement can buttress legal doctrines that
require knowledge or intent as a condition for liability. When it comes to
Al-powered algorithms, it could be difficult to prove knowledge or intent,
since even the algorithm’s designer right not know precisely how it works.
For example, the designer might not know that the algorithm is differenti-
ating based on the consumer’s sex or sophistication (more on this below).
A transparency requirement can force the creation of knowledge and thus
eliminate the “I didn’t know” defense.

B. Transparency Protocols

Computer scientists have been developing methods that allow us to peer into
the algorithmic black box."”! We call these methods “transparency proto-
cols” While it is impossible (in many cases) to attain a full understanding of
how a black-box machine-learning algorithm operates, these transparency
protocols may allow us to identify the main decision drivers, that is, the
variables that significantly affect the algorithm’s decisions. For example, the
transparency protocol might reveal that a consumer’s height significantly
influences the price that the consumer is charged. (The Appendix describes
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some of the transparency protocols that have been developed by computer
scientists.)

It is worth emphasizing that what we have in mind goes beyond the usual
scope of transparency regulation. In most cases, such regulation is straight-
forward, at least in theory: a party, perhaps a seller, knows something, and
the regulator forces that party to disclose this information. That is also true
for many algorithms. But with black-box, AI-powered algorithms, policy-
makers need to mandate the creation of information before they can require
its disclosure. This broader right to algorithmic transparency may well be
necessary given the growing use of black-box algorithms.'”* To achieve
algorithmic transparency in these contexts, we need the transparency pro-

tocols.!>?

C. The Challenge of Algorithmic Transparency

We have alluded to the main challenge of algorithmic transparency: with AI-
powered algorithms, it is not at all clear that the seller, or even the algorithm
designer, has access to the relevant information. It may be hard to figure out
what an Al-powered algorithm is doing. Return to the example of an algo-
rithm that engages in sex-based discrimination. We may be able to figure out
that the consumer’s sex has a major effect on the algorithm’s pricing or tar-
geting decisions (e.g., the algorithm may be offering certain products to men
but not to women)."** We may even be able to figure out that the consumer’s
height has a major effect on the algorithm’s pricing or targeting decisions, in
lieu of sex.

But what if the algorithm implicitly identifies the consumer’s sex based on
hundreds of different data points, including past purchases, search history,
income, credit score, health history, current and previous employment, and
so forth? Could we be (sufficiently) confident that the algorithm is offer-
ing coding classes to male consumers rather than to consumers who have
expressed interest in STEM topics and are between jobs? The challenge
becomes even greater when the algorithm finds proxies for consumer igno-
rance and imperfect rationality rather than for race or sex, and uses these
proxies to discriminate against vulnerable consumers.

With these black-box machine-learning algorithms, the process of manip-
ulating inputs to generate outputs is opaque, even to the programmer. There
is an ongoing debate within the computer science community about whether
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an Al-powered algorithm can be made transparent in a meaningful way.
We have noted that computer scientists have been developing transparency
protocols—methods to “open” the black box and “explain” the algorithm’s
decision-making process. And yet the success of these methods is being
questioned. Even if it can be shown that the consumer’s height influenced
the algorithm’s decision, is this a meaningful description of the algorithm’s
decision-making process? Perhaps for the next (male) consumer the same
algorithm would use search history rather than height. Perhaps for another
(male) consumer it would use some combination of 100 different variables
that similarly correlate with the consumer’s sex (Rudin 2019; Babic et al.
2021).

A major problem with the available transparency protocols is their lack
of consistency: different protocols can yield different sets of important,
decision-affecting variables.'>> Even when utilizing a single transparency
protocol, we may get different sets of important, decision-affecting variables.
The underlying reason for this problem is the correlations among the differ-
ent variables (Blattner & Spiess 2022; Blattner, Nelson, & Spiess 2021; Babic
et al. 2021).1¢ One response to these limitations is to use multiple trans-
parency protocols and, with each protocol, to consider multiple outcomes
(i.e., multiple sets of important, decision-affecting variables) (Fisher, Rudin,
& Dominici 2019).1%7

We do not presume to resolve this debate. Our more modest goal in this
chapter is to present the view that algorithmic transparency is attainable. In
the following chapters, we will consider alternative policy responses to algo-
rithmic harm—responses that do not depend on the (questionable) ability
to “open” the black box of the Al-powered algorithm.

D. Applying the Transparency Protocols

We now explain how policymakers can use transparency protocols to mit-
igate algorithmic harms. There are (at least) two possible approaches for
applying the transparency protocols, depending on whether the regulator
has access to an identifiable “protected characteristic”

Without an identifiable “protected characteristic™: look for suspicious char-
acteristics. The idea behind this approach is straightforward: apply a trans-
parency protocol to identify the consumer characteristics that exert signif-
icant influence over the algorithm’s decision-making process, and promote
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scrutiny—either market scrutiny or regulatory scrutiny—toward “suspicious
characteristics.” For example, the regulator might observe that height plays
an important role in the decision-making process: shorter consumers are
offered higher prices, perhaps because height is correlated with gender. Or
the regulator might observe that consumers with little savings and a lot of
debt are offered treadmills or gym subscriptions, perhaps because limited
savings and significant debt are correlated with present bias.'*® The role
played by such seemingly irrelevant, suspicious characteristics could trigger
regulatory scrutiny, or it could be made public and trigger a market reaction.

We recognize, of course, that what counts as a suspicious characteristic
might not be obvious. Still, there will be cases, as in the examples we offered,
where it is clear that the weight placed by the algorithm on a consumer char-
acteristic can be explained only by that characteristic’s correlation with the
consumer’s race, sex, or bias.'*> Moreover, any concern about the identifi-
cation of the suspicious-characteristic criterion should be mitigated to the
extent that the transparency exercise is designed to trigger a market reac-
tion. Then the market, rather than a regulator, would decide whether the
firm has a convincing reason to set higher prices for shorter consumers, for
instance.

Does an identifiable “protected characteristic” emerge as a key decision
driver? With this approach, the regulator would again apply a transparency
protocol to identify the consumer characteristics that exert significant influ-
ence over the algorithm’s decision-making process. But now the question
is not whether one of the influential characteristics is suspicious. Rather the
question is whether one of the influential characteristics is a previously iden-
tified “protected characteristic.” If the protected characteristic emerges as a
key decision driver, then regulatory or market scrutiny should follow.

Itis straightforward to identify race or sex as a protected characteristic and
see whether either emerges as a influential decision driver when applying a
transparency protocol. But as explained above, one of our main concerns
is about a different protected characteristic: the consumer’s information or
rationality deficit. And it is more challenging to identify a protected char-
acteristic variable that distinguishes between informed and uninformed
consumers or between biased and unbiased consumers. Can this category of
less sophisticated, imperfectly rational consumers be identified in advance?
We suggest that, at least in some cases, the answer is yes.

Specifically, biases, misperceptions, and other deviations from perfect
rationality can be measured using survey evidence. For example, in the
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health insurance context, Baillon et al. (2022) used survey evidence to mea-
sure (i) overestimation of risk (of incurring medical expenses) and (ii) the
shape of the consumer’s Prospect Theory utility function.'®® And in the con-
sumer credit context, Meier and Sprenger (2010) used incentivized choice
experiments to measure subjects’ level of present bias.'®" Assuming that gen-
erally administered surveys (like the Survey of Consumer Finances) provide
data on a sufficiently large subset of a seller’s customer base, and that such
surveys could be amended to include bias-measuring questions, we think
that these surveys can be used to define, in advance, a protected class of
biased or imperfectly rational consumers. Alternatively, regulators may be
able to use measures of, or proxies for, sophistication, such as the consumer’s

t,192 and then treat

level of education or experience in the relevant contex
these proxies for limited sophistication as a protected characteristic.

In the context of algorithmic coordination, we can think of a competitor’s
pricing behavior as akin to a “protected characteristic” Antitrust regulators
should want to employ a transparency protocol that can reveal whether
Seller A’s algorithm sets prices based on what Seller B is charging and pun-
ishes Seller B for any price reduction below the high oligopoly price (e.g., by
shifting to below-cost pricing).'®*

In implementing this approach, we should be cognizant of possible cor-
relations between the protected-characteristic variable and other variables.
For example, if present bias is highly correlated with limited retirement
savings, then the transparency protocol would yield either the present-bias
variable or the retirement savings variable. A possible response to this con-
cern is to employ several transparency protocols (and, with each protocol,
to consider multiple outcomes, i.e., multiple sets of important, decision-
affecting variables) and see whether the larger set of decision drivers that
comes out of these protocols includes the protected characteristic.

In the previous approach, we did not have a protected-characteristic vari-
able, and so the search for influential characteristics could produce only
suspicious variables that correlate with the protected characteristic. Now
we have a protected-characteristic variable, and the question is whether the
search for influential characteristics will identify this variable as influential.
The “suspicious characteristics” approach has an important advantage: the
regulator is not required to define, in advance, a protected characteristic.
The crux of that approach was identifying the characteristics that exerted
the most influence on the algorithm’s decision-making process, relying on
ex post “suspiciousness” scrutiny by the regulator or by the market. When
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we have an identifiable “protected characteristic,” we can avoid the “suspi-
ciousness” criterion but, of course, the regulator must be able to define, in
advance, what the protected characteristic is, and there must be an objective
way to identify or measure this protected characteristic.

E. Global versus Local Approaches

The transparency protocols can be applied both globally and locally. As
mentioned above, global approaches give us a general sense of what drives
the algorithm’s decisions for all relevant consumers (e.g., prices that the algo-
rithm will set for all consumers). Regulators will often be interested in such
a global assessment of a seller’s algorithm, especially if they need to approve
an algorithm before it is put to use, but also if they need to scrutinize an
algorithm after it is put to use. For example, regulators should like to know
if consumer biases significantly influence the algorithm’s decisions across
the entire consumer group.

Regulators may also be interested in local approaches that focus on spe-
cific decisions or clusters of decisions made by the algorithm. Suppose,
for example, that the regulator receives complaints from consumers (e.g.,
through the complaints database of the Consumer Financial Protection
Bureau). If so, the regulator may want to perform a local analysis of the deci-
sions that consumers complain about to ascertain the main variables that
affected those decisions. A local analysis may reveal that consumer biases
significantly influence the algorithm’s decisions for a subset of vulnerable
consumers, whereas a global analysis—one that uses a much larger set of
algorithmic decisions for a much larger group of consumers—might not
identify these consumer biases as a (globally) important decision driver.

Local approaches can also be used to support individualized transparency.
If an algorithm identifies a biased consumer and sets a higher price for that
consumer or offers that consumer a lower-quality product, then perhaps the
seller should be required to inform that consumer why he is being charged
the higher price or receiving the inferior product.'®*

F. Less Opacity

Al-powered black-box algorithms are infamously opaque. The question is
whether they can be made transparent. We have described recent work
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by computer scientists that develops transparency protocols to peek inside
the black box. We have also acknowledged the limits of these transparency
protocols. Indeed, many computer scientists believe that it is impossible
to identify the key variables affecting the algorithm’s decision-making. The
core issue is the large number of variables and the correlations among them.
Whenever a transparency protocol points to variable X as influential in the
algorithm’s decision-making, another transparency protocol, or even the
same protocol, might point to Y (or to some combination of Y1, Y2, and Y3)
that is correlated with X as the influential variable.'

If transparency protocols evolve to overcome these powerful critiques,
they could become an important regulatory tool. Regulators could require
that companies implement these methods to identify algorithmic harm—
from price discrimination, product targeting, algorithmic coordination, and
discrimination based on race and sex. The regulator would need to define the
transparency-generating methods to be used by firms. Alternatively, firms
could be required to disclose their code and their data, and the regula-
tor itself would then implement these methods. It is important to reiterate
that while AI-powered algorithms can be opaque, human decision-making
is often far less transparent. Indeed, the human mind is perhaps the ulti-
mate black box. Algorithmic decision-making has the potential to be more
transparent.

Finally, we should acknowledge alternatives to black-box algorithms.
There are white-box algorithms, namely, algorithms that implement a set
of instructions specified by the firm—by the seller or by the firm that wrote
the algorithm. Computer scientists have also been developing AI-powered
machine-learning models that are inherently interpretable, that is, sim-
ple enough that a human being, including a regulator, could understand
them.'®® With these algorithms, transparency is easy. Indeed, if algorith-
mic transparency is sufficiently important, and black-box algorithms cannot
be made transparent in a meaningful way, then policymakers may con-
sider regulation that restricts sellers to using only white-box or interpretable
algorithms.

Appendix
In this Appendix we describe several transparency protocols that have

been developed by computer scientists. We focus on protocols that are
model-agnostic and post hoc, namely protocols that can be applied to any
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machine learning model after it has been trained. We consider both global
protocols, which provide information about the model’s overall behav-
ior, and local protocols, which provide information about specific (local)
decisions.'®”

Teacher-Student. In this global protocol, the main black-box algorithm,
referred to as the “Teacher” algorithm, trains a simpler, interpretable “Stu-
dent” algorithm.'®® Specifically, the regulator defines the structure and
complexity of the Student. For example, the regulator can specify that the
Student will be an easily interpretable decision-tree algorithm with a depth
of three layers. The protocol would then search for the three-layer tree that
most closely approximates the decisions made by the Teacher algorithm. For
example, in the context of algorithmic price discrimination, the regulator
could apply the protocol and observe the consumer characteristics that drive
pricing decisions in the best Student algorithm (i.e., in the best three-layer
tree).

Linear Model. This protocol seeks out a linear model that most closely
approximates the global decisions made by the black-box algorithm. Using
standard linear-regression techniques, this method searches for a linear
combination of consumer characteristics that most closely predicts the
outcomes—such as prices and product offers—produced by the black-box
algorithm. A challenge with this method is that the resulting linear model
would include a very large number of characteristics, limiting the model’s
interpretability. This challenge is met by utilizing sparsity-creating meth-
ods, like LASSO (“least absolute shrinkage and selection operator”), to
limit the number of characteristics, such that the linear model includes
only those characteristics that have the largest effect on the outcome (Mol-
nar 2022, §5.1). (It should be noted that linear models might be too
“weak” to provide a sufficiently close approximation of nonlinear machine-
learning models, which allow for complex interactions among the different
variables.)

Permutation Importance. This protocol measures the global importance
of a variable using a sensitivity analysis. Consider a pricing algorithm
that receives as inputs the consumers’ income levels and education lev-
els. The protocol would shuffle income levels across consumers, such
that a high-income consumer may be presented to the black-box algo-
rithm as a low-income consumer (and a low-income consumer may be
presented as a high-income consumer), and see how this affects the algo-
rithm’s pricing decisions. This shuffling process would then be performed
for education levels, and for other input variables (Breiman 2001; Fisher,
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Rudin, & Dominici 2019)."” When the shuffling of a variable leads to larger
changes in the algorithm’s pricing decisions (relative to the original, non-
shuffled baseline), this variable is more important in driving the algorithmic
decisions.

Local Surrogate (LIME). The three previous protocols can be viewed as
global surrogate protocols. A local surrogate protocol starts with a specific
decision made by the black-box algorithm, such as a price that is set for
a specific consumer (the “original” consumer). It then considers a num-
ber of “similar” consumers and finds an interpretable model that provides
the best possible approximation of the black-box algorithm’s decisions (for
example, pricing decisions) for the set of original and similar consumers.'”°
For example, the protocol may fit a linear model to this “local” set of con-
sumers.'”! We thus learn the key, decision-driving variables for this group of
consumers. The LIME protocol then repeats this local analysis for multiple
algorithmic decisions—choosing different “original” consumers, identifying
sets of consumers who are “similar” to these “original” consumers, and fit-
ting interpretable models for these “local” sets of consumers. Finally, the
results from the multiple “local” analyses are aggregated to identify globally
important decision variables.'”?

SHapley Additive exPlanations (SHAP). In this protocol, the importance
of a variable is measured by its “Shapley values,” a concept from cooperative
game theory. Intuitively, this value represents the contribution of a variable
to a specific (local) algorithmic decision. The protocol considers the deci-
sions that the algorithm would make when different subsets of variables are
excluded (and replaced with background data). Then, averaging across dif-
ferent subsets of included and excluded variables, the protocol calculates the
marginal impact of each variable on the algorithmic decision.

Consider a pricing algorithm that receives as inputs the consumers’
income levels, education levels, and credit scores. For a specific consumer,
the SHAP protocol would simulate the decision (for example, the price that
would be set), by the black-box algorithm, if it knows (i) only income and
education, (ii) only income and credit score, (iii) only education and credit
score, (iv) only income, (v) only education, and (vi) only credit score. By
comparing these pricing decisions to the price that the algorithm set when
it knew all three variables, SHAP can derive the impact of each variable.
As with LIME, this local process is repeated for multiple algorithmic deci-
sions, and the results are aggregated to identify globally important decision
variables (Lundberg & Lee 2017).!73
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Counterfactual (Contrastive) Explanations. Counterfactual explanations
interpret specific (local) algorithmic decisions by describing the minimal
changes to the input variables that would have resulted in a different deci-
sion. For example, if the algorithm decided to deny credit to a certain
consumer, what would it take to reverse the decision? A counterfactual
explanation would say, “If your income was 10% higher, you would have
been approved.” Or “If your credit score was 30 points higher, you would
have been approved” When a small change in the value of a certain input
variable flips the algorithmic decision, we know that this variable is a locally
important variable. And when a small change in the value of this variable
flips many algorithmic decisions, we know that this variable is a globally
important decision driver. A main shortcoming of counterfactual expla-
nations is that they are often not unique: there might be many, equally
convincing counterfactual explanations (e.g., the decision would flip if either
your income was higher, your credit score was higher, your total debt was
lower, etc.).



Chapter 10
Ex Post Policing and Ex Ante Regulation

We have thus far considered (i) regulating the preconditions for algorithmic
harm, especially with regulations designed to reduce the effects of behavioral
biases and lack of information on the part of consumers and (ii) vindicating a
right to algorithmic transparency. We now turn to policies that directly target
the design and implementation of AI-powered algorithms—either through
ex post policing of algorithmic outcomes or through ex ante regulation of
the algorithm’s code.

A. Ex Post Policing: Disparate Impact Review

Algorithmic transparency depends on the technical ability to open the
black box of AI-powered, machine-learning algorithms and assess whether
the algorithm is discriminating against certain groups of consumers—
minorities, women, or less sophisticated consumers (our major emphasis)—
in a harmful way. But as we have seen, the technical ability to peer inside the
black box is limited. In many cases, we cannot identify the algorithms’ key
decision drivers in a meaningful way. Stated differently, we cannot observe
the algorithmic inputs. And so, if we cannot identify the inputs, let us focus
on the outputs. It may be possible to identify the harm caused by the algo-
rithm, that is, the algorithm’s outputs, even without fully understanding how
the black-box algorithm generated those harmful outputs. And when harm-
ful outputs are identified, some form of regulatory scrutiny and enforcement
can follow.'”*

This output-based approach follows closely in the footsteps of dis-
parate impact doctrine. As we have seen, that aspect of antidiscrimination
law allows courts to focus on outcomes—worse outcomes for women or
minorities—without conditioning liability on a showing of discriminatory
intent (as a decision-making input). In the algorithmic context, the idea is to
evaluate the algorithm’s decisions, or outcomes, and target scrutiny toward
cases where consumers with a protected characteristic are treated differently.
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Recall once more that this disparate-impact approach has been developed in
the context of discrimination based on race or sex as protected characteris-
tics.!’”> Aware that the proposal is adventurous, we suggest that the approach
might be extended to discrimination based on imperfect information or
imperfect rationality as protected characteristics.!”®

Of course, to implement any such disparate impact approach, the regula-
tor must specify, in advance, what the protected characteristic is. Consistent
with our emphasis here, the regulator must identify the group of unsophis-
ticated consumers. It is much harder to identify the group of consumers
who suffer from information and rationality deficits than it is to identify the
group of female consumers or consumers from a minority group. But as we
suggested in Chapter 9, itis possible, at least in some cases, to pre-identify the
group of unsophisticated consumers. In particular, generally administered
surveys can be used to identify consumers who likely suffer from relevant
biases and misperceptions. Alternatively, more easily measurable proxies for
sophistication, like education or experience, can be used. If, for example, an
Al-powered algorithm is treating people without college education differ-
ently from people with college education, we have a red flag. Or if such an
algorithm is treating people under the age of twenty-one, or over the age
of seventy, differently from people in other age groups, we might have rea-
son to suspect that it is targeting behavioral biases. (Of course there might
be legitimate reasons to distinguish between people with different levels of
education or of different ages.)

Another challenge for any disparate impact analysis is that consumers
with a protected characteristic may be treated differently because the pro-
tected characteristic is correlated with other relevant (and not protected)
characteristics. For example, imperfect information or imperfect rationality
may be correlated with income or preferences. In the case of discrimi-
nation based on race or sex, the doctrinal question is whether “similarly
situated” consumers were treated differently.!”” The same question should
be asked when the protected characteristic is bias or misperception: whether
biased consumers were treated differently from “similarly situated” unbiased
consumers.

Regulators can address this challenge by using a linear-regression model
to evaluate how different consumer characteristics affect the algorithm’s
decisions. The model would include the protected-characteristic variable,
say, a measure of consumer sophistication, and the coefficient assigned to
that variable would measure the effect of sophistication on the outcome.
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The model would also include other relevant (not protected) characteristics,
such as income. By including these other control variables, regulators can
make comparisons between similarly situated consumers. In our example,
the coefficient assigned to the sophistication variable would measure the
effect of sophistication on the outcome for consumers with the same income
level. If this effect is significant, then regulatory scrutiny should follow.
(Market scrutiny could also follow. For example, consumers might refuse
to buy from sellers who are known to exploit the unsophisticated.)

How do we select the set of control variables? Put differently, how do
we define what counts as “similarly situated”? Should we include only
income? Should we add the consumer’s wealth? Credit rating? Zip code?
The appropriate control variables are context dependent.!”® The regulator
can use its subject-matter expertise to select these variables. Or we can use
sparsity-creating methods, like LASSO (“least absolute shrinkage and selec-
tion operator”), to select the control variables, or consumer characteristics,
with the largest effect on the outcome.'”

A related approach would assess the disparate impact of the algorithm,
relative to the pre-algorithm baseline. To implement this approach, the reg-
ulator would need data on outcome decisions, such as pricing decisions,
before and after the black-box pricing algorithm was adopted. The reg-
ulator would then run the regression model with the same explanatory
variables—the same protected-characteristic variable and the same con-
trol variables—on pre- and post-algorithm outcome data. If the coeflicient
assigned to the protected-characteristic variable is larger when the algorithm
sets prices, then the disparate impact on the protected group was made
worse by the algorithm (compare Gillis 2022).

A related approach emphasizes the least discriminatory alternative prong
of the disparate impact doctrine. Computer scientists and economists have
been developing tools that can assess whether there is an alternative to
the seller’s algorithm that is less discriminatory (Gillis, Meursault, & Ustun
2024). There are even start-up companies that purport to help sellers to
“tune [their] models to be fairer while preserving or enhancing accuracy.”'*
Regulatory or market scrutiny should be applied to sellers who do not
employ the least-discriminatory algorithm.

Finally, we note that ex post policing, based on a finding of disparate
impact, can be implemented through litigation, perhaps looking to tort law.
Courts can police especially harmful algorithms under a model of liability

for defective products.'®!
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B. Ex Ante Regulation: Constraining the Algorithm’s Code

We now turn to what is perhaps the most direct attack on algorithmic harm:
ex ante regulation of the design and implementation of Al-powered algo-
rithms.'®” The development of Al-powered algorithms includes a critical
training stage. This is the stage where the machine-learning algorithm does
the learning. If the algorithm is trained on bad data, such as data that is
already biased against certain groups (perhaps because the data incorpo-
rates prior decisions of biased human decision-makers), then it would not be
surprising if the algorithm learns to make bad decisions. If human decision-
makers are biased against racial minorities and their past decisions are part
of the training data, then decisions made by an algorithm that was trained
on these bad data might well be biased against racial minorities. Similarly,
if pricing decisions made by human sellers are biased against unsophisti-
cated consumers and these decisions are part of the training data, then an
algorithm trained on these data might set higher prices for unsophisticated
consumers. Regulators could impose requirements on the data that are used
to train machine-learning algorithms, most obviously by excluding data that
is biased in a relevant sense (FTC 2016).!8?

In addition, regulators might require that algorithms be programmed
with certain constraints. For example, computer scientists and others have
explored different mathematical formulations of fairness or equality con-
straints that can be imposed on the algorithm.'® Specifically, Cohen,
Elmachtoub, and Lei (2022, 8537) propose four definitions of “fairness,” the
most relevant being “price fairness,” that is, that “prices offered to the two
groups are nearly equal.” To date, this work has generally focused on race
and sex, requiring that men and women be offered nearly equal prices, or
that Whites and Blacks be offered nearly equal prices. But it could be applied
to consumer bias or misperception if they can be defined and measured
(as explained above). Regulators could then require that biased and unbi-
ased consumers are charged (nearly) the same prices or offered the same
products.'8>186

Another regulatory option, already suggested in Chapter 9, is to allow only
white-box algorithms. This option may be attractive if we are concerned that
black-box algorithms might learn to discriminate against consumers who
show behavioral biases. A white-box algorithm, with its preset, transparent
directives, avoids this risk. Of course, there are good reasons why sellers
prefer black-box algorithms. In S markets, they can benefit consumers and
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increase social welfare, as, for example, by finding a better-matching prod-
uct or by setting lower prices for poorer consumers. It follows that regulators
should exercise caution before they ban black-box algorithms and allow only
white-box algorithms.

At the extreme, would it be desirable to prohibit certain uses of algo-
rithms? For reasons we have sketched, there is no sufficient justification for
doing so in S markets, except perhaps if sex-based or race-based discrimina-
tion is identified or if there is a significant risk of algorithmic coordination.
But in U markets, there is a real question whether it might be appropriate to
forbid the use of algorithms to make distinctions with respect to prices and
product characteristics. In principle, such a prohibition could benefit con-
sumers in the circumstances we have discussed. If regulators could devise
a finely tailored intervention and apply it only in those circumstances, that
intervention would by hypothesis increase consumer welfare.'®”

Such prohibitions could be viewed as the continuation, in the algorithmic
context, of behaviorally informed policies forbidding practices that exploit
behavioral biases. Consider the CARD Act of 2010, which imposes regula-
tory restrictions on late fees and overuse fees, which are not transparent to
consumers. Those restrictions are best understood as an effort to respond
to consumer harm in U markets, which have been particularly pronounced
among people with poor credit ratings (Sarin 2019, 1524-1525). In these
circumstances, regulatory restrictions—in this case in the form of price
caps—could be taken as a response to a kind of behavioral market failure,
and they should be effective if companies are not, in fact, competing over
the relevant product characteristics. Indeed, the evidence suggests that con-
sumers have gained almost $12 billion annually as a result of the restrictions,
with particular benefits for people who are struggling economically (Agar-
wal et al. 2015, 113). To the extent that consumers suffer algorithmic harm
in U markets, the argument for restrictions of that kind gains force.'®

To be sure, there are serious problems of administrability. As we have
emphasized, regulators do not deal with binary cases of S versus U markets.
They deal with heterogeneous populations, with complex mixes of informa-
tion and rationality. If regulators were themselves perfectly informed, they
would be able to make a judgment about the net benefits of any ban. They
would be able to identify the circumstances in which algorithms would, on
balance, do more harm than good (and perhaps hurt people at the bottom
of the economic ladder). Lacking perfect information, they might do best to
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keep prohibitions in the toolkit but reserve them for the most obvious or
egregious cases.

Finally, in a less extreme step than outright prohibition, policymakers can
tax the extra profits generated by harmful algorithms. We have seen that in
U markets, algorithmic price discrimination allows firms to increase their
profits by setting prices that track consumers’ overestimated WTP. A targeted
tax would reduce firms’ incentives to engage in such harmful algorithmic
pricing.'®?



Chapter 11
Applying the Reforms to the Different

Harm Categories

The preceding discussion offered examples of algorithmic harms that our
proposed reforms were designed to address. We now offer a more system-
atic exploration of how those reforms can reduce or eliminate the main
categories of algorithmic harm to consumers.

A. Algorithmic Price Discrimination

One of our main concerns has been algorithmic pricing that targets con-
sumers’ biases and misperceptions. For those who seek to implement the
proposed reforms, a main challenge involves identifying instances of such
targeting, especially when sellers employ Al-powered black-box pricing
algorithms. Our discussion of algorithmic transparency suggested several
ways to meet this challenge.

First, regulators can use, or force sellers to use, transparency protocols—to
identify variables that exert significant influence over the algorithm’s pric-
ing decisions. If any of these variables is “suspicious,” that is, if its influence
can be explained only as a proxy for consumer bias or misperception, then
regulatory or market scrutiny should follow. Suppose, for example, that the
pricing algorithm used by a credit card issuer places significant weight on the
consumer’s retirement savings. That may well be considered suspicious—
especially if low savings trigger offers with low introductory interest rates
and high long-term rates, perhaps because the algorithm associates low sav-
ings with present bias. Second, suppose that a specific bias or misperception
can be measured - for example, through generally administered surveys. If
so, regulators could use transparency protocols and see if the measured bias
or misperception emerges as one of the key decision drivers. Third, regula-
tory scrutiny should follow if a predefined proxy for sophistication, such as
education or relevant experience, emerges as a key decision driver.
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Now suppose that the transparency regulations reveal bias-based price
discrimination. If so, there could potentially be liability under relevant law—
in the United States, for example, under Section 5 of the Federal Trade Com-
mission Act, which prohibits unfair practices, or similar state UDAP (unfair,
deceptive, or abusive practices) statutes. In the consumer credit context,
where the prohibition extends also to abusive practices, it would be even eas-
ier to impose liability.'”” And as mentioned above, the transparency reforms,
which force an opening of the algorithmic black box, would prevent sellers
from claiming that they did not know that their algorithms were discrim-
inating. To be clear, it is not our purpose here conclusively to identify a
specific doctrinal source of liability. This would require a full analysis of legal
and policy considerations for and against using a specific doctrine to police
algorithmic harms. We relegate such analysis to future work. The conceptual
point is that algorithmic transparency can help make the case for imposing
liability.

Next consider the disparate impact approach. This regulatory approach
can be implemented when a specific bias or misperception can be identi-
fied and measured. At the ex post stage, courts or regulators can test for
special harm on those who suffer from such a bias or misperception: Are
consumers with high bias levels charged higher prices than consumers with
low bias levels who are otherwise similarly situated? If a disparate impact of
the relevant kind is identified, consumer protection laws can be triggered, as
discussed above. At the ex ante stage, policymakers can regulate the design
and implementation of pricing algorithms to reduce the risk of bias-based
pricing. Specifically, regulators can force sellers and algorithm designers to
include a no-discrimination constraint in the algorithm’s code—to ensure
that consumers who show behavioral biases are charged (nearly) the same
price as consumers who do not show such biases.

B. Algorithmic Targeting

While this category of harm is distinct from the previous category, the pro-
posed legal reforms apply in a similar way. The main difference is that
regulators now need to ask what affects the algorithm’s product-targeting
decisions rather than pricing decisions, and, relatedly, whether biased con-
sumers are offered inferior products. For example, it would be suspicious
if a consumer’s low rate of retirement savings significantly influences the
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algorithm’s decision to offer the consumer a gas guzzler rather than a hybrid
car. It would also be suspicious if the low rate of retirement savings causes a
lender’s algorithm to offer credit products with low introductory rates and
high long-term rates. Alternatively, if the level of consumers’ present bias can
be measured, does this bias variable play an important role in the algorithm’s
targeting decisions? If so, there is reason for suspicion.

Under the disparate impact approach, regulators would want to know if
biased consumers are more likely to be offered (for example) credit products
with back-loaded pricing, or appliances that are not energy-efficient, as com-
pared to unbiased consumers who are similarly situated. If the transparency
regulations or the disparate impact review reveal bias-based targeting, lia-
bility might be triggered for unfair or abusive practices. Finally, at the ex
ante stage, regulators can force sellers and algorithm designers to include a
no-discrimination constraint in the algorithm’s code—to ensure that a con-
sumer’s bias level does not affect the type of appliance (or credit product)
that this consumer is offered.

C. Algorithmically Enhanced Misperceptions

In Chapter 4, we argued that Al-powered algorithms not only exploit exist-
ing misperceptions but might also create or enhance misperceptions. This
possibility significantly strengthens the case for the legal reforms discussed
above. In addition, policymakers should consider reforms that specifically
target the concerns that we identified in Chapter 4. For example, policy-
makers should require sellers and algorithm designers to disclose whether

content is generated by Al as in the chatbot and deepfake contexts.'*!

D. Algorithmic Coordination

The application of the proposed reforms in the context of algorithmic
coordination is distinctive. Here the concern is not about discrimination
between different groups of consumers. Rather, the concern is that all con-
sumers will pay higher prices because the algorithms learn to coordinate
and set a high, oligopolistic price. (In addition, whereas in prior categories
of harm the focus was on the decision-making process of a single algorithm,
here the concern is about the strategic interaction between several pricing
algorithms.) Transparency mandates can help regulators evaluate whether
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the algorithm’s pricing decisions are influenced by a competitor’s pricing
strategy. Also, by exposing the algorithmic coordination, the transparency
requirement will “force” upon the competing sellers knowledge of the coor-
dinated pricing and may thus help to overcome antitrust law’s reluctance to
police naked tacit collusion or parallel behavior (e.g., antitrust law might not
impose liability when competing sellers charge similarly high prices, with-
out evidence of actual collusion; the transparency mandates could provide
the necessary evidence).!*?

There is also an interesting analog to the disparate impact approach.
The crux of this approach is to focus on outputs rather than on inputs.
Regulators could require competing sellers to submit their algorithms and
data and simulate a strategic interaction between the algorithms.'** If the
simulation produces coordination on a high, supracompetitive price (and
especially if the algorithms punish deviation from this high price), then
antitrust enforcement could follow. Finally, consider more direct regula-
tion of the algorithm’s design. As explained in Chapter 5, certain types of
machine-learning algorithms are more likely to learn to coordinate on high
prices. Regulators could consider restrictions on the use of such algorithms.

E. Algorithmic Discrimination Based on Race and Sex

Policing algorithmic discrimination on the basis of race and sex is, in some
sense, easier than policing discrimination between more and less sophis-
ticated consumers. As explained above, some of the proposed reforms can
be applied only if the protected characteristic is identifiable or measurable.
This condition is more easily met with discrimination that is based on race
and sex, as many data sets that are used by algorithms in consumer markets
include information on the consumers’ race and sex. Therefore, it would
be easier to know whether race or sex had a significant influence in the
algorithm’s decision-making process (suggesting the presence of disparate
treatment). And it would be easier to identify disparate impact—in terms of
pricing or product targeting—on women and minorities. Finally, it would be
easier to force sellers and algorithm designers to include a no-discrimination
constraint in the algorithm’s code.'*

The proposed reforms could be applied even if the algorithms are denied
access to information about the consumer’s race or sex, perhaps in an
attempt to comply with antidiscrimination laws. As a preliminary matter,
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and as we explained above, removing this information from the data might
well fail to prevent discrimination (even in the sense of disparate treatment),
as the algorithm could find other variables that correlate with race or sex. In
terms of the proposed reforms, the regulator can require submission of the
full data, including the race and sex variables, if the regulator itself wants
to apply the transparency protocols. Or it could force the seller to apply the
transparency protocols using the full data.

Similarly, and going beyond disparate treatment, the regulator could con-
duct a disparate impact review (on the basis of race or sex, or other protected
characteristic) using the full data. And the regulator could force sellers and
algorithm designers to include a no-discrimination constraint in the algo-
rithm’s code, using the full data, and specifically the race and sex variables,
to implement the constraint.



PART III
BEYOND CONSUMER MARKETS

We have thus far focused on consumer markets—on the potential harms
of Al-powered algorithms that sellers are increasingly using in such mar-
kets (Part I) and on the potential legal policy responses to these algorithmic
harms (Part II). But much of what we have said can be applied beyond
consumer markets. In this part, we briefly sketch two such applications—to
labor markets (Chapter 12) and to political markets (Chapter 13). We intend
the brief sketches to be suggestive rather than definitive. The basic theme is
that our account of potential harms has implications for those domains, and
that legal responses are very much in order there as well.






Chapter 12
Labor Markets

Labor markets share many of the key features that raise concern about algo-
rithmic harm in consumer markets. In important labor markets (although
not in all), a sophisticated party, the employer, wields big data, LLMs,
and Al-powered algorithms to maximize profits from interaction with less
sophisticated parties, the employees.'®> And as in consumer markets, there is
a concern that algorithmic price discrimination, where the price is the wage
paid to employees, and algorithmic targeting of jobs to applicants would
harm employees. Again as in consumer markets, there is concern about algo-
rithmically enhanced misperceptions, about algorithmic coordination, and
about discrimination based on race or sex. Note that, unlike in consumer
markets, here the less sophisticated party, the employee, is the seller (selling
labor), and the more sophisticated party, the employer, is the buyer.

This is our central argument in highly compressed form. In Section A, we
elaborate on these potential algorithmic harms in labor markets. In Section
B, we turn to legal policy. We argue that many of the reforms and regula-
tory tools that we developed in Part II for consumer markets turn out to be
relevant in the labor market context.

A. Algorithmic Harm in Labor Markets

As with consumer markets, labor markets can be divided into S markets
and U markets. And as with consumer markets, we are much less con-
cerned about algorithmic harm in S markets. If the relevant employees are
sophisticated—for example, highly paid software engineers—it is far less
concerning when firms use AI-powered algorithms to predict the employee’s
willingness to accept (WTA) and set wages accordingly. Similarly, with such
a sophisticated pool of potential employees, it is far less concerning when
firms use Al-powered algorithms to target job offers to particular candi-
dates. If such algorithms offer various opportunities and benefits plans to
candidates who particularly value them, there is no reason to object. As
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with S consumer markets, the use of algorithms in S labor markets will
have a wide range of benefits, including benefits to workers. Accordingly,
for the types of algorithmic harms that concern us—price discrimination
and targeting—our focus will be on U markets.

In our discussion of consumer markets, where consumers are subject to
significant information and rationality deficits, we highlighted the harm that
can be caused when Al-powered algorithms set individualized prices that
track consumers’ inflated WTP. In the labor context, the concern is dif-
ferent: unsophisticated employees will have a deflated WTA, namely, they
will accept low wages. They might not realize how low the wages are when
the compensation package is complex. They might overestimate the value of
other employer-provided benefits (such as retirement benefits). They might
underestimate certain risks, such as safety risks, associated with the partic-
ular workplace. And they might underestimate the value of outside options.
Indeed, evidence suggests that workers—especially workers at low-paying
firms—systematically underestimate the wages that they can earn at other
firms (Jager et al. 2023). Algorithms that allow employers to identify and
target such misperceptions can significantly harm workers.!*®

The central problem is that to an increasing degree, Al-powered algo-
rithms will know precisely what compensation packages to offer, given the
fact that unsophisticated employees will take worse offers than they should.
Exploitation of a lack of information and of behavioral biases might ensure
that employees end up with (for example) less safety, worse healthcare,
worse retirement packages, and lower salaries than they should. Focus in
particular on safety: if an algorithm knows that employees are unrealisti-
cally optimistic, it might offer a job with serious risks for which little or no
compensation is paid.'®”

There is also a risk of harmful targeting. In consumer markets, the concern
is about the targeting of inferior products to unsophisticated consumers.
In labor markets, the concern is about the targeting of inferior job offers
to unsophisticated employees. In consumer markets, we are worried about
particular, identifiable consumers overestimating the benefits from these
inferior products and overpaying for them. In labor markets, we are wor-
ried that particular, identifiable employees will overestimate the benefits
from an inferior job or underestimate the costs in terms of the employment
environment (how nice the boss and coworkers are, how good the coffee
is), promotion opportunities, proximity to public transportation or to after-
hours food and entertainment, and again health and safety—and thus accept
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a low wage or a subpar compensation package. An algorithm might know
that particular employees will not much worry about safety risks associ-
ated with work and might be able to attract people who demand little or
no compensation for running those risks. Note in this regard that while
some employees appear to be compensated for facing mortality risks, other
employees appear to receive no such compensation.

The incidence and magnitude of harm—from algorithmic pricing and
algorithmic targeting—depend on additional factors, as detailed in Part
I. Some misperceptions are not particularly harmful; other mispercep-
tions are very harmful indeed. Starting with price or wage discrimination,
underestimation of a product’s value can increase the consumer surplus.
And in labor markets, misperception that increases, rather than decreases,
employees’ WTA can be beneficial because it can lead to higher wages
(unless the employer decides not to make an offer). With algorithmic tar-
geting, the concern is about overestimation of a product’s benefits or of
the benefits from an employment opportunity; underestimation of such
benefits produces mistaken decisions, but it does not lead to harmful
targeting.

Another important distinction is between benefit-based and cost-based
price discrimination. We saw that the concern about algorithmic price
discrimination in consumer markets arises mainly when the price discrimi-
nation is benefit-based; cost-based pricing is less harmful. Similarly in labor
markets, algorithmic wage discrimination is particularly harmful when the
wage varies with employees’ (misperceived) WTA. It is less troubling if the
employer sets different wages based on the cost, to the employer, of hiring
the specific employee; for example, it should be fine to pay lower wages to
an employee whom the algorithm identifies as being less productive or less
trustworthy.198 Of course, some cost-based wage discrimination is unlawful;
for instance, an employer cannot set a lower wage for a disabled employee
who requires costly accommodations or for a pregnant employee who will
soon require parental leave.'”’

As we have seen, the harm from algorithmic pricing and algorithmic tar-
geting arises from the exploitation of information and rationality deficits
that consumers, or employees, already have. As we have also seen, Al-
powered algorithms can be used to create or exacerbate such deficits—
to create or exacerbate misperceptions. In labor markets, we should be
worried that LLM-generated, targeted job offers would deceive poten-
tial employees into thinking that the job is more attractive than it really
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is. This could be done by outright lying. But it could also be done by
playing into existing biases or by manipulatively prioritizing the good
things about the job and de-prioritizing the bad. Imagine, for example,
that LLMs or Al-powered algorithms are able to identify people who are
subject to present bias. They might well exploit that bias by emphasiz-
ing (for example) a hiring bonus. Or imagine that LLMs or Al-powered
algorithms are able to identify people who have limited attention. They
might well exploit that bias by hiding certain terms, such as waivers of
various sorts and noncompete clauses. In the United States, the FTC has
shown intense concern with hidden terms for consumers and workers
alike.”” 1t is easy to imagine a situation in which LLMs or Al-powered
algorithms target workers who are particularly likely not to attend to such
terms.

While our focus has been on the harms that are caused when LLMs or Al-
powered algorithms interact with biases and misperceptions, we have also
described categories of harm that exist even if all consumers, or employees,
are fully informed and rational. In the consumer context, we discussed the
risk of algorithmic coordination that can result in supracompetitive prices.
The same is true in labor markets, where such coordination can result in
wage levels below what a competitive market would offer.

Finally, concern about algorithmic race- and sex-based discrimination
is probably even greater in labor markets than in most consumer mar-
kets. Such discrimination could manifest itself in lower wages for women
or minorities, in the targeting of women or minorities for lower-level jobs,
or in discriminatory employment termination decisions.?! As we empha-
sized in Part I, while concern about race- and sex-based discrimination is
of paramount importance, it is not immediately obvious whether shifting
decisions—about hiring, firing, and wages—from human beings to algo-
rithms would increase or instead decrease discriminatory outcomes. But
where the result is to increase discrimination, there is reason for serious
attention. Return to proxy or label bias, arising when an algorithm uses some
seemingly reasonable proxy to measure something important. We offered
the example of using expenses devoted to health problems to measure med-
ical need. We noted that because Black people are less likely than White
people to obtain access to medical services, this proxy turns out to produce
discrimination.*> Employment discrimination might be a product of proxy
bias in a world in which Al-powered algorithms are in widespread use.
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B. Policy and Law

In Part II, we considered a series of legal policy responses to algorithmic
harm in consumer markets. Many of these responses can also help to address
algorithmic harm in labor markets.””® Starting with the preconditions for
algorithmic harm, we argued for behaviorally informed, disclosure-type
interventions designed to reduce the information and rationality deficits
that algorithms exploit. Similar interventions can mitigate algorithmic harm
in labor markets. For example, our analysis supports regulation that forces
effective communication of varied characteristics of an offered employment
opportunity, and of the benefits and costs of those characteristics. Disclosure
of safety risks is an obvious example; in the United States, the Occupa-
tional Safety and Health Administration has devoted a great deal of effort
to disclosure requirements. In the fullness of time, we might be able to
imagine a Worker Opportunity Label, akin to the Nutrition Facts label,
adopted by the U.S. Food and Drug Administration, and the Broadband
label adopted by the Federal Communications Commission. Such a Label
might describe, in a clear and simple manner, all relevant features of a job
opportunity.

Next, consider the right to algorithmic transparency. The idea is to open
the algorithmic black box and see whether the algorithm is relying on signs
of bias and misperception in setting wages or targeting job offers. Trans-
parency protocols—protocols that open the black box and identify the key
variables driving the algorithm’s decision—can be useful both in triggering
a market reaction and in facilitating further enforcement actions. It would
be essential to know, for example, that an algorithm is offering jobs that
entail health or mortality risks to applicants whom the algorithm predicts
will underestimate such risks.** Here, as in the consumer context, questions
remain about whether, in what circumstances, and for which class of algo-
rithms such transparency protocols can be effectively implemented. Even
at this stage, however, a degree of transparency should be possible, and we
think it should be mandated.

A third category of policy responses is centered around an expansion of
the disparate impact doctrine. If we cannot see into the black box, given
the limits of the transparency protocols, then we should focus on what
comes out of the box. Disparate impact analysis considers outcomes—
prices, wages, job offers—and asks whether the outcome you experience
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significantly depends on your group affiliation. Traditionally, disparate
impact doctrine, as part of antidiscrimination law, protected women and
minority groups who experienced systematically worse outcomes, often in
the employment context.*”> Our suggestion, which applies with equal force
in labor markets as in consumer markets, is to test for systematically inferior
outcomes experienced by the group of less sophisticated employees—those
suffering from significant information and rationality deficits. Are these
employees being offered inferior jobs? Or lower wages? (Of course, as
emphasized in Part II, this approach depends on our ability to identify,
objectively and in advance, this group of less sophisticated employees.)

The disparate impact methodology could be applied ex post—as part
of a regulatory review or enforcement process (or even litigation). It can
also be applied ex ante: as a legal mandate to encode equal treatment as a
hard constraint in the algorithm’s optimization problem. Once again, we can
require equal treatment between men and women and between members of
majority and minority groups. And focusing on the main concern developed
here, we can require equal treatment between more and less sophisticated
employees.”*



Chapter 13
Political Markets

We now venture into the worlds of politics and democratic theory. It might
seem that these worlds have nothing to do with the market contexts—
consumer markets and labor markets—on which we have focused thus far.
There are indeed major differences. Still, it is useful to think about a market
for votes and a market for political contributions. More fundamentally, the
algorithmic harms that we have identified appear in these political markets,
with potentially severe and even devastating consequences for democracy.
In Section A, we discuss these algorithmic harms. In Section B, we consider
possible responses from the standpoint of policy and law. Our treatment will
be brisk and suggestive rather than full and authoritative. Our main goal is
to suggest that our treatment of algorithmic harm has close parallels in polit-
ical markets, and that the same kinds of harms are occurring, and will likely
get worse, in those markets. The remedies we have sketched might well have
parallels there as well. Those remedies, and potential alternatives, deserve
serious attention in a period in which algorithmic harm poses severe threats
to the enterprise of self-government.

A. Algorithmic Harm in Political Markets

Suppose that a candidate for public office seeks campaign donations. Call
him John Jones. Suppose that an Al-powered algorithm identifies, with real
precision, a population of people who are especially likely to donate to
Jones’s campaign. The population includes people who are willing to give
their money to political campaigns and who are likely, according to the algo-
rithm, to be favorably disposed toward Jones and what he has to offer. That
population includes (1) some people who are very careful with their money
and attentive to all relevant details and (2) some people who are not very
careful with their money and not attentive to all relevant details. Those in
category (1) can be counted as S types, while those in category (2) can be
counted as U types.

Algorithmic Harm. Oren Bar-Gill and Cass R. Sunstein, Oxford University Press. © Oren Bar-Gill
and Cass R. Sunstein (2025). DOI: 10.1093/0s0/9780197778197.003.0014
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Now suppose that an algorithm is able to specify, with considerable accu-
racy, the kinds of solicitations that will maximize donations to Jones. It can
do so because it can target and personalize. The algorithm knows that, for
some people, it would be most effective to emphasize Jones’s military back-
ground. For others, the algorithm knows that it would be most effective to
emphasize Jones’s record on civil rights. For still others, it would be most
effective to emphasize Jones’s personal life, above all his love for his wife
and children. The algorithm is able to target people by specifying the candi-
date’s characteristics that are most likely to appeal to them. On these counts,
the algorithm can be very precise. It can also be manipulative or deceptive.
It might be able to get people to be very excited about Jones, perhaps even
thrilled by him. It might be able to get people to be very worried about Jones’s
opponents, perhaps even terrified by them.

The algorithm can also design contribution forms that are likely to pro-
duce high levels of donations. It might know, for example, that a form that
calls for recurring monthly contributions will be highly effective, and that
a form with a prechecked box for such contributions will be even more
effective. It might also be able to identify the particular subpopulations with
which one or another form will be especially effective. It might be able to
send such forms to those subpopulations. Some forms will work best with
S types; others will work best with U types. For example, a form with a
prechecked box might work well with U types because they will not be atten-
tive to the fact that they will be making recurring contributions; they would
not make such contributions if they were, in fact, attentive to what they were
doing.

There is nothing hypothetical about such scenarios. Before the 2020 U.S.
election, for example, one political campaign used choice architecture to
excellent effect (Posner et al. 2023). In fact it included prechecked boxes,
which made all donations into weekly contributions. Unless people deleted
the checks, such donations would automatically take that form. The result,
it has been found, was to increase contributions by a staggering $43 million
over what they would have been without the prechecked boxes. Notably,
many donors eventually noticed that they were giving money every week—
and they sought millions of dollars in refunds. So far as we are aware, this
approach was not personalized or targeted; it was quite general. And so far
as we are aware, the approach was not a product of an algorithm; it was
based on a judgment, informed by behavioral economics, that prechecked
boxes would produce continuing donations. That judgment turned out to
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be correct. There is every reason to think that a personalized approach,
powered by AI, would be even more successful and perhaps far more
successful.

Analytically, the use of algorithms to solicit campaign contributions is
similar to the use of algorithms to influence consumers. More broadly, we
can think of a political campaign as “selling” a candidate, a party, an agenda
a policy. If voters or donors are S types, then all would appear to be well.
If a campaign uses an algorithm to identify likely donors, nothing seems
to be amiss. And if a campaign uses an algorithm to identify truthful mes-
sages that would appeal to such donors, there would be no problem. But now
suppose that voters or donors are U types, and the algorithm is able to tar-
get them. It might, for example, use prechecked boxes with the expectation
that U types will not pay attention to them. As we have seen, these donors
might be harmed; they might well donate more than they would absent the
misperception.

Now expand the viewscreen. Al-powered algorithms or large lan-
guage models (LLMs) might craft and distribute skewed or mislead-
ing information. If so, people might vote for a candidate whom they
would not support absent the misperception. These voters or donors
would be very much like consumers who end up purchasing a prod-
uct because of a lack of information or a behavioral bias. And as in
consumer markets, the Al-powered algorithm or LLM can both exploit
existing misperceptions and create misperceptions where none existed
before.

Of course nothing is entirely new under the sun. It is true that politicians
have crafted and distributed skewed or misleading information for a very
long time. As in the context of consumer markets, we are dealing with a
new set of tools, not a new practice. But these new tools allow for greater
differentiation in the practice of crafting and distributing skewed or mis-
leading information. And as in the context of consumer markets, greater
differentiation magnifies the relevant risks. To say the least, the impact of
those magnified risks on democracy would not be good (and to the non-
trivial extent that all of this is now happening, is not good). Candidates
would receive (and are receiving) funds or votes not because people wanted
to support them, all things considered, but because algorithms succeeded
in exploiting gaps in knowledge, behavioral biases, or limited attention in
order to get them to part with their money or to cast their vote. Ultimately,
the result could well be a destructive form of competition in which different



130 ALGORITHMIC HARM

campaigns enlist state-of-the-art Al-powered algorithms to see which is best
at that kind of exploitation.

Consider in this regard the Cambridge Analytica scandal of 2018. To be
sure, 2018 might seem like ancient history, but the scandal tells us a great deal
about current and coming risks. Cambridge Analytica obtained the personal
data of about 87 million Facebook users. It did so by using its app, called
“This Is Your Digital Life” The app asked users a set of questions designed
to learn something about their personality. By using the app, people gave
Cambridge Analytica not only those answers but also permission to access
millions of independent data points, based on their use of the internet. In
other words, those who answered the relevant questions “agreed” to allow
Cambridge Analytica to track their online behavior. Far more broadly, they
gave the company access to a large number of data points involving the online
behavior of all of the users’ friends on Facebook.

With these data, Cambridge Analytica had the capacity to engage in
“psychological targeting” It used people’s online behavior to develop psy-
chological profiles, and then sought to influence their behavior, their atti-
tudes, and their emotions through psychologically informed interventions.
Through those interventions, Cambridge Analytica believed that it could
affect people’s political choices.

Let us bracket the details and the question whether Cambridge Analyt-
ica did in fact have that capacity. It seems clear that current and coming
Al-powered algorithms, armed with information about voters and potential
donors, should be in a terrific position to devise strategies for producing the
desired political behavior, whether it involves voting, donating, or attending
events. Al-powered algorithms should know which people are most likely
to lack information or to have misperceptions perhaps based on behavioral
biases.

Perhaps even more troubling, Al-powered algorithms are getting really
good at simulating human agents. They can produce deepfakes of politi-
cal figures and use them to enhance the influence of misleading messages
or to discredit political figures.””” Al-powered algorithms can create and
exploit misperceptions to the detriment of voters and donors and to the
detriment of democratic processes.’”® In our view, these are exceedingly
serious problems.

B. Policy and Law

What is the proper policy response? The answer is not at all obvious,
especially in nations that are committed to freedom of speech. We should
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begin by building on the response that we have sketched in the context of
consumers. Happily, the analogies are pretty good. Regrettably, the analo-
gies are highly imperfect.

As we have seen, many policy initiatives are designed to counteract a lack
of information and behavioral biases on the part of consumers. In demo-
cratic processes, no government official has the responsibility, or should
have the responsibility, of ordaining “the truth” with respect to contested
issues. To be sure, many nations have institutions that police certain prac-
tices. In the United States, the Federal Flection Commission has relevant
responsibilities, and both national and state officials have roles to play in
combating fraud and certain kinds of misinformation. But those roles are
constrained and relatively narrow.?%’

We suggest that the initial response, and one well-suited to current risks, is
consideration of an ambitious proposal: in politics, as in consumer markets,
there should be a right to algorithmic transparency. Campaigns should be
required to disclose their own practices, and people should be entitled to
see what political algorithms are doing. If campaigns are using algorithms
to target particular voters, voters should be entitled to see that that is what
they are doing. Here, as in the context of consumer protection, sunlight is
a potential disinfectant. Indeed we are hopeful that it might be a significant
ex ante deterrent and ex post corrective to the most troublesome uses of AlI-
powered algorithms and AI more generally in politics.

It is true that free speech principles have special importance in the
context of political campaigns, and those principles impose restrictions
on what governments may do. But there should be no barrier to efforts
to require candidates and campaigns to disclose the uses of Al-powered
algorithms by which they target voters and donors. A requirement of
that sort promotes the purposes of free speech guarantees, such as the
First Amendment to the U.S. Constitution; it does not compromise them.
And even if forcing the disclosure of the algorithm’s inner workings is
legally problematic or technically infeasible (see our discussion about the
limits of transparency protocols in Chapter 9), it would still be benefi-
cial to disclose the mere fact that algorithmic targeting is taking place
or that tailored campaign messaging is being crafted by an Al-powered
algorithm.

What about regulation? That is a singularly challenging question. Can-
didates manipulate people; they deceive people; they lie. They might lie
to populations that are particularly susceptible to those manipulations,
deceptions, and lies. They might use Al-powered algorithms to make
manipulation, deception, and lying especially effective. Can that be prohib-
ited?
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In a remarkable decision in 2012, the Supreme Court of the United States
has held that intentional falsehoods are protected by the First Amendment
in the political context. The case involved Xavier Alvarez, an inveterate liar
who falsely claimed, among other things, that he had been a Vietnam vet-
eran, a police officer, married to an actress from Mexico, and a professional
hockey player for the Detroit Red Wings. But he got into trouble with the law
when serving as a member of the Three Valley Water District Board, a gov-
ernmental entity with headquarters in Claremont, California. He said this:
“I'm a retired marine of 25 years. I retired in the year 2001. Back in 1987, I
was awarded the Congressional Medal of Honor. I got wounded many times
by the same guy.?'°

None of that was true. One part of it was also illegal. His claim to have
received the Medal of Honor violated the Stolen Valor Act, which makes that
particular lie a crime. Nonetheless, the Supreme Court ruled that the lie was
protected by the First Amendment. Among other things, the justices who
agreed with the result emphasized that punishing false speech would deter
free debate and that less restrictive alternatives, including counterspeech,
could promote the state’s legitimate interests (such as not diluting the effect
of actual receipt of the Congressional Medal of Honor). In a crucial passage,
highly relevant to potential uses of Al in the political context, the Court’s
plurality said this:

Permitting the government to decree this speech to be a criminal offense,
whether shouted from the rooftops or made in a barely audible whisper,
would endorse government authority to compile a list of subjects about
which false statements are punishable. That governmental power has no
clear limiting principle. Our constitutional tradition stands against the idea
that we need Oceania’s Ministry of Truth. Were this law to be sustained,
there could be an endless list of subjects the National Government or the

States could single out.?!!

It is clear that the Supreme Court does not like the idea of a Ministry
of Truth, even if the government is seeking to protect the democratic pro-
cess against the adverse effects of falsehoods. We do not like the idea of
a Ministry of Truth, either. In free nations, any effort to forbid political
communications, even false or deceptive ones produced with the help of
Al-powered algorithms, would run into serious legal challenges. Still, a great
deal might be done to address our concerns here. The central ideas should



POLITICAL MARKETS 133

involve autonomy and consent. Nothing in free speech principles or the First
Amendment should be taken to forbid governments from policing efforts
to exploit limited attention by automatically enrolling people in a program
of weekly donations; government might well prohibit use of algorithms to
target susceptible populations with that approach.

Nor should anything in free speech principles or the First Amendment
forbid government from requiring political campaigns to disclose their use
of targeting algorithms, or from disclosing how, exactly, they are targeting
voters. We have offered only a brisk and suggestive treatment here, meant to
flag the problem rather than to resolve it, but we think that steps of this kind
should indeed be required. They should be the first steps toward a series of
efforts to police political campaigns to reduce the risk of algorithmic harm.



Conclusion

In an era of extraordinary technological change, it seems hard to get a grip.
With respect to Al large questions loom: Will the economy change in funda-
mental ways, so that it will not be recognizable one or two decades hence?
When, if at all, will AI obtain general intelligence, and so surpass people?
With artificial general intelligence, will humanity be at risk? Or might Al
find a cure for cancer? Might it be able to help us discover energy sources
that are inexpensive and that do not contribute to climate change?

In 1921, Frank Knight (1933, 19-20) wrote, “Uncertainty must be taken
in a sense radically distinct from the familiar notion of Risk, from which it
has never been properly separated. . . . The essential fact is that ‘risk’ means
in some cases a quantity susceptible of measurement, while at other times
it is something distinctly not of this character; and there are far-reaching
and crucial differences in the bearings of the phenomena depending on
which of the two is really present and operating” Knight argued that it
is sometimes impossible to assign probabilities to various outcomes. Also
writing in 1921, John Maynard Keynes (1921, 214) pointed to “uncertain”
knowledge, about which “there is no scientific basis on which to form
any calculable probability whatever. We simply do not know?” There is a
reasonable argument that with respect to some of the outcomes plausibly
associated with Al, we are dealing with uncertainty rather than risk. It is
not possible to assign probabilities to those outcomes. We simply do not
know.

Our aim here has been to focus on a set of enduring problems—problems
that, we think, will last for a very long time and that are put in sharp relief
by the rise of AI-powered algorithms. With respect to those problems, there
is a great deal that we know.

As long as there have been transactions, sellers have attempted to learn
something about the information, preferences, and biases of buyers, and to
act on what they learn. A sucker may or may not be born every minute,
but countless people are vulnerable to savvy sellers who are eager to prey
on human vulnerabilities, and in particular on people’s hopes and fears.
Federal and state regulators have worked to prevent fraud, deception, and
unfairness. When buyers are sophisticated, of course, there are no suckers,
and in that respect, at least, competitive markets are likely to work well.

Algorithmic Harm. Oren Bar-Gill and Cass R. Sunstein, Oxford University Press. © Oren Bar-Gill
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In many consumer markets, however, many (most?) buyers are unsophis-
ticated. They are prone to make mistakes. Recall that whether buyers should
be counted as unsophisticated depends not only on what they know and on
whether they show biases, but also on the nature of the good or service in
question; with complicated products, most of us might be unsophisticated.
Our real topic is consumer error.

Long before algorithms, of course, many sellers could find ways to sin-
gle out the suckers. For example, motor vehicles are typically sold through a
process of negotiation, and sharp motor vehicle sellers, working on the lot,
are able to distinguish quickly among buyers, and to obtain large profits from
those who know less or who suffer from one or another bias. But AI-powered
algorithms have greatly upped the ante. Armed with such algorithms, sell-
ers have unprecedented ability to identify the particular misperception or
bias from which specific buyers suffer, and to exploit consumers in a much
more personalized, and thus more effective, way. Personalized pricing and
personalized product offerings are the wave of the present, and even more
of the future.

In S markets, the shift toward use of Al-powered algorithms and hence
toward more in the way of personalization is nothing to deplore. In gen-
eral, it should be celebrated. In U markets, however, we should hold the
applause. Consumers in such markets are likely to be hurt. Exploitation of
a lack of knowledge, and of behavioral biases, will be especially harmful
when algorithms are in a position to target people with knowledge of where
they are most vulnerable. Consumers might be led to purchase products
that have little or no value for them. Algorithms might use what they know
about people’s optimism bias, present bias, or availability bias to lead them
to welfare-reducing choices. Indeed, algorithms might be able to heighten or
even to inculcate optimism bias, present bias, or availability bias.

We have suggested three sets of remedies. First, it is more important than
ever before to increase the likelihood that consumers will be sophisticated,
or at least to increase the likelihood that their information deficits, and their
biases, will not lead them to make welfare-reducing choices. Clear, simple
disclosure policies can provide information, counteract biases, and increase
consumers’ potential for agency.

Second, algorithms should be made transparent, at least to the extent fea-
sible. If an algorithm is offering higher prices to some consumers and lower
prices to others, people should be made aware of that fact. (Recall that price
discrimination is not always objectionable; for example, universities often
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offer lower tuition to poor students than to wealthy ones, and sometimes
require no tuition at all.) We think that regulators should embrace a right to
algorithmic transparency.

Third, more aggressive approaches, including a disparate impact test,
deserve serious consideration. It should be unlawful for Al-powered algo-
rithms to exploit people’s lack of information, and so to harm identifiable
categories of consumers. The same is true if such algorithms exploit behav-
ioral biases—as, for example, by automatically enrolling consumers in a
monthly payment scheme for some good from which they do not benefit.
With respect to race and discrimination, proxy bias is a particular concern;
it should be unlawful.

Labor markets and political markets present similar problems. Of these,
the former is more tractable. If employees lack information or suffer from
(for example) unrealistic optimism or present bias, employers might be able
to convince them to enter into agreements that are not in their interest.
Our three sets of remedies deserve serious consideration here as well. In
some ways, political markets are the most fundamental of all, and we share
the widespread concern that campaigns are now able, and will be increas-
ingly able, to use algorithms to exploit ignorance or biases to obtain votes or
money. We have argued in favor of adapting the remedies in the consumer
context to the political context, emphasizing that transparency is essential
and that certain practices, which amount to or which verge on deception,
should be forbidden.

Itis far too soon, of course, to answer the largest questions about the effects
of AL But it is not too soon to address an assortment of large problems that
are here right now. Solving those problems would produce significant gains
in terms of human welfare.
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ber 19, 2022, on a Single Market for Digital Services and amending Directive 2000/31/EC
(Digital Services Act), 2022 O.J. (L 277) 1. In addition, the European Commission has
established the European Centre for Algorithmic Transparency. See European Centre for
Algorithmic Transparency (n.d.).

See Law Commission of Ontario (2023).

See, for example, Lei No. 13.709, de 14 de Agosto de 2018, Didrio Oficial da Unido, 59 de
15.8.2018 (Braz.), regulating automated and algorithmic decision-making to benefit “free com-
petition” and “consumer relations”; Tobin (2023); Ministry of Electronics and Information
Technology, Proposed Digital India Act, 2023, https://www.meity.gov.in/writereaddata/files/
DIA_Presentation%2009.03.2023%20Final.pdf.

Compare Restatement (First) of Consumer Contracts § 1 (Am. L. Inst. 2024), which states that
the principles of the Restatement apply also to employment contracts.

See Benkler, Faris, and Roberts (2018), discussing the “epistemic crisis” in American politics.


https://www.whitehouse.gov/wp-content/uploads/2020/11/M-21-06.pdf
https://www.whitehouse.gov/wp-content/uploads/2020/11/M-21-06.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=EP%3AP9_TA%282024%290138
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=EP%3AP9_TA%282024%290138
https://www.meity.gov.in/writereaddata/files/DIA_Presentation%2009.03.2023%20Final.pdf
https://www.meity.gov.in/writereaddata/files/DIA_Presentation%2009.03.2023%20Final.pdf
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Chapter 1

The analysis in this chapter is based on Bar-Gill (2019).

We should emphasize that price discrimination and personalized pricing are generally legal
in the United States. See OECD Directorate for Financial and Enterprise Affairs Competition
Committee (2018).

Assad et al. (2021, 460) describe how Amazon emphasizes “the possibility and the benefits
of pricing automation in its marketplace with a Selling Partners API service,” and observes
that “[t]here is a growing new industry of software intermediaries offering automated pricing
services, from turnkey options that even small sellers can afford to fully customized pric-
ing software for large companies. Many of these repricing companies, such as Kalibrate.com,
a2i.com, and Kantify, explicitly rely on Al as a key characteristic of their algorithms” OECD
Directorate for Financial and Enterprise Affairs Competition Committee (2018) documents
personalized pricing in a wide range of industries, including retailing, travel, and personal
finance. Stucke and Ezrachi (2017, 1264) note that United Kingdom regulators have found
evidence that “price discrimination [has become] more prevalent online” due to algorithms
that use data collected from digital assistants. Chen, Mislove, and Wilson (2016) find that
543 out of 1,641 Amazon merchants of best-selling products likely used algorithmic pricing
strategies. Thomas (2014) describes B&Q’s testing of in-store electronic price tags that alter
the price of an item based on the profile of the customer. Valentino-DeVries, Singer-Vine, and
Soltani (2012) report on evidence that retailers like Staples and Home Depot were person-
alizing prices on their websites, based on a consumer’s browsing history and distance from a
competitor’s store. See also Ipsos, London Economics, and Deloitte Consortium (2018), Wall-
heimer (2018); Ezrachi and Stucke (2016b, 89-96). Firms try to hide their price discrimination
strategy. For example, they offer personalized digital coupons or discounts (Skrovan 2017;
Reimers & Shiller 2019; Rossi, McCulloch, & Allenby 1996; Shiller 2020). Firms also use per-
sonalized rank-sorting algorithms, which promote more expensive items to price-insensitive
consumers (Hannak et al. 2014, 305; Mikians et al. 2012).

Insurance companies also engage in cost-based (or risk-based) price discrimination. On the
distinction between cost-based pricing and pricing that is based on the consumer’s willingness
to pay, see Chapter 2, Section D.

The differentiation is not only between individuals but also within a single individual; for
example, the algorithm may learn that a person has a higher WTP when watching a baseball
game or during certain times of the day or when the weather is bad.

See, for example, Kahn (2023), who noted that “the A.IL tools that firms use to set prices for
everything from laundry detergent to bowling lane reservations can facilitate . . . forms of
precisely targeted price discrimination.” Already in 2014, the FTC was concerned about data
brokers peddling in information that is indicative of consumers’ level of sophistication (FTC
2014, 117): information traded between data brokers and suppliers includes lists of “financially
challenged” consumers.

See, for instance, Stole 2007). Stole notes, “It is well known that price discrimination is only
feasible under certain conditions: (i) firms have short-run market power, (ii) consumers can
be segmented either directly or indirectly, and (iii) arbitrage across differently priced goods is
infeasible” (2226). As Stole observes, price discrimination cannot be sustained if arbitrage is
feasible (e.g., if consumer A who is offered a low price can then resell the product to consumer
B, for whom the algorithm would set a high price). We note that in many markets arbitrage
is infeasible, difficult, or costly. Moreover, sellers can deliberately increase the cost of arbi-
trage (e.g., by adding personal, nontransferable warranties). Another precondition for price
discrimination is weak fairness constraints. In some markets, consumers will rebel against
price discrimination that they view as unfair. And yet fairness constraints, while limiting the
extent of feasible price differentiation, need not prevent it entirely. The AI-powered algorithm
may learn to adjust pricing to reduce the risk of consumer backlash. Also, fairness concerns
can be viewed as another component of the consumer’s WTP. The algorithm will set a lower
price for a consumer whose WTP is reduced by fairness concerns.

This assumption is relaxed in Chapter 2, Section E and in Bar-Gill (2020).

See, for instance, Mas-Colell, Whinston, & Green (2012, 316-322); Varian (2010, 292-294).
See, for instance, Mas-Colell, Whinston, and Green (2012, 384-386); Varian (2010, 441-443).
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Rhodes and Zhou (2024) similarly focus on the “full differentiation” case: “[W]e focus on the
limit case of perfect, or first-degree, price discrimination; as firms gain access to richer data
and more sophisticated Al this type of very fine-tuned personalization is likely to become
increasingly feasible” Partial differentiation, or imperfect price discrimination, is considered
below.

There are additional distributional implications for the consumer side of the market. Con-
sumers with a higher WTP, who would have purchased the product at the (no-discrimination)
monopoly price, suffer an affirmative loss, as they pay more for the same product. Consumers
with alower WTP are not affected—without price discrimination they would have been priced
out of the market, and with price discrimination they still get a zero (net) surplus.

Welfare effects can be non-monotonic in the degree of differentiation, such that consumers
(especially poor consumers) benefit from a move from no differentiation to partial differenti-
ation but are then harmed by a move from partial differentiation to full differentiation. Dube
and Misra (2023) find, in a field experiment, that while personalized pricing reduces the overall
consumer surplus, many consumers, with lower WTP, benefit from lower prices. More gen-
erally, the economics literature, which has been focused on S markets, shows that the effect
of price discrimination on consumer welfare is ambiguous. Mauring (2022) finds that, with
rational consumers and WTP based on preferences and budget constraints (but not misper-
ceptions), regulation that limits price discrimination can help consumers, but only if it is strict
enough. Aguirre, Cowan, and Vickers (2010, 1611) find that although “[i]n many cases [price]
discrimination reduces welfare,” the “conditions for [price] discrimination to raise welfare are
not implausible” And Nalebuff (2009) identifies cases in which imperfect price discrimination
leads to ambiguous effects on consumer welfare.

The overestimation inflates demand and thus increases the quantity sold. The higher price
somewhat tempers this quantity-increasing effect, but cannot reverse it.

When the misperception is even stronger and the perceived demand curve shifts even higher
above the actual demand curve, the quantity, Qu/’, can be larger than Qc. In this case, the
black triangle disappears entirely, and the problem of insufficient purchases is replaced with
a problem of excessive purchases. Specifically, consumers in the [Qc, Qu'] range inefficiently
purchase the product. Misperception can either increase or decrease overall efficiency in this
market, depending on the relative magnitudes of the insufficient purchases problem (without
misperception) and the excessive purchases problem (with misperception).

There are additional distributional implications for the consumer side of the market, especially
if we add budget constraints and wealth effects: consumers with a high WTP, who would have
purchased the product and gained a positive surplus in the absence of price discrimination,
lose that positive surplus and more; consumers with a low WTP, who would have been priced
out of the market in the absence of price discrimination, now purchase the product and pay a
price equal to their full WTP, including both the preference-based and misperception-based
components.

When the misperception is stronger such that Qu’ is larger than Qc, price discrimination def-
initely decreases efficiency. In this case, there is an excessive quantity problem even in the
absence of price discrimination, and price discrimination only exacerbates this problem.

See, for example, Bar-Gill (2021). Relaxing the linear-demand assumption can lead to more
nuanced results.

Our analysis in this chapter focused on a single market. How would the analysis change when
the same consumer participates in many markets (buying food, a car, a laptop, a vacation pack-
age, etc.), as is common? For some consumers, purchasing many products and services across
multiple markets will strain their financial resources, such that the budget constraint will have
a larger effect on the consumer’s WTP, leaving less room for overestimation to influence the
consumer’s WTP.

In some cases, the algorithm may learn that a consumer suffers from a particular bias or
misperception; for example, the algorithm may observe that a consumer saves too little for
retirement and infer that this consumer suffers from present bias. The algorithm could then
use this information about the consumer’s bias in predicting the consumer’s WTP.

Chapter 2

The correlation between consumers’ bias levels and their preference-based WTP will be pos-
itive when bias is proportional to (actual) value. The correlation between consumers’ bias
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levels and their preference-based WTP will be negative when bias is negatively correlated
with wealth. It is not that poor people are more prone to bias; rather, rich people can afford
to hire expert advisors—human or virtual—that mitigate bias and misperception. And so, if
preference-based WTP is positively correlated with wealth, and wealth is negatively correlated
with bias levels, then the preference-based WTP will be negatively correlated with bias levels
(Bar-Gill 2019, 246).

The underestimation deflates demand and thus decreases the quantity sold. The lower price
somewhat tempers this quantity-decreasing effect, but cannot reverse it.

Consumers who purchase the product despite the misperception enjoy a larger surplus, thanks
to the lower price.

The analysis of this extension draws on the excellent discussion in Porat (2024). In the
appendix to this chapter, we provide a formal analysis of algorithmic BBP and derive its
implications for both total surplus and consumer surplus (including implications for differ-
ent subgroups of consumers) in S markets and in U markets. Here we provide an informal
summary of this analysis.

Recent work has begun to develop algorithms that anticipate strategic responses and are robust
to such responses (Bjorkegren, Blumenstock, & Knight 2020). These algorithms would be
expected to increase sellers’ profits and reduce the consumer surplus in S markets (i.e., where
sophisticated consumers are likely to respond strategically to BBP).

Amazon stopped these experiments when consumers found out about them and expressed
their unhappiness (CNNMoney 2000).

Yang (2022, 1365) observed that “data companies such as Acxiom and Datalogix gather and
sell personal information including government records, financial activities, online activities,
and medical records to retailers” Martin (2016, 57) notes that “[b]road data aggregators sum-
marize information across diverse contexts into profiles and sell aggregated information to
companies looking for a specific, target market” And the FTC (2014, 23) found that “data
brokers obtain detailed, transaction-specific data about purchases from retailers and catalog
companies” and turn them into marketing products that “enable the data brokers’ clients to
create tailored marketing messages to consumers.”

In S markets, BBP helps consumers and harms sellers. Therefore, in the early period, sellers
would prefer to commit to refraining from using BBP, if they can. But such a commitment may
well prove impossible: in the later period, armed with reams of data and the algorithms to
analyze it, sellers will have a strong incentive to engage in BBP, and sophisticated consumers
will anticipate this in the early period and respond accordingly.

See, for example, Lessmann et al. (2015, 124); Thomas (2009, 25-26); Yap, Ong, and Husain
(2011, 13274); and Jin et al. (2021, 143593). More specifically, Ma et al. (2018) study machine-
learning algorithms used to assess default risk in p2p lending; Kvamme et al. (2018) and Chen,
Guo, and Zhao (2021) study machine-learning algorithms used to assess default risk in mort-
gage lending; Butaru et al. (2016) study machine-learning algorithms used to assess default risk
in credit card lending. We emphasize that, while cost-based or risk-based price discrimination
is common in consumer credit markets, the benefit-based or WTP-based price discrimination
that we focused on in Chapter 2 is also prevalent in many consumer credit markets (Gillis
2024).

A similar analysis applies in insurance markets. Some insurance markets rely on pooling
between high-risk and low-risk insureds, which occurs in the pre-algorithmic world when
both groups of consumers face the same insurance premium. Algorithmic price discrimination
might be harmful in such markets if it prevents the pooling and the socially desirable cross-
subsidization that comes with it. However, as with credit, it is possible that, without price
discrimination, the low-risk insureds would exit the market. Algorithmic price discrimina-
tion would then be socially desirable, as it extends the insurance coverage to low-risk insureds
(assuming that each of the two insurance pools—the one with only high-risk insureds and the
one with only low-risk insureds—is independently viable).

See, for example, Gao, Yi, and Zhang (2023) and Langenbucher (2022).

Similarly, if consumers were imperfectly informed but fully rational, they would not make
systematic mistakes; for example, their WTP would not be systematically inflated. Still, such
consumers could sometimes overestimate and sometimes underestimate the benefit from a
product, and the algorithms would identify the direction of the particular mistake and set
prices, or target product offers, accordingly.
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See Sunstein and Thaler (2008) and Kamenica, Mullainathan, and Thaler (2011, 417-418).
The oligopoly case is analyzed in Bar-Gill (2020). The industrial organization literature has
largely focused on S markets and did not explore the implications of consumer mispercep-
tions. The classic article in this literature found that price discrimination helps consumers.
Thisse and Vives (1988) find that in a linear Hotelling model, personalized pricing, that is,
offering each consumer a different price based on their location on the Hotelling line, leads to a
reduction in the price paid by every consumer. Intuitively, each firm tries to poach consumers
on its rival’s “turf” with low prices, which then forces the rival to lower prices. More recent
work suggests that price discrimination can be either good or bad for consumers, depending
on market conditions (Rhodes & Zhou 2024).
Consumers will have a higher WTP if they do not have attractive outside options. Consumers
will also have a higher WTP if they are less likely to shop around and explore their outside
options, perhaps because they are very busy or less savvy. Once again, algorithms will identify
such consumers and charge them a higher price. Kahn-Lang (2022) studies price discrimina-
tion in the residential electricity market, where sellers set different prices for consumers with
different levels of search frictions.
For example, half of all consumers get a value of g or less from the product, that is,
F(Y)=122-1,

2 vV "2
The monopolist sets a price that solves max 7 (p).
Aslong as p! > p;. This condition is satisfied (as we show below).
The price that maximizes 75’ (p4') in an unrestricted domain is . Since p1 > ¥ (as we show
below) and the domain of the high-value segment is v € [p1, V], we have a corner solution:
P =pr
This is the price that maximizes 75 (p%).
The seller sets a price that solves max p, {m (p1) + 73/ (p1) + 75 ()}
The result that BBP increases overall efficiency depends on the uniform distribution assump-
tion.
If richer consumers are more likely to be aware of the seller’s BBP strategy and thus less likely
to be harmed by BBP (see Appendix Section B below), then we should be less concerned about
BBP.
From the preceding paragraph, we know that = (p1) = p1 - [1-F(n(pr)] =
oo [L-F@pol m (p) (pr) = p3f (1) - [1 - F(p3 (p1))] = 2p1 - [1 - F(2p1)], and
75 (5 (1) = p5 (1) - [F (91 (p1)) - F(p5 (p))] = p1 - [F(2p1) = F(p1)]. The seller sets a
price that solves max, {m (p1) + & (p! (p1)) + 75 (p% (p1))}-

Chapter 3

To be precise, our analysis covers targeted advertising, assuming a sufficiently high conver-
sion rate (from ads to purchases). With lower conversion rates, the analysis would require
some adjustment. For accounts of how algorithms determine the products and services that are
offered to individual consumers, see Dreyfus, Chang, and Clausen (2020, 15-27), who found
that Booking.com, Coles, Target, and other online sellers offered different suggested products
to consumers on the basis of algorithmic consideration of the consumer’s age, sex, search his-
tory, language, and other factors. For accounts of how algorithm-driven targeted advertising is
based on consumers’ browsing habits, current location, or predicted interests and behaviors,
see Milgrom and Tadelis (2018, 21), citing evidence that companies use algorithms to advertise
more expensive products to consumers who own a Mac computer, because “owning a Mac is
correlated with higher income”; FE Online (2021): “Google Pay users in India will soon get
to see targeted advertising on their payment gateway based on their spending habits and traf-
fic on their platform” Thompson (2019) shows that “digital ads are powered by vast, hidden
datasets that allow advertisers to make eerily accurate guesses about who you are, where you've
been, how you feel and what you might do next”; Facebook tells advertisers that Facebook’s
use of algorithmic data collection allows merchants to advertise to people based on “Loca-
tion,” “Demographics,” “Interests,” “Behavior,” “Connections,” “App Users,” and more criteria.
Already in 2014, the Federal Trade Commission (2014, 117) named lists traded between data
brokers and suppliers that included categories such as “Diabetes Interest,” “Cholesterol Focus,”
and “Urban Scramble.” For more reports of how e-commerce sites actively use algorithms to
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steer consumers toward particular products, see Mikians et al. (2012, 84); Hannak et al. (2014,
317); Ipsos, London Economics, and Deloitte Consortium (2018).

See Hacker (2021). See also Calo (2014), arguing that mass data collection will make firms
increasingly “able to trigger irrationality or vulnerability in consumers” (996). “For instance,
advertisers who understand that willpower is finite and could measure a consumer’s emo-
tional state could exploit their vulnerability to sell products” (999). Also, drawing from the
behavioral economics research, Calo reasons that data-powered targeted advertising allows
advertisers to target consumer vulnerability (1031-1032). Hauser et al. (2009, 203) develop
an algorithm that uses clickstream data to infer an online customer’s “cognitive style,” for
example, “impulsive (makes decisions quickly) versus deliberative (explores options in depth
before making a decision), visual (prefers images) versus verbal (prefers text and numbers),
or analytic (wants all details) versus holistic (just the bottom line),” and adjusts the “look
and feel” of the seller’s website accordingly, for example, “by changing the ratio of graphs
and pictures to text, by reducing a display to just a few options . . . or by carefully select-
ing the amount of information presented about each [product]. A website might also morph
by adding or deleting functional characteristics such as column headings, links, tools, per-
sona, and dialogue boxes” Nadler and McGuigan (2018) describe the “Behavioral Emotion
Moments” approach to advertising that uses big data to identify a consumer’s emotional
state and send targeted offers based on this emotional state. Matz et al. (2017) conducted
three experiments delivering targeted ads tailored to users’ particular personality traits to
induce them to purchase various online products. The authors concluded that advertisements
tailored to users’ levels of “extroversion” and “openness”—estimated using their Facebook
likes—substantially increased their likelihood to purchase the goods. Hui et al. (2013, 3)
describe hundreds of “iPhone apps (e.g., Grocery Gadget) that allow users to build a grocery
shopping list,” so “brand managers and retailers can then [use that list to] provide targeted
coupon offers for unplanned categories to consumers via a mobile app” (emphasis added).
Dowling et al. (2019, 466) describe how big data enables “precise measurement of consumer
states” and location, such that sellers can target consumers “at the right time and place [to]
induce unplanned spending” Paterson et al. (2021, 8) write, “[B]ehavioural advertising . . .
seek[s] to link advertising to consumers’ predicted interests or behaviours in order to promote
products that are unlikely to benefit them. For example, rich foods or expensive cosmetics
might be advertised at particular times of day when consumers are predicted to be feeling
tired or stressed or people exhibiting low self-esteem might be targeted with advertisements
for diet products, or cosmetic surgery” Rosen (2013) criticizes marketing firms’ recommen-
dation to algorithmically advertise beauty products to women during “prime vulnerability
moments,” that is, at times “when women feel the most insecure about their bodies and overall
appearance.”

See EyeQ (n.d.). See also Wagner and Eidenmiiller (2019, 593-94): “Facial recognition algo-
rithms will detect when customers are down and weak. Just think of subscription offers from
dating platforms to depressed singles that arrive during the Christmas holidays. All this might
be further intensified through immersive virtual reality experiences.”

Facebook responded that it “does not offer tools to target people based on their emotional
state” and promised that the research on younger users “was never used to target ads” The
leaked document was obtained by an Australian newspaper (Davidson 2017). On the leaked
document and Facebook’s response, see Tiku (2017) and Levin (2017). According to a related
earlier story, Facebook allowed advertisers to target users based on recent changes to their
relationship status (Entis 2014). Facebook gives advertisers a way to target by relationship
status (Adams 2024).

The idea is that, with positive search costs, the product that is offered or prioritized by the
seller is more likely to be purchased by the consumer, even if the consumer could potentially
find an alternative—not offered or not prioritized—product. Paterson et al. (2021) and Wagner
and Eidenmiiller (2019) provide accounts of how algorithms help to match consumers with
relevant product offerings. Similarly, Acemoglu et al. (forthcoming) argue that targeting based
on big data can help consumers. The basic point is that AI-powered algorithms reduce the cost
of targeting and product differentiation, and this can help consumers in S markets.

A formal analysis of algorithmic targeting in U markets is provided in the Appendix. We further
develop and extend this analysis in Bar-Gill and Sunstein (forthcoming). We acknowledge that
our assumption about pricing—that the perceived surplus is divided equally between Seller
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and Buyer—is quite restrictive, and that the generalization, in the Appendix, which allows for
unequal division is still restrictive. Our main results should hold for other assumptions about
pricing, as long as both Seller’s profits and the consumer surplus are a function of the perceived
benefit from the product. Like us, Acemoglu et al. (forthcoming) show that targeting based on
big data harms consumers in U markets. Acemoglu et al. assume a deviation from perfect ratio-
nality that is similar to our overestimation. They do not consider underestimation. Also, they
do not consider the possibility that targeting or differentiation could help consumers in the
overestimation case.

To focus on situations where the overestimation bias is potentially most troubling, we assume
that the overestimated benefit from P2 exceeds the accurately perceived benefit from P1, that
is, that the bias flips the relative desirability of the two products. Contrast this example with the
car example that we used in Section A. There the larger car was optimal for one group of con-
sumers (suburban families), and the smaller car was optimal for another group of consumers
(city dwellers). Here, the larger car is optimal for all consumers—perhaps because the relevant
market comprises only suburban families—and the only reason why someone would purchase
the smaller car is the overestimation bias. Finally, we set aside the issue of externalities by
assuming that both cars (P1 and P2) pollute the environment at similar levels.

We compare the option of offering only the larger vehicle or offering only the smaller vehicle.
But there is another possibility: if sellers cannot discriminate, they might offer a third product
design (i.e., not one of the two product designs described in the text).

Seller will never offer P2 at a price that will attract all consumers. Intuitively, in order to sell
the smaller car to all consumers, Seller would have to reduce the price to a level that even
unbiased consumers would be willing to pay. But if such a low price is needed to capture the
entire market with the smaller car, it is more profitable for Seller to capture the entire market
with the larger car that can fetch a higher price.

To focus on situations where the underestimation bias is potentially most troubling, we assume
that the underestimated benefit from P1 is lower than the accurately perceived benefit from
P2, that is, that the bias flips the relative desirability of the two products.

Seller will never offer P1 at a price that will attract all consumers. Intuitively, in order to sell the
hybrid car to all consumers, Seller would have to reduce the price to a level that even biased
consumers would be willing to pay. But if such a low price is needed to capture the entire
market with the hybrid car, it is more profitable for Seller to capture the entire market with the
gas guzzler that can fetch a higher price.

For example, Camerer et al. (2003) explain how extended warranties capitalize on people’s
tendencies to overact to salient but rare events. And in Vokes v. Arthur Murray, Inc., 212 So.2d
906 (Fla. Dist. Ct. App. 1968), a 51-year-old widow was induced to purchase 2,302 hours of
dancing lessons despite lacking dance aptitude.

See also Wagner and Eidenmiiller (2019), suggesting that, based on an initial interest that a
consumer expresses, in hiking, for example, the algorithm might reinforce and develop this
preference by offering hiking-related guidebooks and gear, while effectively preventing the
consumer from exploring preferences for other activities.

There is another problem: an algorithm might seek to shape preferences so as to maximize a
seller’s profits. Advertisers try, of course, to do this every day. With large data sets and per-
sonalized information, algorithms might have an unprecedented capacity to learn about what
works to shape tastes, and whose tastes can be shaped in what ways (Ashton & Franklin 2022).
We bracket that question here.

In a more general model, we would not assume a single benefit for each product, but rather
two demand curves—one for each product.

Alternatively, we could assume that the price leaves consumers with a share y of the overall
(perceived) surplus, for example, y (b2 - ¢).

To see why Seller will offer P1 to the unbiased consumers, observe that Seller sets p; = yb;
for P1. Seller would set p, = yb, for P2. Since p; > p,, Seller offers P1 to unbiased con-
sumers. In terms of consumer surplus, consumers who buy P1 get by - p; = (1 -y) b1, and
consumers who buy P2 get b, - p, = (1 - y) b>. Since by > b, unbiased consumers prefer P1.
This assumes that Seller can distinguish between biased and unbiased consumers and set a
lower P2 price for unbiased consumers. If Seller sets a higher P2 price, based on the WTP of
the biased consumers, that is, pg = yb,, then P2 becomes even less attractive to the unbiased
consumers. For similar reasons, biased consumers buy P2.
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We compare the option of offering only the larger vehicle or offering only the smaller vehicle.
But there is another possibility: if sellers cannot discriminate, they might offer a third product
design (i.e., not one of the two product designs described in the text). In this case, algorithmic
targeting might help some consumers while harming others.

If we relax the equal-cost assumption (C; = C, = C.), then the answer will also depend on the
relative manufacturing costs of the two car models.

To see this, observe that CSJ4 (&5) < CS}4 for ¢ = 0 and that 48 < o,

The result that CS4 (ap=1)<(1-y)by =CS* follows from our assumption that
bz < b] < 5hz

These results follow from the expression CS* = ay (1 - y) by + ap (1 - 8y) by, which we
derived above.

To see why Seller will offer P1 to the unbiased consumers, observe that Seller sets p; = yb;
for P1. Seller would set p, = yb, for P2. Since p; > pa, Seller offers P1 to unbiased consumers.
In terms of consumer surplus, consumers who buy P1 get b - p; = (1 - y) b1, and consumers
who buy P2 get b, - p» = (1 - y) by. Since by > by, unbiased consumers prefer P1. To see why
Seller will offer P2 to the biased consumers, observe that Seller sets p, = yb, for P2. Seller
would set p1g = yob; for P1. Since p, > pis, Seller offers P2 to biased consumers. In terms of
consumer surplus, consumers who buy P2 get b, - p> = (1 - y) b, and biased consumers who
buy P1 think that they get §b; — p1g = (1 - y) 0b1. Since by > 0b1, biased consumers prefer P2.
If we relax the equal-cost assumption (c; = ¢; = ¢), then the answer will also depend on the
relative manufacturing costs of the two models.

Chapter 4

In some cases the line between creating misperceptions and exploiting existing misperceptions
is blurry. Such is the case with algorithms that foster addiction. For example, online shopping
websites use “micro-clifthangers” to prolong online shopping sessions and ensure that cus-
tomers keep coming back. See Alter (2017), who gives the example of the shopping website
Gilt: “In 2007, a team of entrepreneurs introduced a remarkably addictive online shopping
experience called Gilt. Gilt’s website and app promote flash sales that last between one and
two days each. . .. New sales arrive without warning, so members constantly refresh their
pages. Each newly loaded page produces a micro-clifthanger. For many of Gilt’s members, the
site offers a low-grade thrill amid their otherwise predictable lives. You can see this in the spike
of lunchtime traffic between noon and one every afternoon, during which the site sometimes
draws in more than a million dollars in revenue” (204). Alter describes a casino algorithm that
“senses [a slot machine player’s] pain points” (e.g., from strings of losses), and artificially cre-
ates wins—to keep the player at the slot machine (where he will lose more money over time)
(135). Similarly, the algorithms that power video games are designed to make these games
addictive: game designers use big data to discover and then implement tactics that get gamers
hooked, for example, giving the gamer a quick reward, such as a level-up or a new skill, at the
beginning of the game, and then increasing the intervals between these rewards. And then,
once the person is hooked, “the underlying algorithm changes so that [you] cannot win unless
extra resources, abilities, or game currency are paid for” (162). See also Berthon, Pitt, and
Campbell (2019); Choi and Kim (2004).

See Newitz (2015, 2016). According to this account, only 5% of Ashley Madison users were
female, which explains the “need” to use fembots. According to McPhate (2016), 15% of users
were women; now the ratio of men to women is 5 to 1. We are grateful to Nimrod Kozlovski
for bringing the Ashley Madison fembot affair to our attention.

Stipulated Order for Permanent Injunction and Other Equitable Relief, Fed. Trade Comm’n
v. Ruby Corp., No. 1:16-cv-02438 (D.D.C. Dec. 14, 2016).

See, for example, Park et al. (2023). The recent Executive Order on Safe, Secure, and Trust-
worthy Artificial Intelligence directs the U.S. Department of Commerce to develop guidance
for content authentication and watermarking to clearly label Al-generated content. “Execu-
tive Order 14110 of October 30, 2023, Safe, Secure, and Trustworthy Development and Use of
Artificial Intelligence,” Code of Federal Regulations, title 3 (2023): 75191-75226, https://www.
govinfo.gov/content/pkg/FR-2023-11-01/pdf/2023-24283.pdf.

Celebrities have been suing AI companies for using their voice (and other characteristics).
See, for example, Complaint, Lehrman v. Lovo, Inc., No. 1:24-cv-03770 (S.D.NY. May 16,
2024); Complaint, Main Sequence, Ltd. v. Dudesy, No. 2:24-cv-00711 (C.D. Cal. Jan. 25, 2024);
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Cho (2024) discusses a class action suit by voice actors including Scarlett Johansson, Ariana
Grande, and Conan O’Brien against an Al start-up that replicated celebrity voices for adver-
tisements; Lawlor (2024) describes a suit by George Carlin’s estate against a podcast that used
Al to create a comedy special based on Carlin’s work; Young v. NeoCortext, Inc., No. 2:23-cv-
02496, 2023 WL 616975 (C.D. Cal. 2023); Poritz (2023) discusses a right of publicity claim
by a reality TV star against a face swap app; Kastrenakes (2024). Several bills would require
disclosure when content is generated by Al See, for example, AI Disclosure Act of 2023, H.R.
3831, 118th Cong. (2023); AI Labeling Act of 2023, S. 2691, 118th Cong. (2023); Advisory for
Al-Generated Content Act, S. 2765, 118th Cong. (2023).

“The priority of information . . . derives from any aspect of how information is presented that
increases the likelihood of buyers reviewing it ahead of other, deprioritized information. In a
rational choice framework, information gets priority when the relative cost of acquiring it is
reduced. Under imperfect rationality, information’s priority depends on its salience in terms
of mode, place, time, or context of presentation. Sellers control the factors that affect the cost
of acquiring information about their products and the factors that affect the salience of certain
information, and the law sometimes regulates these factors” (Bar-Gill & Ben-Shahar 2023,
307).

Chatbots have alreadylearned to express emotion and humor, and these traits seem to correlate
with a higher customer satisfaction (Lim et al. 2022; Schanke, Burtch, & Ray 2021; Seeger,
Pfeiffer, & Heinzl 2021; Ahmad, Siemon, & Robra-Bissantz 2021; Shedletzky et al. 2023).
Some forms of algorithmic manipulation straddle the line between creating misperceptions
and reenforcing preferences (while muting other preferences). See Wagner and Eidenmiiller
(2019), suggesting that, based on an initial interest that a consumer expresses, in hiking, for
example, the algorithm might reinforce and develop this preference by offering hiking-related
guidebooks and gear, while effectively preventing the consumer from exploring preferences
for other activities.

Cf. Salvi et al. (2024), showing that LLMs can be more persuasive than humans, especially
when they have access to sociodemographic information about the party they need to persuade
and can thus personalize their messages.

Chapter 5

See Sherman Antitrust Act, 15 U.S.C. §§1-7 (1890): “Every contract, combination in the form
of trust or otherwise, or conspiracy, in restraint of trade or commerce among the several States,
or with foreign nations, is declared to be illegal”

Lawsuits filed against hotel companies allege that these companies collude by using algorithms
that help determine room rates. See Kaye, Hirsch, and McCabe (2024). On algorithmic-
facilitated coordination, see generally Ezrachi and Stucke (2016b); Gal (2017, 2019).

For policymakers, see Assad et al. (2021, 461), observing that “[t]he OECD, the EU Commis-
sioner for Competition, Margrethe Vestager, the Federal Trade Commission (FTC) in the US,
the Competition Market Authority (CMA) in the UK, and the French, German, and Cana-
dian competition authorities all raised concerns about this risk and the need for additional
information and monitoring,” and specifically referencing Digital Competition Expert Panel
(2019) and Competition & Markets Authority (2021). The latter report stated, “[C]ollusion
appears an increasingly significant risk if the use of more complex pricing algorithms becomes
widespread” Kahn (2023) notes that “the A.I tools that firms use to set prices for every-
thing from laundry detergent to bowling lane reservations can facilitate collusive behavior
that unfairly inflates prices—as well as forms of precisely targeted price discrimination” For
legal scholars, see Ezrachi and Stucke (2017a, 1781): “Computer algorithms may be used to
optimize behavioral advertisements, individualized promotions, and targeted, discriminatory
pricing”” Ezrachi and Stucke (2016a) write, “[B]y increasing the speed at which price changes
are communicated, detecting any cheating or deviations, and punishing those deviations, algo-
rithms can foster new forms of collusion.” See also Ezrachi and Stucke (2017b); Gal (2017,
2019); Mehra (2016), cited in Assad et al. (2024).

See Vogel (2022). RealPage has been sued by the Justice Department, a suit joined by North
Carolina, California, Colorado, Connecticut, Minnesota, Oregon, Tennessee, and Washing-
ton, and is also facing multiple class action lawsuits and lawsuits by several state AGs (Parker
2024; Kaye, Hirsch, & McCabe 2024). In a related case, the FTC and Department of Justice
argued that landlords violate Section 1 of the Sherman Act when they “jointly delegate key
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aspects of their pricing to a common algorithm?” See Statement of Interest of the United States
at 3, Duffy v. Yardi Systems, Inc., No. 2:23-cv-01391 (W.D. Wash. Mar. 1, 2024).

See Assad et al. (2021, 462), describing the study by Calvano et al. (2020): “[R]elatively simple
pricing algorithms systematically learn to play collusive strategies. The algorithms typically
coordinate on prices that are somewhat below the monopoly level but substantially above the
static Bertrand equilibrium?” A similar simulation study, Klein (2021), is discussed in Assad
et al. (2024, 728): “[W]hen the number of discrete prices is limited, competing Q-learning
algorithms indeed often coordinate on collusive equilibria.”

See Assad et al. (2024, 728-730), summarizing the literature; Asker, Fershtman, and Pakes
(2022, 455-56) write, “[ A]synchronous updating [by the AI pricing algorithms] leads to supra-
competitive (‘high’) prices. ... [But w]hen asynchronous algorithms are imbued with some
limited economic sophistication . .. the supracompetitive prices that asynchronous algorithms
generate are substantially mitigated. . . . [A]n understanding of the competitive impacts of
algorithmic pricing games requires knowledge of how the algorithms learns.” Asker, Fersht-
man, and Pakes (2021, 2-3) write, “When both [algorithms] employ synchronous learning,
they converge to Nash pricing quickly. By contrast, when both [algorithms] employ asyn-
chronous learning they converge to prices that are substantially above marginal costs” Den
Boer, Meylahn, and Schinkel (2022) write, “We do not believe that, on the basis of the pre-
sented simulations, it can be concluded that Q-learning autonomously and systematically
learns to collude” Other simulation studies focus on online platforms, like eBay and Amazon,
and study how the rules implemented by these online marketplaces influence the likelihood
of collusion. For example, Johnson, Rhodes, and Wildenbeest (2023, 1842) show that a plat-
form’s choice of how to prioritize sellers’ products—how many products to display, whether
to prioritize by price, and so on—can make collusion harder: “[S]ubtle [rules]—which con-
dition on past behavior and treat sellers asymmetrically—may be required when there is a
risk of collusion. . . . [The authors] focus on the power of an intermediary to design rules
that shape competition, both to its own advantage and that of consumers, including when
there is a risk of collusion” But this research also suggests that platforms might not have
sufficient incentives to adopt collusion-preventing rules on their own (i.e., without regula-
tory intervention). See Assad et al. (2021, 463), discussing Johnson, Rhodes, and Wildenbeest
(2023).

See Stigler (1964). Competition law prohibits coordinated conduct arising out of an agree-
ment among coordinating parties. It does not assign liability for tacit collusion, where parallel
conduct occurs without explicit human design. This latter type of coordination is most likely
to arise in the algorithm-facilitated market (Gal 2017, 5-6). Whether arising out of tacit col-
lusion or an explicit agreement, economic theory recognizes four conditions necessary for
coordination to take place: (1) reaching an understanding on trade conditions profitable to
all colluding parties; (2) detection of deviations; (3) creating a credible threat of retaliation
against deviators; and (4) high barriers to market entry. Algorithms make it easier to meet
each condition. (1) Algorithms’ data collection and analysis capabilities make it easier for sell-
ers to reach an understanding on conditions profitable to them all. (2) Algorithms make data
on supplier offers available digitally, making detection of deviations by colluding sellers easier
and faster. (3) Algorithms can be designed to react immediately upon detecting a deviation,
increasing the credibility of the threat of retaliation for deviations. And (4) algorithms increase
barriers to market entry by scaring off potential new entrants who know that algorithms will
detect and retaliate against better offers (2-3).

See Calvano et al. (2020, 3268): “The algorithms typically coordinate on prices . . . crucially
involve punishments” Also see Klein (2021, 548): “[T]he algorithms managed to coordinate
on a joint-profit maximizing Nash equilibrium . . . [and] indeed learn strategies that have the
effect of reward-punishment””

It is clear that an agreement to use the same algorithm is illegal (Garden-Monheit & Meber
2024; Statement of Interest of the United States at 5, Duffy v. Yardi Systems, Inc., No. 2:23-cv-
01391 (W.D. Wash. Mar. 1, 2024)).

See Ezrachi and Stucke (2016b, 56-58, 65-68); Schwalbe (2019); see also OECD (2018).

See Gal (2019); Gal and Elkin-Koren (2017, 345).

Moreover, separate from an agreement to fix prices being illegal, it is also illegal to agree to a
“facilitating practice,” and pricing via algorithm may count as such a “facilitating practice” We
thank Louis Kaplow for these suggestions.
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See, for example, Assad et al. (2024, 461): “In Germany, advertisements show that at least one
company offers its software to multiple stations and brands in the retail gas market.” This is
very similar to the clearly illegal case, where the vendor “sells” suggested prices (rather than
an algorithm that suggests prices).

See generally Gal and Rubinfeld (2024). See also Abada and Lambin (2023), showing that
algorithms can learn to engage in predatory pricing.

Chapter 6

See FTC (2016, 17-21); Jackson (2021); West, Whittaker, and Crawford (2019). There is a vast
computer science literature on algorithmic bias that has focused on race- and sex-based dis-
crimination, even though the technical analysis applies to discrimination between any two
(pre-identified) groups. For introductions to or surveys of this literature, see Barocas and
Selbst (2016), Chouldechova and Roth (2020), and Cowgill and Tucker (2019).

The idea that algorithms can reduce discrimination is implied in Kleinberg and Mullainathan
(2019), who show that simple, interpretable algorithms increase discrimination relative to
more complex algorithms.

See, for example, Washington v. Davis, 426 U.S. 229, 238 (1976); Personnel Adm’r of Mass. v.
Feeney, 442 U.S. 256, 281 (1979). The Constitution is understood to forbid disparate treatment
along a variety of specified grounds, including race and sex. In extreme cases, the existence of
disparate treatment is obvious because a facially discriminatory practice or rule can be shown
to be in place. In other cases, no such practice or rule can be identified, and the question is
whether a facially neutral practice or rule was motivated by a discriminatory purpose.

See Washington, 426 U.S. at 238.

See, for example, Griggs v. Duke Power Co., 401 U.S. 424, 434-435 (1971) (interpreting Title
VII of the 1964 Civil Rights Act).

See Griggs, 401 U.S. at 436.

42 US.C. §52000e-2(k)(1)(A)-(B). This and other doctrinal requirements make it quite
challenging to prove disparate impact.

More precisely, algorithms should not use sex as a single or dominant proxy. Kleinberg, Lud-
wig, Mullainathan, and Rambachan (2018) show that algorithms should use both the neutral
data and the data on sex, as this would achieve superior accuracy and less sex-based discrim-
ination. The reason is that if sex is excluded as an input, the algorithm will mis-rank women
among themselves (formally, because various features, such as age, when interacted with sex,
have different effects on outcome prediction, such that excluding sex forces the algorithm to
use the same measure of the effect of age for both sexes, mis-ranking within each of the groups).
Gillis (2022, 1184) shows that outcome disparities decrease when the algorithm is given direct
information about the protected characteristic.

Bartlett et al. (2022) find a lower rate of discrimination against Black and Latinx borrowers
by algorithm-based fintech lenders as compared to non-fintech lenders, for some loans. And
Avery, Leibbrandt, and Vecci (2023) find a lower rate of discrimination against women when
algorithms are involved in the hiring process in the technology sector.

Slaughter (2021) discusses the problem of biased training data, using the example of an Ama-
zon hiring algorithm that discriminated against women because it was trained on a male-heavy
set of résumés from Amazon’s existing applicant pool. See also Dastin (2018).

In the computer science literature, proxy bias is often described as label bias.

See Langenbucher (2022, 28-29): when Al-powered algorithms set prices for consumer credit
or determine eligibility for certain credit products, there is a risk that the algorithm might
learn of correlations between seemingly neutral characteristics and protected categories and
treat borrowers differently on the basis of these characteristics.

Chapter 7

See Hasan et al. (2023). For a disturbing set of findings, see Chen at al. (2023).

See, for example, Schleich et al. (2019); Werthschulte and Loschel (2021); Kuchler and Pagel
(2018); O’Donoghue and Rabin (2015); Benhabib, Bisin, and Schotter (2010): Wang and
Sloan (2018). Importantly, Wang and Sloan find strong evidence of present bias in connection
with health-related decisions.
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There are plausible evolutionary explanations for present bias. If you are running from a tiger,
you ought not to spend much time thinking about your retirement savings. But under modern
circumstances, present bias can get you into a great deal of trouble.

It might, though. See Chen et al. (2023).

See Ayres and Curtis (2023). We could imagine a Keep It Simple version of a choice engine,
offering only a little information and a few options to consumers. We could imagine a Tell Me
Everything version of a choice engine, living up to its name. Consumers might be asked to
choose what kind of choice engine they want. Alternatively, they might be defaulted into Keep
It Simple or Tell Me Everything, depending on what AI thinks they would choose if they were
to make an informed choice, free from behavioral biases.

Policymakers can help produce more effective consumer-side algorithms by requiring that
sellers share information with these consumer-side algorithms. See Bar-Gill (2012); Van Loo
(2015).

See, for example, Ferrara (2024); Mehrabi et al. (2021).

See, for example, Chen et al. (2023); Cheng, Durmus, and Jurafsky (2023, 1504): “The per-
sistence of social bias and stereotypes in large language models (LLMs) is well-documented”;
Yang et al. (2024, 4): “We find that GPT-3.5-turbo, when generating medical reports, tends to
include biased and fabricated patient histories for patients of certain races, as well as gener-
ate racially skewed diagnoses”; Hofmann et al. (2024), showing that LLMs exhibit prejudice
against those who interact with the algorithm using African American English; Koo et al.
(2023), who design a framework and test kit to evaluate cognitive biases in common LLMs;
Opedal et al. (2024), who find cognitive biases in commonly used LLMs mirroring those
observed in children.

For Alexa, see OneSpace (n.d.); Amazon (n.d.). For Google Assistant, see Wang and Adams
(2017). See also Shchory and Gal (2022, 131).

PartII

The call for algorithmic transparency is not new (Slaughter 2021). Indeed, legislation and reg-
ulation, in the United States and beyond, already impose certain transparency requirements.
In the United States, under the Fair Credit Reporting Act of 1970 lenders must be able to dis-
close up to four key factors that adversely affected the credit score of a rejected consumer.
The European Union’s General Data Protection Regulation (2018) created a right to expla-
nation, whereby a user may ask for an explanation of an algorithmic decision that was made
about them (Council Regulation 2016/679, 2016 O.J. (L 119) 1; Goodman & Flaxman 2017,
50; Hacker & Passoth 2021). Our contribution is in explaining how algorithmic transparency
can be implemented and, specifically, how this policy solution can be implemented to mitigate
the algorithmic harms identified in Part I.

Cf. Yang, Muller, and Liang (2021), showing that transparency about greenhouse gas emissions
has been effective in changing firm behavior.

While we do not explicitly discuss litigation, several of the legal reforms that we develop in
this part involve, or can involve, a litigation component. For example, the proposed algo-
rithmic transparency reforms may provide information that could trigger litigation. Also, our
expanded disparate impact doctrine can be used in litigation. We note a concern that algo-
rithmic differentiation might make it more difficult to successfully bring class action lawsuits
(because of the “common issue” requirement).

Indeed, regulators are already using algorithms. For example, the British Competition and
Markets Authority uses algorithms for different regulatory tasks. See Competition & Mar-
kets Authority (2021, 35-41). See also Gal and Rubinfeld (2024, 727-738). More generally on
algorithms as valuable policy tools, see Ludwig, Mullainathan, and Rambachan (2024).

Chapter 8

See 21 C.ER. 1141 (2021) (imposing labeling requirements for cigarette packages and adver-
tisements).

Efforts to counteract “dark patterns” have particular importance because algorithms might
promote actions that fall squarely in that category (such as default terms and hidden fees). See
Luguri and Strahilevitz (2021, 44, 47, 61).

Cf. Bar-Gill (2012, 32-43, 105-112, 240-246), advocating for information-sharing mandates
in a related context.
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See Consumer Financial Protection Bureau (n.d.).

We thank Steve Shavell for suggesting this “public option.” Of course, government-provided
solutions suffer from their own challenges. See, for example, Van Loo (2017, 1272-73):
“Publicly run alternatives face their own accountability flaws. Although agencies lack the
same incentives to manipulate consumers for profit...” Public-private partnerships can be an
attractive way to combine government resources and private-sector expertise and incentives
(Freeman 2000). For example, a private company could develop the algorithms that will be
hosted on a government website.

FTC (2012) calls on companies to “build in privacy at every stage of product develop-
ment,” “give consumers the ability to make decisions about their data,” and “make infor-
mation collection and use practices transparent.” In the recent Executive Order on Safe,
Secure and Trustworthy Artificial Intelligence, the president called on Congress to pass
data privacy legislation. See “Executive Order 14110 of October 30, 2023, Safe, Secure,
and Trustworthy Development and Use of Artificial Intelligence,” Code of Federal Regu-
lations, title 3 (2023): 75191-74226, https://www.govinfo.gov/content/pkg/FR-2023-11-01/
pdf/2023-24283.pdf. Singer (2016) describes the Obama administration’s blueprint Consumer
Privacy Bill of Rights, which failed to pass as legislation. Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27 April 2016 on the Protection of Natural Per-
sons with Regard to the Processing of Personal Data and on the Free Movement of Such Data
adopts data privacy regulations for the European Union (Burton et al. 2016; Singer 2013). The
Do Not Track initiative also holds some promise as a means for stemming the flow of data to
sellers who wish to engage in price and quality discrimination (Electronic Frontier Foundation
n.d.). See also Vladeck (2014, 160-161). While the United States has not made any substan-
tive changes to data privacy laws on the federal level, some states have passed such laws. See,
for example, Virginia Consumer Data Protection Act, VA. CODE ANN. §§59.1-575-59.1-584
(2021); Colorado Privacy Act, CoLo. REV. STAT. §6-1-13 (2021); California Consumer Pri-
vacy Act, CAL. C1v. CoDE §1798.100 (West 2018). The European Union has also established
data protection obligations for EU institutions to adhere to when processing personal data
and developing new policies. See Regulation 2018/1725 of the European Parliament and of
the Council of 23 October 2018 on the Protection of Natural Persons with Regard to the Pro-
cessing of Personal Data by the Union Institutions, Bodies, Offices and Agencies and on the
Free Movement of Such Data, and Repealing Regulation 45/2001/EC, 2018 O.J. (L 295).

See, for example, Cabral (2002, 215): “The greater the degree of product differentiation, the
greater the degree of market power”; Tirole (1988, 286): “Product differentiation is meant to
relax price competition.”

Calvano et al. (2020, 3268) write, “With three agents, prices are typically pretty close to the
static Bertrand-Nash equilibrium, and with four agents or more they may even be lower. In this
respect, Q-learning algorithms would appear to be different. In simulations with three firms,
the average profit gain A decreases from 85% to 64%. With four agents, the profit gain is still a
substantial 56%. ... [ T]he fact that it decreases so slowly seems to be a peculiar and somewhat
worrying property”

Chapter 9

14 C.ER. Part 399. See also Council Regulation 2016/679, 2016 O.J. (L 119) 1, arts. 13-15
(mandating that “meaningful information about the logic” of automated systems be made
available to data subjects).

For example, the Centers for Medicare & Medicaid Services (2024) have attempted to increase
hospital price transparency, with the goal of enabling consumers to shop and compare prices
across hospitals and estimate the cost of care before going to the hospital. And the Depart-
ment of Transportation has issued a number of rules designed to increase price transparency
to enable consumers to have more clarity about what they are buying or not buying and to
discourage certain kinds of fees (Transparency of Airline Ancillary Service Fees, 82 Fed. Reg.
13572 (Mar. 14, 2017)).

The FTC enforces laws that require explainability, for example, explain why credit was denied
or what factors affect your credit score (Smith 2020). See also Colo. Rev. Stat. Ann. §10-3-
1104.9; Cal. Civ. Code §1798.145; Conn. Pub. Act. 22-15 (“An Act Concerning Personal Data
Privacy and Online Monitoring,” effective July 1, 2023). In Canada, Parliament is considering
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the Artificial Intelligence and Data Act, which would impose transparency requirements on a
class of “high-risk” algorithmic activities. See Law Commission of Ontario (2023, 8).

It is not clear that a high level of borrowing and a low level of savings necessarily implies
myopia or present bias. It could also imply exponential discounting with a high discount rate;
that is, it could imply a preference rather than a bias. In that case, low introductory prices and
high long-term prices can be welfare increasing.

Under the Fair Credit Reporting Act (FCRA), 15 U.S.C. §§1681-1681x, when a company
denies a customer credit or charges the customer a higher price for credit based on a credit
report, the company must comply with certain disclosure requirements. There is a growing
trend in which companies utilize big data and predictive analytics to make such credit eligi-
bility determinations (FTC 2016, 15-16). Perhaps FCRA can be used to trigger the type of
transparency requirements that we propose. Also, in many states, insurance companies that
use algorithms are subject to some transparency requirements. See, for example, Colo. Rev.
Stat. Ann. §10-3-1104.9; Cal. Civ. Code §1798.145; Conn. Pub. Act. 22-15 (“An Act Concern-
ing Personal Data Privacy and Online Monitoring,” effective July 1, 2023). More generally,
several bills would create or enhance transparency requirements. For example, the Digital
Platform Commission Act of 2023, S. 1671, 118th Cong. (2023), would empower the Com-
mission to propose “voluntary or enforceable behavioral codes, technical standards, or other
policies. .. with respect to transparency and accountability for algorithmic processes” (Section
8 of the bill). See also Algorithmic Justice and Online Platform Transparency Act, H.R. 4624,
118th Cong. (2023); Algorithmic Justice and Online Platform Transparency Act, S. 2325, 118th
Cong. (2023).

We assume that a myopic, or present-biased, consumer would make a mistake by purchasing a
gas guzzler. We acknowledge the possibility that such a purchase could be driven by intertem-
poral preferences with a high discount rate rather than by a bias. Will an algorithm be able to
distinguish between the two? Will a transparency protocol, searching for key decision drivers,
be able to distinguish between the two? The answer is unclear.

The AI Disclosure Act of 2023, H.R. 38311, 118th Cong. (2023); the AI Labeling Act of 2023,
S. 2691, 118th Cong. (2023); and the Advisory for AI-Generated Content Act, S. 2765, 118th
Cong. (2023).

Relying on market forces and public pressure is not without risk. For example, as noted above
(Chapter 6, Section C), in some situations, accounting for race or sex, or for variables that
correlate with race or sex, can help historically disadvantaged groups. And yet public opinion
might not reflect a nuanced understanding of when accounting for race or sex is harmful versus
helpful.

In the policing context, the National Institute of Standards and Technology (NIST) has been
testing face-recognition algorithms for accuracy. NIST does not formally certify these algo-
rithms. But it issues public reports with vendor-specific performance data, and it publishes on
its website a dynamic “leaderboard” ranking algorithm performance (NIST 2024). These eval-
uations and rankings provide incentives for vendors to design better algorithms, as evidenced
by vendors’ frequent citation to their NIST standings in press and sales materials (Friedman
et al. 2022; Dooley, Goldstein, & Dickerson 2021; Kaye 2019). Friedman et al. have called for
a formal certification, or pre-approval, requirement for algorithms and other technology used
by police forces.

And there are commercial tools that purport to promote Al transparency. For example, Fiddler
(n.d.) and Arthur (n.d.).

The growing use of black-box algorithms may be attributed to their greater effectiveness. It may
also be attributed to the advantage they offer in terms of avoiding liability. The legal reforms
discussed in this chapter are designed to minimize this advantage. (Compare: in the prod-
uct liability context, it is understood that an optimally designed liability regime will provide
incentives for sellers to investigate product risks [Friehe & Schulte 2017].) While we focus
on Al-powered black-box algorithms, it should be acknowledged that some firms still use
white-box algorithms, namely, algorithms that implement a set of instructions specified by
the firm—by the seller or by the firm that wrote the algorithm. In this case, a standard trans-
parency requirement—that firms share information about their algorithms that they already
have—would be sufficient.

Arguably, the FTC already has authority to demand information about a firm’s algorithms.
Section 6(b) of the Federal Trade Commission Act empowers the Commission to require an
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entity to file “annual or special . .. reports or answers in writing to specific questions” to provide
information about the entity’s “organization, business, conduct, practices, management, and
relation to other corporations, partnerships, and individuals” Slaughter (2021) suggests that
this authority can be used to demand information on the firm’s use of algorithms (see also Van
Loo 2019b, 1617-1624). Firms and algorithm designers have sometimes claimed that intellec-
tual property rights allow them to resist demands for information about their algorithms. Such
claims should be rejected.

If the algorithm is considering race or sex, it can be rebuilt so as to be blind to any such char-
acteristics, although such blinding might end up harming the protected group (Gillis & Spiess
2019; Gillis 2022).

Blattner and Spiess (2022) applied several different “model diagnostic tools,” what we called
“transparency protocols,” to evaluate lenders’ machine-learning algorithms, and found that
different tools performed equally well (in identifying important variables), but that these tools
often identified different sets of important variables. Davis et al. (2022) implemented differ-
ent explainability protocols in the consumer credit context, specifically, home-equity lines of
credit, for example, Local Interpretable Model-Agnostic Explanations (LIME) and SHapley
Additive exPlanations (SHAP), and found that the different protocols produce different sets
of important, decision-affecting variables; even the same protocol applied multiple times can
produce different sets of important, decision-affecting variables.

Another concern is that some of the protocols can be manipulated to hide biases (Slack et al.
2020).

Another response is to use transparency protocols tailored to explore the importance of a spe-
cific variable, the variable that is of interest to the regulator (Blattner, Nelson, & Spiess 2021).
Fisher, Rudin, and Dominici (2019, 2) define the concept of “model class reliance” as the “high-
est and lowest degree to which any well-performing model within a given class may rely on a
variable of interest for prediction accuracy”; they analyze variable importance across classes of
models.

As noted above, it is not clear that a high level of borrowing and a low level of savings neces-
sarily implies myopia or present bias; it could also imply exponential discounting with a high
discount rate; that is, it could imply a (rational) preference rather than a bias. But a rational
consumer with such a high discount rate would not get a gym subscription.

There is a question of whether the regulator should announce in advance what factors would
be considered suspicious. In any event, over time firms will learn what characteristics are
more likely to trigger scrutiny. If firms know that a variable will trigger scrutiny, they may
exclude this variable from the data that is fed into the algorithm. The algorithm would then
find another variable that is correlated with the excluded variable. This other variable would
likely be equally suspicious. The transparency approach may thus lead to the gradual removal
of variables that are likely to trigger consumer harm.

Baillon et al. (2022) show that while overestimation of risk pushes up the WTP, the risk-
loving feature of the Prospect Theory utility function pushes it down, with the latter effect
dominating.

Meier and Sprenger (2010) showed that biased consumers buy different products and use these
products differently than unbiased consumers. We realize that incentivized choice experiments
are more than simple surveys, such that the relevant evidence can be more difficult to obtain.
Compare: the sophisticated investor test in the securities context. See, for example, Terra Sec.
ASA Konkursbo v. Citigroup, Inc., 820 F. Supp. 2d 541, 545-546 (S.D.NY. 2011).

This “identifiable characteristic” approach to algorithmic transparency can also be applied in
the context of algorithmic behavior-based pricing. Past purchasing behavior can be thought of
as akin to a “protected characteristic” Such past behavior should be relatively easy to detect,
in the sense that a previous decision by the consumer—to buy or not to buy the product at an
offered price—is identifiable and measurable. Accordingly, it should be relatively easy to learn,
and to inform the market, that a seller’s algorithm sets different prices to consumers based on
their past purchasing behavior. Recall that behavior-based pricing is harmful especially when
consumers are not aware of this pricing strategy. By informing consumers about the seller’s
pricing strategy, the transparency requirement directly targets, and potentially eliminates, a
precondition for consumer harm. Indeed, as noted in Chapter 2, Section C, when consumers
know about the BBP (and react strategically), sellers lose from BBP and would like to commit
not to utilize BBP. The transparency reforms would facilitate such a commitment.
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This suggestion follows recent proposals to utilize personalized disclosure mandates (Porat &
Strahilevitz 2014; Ben-Shahar & Porat 2021).

For similar reasons, in order to change the decision of a machine-learning algorithm it is usu-
ally not enough to change a small number of variables (because the algorithm will just use
correlates); you need to change a larger set of variables, including variables that are correlated
with the initially identified important variables (Blattner & Spiess, 2022).

See Rudin (2019). See also Stratyfy (n.d.), a commercial product that relies on interpretable
models.

The protocols described below do not exhaust the range of model-agnostic, post hoc protocols
that have been developed by computer scientists. Molnar (2022) provides a comprehensive
survey. See also Adadi and Berrada (2018); Blattner and Spiess (2022); Blattner, Nelson, and
Spiess (2021). The literature also considers model-specific and intrinsic methods.

Biggs, Sun, and Ettl (2021) develop a method of translating a complex non-parametric pre-
diction model into a simple pricing policy based on a decision tree. The leaves contain (user,
item) pairs with similar optimal prices. In follow-up work, Subramanian et al. (2022) allow
constraints, such as (i) requiring that all consumers are charged the same price except for
loyalty-card holders, who are charged a lower price; or (ii) requiring that one item (say, an
economy ticket) is priced at least X dollars less than another (a business class ticket). The gen-
eral approach, called “knowledge distillation,” was developed by Hinton, Vinyals, and Dean
(2015).

There are additional protocols for sensitivity analysis, that is, protocols that measure the
effects of changes in variable values on model performance, especially in neural networks.
An example is layerwise relevance propagation (Bach et al. 2015; Lapuschkin et al. 2019).
How does the protocol identify “similar” consumers? The protocol views each consumer
as a vector of variables or characteristics (e.g., income, education). It then uses mathemat-
ical formulas that measure the distance between two vectors. A similar consumer is closer
to the original consumer, as measured by these distance formulas. It should be acknowl-
edged, however, that there are different possible distance formulas, and that choosing the right
formula—and thus the right set of similar consumers—may require a judgment call. Also note
that the process of approximation may give greater weight to consumers who are more similar
to the original consumer, namely, it would be more important for the interpretable model to
provide better approximations for these more similar consumers.

The linear model would be derived in a manner that is similar to the one described above for
the LIME protocol. The difference is that in this first step of the LIME protocol, the linear
model is used to approximate a “local” set of decisions, whereas in the LIME protocol the
linear model was used to approximate all decisions.

The LIME method was developed by Ribeiro, Singh, and Guestrin (2016). A downside of the
LIME protocol is its instability. For example, the local analysis of two “close” decisions can
yield very different variables as key decision drivers.

One advantage of SHAP is that the interactions between variables are incorporated into the
measures of varjable importance. A disadvantage of Shapley values is that they can quickly
become computationally intractable, and thus the Shapley values will often need to be approx-
imated. The SHAP protocol includes approximation methods that have been shown to work
well.

Chapter 10

We could imagine a type of output-based transparency, in contrast to the input-based trans-
parency of Chapter 9. If it is made public that a seller’s algorithm produces discriminatory
outputs, market scrutiny could follow.

There are commercial tools that test whether a model creates disparate impact and help train
new models that do not create disparate impact. See, for example, SolasAI (n.d.). Proposed
legislation seeks to implement the disparate impact analysis in the context of algorithmic
decision-making. See, for example, the Algorithmic Accountability Act of 2023, H.R. 5628,
118th Cong. (2023), which “[d]irects the Federal Trade Commission to require impact assess-
ments of automated decision systems and augmented critical decision processes”; California’s
Assembly Bill 2930, 2023-2024 Leg., Reg. Sess (Cal. 2024), which would ban algorithms
that contribute to unjustified differential treatment or impacts disfavoring people based on
protected categories.
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Bhutta, Fuster, and Hizmo (2024) show that less sophisticated borrowers pay higher interest
rates on mortgage loans.

Gillis and Spiess (2019) argue for disparate-impact-type analysis of outcomes and note the
challenge of defining “similarly situated” consumers. See also Gillis (2022).

In the consumer credit context these variables will include standard underwriting variables,
such as FICO score, loan-to-value ratio, debt-to-income ratio, loan amount, type of loan, and
so on. Ayres, Klein, and West (2017) analyze In re Wells Fargo Mortgage Lending Discrimi-
nation Litigation, No. 08-MD-01930, 2011 WL 8960474 (N.D. Cal. Sept. 6, 2011), in which
plaintiffs used regression analysis—including models with fewer controls and models with
many controls—to prove unjustified disparate impacts. See also Ayres (2007), who distin-
guishes between charging higher prices to consumers who impose higher costs on the seller
(justified) and charging higher prices to consumers without such a cost-based justification (not
justified).

If a control variable is closely correlated with the protected-characteristic variable, then we
might run into a multi-collinearity problem. Note that the way we propose to use the linear
model here is different from the way it was used in Chapter 9, where the linear model was one
of the available transparency protocols (described in the Appendix to Chapter 9). In the “suspi-
cious characteristics” approach, regulators did not have a measurable protected-characteristic
variable, and the goal was to identify characteristics that have a large effect on the algorithm’s
decisions and scrutinize the suspicious ones. In the “protected characteristic as a key deci-
sion driver” approach, regulators had a measurable, protected-characteristic variable, and the
goal was to see if this variable emerges from the transparency protocol as a main decision
driver. Here, regulators have a measurable protected-characteristic variable, and the goal is to
assess the effect of this variable on “similarly situated” consumers (where “similarly situated”
is defined by the control variables).

See Fairplay’s (n.d.) Fairness Optimizer.

See, for example, Sharkey (2022, 2024); Buiten, de Streel, and Peitz (2023).

Our discussion about regulating the design and implementation of algorithms distinguishes
between different stages of algorithm construction and implementation. This distinction
(loosely) follows the framework in Rambachan et al. (2021): “We model a supervised machine
learning algorithm as consisting of two components: a ‘predictive algorithm, which takes in
training data consisting of outcomes and observed characteristics for a set of individuals and
returns a prediction function, and a ‘decision rule, which uses the constructed prediction
function to make decisions. A policymaker therefore has two distinct tools available: influ-
encing the design of the predictive algorithm and influencing how the decision rule uses the
predictions.”

See also the EU Artificial Intelligence Act (2024) (summarizing the functions of Articles 8-25).
See Kleinberg, Ludwig, Mullainathan, and Rambachan (2018, 22); Rambachan et al. (2021):
“in most existing work, fairness is often defined as a property of the algorithm” and policy pro-
posals are generally limited to “constraining the algorithm itself.” See also Dwork et al. (2012),
who conclude that, given a “similarity metric” that can identify “similarly situated” individuals,
it is possible to impose fairness constraints to ensure that these similarly situated individuals
are treated similarly. See also the proposed Algorithmic Justice and Online Platform Trans-
parency Act, H.R. 4624, 118th Cong. (2023) and Algorithmic Justice and Online Platform
Transparency Act, S. 2325, 118th Cong. (2023), which would police algorithmic discrimination
on the basis of protected categories.

As discussed above, it may be justified to set higher prices for consumers with protected
characteristics, if these characteristics are correlated with other relevant (and not protected)
characteristics. For example, race may be correlated with income, or gender may be correlated
with preferences. Therefore, the fairness constraint needs to be defined thus: “similarly sit-
uated” consumers must be treated similarly, where “similarly situated” is operationalized as
discussed in Section A above.

The FTC has warned firms that use algorithms to avoid disparate impact (Smith 2020). A
standard defense against a disparate-impact antidiscrimination claim is “business necessity.”
Computer scientists have quantified the cost, in terms of lost profits, of imposing different
fairness constraints on the algorithm. Such analysis should inform any assessment of “business
necessity.” Specifically, if a nondiscrimination constraint reduces profits by a relatively small
amount, then the “business necessity” defense should be rejected.
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Slaughter (2021, 38-41) discuss the potential use of the FTC’s §5 powers to police certain
types of algorithmic harms. Paterson et al. (2021, 12-16) discuss bans, and consider the use
of something like the FTC’s §5 powers to police algorithms; they also argue that “more subtle
forms of manipulation through advertising that targets behavioral biases or emotional traits in
order to produce sales” should be prohibited as unfair trade practices. Willis (2020, 176) argues
that courts should treat conduct that exploits consumers’ “pre-existing false beliefs as unfair.”
Van Loo (2015, 1370-1374) argues that the FTC can apply its unfair practices authority to
algorithmic and big data-informed pricing practices that prey on consumers’ biases. Selbst and
Borocas (2023) argue that the FTC should apply its unfair practices authority to police race-
and sex-based discrimination. In Canada, Parliament is considering the Artificial Intelligence
and Data Act, which would ban Al systems that cause “serious harm” to individuals and impose
regulatory requirements on a class of “high risk” algorithmic activities (Law Commission of
Ontario 2023, 8).

In theory, price caps (and similar restrictions) can be personalized. If firms and their algo-
rithms set personalized prices, regulators may eventually have sufficient information to set
personalized price caps (Bar-Gill 2019; Ben-Shahar & Porat 2021).

A general tax on profits won't work. As long as profits are not taxed at a 100% rate, the monop-
olist will still price-discriminate and exploit consumers. The tax would have to target the
extra profits made through algorithmic pricing. Going one step further, if policymakers have
sufficient information, they could design personalized taxes (for individual firms), and also
personalized subsidies to facilitate welfare-enhancing transactions that otherwise might not
occur. This suggestion is similar to the personalized price cap suggestion discussed in note
188.

Chapter 11

12 US.C. § 5531 (empowering the Consumer Financial Protection Bureau to take selected
actions to prevent unfair, deceptive, or abusive acts or practices in connection with transac-
tions or offers for consumer financial products or services).

Indeed, such reforms are already underway. See, for example, Require the Exposure of AI-Led
Political Advertisements Act, S. 1865, 118th Cong. (2023), proposing a bill requiring political
advertisements to disclose the use of Al-generated images or videos; AI Disclosure Act of 2023,
H.R. 3831, 118th Cong. (2023), proposing a bill declaring the failure to disclose Al-generated
output an unfair and deceptive act; AI Labeling Act of 2023, S. 2691, 118th Cong. (2023),
proposing a bill requiring, among other things, disclosure for Al-generated content. Tenn.
Code. Ann. §47-25-1105 creates civil and criminal liability for publication or performance
of an individual’s “voice or likeness,” knowing that the use was unauthorized, for purposes
of (among others) advertising, fundraising, or solicitation. California’s recently enacted AB
2839: Elections: Deceptive Media in Advertisements prohibits knowingly sharing deceptive
election-related deepfakes. AB 2355: Political Reform Act of 1974: Political Advertisements:
Artificial Intelligence requires labeling of Al-generated deceptive audio, video, or images in
political advertisements. AB 2655: Defending Democracy from Deepfake Deception Act of
2024 requires social media platforms to label or remove AI deepfakes within 72 hours after
receiving a complaint.

In its antitrust lawsuit against RealPage, the government commissioned computer scientists to
analyze RealPage’s algorithm. See Kaye, Hirsch, and McCabe (2024).

Assad et al. (2021, 477) write, “One intriguing possibility is that regulators could gain access
to the underlying algorithms and training data. Such access might allow regulators to gain
insights into the design decisions behind specific algorithms, and to experiment to see how
they behave in various settings.” As noted in Chapter 5, Section A, economists and computer
scientists have developed methods to run such simulations (Calvano et al. 2020).

Lawmakers have already begun to address the risk of algorithmic discrimination. See, for
example, Colo. Rev. Stat. §6-1-1702: a developer of a “high-risk artificial intelligence system”
must use “reasonable care to protect consumers from any known or reasonably foreseeable
risks of algorithmic discrimination” arising from it.

Chapter 12

Employers use algorithms to predict whether workers will quit, become pregnant, or try to
organize a union, which can affect hiring and promotion decisions. See Holton and Allen
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(2019), who describe an algorithm calculating a “turnover propensity index” score trained
on a litany of organizational data, including Glassdoor ratings, “stock price variation, news
articles . . . regulatory or legal actions . . . number of past jobs, employment anniversary,
tenure, skills, education, gender, and geography.” Hao (2020) describes PredictiveHire’s use
of a machine learning-powered personality test using open-ended questions “meant to tease
out traits that studies have previously shown to correlate strongly with job-hopping tendencies,
such as being more open to experience, less practical, and less down to earth” Zarya (2016)
describes Castlight, an algorithm that processes employee “medical claims, pharmacy claims,
and search queries” and notifies employers of the percentage of its workforce trying to have
children; Kessler (2020) describes models that use survey responses from employees and inter-
nal company sources to score companies along a “union vulnerability index.” Aspan (2020)
explains that the company HireVue provides employers with software that scores job appli-
cants based on their tone of voice, word choice, and facial expressions during video interviews
or in recorded answers to automated questions.

On algorithmic wage discrimination, see generally Dubal (2023); Teachout (2023). Teachout
surfaces how employers like Uber “use behavioral science and massive information asym-
metries to nudge drivers to make choices” (441). For instance, Uber loads fare opportunities
before a last ride is over, exploiting a technique “where occasional rewards for doing a repeat
practice can strongly incentivize behavior,” motivating them to work harder (441). Addition-
ally, Teachout highlights the equality concerns raised by algorithmic wage discrimination
(445). See also Rieke and Bogen (2018), reporting that tools like Oracle Recruiting Cloud
help employers predict the likelihood that a candidate will accept an offer and let employers
“adjust salary, bonus, stock options, and other benefits to see in real time how the prediction
changes”

Akerlof and Dickens (1982, 307-319) study a model where cognitive dissonance leads workers
to underestimate the risk associated with their work.

Another cost-based consideration that affects hiring and promotion decisions is the likelihood
that the employee will leave after a short period of time. Employers use algorithms to predict
this likelihood (Liu 2019; Hao 2020). Yet another cost-based consideration, which may be
illegal to consider, is the likelihood that the employee will try to organize a union. Employers
use algorithms to predict this likelihood (Kessler 2020).

Employers use algorithms to predict whether workers will become pregnant (Zarya 2016).
See, for example, Unfair or Deceptive Fees Trade Regulation Rule Commission Matter No.
R207011, 87 Fed. Reg. 67413 (proposed November 8, 2022); FTC (2021).

On the concern about algorithmic discrimination based on race, sex, and other protected char-
acteristics, see Bernhardt, Kresge, and Suleiman (2021, 24); Kim (2017); Rieke and Bogen
(2018), who argue that hiring algorithms might be biased and provide the following exam-
ples: (i) tools like HireVue that grade responses using such factors as facial expression and eye
contact, vocal indications, and so on can perform poorly for women with darker skin; (ii) the
distance between the employer’s address and the worker’s home—a factor strongly correlated
with race—predicts worker attrition.

In the computer science literature, “proxy bias” is referred to as “label bias”

Some of these responses can fit under the general umbrella articulated by the recent Executive
Order on Safe, Secure and Trustworthy Artificial Intelligence, which directs the development
of principles and best practices to prevent employers from undercompensating workers, eval-
uating job applications unfairly, or impinging on workers’ ability to organize (White House
2023).

Cf. Bernhardt, Kresge, and Suleiman (2021), arguing that employers should disclose their use
of algorithms. New York City passed a law requiring companies to disclose how algorithms
influence their hiring, promotion, and wage-setting decisions. See NY.C., NY. Local Law
2021/144 §1; NY.C., N.Y. ApmIN. CoDE §20-871 (2021), requiring “automated employment
decision tools” used in New York City to first be subject to a “bias audit” where a “summary
of the results of the most recent bias audit .. . has been made publicly available” A “bias audit”
entails an “impartial evaluation by an independent auditor” for “the tool’s disparate impact”
on persons of selected protected categories as defined under 42 U.S.C. §2000e-8. N.Y. ADMIN.
CoDE §20-870. See also Weber (2024).

New York Assembly Bill 9314 requires an “annual disparate impact” analysis for any algo-
rithmic tool used by employers. NY. State Assembly Bill No. A9314, 2021-2022 Legislative
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Session (introduced February 28, 2024). New York Assembly Bill 9315 prevents employers
from using algorithms unless they have been the subject of a bias audit and the results of
such audit have been made public. NY. State Assembly Bill No. A9315A, 2023-2024 Legislative
Session (introduced February 28, 2024). The bill also requires notice to employment candi-
dates that algorithms are being used. New York City’s Al Hiring Law requires employers to
audit their algorithms—those algorithms that significantly influence hiring, promotion, and
wage-setting decisions—for potential race and gender bias, and then publish the results on
their websites. See NY.C., NXY. Local Law 2021/144 §1; NY.C., N.Y. Apmin. CopEe §20-871
(2021), requiring “automated employment decision tools” used in New York City to first be
subject to a “bias audit” where a “summary of the results of the most recent bias audit . . . has
been made publicly available” A “bias audit” entails an “impartial evaluation by an indepen-
dent auditor” for “the tool’s disparate impact” on persons of selected protected categories as
defined under 42 U.S.C. §2000e-8. N.Y. ADMIN. CoDE §20-870. The New York City law is a
disclosure law. But the disclosure may trigger enforcement actions if it reveals significant bias
in the algorithm’s decisions. See also Weber (2024); Bernhardt, Kresge, and Suleiman (2021),
arguing for “impact assessments”; Rieke and Bogen (2018), arguing that vendors and employ-
ers must be “dramatically more transparent about the predictive tools they build and use, and
must allow independent auditing of those tools”; Kim (2017), arguing for a more muscular
disparate impact doctrine.

A more extreme position would bar employers from using algorithms for making conse-
quential decisions like hiring, firing, and promotion. See Bernhardt, Kresge, and Suleiman
(2021, 23).

Chapter 13

See, for example, Denham (2020); Seitz-Wald (2024); Verma and Zakrzewski (2024), doc-
umenting a pattern of political deepfakes in elections in India, Taiwan, Moldova, and
Bangladesh.

In the TV series House of Cards, season 4, episode 7, Frank Underwood, the U.S. president,
discusses the data and algorithms that his Republican contender, Conway, brings to the race
for the White House: “Conway has a powerful gun, a search engine. And it’s powerful because
with it he can tell what you think, what you want, where you are and who you are. He can
turn all those searches into votes” (circa minute 17) (Shankland 2016). Later in the episode,
Underwood’s chief of staff and campaign manager talk to a leading data scientist about using
NSA data. The data scientist asks, “You get what? Voter data? So you know who to target?” The
campaign manager responds, “And how to target them, to influence them?” The data scientist
adds, “To brainwash them?” (circa minute 20) (Shankland 2016).

Several bills aim to prevent impersonation-by-Al See, for example, the Require the Exposure
of AI-Led Political Advertisements Act, S. 1596, 118th Cong. (2023), which amends the FECA
to require disclosure for Al-generated content used in political advertising, given the “poten-
tial for their use in exacerbating and spreading misinformation and disinformation at scale.”
The Candidate Voice Fraud Prohibition Act, H.R. 4611, 118th Cong. (2023) bars distributing
deceptive Al-generated audio impersonating the voice of a political candidate. The Protect
Elections from Deceptive Al Act, S. 2770, 118th Cong. (2023) bars distributing deceptive Al-
generated video that impersonates a political candidate. The Administration of Elections and
AT Risks Act, S. 3897, 118th Cong. (2024) requires the Election Assistance Commission to
study “how information generated and distributed by artificial intelligence technologies can
affect the sharing of accurate election information and how election offices should respond.”
United States v. Alvarez, 567 U.S. 709, 714 (2012).

United States v. Alvarez, 567 U.S. 709, 723 (citing Orwell 1949).
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