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vii

Could digital commerce and new technologies actually harm us?  Today, 
the rise of the Internet, Big Data, computer algorithms, artifi cial intelli-
gence, and machine learning all promise to benefi t our lives. On its surface, 
the online world— with the growth of price comparison websites, dynamic 
pricing, web promotions, and smartphone apps— seems to deliver in terms 
of lowering prices, improving quality, widening the se lection of goods and 
ser vices, and hastening innovation.

And yet, could it be that,  aft er the initial procompetitive promise,  these 
technologies lead to higher prices, poorer quality, fewer options presented 
to us, and less innovation in  things we care about, such as our privacy?

Our suggestions may sound heretical and counterintuitive.  Aft er all, in 
many markets, data and technology have visibly stimulated entry, expan-
sion, and competition. We do not dispute  these benefi ts. Technology and 
Big Data can be benefi cial, no doubt. However, once one ventures beyond 
the façade of competition, a more complex real ity emerges.

Th e dynamics of artifi cial intelligence, price algorithms, online trade, and 
competition lead us to uncharted ground—to a landscape that ostensibly 
has the familiar competitive attributes to which we are accustomed, and 
yet delivers far less than what we would expect.

Th e new market dynamic, new technologies, and start- ups have capti-
vated our attention and created a welfare mirage— the fantasy of intensifi ed 
competition. Yet,  behind the mirage,  there operates an increasingly well- 
oiled machine that can defy the  free competitive forces we rely on.

Our thesis concerns the implications of the rise of a new— algorithm- 
driven— power, which changes several structural and behavioral pillars that 
underpin traditional markets.

Preface
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Competition, as we knew it— the invisible hand that distributes the necessi-
ties of life—is being displaced in many industries with a digitalized hand. Th e 
latter, rather than being a natu ral force, is man- made, and as such is subject to 
manipulation. Th e digitized hand gives rise to newly pos si ble anticompetitive 
be hav iors, for which the competition authorities are ill- equipped.

Of course, we agree that the rise of Internet commerce through sophisti-
cated computer algorithms can intensify competition in ways that increase 
our welfare. But, importantly, this is not assured. Our book explores how 
the paradigm shift  can leave some of us better off , while leaving many in 
society worse off . Moreover, competition authorities may need to reassess 
and reinterpret the  legal tools at their disposal to prevent and punish  these 
unusual new forms of anticompetitive restraints. Even basic questions, such 
as “Can computers collude?” or “How much choice does the online environ-
ment off er?” may be challenging. At times, it may be diffi  cult to see beyond 
the façade of competition to the toll that the new paradigm has on us, our 
welfare, and our demo cratic ideals.

In what follows we explore  these dynamics. We consider the pos si ble use 
of sophisticated price algorithms and artifi cial intelligence to facilitate col-
lusion or conscious parallelism. We refl ect on the expansion of behavioral 
advertising and the pos si ble use of advanced technology and tracking to 
engage in “almost perfect” behavioral discrimination. Th e discussion also 
explores information harvesting and analy sis, the eff ects of intermediation 
and price comparison websites, the rise of super- platforms, and their 
“Frenemy” relationship with in de pen dent application developers.

Our exploration of  these themes raises challenging questions as to the 
true competitiveness of pres ent and  future online markets. We consider the 
limits of competition, consumer protection, and privacy law in an advanced 
algorithm- driven environment, and refl ect on the enforcement gaps and 
policy implications.

Th is book was born of a question that challenged our minds during a 
stroll along the River Th ames: “What if computers could collude?” To para-
phrase T. S. Eliot, that led us on our journey:

Oh, do not ask, “What is it?”
Let us go and make our visit.

And so we did. Our research prompted additional questions and stimulating 
discussions with competition offi  cials,  lawyers, economists, computer scien-
tists, phi los o phers, and engineers. We welcome you to the debate.



MUCH HAS BEEN WRITTEN about the transformative eff ects that recent 
technological changes have had on our society and well- being.  Th ese 

technological developments in e- commerce, computers, Big Data, and 
pricing algorithms, have no doubt changed the way we shop and commu-
nicate. Th e dynamics of online commerce have freed customers from reli-
ance on local off erings. Gone are the days when many of our choices  were 
restricted to a few local retailers who controlled which products  were placed 
on the shelves, the deals we struck, and largely the information on which 
we based our decisions. Advances in technology and changes in commu-
nications, transportation, and commerce are expected to further change 
our environment and promise to increase competition and well- being.

Our discussion in this part pres ents two contradictory themes. We be-
gin with the commonly accepted promise of the algorithm- driven econ-
omy; then we switch gear and outline its perils— its darker and less charted 
sides.

Chapter 1 explores the many alluring features of online markets and the 
promise they carry—to increase effi  ciency, competition, and ultimately our 
prosperity. Th e new economic real ity promises to be bright.

Chapter  2 looks at key technological developments— the rise of self- 
learning algorithms and Big Data that are fueling  these dynamic innovations— 
every thing from books sold on Amazon to airplane tickets on Orbitz. We 
illustrate how Big Data and Big Analytics are providing online retailers like 
Amazon a competitive advantage over brick- and- mortar behemoths like 
Walmart.

In Chapter  3 we summarize the enforcers’ typical approach to digital 
markets. We note how, given the signifi cant potential benefi ts of innovation 
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2 Setting the Scene

and technology, the rallying cries within the tech industry, and increasingly 
the antitrust circles, are that only a light regulatory hand, if any, is needed.

Having explored the “promise” of a data- driven economy, we turn in 
Chapter 4 to introduce its darker sides. Venturing  behind the façade of 
virtual competition, we question the conventional wisdom that the com-
petitive prob lems of the analog world— collusion, mono poly, and price 
discrimination— are less likely to reappear in the digital world, where rivals 
are simply a click away. As the remaining parts of this book explore, vari-
ants of  these traditional anticompetitive scenarios may develop— with a 
vengeance.
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TODAY, with a few taps on our smartphone, tablet, or computer, we can 
discover an array of products, reviews, and prices. Th e Internet has 

made our world smaller.  Aft er watching an entire season of Downton Abbey 
on Amazon Prime, you could, without leaving your home— whether in 
Oxford, Mississippi, or Oxford,  U.K.— aspire to the British aristocracy, 
buying your Barbour hunting jacket and Hunter boots from a U.K. mer-
chant, your Range Rover from a dealership several hundred miles away, 
your Rhodesian Ridgeback from a California kennel, your summer rental 
in the Lake District from a  family through Airbnb, and Words worth’s 
poems and a sketchpad from Amazon . com. You could fi nd  eager sellers on 
eBay, Fiverr . com, or one of the many tradesmen’s advice websites, and join 
a host of communities, chat rooms, and information websites. Indeed, 
you could even fi nd your  future spouse online to accompany you to your 
En glish manor, where you could post photos on Facebook to celebrate your 
elevated social status. Freed from the restrictions and the tyranny of the 
former gatekeepers— whether the local media, brick- and- mortar retailers, 
or tastemakers—we must be better off .

Th e competitive  future appears so bright  because the online data- driven 
competition has many appealing economic features. You want to travel 
next week to Las Vegas? Previously you would have gone to a travel agent 
or searched the travel advertisements in the local newspaper.  Today you 
would likely turn to search engines and price comparison websites (PCWs).

Th e Internet has a constellation of platforms to reduce the time and ex-
pense of searching the World Wide Web for what we want. Consumers are 
increasingly relying on  these platforms for purchasing decisions.1 Indeed, 
many platforms have established themselves as signifi cant players in the 
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4 Setting the Scene

distribution chain.2 Among the promises of online commerce are greater 
market transparency, effi  ciency, and ease of use. All of  these, as  we’ll see, 
should increase competition in ways that promote our well- being.

Increasing Market Transparency and Flow of Information

If you shop in a store where the products are not clearly priced, the pro cess 
can be frustrating. Transparency enables us to readily compare products’ 
price and quality and to choose the product that matches our price/quality 
requirements. Economists have long recognized that information is a key 
component in promoting a competitive market, which in turn promotes 
consumer welfare.3 Indeed, the undistorted fl ow of information is one of 
the conditions of the theoretical economic model of “perfect competition,” 
 under which consumers benefi t from lower prices, wider choice, and better 
quality.4 Market transparency, the OECD noted, “increases effi  ciency by re-
ducing customers’ search costs and allowing suppliers to benchmark their 
per for mance with that of their competitors.”5 Market transparency, besides 
helping buyers, helps sellers “to save costs by reducing their inventories, 
enabling quicker delivery of perishable products to consumers, or dealing 
with unstable demand  etc.” 6

In general, increased transparency ameliorates the prob lems of “infor-
mation asymmetries.”7 Th is is when one party knows more key informa-
tion than the other party (such as the seller of a used car who knows more 
about the car’s prob lems than the buyer).8 As the fl ow of information in-
creases and becomes more balanced, sellers and buyers are more likely to 
make educated decisions, and markets become more effi  cient.9

We oft en see the benefi ts of increased transparency when we shop online. 
Rather than trudge to diff  er ent retail stores, we can quickly search for and 
identify the par tic u lar product we want, compare prices among the major 
online and brick- and- mortar retailers, and have the item shipped to our 
home or available for pickup at a nearby outlet.  Th ere are now even compa-
nies, such as Doddle in the U.K., that have set up delivery points for a range 
of online retailers, such as Amazon and ASOS, allowing customers to pick 
up all of their online shopping in one place. Many online platforms and re-
tailers provide user reviews and other information that consumers consider 
impor tant to their purchasing decisions.10 Sellers can easily inform cus-
tomers of new products or ser vices, their characteristics, and the price. 
Customers, aware of the range of options available in the marketplace, can 
intelligently choose the option that matches their preexisting preferences.
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Lower Search Costs

Having more information and greater market transparency is not espe-
cially helpful if it takes too much time and eff ort for consumers to review 
the information. New York City has over 5,000 grocery stores.11 Grocery 
stores are oft en transparent in their prices. But consumers  don’t have the 
time to travel around town to compare prices for each grocery item. Th us 
another procompetitive feature of online markets is their ability to reduce 
users’ search costs.

Th e economic lit er a ture has long illustrated that increases in search costs 
 will likely lead to increases in the seller’s power and prices.12 Ill- informed 
customers are more likely to be subjected to higher, even monopolistic, 
pricing. When the seller’s market power is based on the presence of high 
search costs related to quality or price, reducing  those costs should, in 
theory, decrease the seller’s market power and prices.13

Online platforms can help reduce search costs for both sellers and buyers 
by facilitating information fl ow and enabling users to quickly compare a 
range of products and relevant prices.14 Th e promise of online platforms, 
including PCWs, in promoting competition lies not only in their provision 
of price information, but in several other features that support customers’ 
decision making and reduce their search costs. For example, online shop-
ping platforms provide users with interactive tools to identify the products 
or ser vices that match their preferences. Th e combination of user- defi ned 
par ameters, such as maximum price and average user rating, with a plat-
form’s own algorithms, such as matching accessories for the item that the 
consumer is considering, mean the online platform can distill for con-
sumers a far greater volume of relevant information than they other wise 
would have, enabling better purchasing decisions made more effi  ciently.15 
By reducing our search costs,  these platforms enable us to undertake 
multiple searches on multiple platforms, further enhancing the competi-
tive pressure on sellers— again, to our benefi t.

Illustrative is the launch of a price comparison website in the  U.K. 
dedicated to extended warranties. Th is information website was created 
following an investigation by the  U.K. Competition Commission that 
identifi ed a defi ciency in the availability of relevant information, which 
undermined the competitive pro cess.16

Another example is air travel. Suppose you want to fl y next Friday from 
London to Las Vegas. You can search each airline’s website for fares; but to 
lower your search costs, you can use Orbitz or another web- aggregator. 
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Indeed, some sites, such as SkyScanner, search multiple web- aggregators, 
which in turn search the web for airfares to Las Vegas next Friday. You can 
quickly determine the best fl ight, based on price or non- price  factors (such 
as length of fl ight, number of transfers, and quality of airline ser vice). You 
can also run the same search on multiple platforms (e.g., Orbitz and Kayak) 
to quickly assess airfares to Las Vegas next Friday. Th e web- aggregators 
also off er fare calendars that tell you the average prices for traveling to Las 
Vegas on other days that month.

More Entry and Expansion

A third attractive feature of online markets is seemingly lower entry bar-
riers. Customers generally benefi t when potential sellers can rapidly enter 
and exit the market without incurring signifi cant costs that they cannot 
recover elsewhere. Th e belief is that companies cannot exercise market 
power for long when entry into markets would be timely (generally  under 
two years), likely (profi table for the entrants), and suffi  cient (the entrants 
would attain suffi  cient business to prevent the exercise of market power by 
the incumbent fi rms).17 If a fi rm raises prices above, or degrades quality 
below, competitive levels, entrants and incumbents would seize the oppor-
tunity to profi t and competition would be fully restored.  Whether this is 
empirically true is another  matter.18 But  there is  little dispute that market 
power can be sustained in markets with signifi cant barriers to entry and 
expansion, and that “entry analy sis constitutes an impor tant ele ment of the 
overall competitive assessment.”19 Th us, as entry barriers signifi cantly de-
crease, so too should concerns about likely anticompetitive eff ects.

In the online world, one  doesn’t need brick- and- mortar retail outlets to 
compete. One can easily design and create a website, off er ser vices online, 
and reach customers with the help of online advertising and unbiased 
search engines. For example, you could compete against  hotels and hostels 
through the accommodations app Airbnb or Booking . com.  Th ese online 
platforms facilitate entering the accommodation market in hosting guests 
at our own residences. In the same vein, it is a lot easier for  drivers to enter 
the taxi market through a ride- sharing app, such as Uber, Lyft , or Didi 
Chuxing, than to acquire a taxi medallion or a cab.

Online platforms can facilitate a competitive market by mitigating the 
seller’s  actual (or perceived) risk and costs of entering. Th e risks of renting 
my place to a stranger may appear daunting. So platforms like Airbnb pro-
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vide information and ratings of potential guests and a “Host Guarantee” 
that reimburses eligible hosts for damages up to $1,000,000.20 In a similar 
vein, Uber provides its  drivers with a passenger rating, which is an average 
rating of  those provided by all of a passenger’s previous  drivers, which is 
not immediately available to the passenger. So for intoxicated passengers 
who vomit in the car, their chances of getting picked up are slim; they may 
not even be able to use the app.21 In providing advice, reviews, and guar-
antees, online platforms can attract individuals who would other wise be 
apprehensive about transacting with unfamiliar parties.

Online platforms can also foster entry by reducing advertising expenses. 
Suppliers who wish to advertise directly on search engines  will bid for 
search words, as on Google AdWords, and pay for any click on the adver-
tisement. Th at is an improvement over the old media model, where you 
would pay to advertise, oft en not knowing how many  people saw, listened 
to, or read your ad. Price comparison websites (PCW), which benefi t from 
economies of scale and high conversion rates, can further lower  these ad-
vertising costs and facilitate access to markets.22 Indeed, it has been re-
ported that consumers indicated that “they would only know to contact a 
few companies for any given product or ser vice, but on [PCWs] they get a 
wider range of options to choose from.”23

More Dynamic Disruption and Effi ciencies

Reducing search costs, lowering entry barriers, and increasing information 
fl ows can increase the competitive pressure to innovate.24 Th us the fourth 
promise of online markets is to promote distinct dynamic and allocative 
effi  ciencies. Th e disruptive technology—by increasing transparency and 
reducing search costs— can more effi  ciently match buyers and sellers, 
thereby promoting allocative effi  ciency. With  these online tools, users can 
quickly identify the provider or product that better matches their needs.25 
As the U.K. Offi  ce of Fair Trading (OFT) noted,26 “[t]he Internet allows for 
a much swift er search and comparison across a wide variety of choice 
 factors including price, dates, quality and location.”27

Th e rise of Big Data and Big Analytics may yield other distinct economic 
effi  ciencies. For instance, they can reduce costs by optimizing inventory 
levels; “to have the right amount of stock in the right place at the right 
time.”28 Manufacturers, distributors, and retailers can rely on sensors 
to track products and components throughout the supply chain from 
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production to point- of- sale. Moreover, online platforms can unleash eco-
nomic value on several levels. Th e sharing economy, for example, promises 
to increase effi  ciency through greater transparency and disintermediation. 
 People can immediately profi t from assets currently being underutilized— our 
cars,  houses, power tools, or spare time. As more  people rely on ride- sharing 
apps, fewer  people  will need to buy cars. Fewer cars, or individual car trips, 
mean less space devoted to garages and parking lots; space in high- rent 
urban centers like San Francisco now can be used for housing and other 
productive endeavors.

Online retailers are already employing complex pricing algorithms “that 
take into account  factors like an item’s popularity and what competitors 
are charging for it” and “data about you— such as where you live, when 
you shop, how oft en  you’ve visited the site, and what  you’ve bought in the 
past.”29  Th ese increasingly automated, digitized transactions could create 
a more transparent marketplace in which resources are allocated more ef-
fi ciently and in which the best product or ser vice, at the lowest price, tri-
umphs. Th e new market environment provides retailers with the capacity 
to better identify their customers’ needs and react to market changes with 
ever- increasing speed.

Reduction in Seller Power

Fi nally, old world antitrust prob lems seem less likely. If online markets in-
crease information fl ow, market transparency, and dynamic innovation, 
and reduce entry barriers, then sellers should have less market power, and 
monopolies should be even rarer. Importantly, the popularity of search en-
gines, PCWs, and shopping platforms like Amazon and eBay should make 
it harder for suppliers to take advantage of ill- informed customers who are 
subjected to high information costs.30 As Amazon notes, “Th e presence of 
many competing sellers on the same e- commerce site strengthens compe-
tition to provide the best off ers and prices. It also enables customers to 
easily compare competing off ers by brand, quality, price, speed of delivery 
or other attributes and select the off ers that best meet their needs.”31

Suppose you are interested in buying a par tic u lar brand of coff ee maker. 
A web- aggregator can tell you the price of that coff ee maker at diff  er ent 
online and brick- and- mortar retailers (intrabrand competition), but also 
other manufacturers’ coff ee makers, their specifi cations, features, war-
ranty, and customer reviews (interbrand competition). Th e increase in 
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both intra-  and interbrand competition can further pressure manufac-
turers and retailers to reduce prices, increase quality, and enhance ser-
vices, such as  free repairs.  Hotels, travel agents, insurance brokers, and 
other upstream providers compete on transparent platforms in which 
price, ser vice, and other variables are vis i ble to all.

Th e rise of web- aggregators in some markets has in fact led to lower 
prices and consequently lower profi t margins for upstream sellers.32 For ex-
ample, one empirical economic study found that the rise of Internet com-
parison shopping sites for life insurance reduced term life prices in the 
1990s by 8 to 15  percent and increased consumer surplus by at least $115– 
$215 million per year.33

Furthermore, with the rise of pricing algorithms, we arguably no longer 
need to worry about collusion, where competitors agree in smoke- fi lled 
 hotel rooms to fi x price, allocate markets, or reduce output. When each fi rm 
relies on its own pricing algorithm, cartels may become less stable. Indeed, 
the advance of pricing algorithms might suggest the end of cartels. Com-
puters do not exhibit trust, which is impor tant for many cartels’ success.34 
Nor is  there any collusion among the computers. “Collusion is more likely,” 
the U.S. Department of Justice noted, “if the competitors know each other 
well through social connections, trade associations, legitimate business con-
tacts, or shift ing employment from one com pany to another.”35 Pricing algo-
rithms  will not “congregate in the same building or town,” thereby having 
“an easy opportunity for last- minute communications.”36 Instead, it is oft en 
assumed that algorithms, in engaging in cold, profi t- maximizing calcula-
tions,  won’t agree with, or trust, other computers; even if they did, they would 
fi nd ways to cheat on any agreements.

Price discrimination should also be less likely. Th e collation of informa-
tion makes it easier for consumers to compare the prices of advertised 
goods— thus making it harder for sellers to selectively increase the prices 
or degrade the quality of goods.37 Armed with more information, con-
sumers become aware of the full range of substitutes, which they can take 
into account when making purchasing decisions.38

On the Path to Better Competition

With the growth of online platforms— from search engines to price com-
parison websites—we are seemingly on the road to optimizing competi-
tion. Prices should steadily decline  toward marginal cost. Fully informed 
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sellers and buyers easily enter and exit the market; such as Uber  drivers 
who are enticed by surge pricing to hop in their cars and meet the surge in 
demand.

So the rise of the digital economy can be a good  thing. Few hunger for 
1970s fashions. Why then pine for the old competitive framework, with its 
cartels, including the government- supported uranium cartels, and monop-
olies like Kodak and IBM? If online markets accelerate market forces,  we’re 
heading  toward healthier competition, where entry and exit are easier, buyers 
and sellers are numerous and better informed, prices are approaching mar-
ginal cost, and fi rms are innovating to remain relevant. Antitrust becomes 
less relevant, as monopolies and cartels are less durable. In short, the promise 
of online markets could  free us from the monopolies and gatekeepers of old 
and unleash tremendous value as resources are used more effi  ciently.
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ONLINE MARKETS have many attractive features that promise to increase 
competition in ways that improve our well- being. So what is driving 

this new economic real ity?
In this chapter we examine how self- learning algorithms and Big Data 

are providing online platforms, like Amazon . com,  a competitive advantage 
over brick- and- mortar behemoths like Wal- Mart Stores, Inc. (Walmart). 
Th is intense competitive pressure is changing the nature of retail. Many 
brick- and- mortar outlets face the real ity of adapting or losing even more 
sales. As the data arms race and shift  to pricing algorithms intensify, the line 
between online and brick- and- mortar retail  will blur.

The  Battle between Walmart and Amazon

A few years back, when you thought of market and buyer power, one re-
tailer that prob ably came to mind was Walmart.1 As many small and large 
sellers can attest, Walmart is “power ful”; its purchasing agents “can make 
you or break you.”2 One fear was that when Walmart moves in, small busi-
nesses and jobs move out, and Main Street dies.3 As a 2003 BusinessWeek 
cover story “Is Wal- Mart Too Power ful?” put it, “the more size and power 
that ‘the Beast of Bentonville’ amasses, the greater the backlash it is stirring 
among competing retailers, vendors, or ga nized  labor, community activists, 
and cultural and po liti cal progressives.” 4 Th warting Walmart’s ambitious 
expansion strategy into urban Amer i ca, the 2003 article noted, was the “in-
tensifying grassroots opposition.”5

Let us fast- forward to January 2016. Walmart announced its closing of 
269 stores globally, 154 of them in the United States.6 Why the retreat? Th e 

2

New Economic Real ity: 

The Rise of Big Data and Big Analytics
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threat was not from the grassroots progressives. Rather, the threat came 
from online commerce. Its customers increasingly “are using computers, 
tablets, and smart phones to shop online with [Walmart] and with [their] 
competitors and to do comparison shopping.”7 Many of us bring our smart-
phones to stores, to review and compare store prices with online prices, read 
online reviews, and so on.8 Th e result is that the likelihood of our purchasing 
in brick- and- mortar stores, even once we are in them, is decreasing.

Walmart is now working hard to catch up in the accelerating shift  to 
online sales. Walmart’s goal is to position itself “to win at the convergence 
of digital and physical.”9 To strengthen its e- commerce operations, in 
2015–2016, Walmart planned to spend $2 billion, far more than the $700 
million it spent on e- commerce in 2014.10

So when Walmart was slipping, who was gaining? Amazon. As one Wall 
Street analyst observed in 2015, “With  every passing year, it becomes harder 
and harder for Wal- Mart to compete with Amazon.”11 Walmart’s reve-
nues in 2014  were fi ve times greater than Amazon’s ($486 billion vs. $89 
billion). But Amazon’s stock market value as of mid-2015 had eclipsed 
Walmart’s by over $70 billion.12 Moreover, Amazon’s net sales have 
accelerated— from $34 billion in 2010, to $48 billion in 2011, to $61 billion 
in 2012, to $74 billion in 2013, to $88.9 billion in 2014, and $107 billion in 
2015.13 Amazon was the fastest com pany ever to reach $100 billion in an-
nual sales.14

Th e sentiment is that Walmart’s distributional effi  ciencies from its brick- 
and- mortar store model do not translate to the data- driven analytics and 
dynamic pricing of the online world. To illustrate the signifi cance of  these 
dynamics, and the way they aff ect competition, let us compare Amazon’s 
business practices to  those of the brick- and- mortar retailers.

First, Amazon . com has a far greater product assortment and inventory 
than any brick- and- mortar retail outlet. Amazon and third parties sell mil-
lions of unique products on the platform, across dozens of product catego-
ries.15 In 2014 Amazon sold over 2 billion products,16 and  today it sells far 
more books than any retail bookstore. Its power in books was illustrated 
by the Apple antitrust case, in which the dominant publishers complained 
of their inability to act unilaterally (or without “critical mass”) against 
Amazon’s pricing practices.17 Amazon also is expected to be by 2017 the 
largest clothing retailer. Th us even the ubiquitous retailer Gap is consid-
ering selling its clothing on Amazon’s super- platform. To not consider this 
possibility, said Gap’s CEO, would be “delusional.”18
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Second, as any retailer’s product assortment grows, so too does the 
impracticability of manually adjusting pricing.  Humans would have to 
pro cess vast reams of data to decide the price. Moreover, pricing, if done 
manually, like the clerk stamping the price on the food tins, could take 
months, if not years. Amazon uses computer algorithms that harvest per-
sonal and market data to constantly adjust its pricing for its millions of 
products. Amazon’s pricing algorithms made headlines when they led 
to an unintended escalation in price of Peter Lawrence’s book Th e Making 
of a Fly.19 At its peak, Amazon priced the book at $23,698,655.93 (plus 
$3.99 shipping).20 Notwithstanding that incident, Amazon “aggressively 
changes prices, sometimes altering them more than once per day in reac-
tion to other retailers.”21 Its algorithms can adjust prices quickly to re-
spond to changes in market conditions, including its competitors’ prices. 
Take the price of a frozen yogurt ice cream and sorbet maker, which, ac-
cording to CamelCamelCamel . com (a website which tracks Amazon’s 
prices), fl uctuated between $27.97 and $59.99.22 Some prices change dra-
matically. Amazon’s price for a ladies’ watch, for example, plunged from 
$115 to $57.50 in just a few days.23

Th ird, as Amazon and other online retailers expand their pricing algo-
rithms to other product off erings, the competitive pressure on competing 
online and brick- and- mortar retailers to use pricing algorithms  will inten-
sify. Amazon epitomizes this increasingly intense pricing- algorithm arms 
race. As one venture fund observed:

“In a world where companies like Amazon are changing price and cus-
tomer experience in real- time to optimize sales, retailers cannot aff ord 
to [be] revisiting pricing decisions on a weekly or monthly basis, and 
hope to survive,” said Scott Jacobson, Managing Director, Madrona Ven-
ture Group. “To compete, they need sophisticated technologies like Boo-
merang’s that enable instantaneous updates based on changing market 
data. Guru and his team have developed technology that helps level the 
playing fi eld, leveraging hundreds of millions of data points to help re-
tailers automate and accelerate their decision- making to drive profi table 
growth.”24

As the venture fund noted, Amazon is not alone. Boomerang Com-
merce, for example, is a market leader in the fi eld of computerized price 
optimization. Its pricing algorithms examine over 100–150 data points on 
a minute- by- minute basis in adjusting prices.25 “Amazon has hundreds of 
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millions of products with the ability to change prices  every 15 minutes,” 
the founder of Boomerang says. “Th e average retailer has far fewer items 
but only changes price  every one to three months.”26 Staples, one customer 
of Boomerang, felt the competitive pressure to use dynamic pricing: “We 
 don’t have a choice. Prices are constantly fl uctuating.”27 Th e competitive 
pressure to switch to dynamic pricing has opened a new competitive front 
between retailers. Pricing algorithms already dominate online sales in 
 hotel booking, and the travel, retail, sports, and entertainment industries— 
optimizing the price based on available stock and anticipated demand.28

Fourth, online retailers cannot simply post their products on their web-
site and expect sales to surge. Data, and importantly, the scale of data, are 
key. Companies that operate and control  these online platforms can col-
lect a large volume and variety of personal data that may have signifi cant 
value. Having control over, and being able to quickly analyze, the personal 
data can provide the platform operator a key competitive advantage. In-
deed, Amazon originally sold books as a way to gather personal data on 
affl  uent, educated shoppers.29 Also, algorithms learn through trial and 
error and fi nding patterns from a greater volume and variety of data. Am-
azon collects far more data on its users than many retailers possibly could. 
Yet more ominous for its brick- and- mortar competitors is that, as Amazon 
collects more data on its users, and as its algorithms have more opportuni-
ties to experiment (such as presenting items, suggesting other purchases), 
its pricing  will become even more dynamic and diff erentiated. Basically, 
price changes  will be quicker, product offerings  will be increasingly 
 tailored to par tic u lar users’ tastes, and price optimization  will occur.

Fift h, Amazon’s algorithms  will increasingly be pitted against other 
algorithms (rather than  humans) for pricing decisions. For example, Jet 
. com—an e- commerce site based on a subscription model— has raised over 
$200 million “to take on Amazon with a dynamic pricing model” and 
“promises to off er prices that are 10- to-15% lower than anywhere  else, in-
cluding Amazon.”30 As the industry- wide use of algorithms increases, the 
algorithms, through learning by  doing,  will better anticipate and respond 
to rival algorithms’ actions.

To better compete against online  giants like Amazon, Boomerang off ers 
its retail clients a “Dynamic Price Optimizer” as part of its main soft ware 
ser vice. Th e optimizer “starts by analyzing pricing data from a retail client 
and its competitors. But the secret sauce is its proprietary algorithms, which 
incorporate sophisticated game theory and portfolio theory models, fi l-
tering the data for almost any variable or desired outcome.”31



 New Economic Real ity 15

Sixth, some of the drawbacks of online shopping are disappearing. Some 
shoppers, for example, like the immediate gratifi cation of walking out of 
the store with the goods. Online sellers are now increasing the speed at 
which goods arrive at your door. For instance, with a subscription to Am-
azon’s Prime ser vice, consumers can now have millions of goods delivered 
to their door within a  couple of days, if not the same day.32 For an extra 
cost, some goods can be delivered within a one- hour win dow.33 With the 
ser vice now boasting dairy, chilled, and frozen products, the online pro-
vider can satisfy almost all of one’s needs.34 In addition to fast delivery or 
click and collect options, some online retailers have now invested in brick 
and mortar shops, to support their online operations.

Rise of Big Data and Big Analytics

As our Amazon example shows, Big Data and Big Analytics are increasingly 
fueling our online marketplace. Big Data has vari ous defi nitions, many of 
which are broad and inclusive.35 Although data is varied, we predominantly 
focus  here on personal data, which is generally defi ned as “any information 
relating to an identifi ed or identifi able individual (data subject).”36 Big Data 
has commonly been characterized by four Vs: the volume of data; the ve-
locity at which data is collected, used, and disseminated; the variety of in-
formation aggregated; and fi  nally the value of the data.37

Th e use of Big Data and its value have increased with the rise of Big Ana-
lytics: the ability to design algorithms that can access and analyze vast 
amounts of information. Moreover, the introduction of machine learning 
has propelled per for mance in this area even further.

Recent years have witnessed groundbreaking research and pro gress in 
the design and development of smart, self- learning algorithms to assist in 
pricing decisions, planning, trade, and logistics. Th e fi eld has attracted sig-
nifi cant investment in deep learning by leading market players.38

In 2011, International Business Machines Corp.’s Jeopardy!- winning 
Watson computer showcased the power of its deep- learning techniques, 
which enabled the computer to optimize its strategy following  trials and 
feedback.39 Since then, IBM has invested in widening the capacity and func-
tionality of the technology, with the aim of making it “the equivalent of a 
computing operating system for an emerging class of data- fueled artifi cial- 
intelligence applications.” 40

Recently, the launch of the Deep Q network by Google showcased enhanced 
self- learning capacity. Th e computer was designed to play old- fashioned 
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Atari games. Importantly, it was not programmed to react to any pos si ble 
move in the game. Rather, it relied on models that enabled it to “learn” the 
game environment through trial and error and improve its per for mance 
over time. Th e technology mimics  human learning by “changing the 
strength of simulated neural connections on the basis of experience. Google 
Brain, with about 1 million simulated neurons and 1 billion simulated con-
nections, was ten times larger than any deep neural network before  it.” 41

Deep- learning techniques have also been implemented in day- to- day 
technologies. Smart algorithms are increasingly used to support automated 
customer support, e- commerce, and online communications, and to create 
interactive experiences online. Already in 2015, the Eu ro pean Data Protec-
tion Supervisor observed, “algorithms can understand and translate lan-
guages, recognise images, write news articles and analyse medical data.” 42 
For instance, the technology has been used by Microsoft  in its Win dows 
Phone and Bing voice search;43 by Google,  Toyota, Apple, Audi, and Jaguar 
in developing “driverless” cars;44 and also in stock exchange analy sis and 
other ser vices.45

Big Data and Big Analytics have a mutually reinforcing relationship. Big 
Data would have less value if companies  couldn’t rapidly analyze the data 
and act upon it. Machine learning, in turn, relies on accessing large data 
sets. As the Eu ro pean Data Protection Supervisor observed, “Deep learning 
computers teach themselves tasks by crunching large data sets using 
(among other  things) neural networks that appear to emulate the brain.” 46 
Th e algorithms’ capacity to learn increases as they pro cess more relevant 
data.47 Th e belief is that  simple algorithms with lots of data  will eventually 
outperform sophisticated algorithms with  little data.48 Part of this is due 
to the opportunity for algorithms to learn through trial and error. Another 
is seeing correlations from big data sets.

Th us one  thing IBM’s Watson and artifi cial intelligence (AI) generally 
need in order to “do meaningful work” is data.49 Th at is why IBM acquired 
the digital and data assets of Weather Co., owner of the Weather Channel. 
Watson could analyze the volume of weather data to refi ne its algorithms.50 
Watson’s ser vices, in turn, can be sold to other parties, like insurance apps. 
Octo Telematics, for example, uses IBM’s real- time weather data “as a crit-
ical input to its driver be hav ior scoring app.”51 Octo’s  free mobile app of-
fers personalized insurance quotes based on the driver’s be hav ior.52 Octo’s 
algorithm assesses not only the driver’s speed, braking, and acceleration, 
but also “outside variables oft en directly aff ected by weather, such as road 
and traffi  c conditions, to determine driver scoring.”53  Drivers with good 
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scores, as determined by Octo’s algorithm, are rewarded with the option of 
a discounted insurance quote from a panel of insurers, which they can 
choose to accept at their discretion.  Here we see how IBM’s data- driven al-
gorithm helps its client “construct a more accurate and reliable scoring 
algorithm based on the precise weather conditions at the place and time of 
the driver’s trip.”54 We also see how insurers are migrating from historical 
data (such as the number of speeding tickets one has received in the past few 
years) to near- real- time data (how the driver performed on the icy roads 
yesterday eve ning) in personalizing insurance pricing.

Another example concerns the combination of smart algorithms with 
Facebook’s vast user base, to improve targeting of ads and promotions. In 
its annual developer conference in 2016, the com pany discussed the way 
artifi cial intelligence (AI) could interact with the rich fl ow of data from its 
users. Facebook CEO, Mark Zuckerberg, noted how “with AI and natu ral 
language pro cessing combined with  human help,  people  will be able to talk 
to Messenger bots just like they talk to friends.”55 David Marcus, VP mes-
saging products, reported how the com pany is “testing if business bots can 
re- engage  people on threads with sponsored messages.”56 Not surprisingly, 
Apple, Amazon, Google and Microsoft  are also investing in voice- activated 
digital assistants that “learn” to make decisions rather than simply follow 
instructions.57 Th e  future of instant and online communications  will 
heavi ly rely on the mutually reinforcing relationship between Big Data and 
Big Analytics.

Another recent signifi cant development concerns the ability of com-
puters to operate with limited information. Computer algorithms long ago 
solved perfect information games— like the board game checkers— where 
players know every thing that happened previously. Th e year 2015 marked 
a signifi cant advancement. Several computer scientists announced a new 
computer algorithm capable of solving extensive- form, “imperfect infor-
mation games” much larger than previously pos si ble. Th eir new algorithm 
“weakly solved” one popu lar game of poker.

Let us consider the signifi cance of such advancements. In checkers, both 
players know of all the past moves and the current state of play (based on 
where each piece is on the board). In poker the players do not have full 
knowledge of past events (the unobserved cards that the other player had 
in earlier rounds) and the current round (the unobserved cards).58 Th us 
solving the poker game is more complex, with 3.16 × 1017 pos si ble states 
and 3.19 × 1014 decision points (where a player must make a decision). Th e 
algorithm, however, computed a strategy for two- player limit Texas Hold 
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’Em poker so that it cannot be beaten with statistical signifi cance in a 
 human’s lifetime.59 For poker afi cionados,  we’ll mention that the algorithm 
confi rmed (for two- player limit Texas Hold ’Em) that the dealer has a sub-
stantial advantage, and the nondealer’s optimal strategy is more oft en to 
play than to fold.60 Th e signifi cance of this advancement lies in the com-
puter’s ability to address the “real- world” complexity of imperfect informa-
tion, unleashing the possibility for complex “ human- like” interaction and 
decision making.

Cloud Computing and the Internet of  Things

As the breadth and quality of data increase over the next de cade, the posi-
tive feedback loop between machine learning and Big Data  will accelerate. 
One contributing  factor  will be the developments in cloud computing.

Amazon’s cloud division in 2015, for example, added an Amazon Ma-
chine Learning ser vice. Amazon’s algorithms help the client fi nd patterns 
in its existing data.61 Th en Amazon creates models, which pro cess the cli-
ent’s incoming data and generate predictions. Th e models could predict 
likely fraudulent purchases, products or ser vices that might appeal to the 
client’s customer, or consumer trends. As more data is pro cessed, the pre-
dictive models are refi ned. Google and Microsoft  likewise provide as part 
of their cloud computing ser vices machine- learning algorithms to analyze 
data and predict  future outcomes.62 A positive feedback loop can ensue: 
Clients  will have an even greater incentive to collect data and use the cloud 
computing ser vices if they can obtain a competitive advantage through 
 these predictive models. And access to the many diff  er ent clients’ data  will 
improve Amazon’s, Microsoft ’s and Google’s algorithms.

Another contributing  factor  will be the “Internet of  Th ings,” that is, the 
integration of soft ware and sensors embedded in everyday objects. Th is 
technology enables machine- to- machine communication (M2M), as well 
as the collection and analy sis of information gathered through sensors.

For instance, Amazon in 2015 launched its “IoT platform,” which “lets 
connected devices easily and securely interact with cloud applications and 
other devices.” 63 Th e platform is designed to pro cess trillions of messages 
from billions of devices “and can pro cess and route  those messages to [Am-
azon Web Ser vice] endpoints and to other devices reliably and securely.” 64 
Th e research fi rm International Data Corp estimated the “global market for 
Internet of  Th ings” to nearly  triple to $1.7 trillion by 2020.65 Th e fi rm also 
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notes how technology fi rms, like Google, Intel Corp, Cisco Systems, Sam-
sung Electronics and the major telecoms such as Vodafone and Verizon, 
“are betting heavi ly on it to drive revenue and profi t in the  future.” 66 
Whereas traditional data is harvested through our interaction with online 
sellers and our digitalized environment, the Internet of  Th ings would 
widen the scope of data for the algorithms. As more products have sensors, 
the interfaces  will include anything from  house hold appliances, clothing, 
cars, and bicycles, to streetlights, airports, smart building materials, and 
 human- embedded sensors.

Emerging Trends

Th e relevance and usefulness of real- time data are becoming increasingly 
diffi  cult to ignore. Our “real” and “online” environments are converging, 
and digitalization  will seemingly track individuals before their birth to 
their death.67

 Th ese developments may improve our welfare well beyond online com-
merce. For instance, health ser vices could provide faster response and 
monitoring through automated data collection. Smart meters and appli-
ances can help optimize our electricity usage. Even our local authorities 
can optimize their ser vices by carefully collecting and using data from 
vari ous sources.68

In the context of our discussion, one distinct trend is the shift  from 
brick- and- mortar stores to online sites. We see this already with Amazon’s 
sprawling platform. E- commerce, as a percentage of total retail, is in-
creasing.69 As a recent White House report noted,

Americans are using the Internet to shop in rapidly growing numbers, 
suggesting that consumers believe they are getting a good deal on the In-
ternet, regardless of any diff erences in the pricing practices of online and 
offl  ine retailers. Th e  U.S. Census estimates that e- commerce has in-
creased from 2  percent of total U.S. retail sales in 2004 to 6  percent in 
2014. Moreover, electronic commerce revenue is currently growing at a 
rate of 16  percent per year in the United States, more than three times the 
5  percent growth rate in overall retail sales.70

You might have noticed this shift  when shopping on Black Friday in any 
of the large  U.S. retail stores. In 2015, the big  U.S. shopping day  aft er 
Th anksgiving witnessed fewer customers in many stores.  People  were 
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 already online on Th ursday buying pres ents.71 Amazon’s Th anksgiving sales 
 rose 29  percent compared with a year before.72 As the Wall Street Journal 
reported, Walmart “made the majority of its Black Friday deals available 
online in the wee hours of Th anksgiving morning— some 15 hours before 
its stores opened. So many shoppers visited Wal- Mart’s website when the 
door- busters went on sale early Th ursday, that the site was overloaded and 
checkouts  were snarled.”73

As online markets cover an ever- increasing spectrum of commercial 
activities, another noteworthy trend is how Big Data and Big Analytics can 
off er fi rms “even greater opportunities for competitive advantage (online 
businesses have always known that they  were competing on how well they 
understood their data).”74

Th e business lit er a ture highlights the following ways in which Big Data 
and Big Analytics can transform industries:

• Companies are increasingly adopting business models that rely 
on personal data as a key input. Data- driven business models, for 
example, involve multisided markets; companies off er individuals 
 free ser vices with the aim of acquiring valuable personal data to 
assist advertisers to better target them with behavioral advertising.75

• Th e four Vs of Big Data— volume, velocity, variety, and value— will 
increase, as companies undertake data- driven strategies to obtain 
and sustain a competitive advantage. Companies  will off er products 
and ser vices to harvest a greater volume of data that is not other wise 
publicly available. With the Internet of  Th ings, sensors, microphones, 
and cameras  will sweep in signifi cantly more data on  human be-
hav ior in their homes, cars, and work.76 Th e value of data may also 
come from its variety. Data fusion “occurs when data from diff  er ent 
sources are brought into contact and new facts emerge.”77 Th rough 
data fusion, companies can identify and improve their profi les of 
individuals; better track individuals’ activities, preferences, and 
vulnerabilities; and better target individuals with behavioral 
advertisements.

• As the competitive value of data increases, companies  will strive to 
acquire a “data advantage,” and thus a competitive advantage over 
rivals. Companies  will increasingly invest in computer algorithms to 
analyze the volume and variety of data. Even for publicly available 
data, velocity  will be critical— namely, getting and analyzing the 
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data quickly to outmaneuver rivals.78 Th e velocity in which data is 
generated, accessed, pro cessed, and analyzed  will accelerate,79 and 
for some applications it is now approaching real time.80

• As the velocity of generating, accessing, pro cessing, and analyzing 
data increases, the velocity of adjusting prices  will also increase. 
With online trading platforms, computers can assess and adjust 
prices— even for par tic u lar individuals at par tic u lar times— within 
milliseconds.81

• As more online sellers use AI and pricing algorithms, their rivals, to 
prevent being at a competitive disadvantage,  will feel greater pressure 
to develop “smart” pricing algorithms themselves.

• As more companies switch to pricing algorithms, algorithms  will 
increasingly determine industry pricing of goods and ser vices. Th e 
distinction between online and offl  ine pricing  will blur and eventu-
ally dis appear in many industries.

• As their industry- wide use increases, algorithms, through learning 
by  doing,  will anticipate and respond to other algorithms’ actions. 
Online trading platforms may also enable sellers to segment the 
market by using dynamic, diff erential pricing.82

• Learning from the volume and variety of our personal data, com-
puters, using AI,  will increasingly make decisions for us— with 
digital personal assistants predicting our needs and wants.

If traditional power houses like Walmart are vulnerable to the dynamic 
disruption of Big Data and Big Analytics, then arguably the competitive 
gales within the online marketplace  will intensify into hurricanes. One 
might argue that market power should be fl eeting, as the digital hand  will 
drive prices lower, and information fl ows  will raise quality levels. Th us the 
rallying cry in some circles, as the next chapter explores,  will be for a light 
regulatory hand (if any).
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IN 1998, a banking merger wave was increasing substantially the mea sures 
of U.S. national concentration. Many fi nancial institutions  were falling 

into fewer hands. Alan Greenspan, chairman of the Federal Reserve System, 
told the U.S. Senate not to worry. Th e antitrust thinking over bigness had 
evolved:

In the 1970s and 1980s,  there was a signifi cant shift  in emphasis from a 
relatively deterministic antitrust enforcement policy to one based on the 
belief ( under the aegis of the so- called Chicago School) that  those market 
imperfections that are not the result of government subsidies, quotas, or 
franchises would be assuaged by heightened competition. Antitrust ini-
tiatives  were not seen as a generally successful remedy. More recently, 
limited ave nues for antitrust policy are perceived by policymakers to 
enhance market effi  ciencies.1

Many antitrust enforcers in 1998 would have agreed. Remarkably, some 
antitrust scholars and enforcers would agree even  today— despite the eco-
nomic crisis and the  U.S. government bailing out fi nancial institutions 
that, as a result of the mergers,  were deemed too big to fail.

While jurisdictions around the world exhibit varying levels of interven-
tion, the dominant voices in competition policy over the past thirty- fi ve 
years, as this chapter explores, have advocated lighter intervention, if any, 
in many mergers and monopolies. One exception is the prosecution of 
cartels that fi x prices, allocate markets or bids, or reduce output.2

Seemingly, from the discussion in Chapters 1 and 2, a light touch ap-
proach would appear justifi ed. Governmental intervention in the online 
world appears superfl uous— markets are dynamic and competitive. New 
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Light Touch Antitrust
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online business dynamics, it is oft en argued, have changed markets for the 
better. Companies’ algorithms, fueled by the increasing fl ow of data, are 
seemingly perfect strategies to optimize profi tability.  Th ese developments 
appear to give rise to new forms of competition and commerce. Th e tradi-
tional competitive prob lems (collusion, mono poly, and price discrimina-
tion) should arguably appear infrequently in the digital world, where rivals 
are simply a click away. With price algorithms analyzing and responding in 
real time to far more market data than  humans could consider in their life-
time, we appear on course to a more dynamic marketplace.

Before delivering the DOJ a stinging defeat, the U.S. Court of Appeals 
for the Ninth Cir cuit fi rst praised the invisible hand, while condemning 
centrally planned economies (and price regulation):

Competition is the driving force  behind our  free enterprise system. Un-
like centrally planned economies, where decisions about production and 
allocation are made by government bureaucrats who ostensibly see the 
big picture and know to do the right  thing, capitalism relies on decen-
tralized planning— millions of producers and consumers making hun-
dreds of millions of individual decisions each year—to determine what 
and how much  will be produced. Competition plays the key role in this 
pro cess: It imposes an essential discipline on producers and sellers of 
goods to provide the consumer with a better product at a lower cost; 
it drives out ineffi  cient and marginal producers, releasing resources to 
higher- valued uses; it promotes diversity, giving consumers choices to fi t 
a wide array of personal preferences; it avoids permanent concentrations 
of economic power, as even the largest fi rm can lose market share to a 
feistier and hungrier rival. If, as the meta phor goes, a market economy is 
governed by an invisible hand, competition is surely the brass knuckles 
by which it enforces its decisions.3

Why the court digressed is anyone’s guess. But regulation has fallen on 
hard times. Even communist countries are now touting the  free market. Th e 
Chinese government in 2007, for example, enacted an Anti- Mono poly Law 
for “the purpose of preventing and restraining monopolistic conducts, pro-
tecting fair market competition, enhancing economic effi  ciency, safeguarding 
the interests of consumers and the interests of the society as a  whole, and 
promoting the healthy development of socialist market economy.” 4

In the United States and elsewhere, the push since 1980 has been to de-
regulate. Th e belief is that competition with a light touch enforcement of 
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competition laws yields better outcomes. As the DOJ’s Antitrust Division 
warned, “regulation can be an imperfect and very costly substitute for 
‘regulation’ by market forces. Accordingly, exceptions to the general rule 
of  free market competition, protected by antitrust enforcement, should be 
permitted only on compelling evidence that competition cannot work or 
is inimical to some overriding social objective.”5 Th us, the modern inter-
pretation of Adam Smith’s “invisible hand” 6 has been central to the 
changing attitudes  toward antitrust enforcement.

Many adherents of neoclassical economic theory assume competition to 
be “a self- initiating pro cess,”7 which, when left  alone by government regula-
tors,  will generally allocate resources effi  ciently  toward users who value 
them the most. Any com pany’s attempt to secure or maintain market power 
would likely be defeated by other well- informed profi t maximizers— either 
new entrants or existing competitors. Th e key proponents  were economists 
and  lawyers associated with the University of Chicago.8 Th ey generally as-
sumed that market participants  were rational,  were self- interested, and had 
strong willpower, that most markets  were competitive, that mergers and ver-
tical arrangements oft en created effi  ciencies, and that market forces would 
oft en defeat any attempt to exercise market power.

Th e government,  under this theory, operates outside the  free market, and 
must justify the necessity of its intervening and “displacing” competition. 
Any suggestion to improve or manage competition smacks of socialism and 
industrial policy. Government intervention should be limited to clear and 
sustained instances of market failure, of which “only explicit price fi xing 
and very large horizontal mergers (mergers to mono poly) [are] worthy of 
serious concern.”9 For some, even then, the government must proceed with 
caution. Th e spontaneous  free market forces  will eventually defeat, through 
expansion or de novo entry, this temporary market power.

 Under the Chicago School theory, the government  will oft en cause more 
harm than good. In attempting to preempt the exercise of market power, 
the government may chill procompetitive be hav ior. The concern is 
that, unlike market- created impediments, market forces may not readily 
overcome  these government- imposed impediments to competition. Th e 
greater concern around governmental intervention lies with the risk of 
false positives, which can chill procompetitive market be hav ior and which 
market forces cannot readily redress, rather than false negatives, which 
entry or expansion eventually corrects.10
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Th e Chicago School’s neoclassical economic views in  favor of removing 
or minimizing governmental restraints on the  free market took hold in the 
Reagan administration. Coinciding with the Reagan administration’s view 
of governmental institutions as a necessary evil,11 competition advocacy 
underscored how government interference likely  causes more harm than 
good, by inhibiting the market’s effi  cient allocation of scarce resources. 
Consequently, the debate among some neoclassical economists is  whether 
and when the government should intervene in certain markets.

Dynamic Markets  Will Correct Themselves

Many online industries are dynamic and fast- growing. Th e Eu ro pean 
Commission, for example, took account of the dynamic market character-
istics when it approved Microsoft ’s acquisition of Skype. In upholding the 
Commission’s decision, the General Court observed that the consumer 
communications sector was “a recent and fast- growing sector which is 
characterised by short innovation cycles in which large market shares 
may turn out to be ephemeral.”12 In such a dynamic context, the Court 
noted, “high market shares are not necessarily indicative of market power 
and, therefore, of lasting damage to competition. . . .”13

Some argue that courts and agencies should rarely, if ever, intervene in 
dynamic industries.14 Th ey claim that governmental intervention in dy-
namic economic markets  will oft en harm consumers. Th e antitrust bene-
fi ts are limited, they argue,  because online markets are so dynamic that any 
market power is fl eeting. (At times this is true, but no empirical evidence 
supports any such blanket assertion.)

Another concern is that with dynamic industries it may be hard to attack 
anticompetitive practices while preserving incentives to innovate. As one 
antitrust offi  cial noted, “Th is can mean bringing an action to prevent con-
duct that reduces innovation or it can mean declining to act where overly 
aggressive antitrust enforcement risks chilling the type of vigorous, innova-
tive competition that brings long- term benefi ts to consumers. In this regard, 
we recognize that when innovation leads to dynamic effi  ciency improvements 
and a period of market power, it is not a departure from competition, but it 
is a par tic u lar type of competition, and one that we should be careful not to 
 mistake for a violation of the antitrust laws.”15 Th is is especially sensitive for 
antitrust scrutiny of product designs.16 Some, like one FTC commissioner, 
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argue for a very light touch: “Although I am not arguing that antitrust has 
no place in technology markets, with a statute as elastic as Section 5, I think 
the Commission  ought to tread extremely lightly in that space. Other wise, it 
runs a serious risk of chilling innovation in what are arguably some of the 
most impor tant industries in our economy.”17

Refl ections

Th e Chicago School has not infl uenced the EU competition policy to the 
same extent it has infl uenced U.S. policy. Even in the United States, the 
Chicago School— before the recent economic crisis— had begun losing its 
luster. But aside from cases of collusion, the common wisdom that con-
tinues to emerge is that the costs and harms of regulatory intervention in 
online industries  will oft en exceed the benefi ts. As one FTC commissioner 
observed, “Where the Chicago School tends to advocate a hands off  ap-
proach based on an over- riding concern about false positives, one could 
characterize the post- Chicago scholars as counseling a ‘light touch.’ ”18

 Because online markets fueled by pricing algorithms should increase 
competition by lowering search costs and entry barriers, and increasing in-
formation fl ows and market transparency, market power is transient.

Th us, it is argued that most online markets should not possess the char-
acteristics that make antitrust intervention (or regulation) necessary. Any 
claims for antitrust or regulatory intervention should be treated with sus-
picion. Th e intervention  will likely be unnecessary and harm consumers, as 
its aim  will be to protect fi rms in the old economy from the new economy.

While the algorithm- driven economy may herald the decline of “tradi-
tional” competition, the era of machine learning fueled by Big Data  will 
unleash greater effi  ciencies that improve our welfare.

Of course, we accept and acknowledge  these benefi ts. But once we look 
beyond the shiny outer layer, the emerging online markets reveal several 
signifi cant dangers. Accordingly, it may be too soon to celebrate the op-
timal competitive order. We may want to wait with the champagne, at least 
for a while.
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BIG DATA and technological innovations are neither good, bad, nor neu-
tral. As  we’ll explore, their nature depends on how fi rms employ them, 

 whether their incentives are aligned with our interests, and certain market 
characteristics.  We’ll see that at times, Big Data and Big Analytics can pro-
mote a competitive online environment where we benefi t. However, we 
cannot uncritically assume that we  will always benefi t. When we critically 
examine the complex algorithm- driven environment, we witness the im-
perfections of the new market dynamics. Th us, the risks to our well- being 
are greater than many would admit.

Controlled Ecosystems: The Truman Show

New technologies are changing the dynamics of competition as we know it 
and are giving rise to a new environment, which displays the characteristics 
of competitive markets but is driven by diff  er ent forces. Th e good old invis-
ible hand of competition, which safeguarded our welfare when we shopped 
in our local fruit market, is being displaced by the digitalized hand.

Th ink of the 1998 American movie Th e Truman Show— a controlled en-
vironment which is nothing more than a façade, but has the potential to 
deliver relative joy to its subjects. Th e main benefi ciary, of course, is the one 
who controls the ecosystem. Likewise, some online markets may appear to 
be subject to ordinary  free market forces. We, like Truman, may think that 
 we’re ordinary consumers with ordinary lives with unremarkable pur-
chases. We have no idea about how, and the extent to which, we are being 
exploited.

4

Looking beyond the Façade of Competition
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On a consumer level, we are entering the age of datafi cation, which in-
volves “taking all aspects of life and turning them into data.”1 In a data- driven 
economy, sophisticated players  will strive to improve their capacity to mon-
itor our online and offl  ine activities, accumulate data, target us during key 
purchasing opportunities, and react to changes with ever- increasing speed.

Using sophisticated algorithms, companies are engaging in data mining, 
data trade, pattern recognition,2 demand estimation, and price optimiza-
tion.3 Our be hav ior and preferences trigger individualized promotions, all 
meant to help us make the right choice.4 But right for whom?

The Cost of  Free: Data as Currency

With the rise of Big Data and Big Analytics, fi rms  will not merely passively 
track us. Instead, as one White House report noted,  there is the “growing 
potential for big data analytics to have an immediate eff ect on a person’s 
surrounding environment or decisions being made about his or her life.”5 
As the Eu ro pean Data Protection Supervisor observed, “Governments and 
companies are able to move beyond ‘data mining’ to ‘real ity mining’, which 
penetrates everyday experience, communication and even thought.” 6 
Increasingly our identities, both personal and professional, are  shaped 
through online media— Facebook, Twitter, WhatsApp, and LinkedIn, to 
name but a few. Indeed, such is the perceived importance of  these media 
platforms that we deploy, at times, sophisticated means to shape our per-
ceived selves.7

 Today, data is the currency which provides us with “ free” online ser vices 
and an advanced Internet environment. For  these media outlets to be avail-
able, a price is paid. We accept the “cost” of “ free.” We are not surprised to 
receive targeted promotions, coupons, and ads. We expect our web searches 
to deliver the right results, swift ly. We have come to expect the benefi ts that 
fl ow from this tracking and harvesting.

Yet, increasingly, we have concerns that the “cost” is now too high, and 
that we have lost control over it. Many of us do not know what data is col-
lected about us, how it is being used, when, by whom, and for what pur-
pose. Indeed, we have increasingly expressed concern as to the invasion 
of privacy from the tracking, harvesting, and use of our personal data. It 
has been reported that over “90   percent of Americans feel  they’ve lost 
control over how their personal information is collected and used on the 
Internet.” 8
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 Th ese privacy concerns  will intensify. Th e digitalization of information, 
our increasing reliance on smart technologies, and the growth of online 
markets have signifi cantly increased the volume and variety of available 
data. Our information, the data, serves as a valuable commodity that trans-
lates into targeted advertisements, sales, and money. Lots of money. It is 
therefore no surprise that companies are investing many resources into 
harvesting and analyzing such data, and many power ful tech fi rms, as  we’ll 
see, view privacy protection technologies as a threat.  Th ese trends create 
new gatekeepers and new forms of market power. Th ey may also give rise 
to new forms of anticompetitive be hav ior that reduce our welfare.

Anticompetitive Dynamics

Subsequent chapters identify how the rise of sophisticated computer algo-
rithms and the new market real ity can signifi cantly change our paradigm 
of competition for the worse— with more durable forms of collusion (be-
yond the reach of enforcers), more sophisticated forms of price discrimi-
nation, and data- driven monopolies that, by controlling key platforms (like 
the operating system of your smartphone), dictate the fl ow of your personal 
data, and who gets to exploit you.

Th e scenarios below are not conjectural. Competition agencies are al-
ready grappling with the scenarios we identify. Offi  cials from the United 
States, U.K., France, and Germany, citing our earlier work, have publicly 
recognized the potential harm from  these scenarios and question the 
adequacy of their current enforcement tools.9 Many enforcers have also 
privately shared with us the concern that their tool kit at times  will be in-
adequate to prevent and redress the harm.

Collusion: From Smoke- Filled  Hotel Rooms to Vapor- Filled Data Centers

As we saw in Chapter 2, industries are shift ing from a pricing environment 
where store clerks stamped prices on products, to dynamic, diff erential 
pricing where sophisticated computer algorithms rapidly calculate and up-
date prices. At times dynamic pricing is good— one example we explore is 
“smart” parking meters in San Francisco. But as pricing shift s from  humans 
to computers, so too  will the types of collusion and behavioral exploita-
tion in which companies may engage. Part II considers a classic antitrust 
mainstay— cartels—to explore the shift  from a world where executives 
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expressly collude to one in which computers facilitate collusion. We illus-
trate how in some markets, the industry- wide use of pricing algorithms, 
rather than increasing competition, may result in us paying more for goods 
and ser vices.

Approaching Perfect Behavioral Discrimination

Part III takes us in a diff  er ent direction, to a market where the prices and 
products you see diff er from  those off ered to your neighbors, relatives, 
friends, and families living on the other side of town. Companies collect 
data about you and track your be hav ior to better predict what you are like-
lier to buy and how much you are willing to spend.  Here we  will see the 
expansion of behavioral advertising and price discrimination across online 
markets. We consider the means by which companies might approach, but 
not achieve in the near  future, perfect behavioral discrimination, and the 
pos si ble anticompetitive eff ects that may follow.

As part of our discussion of discrimination we also consider the emerging 
role of intermediates, such as price comparison websites. We saw in Chapter 1 
how  these platforms can promote customers’ decision making and intensify 
competition among suppliers. But we  will consider in Part III how  these 
price comparison websites, in changing the competitive dynamics, may, at 
times, actually harm consumers with fewer choices and higher prices.

Frenemy Dynamics

A growing, and seemingly appealing, part of the online marketplace is  free 
goods and ser vices. Th e proliferation of  free mobile apps seemingly bene-
fi ts consumers (as well as advertisers, smartphone manufacturers, mobile 
carriers, and in de pen dent application developers) by reducing search costs 
and increasing demand.

Part IV involves the dynamics of “Frenemy”— where a relationship of both 
competition and cooperation exists between the super- platforms and in de-
pen dent apps. We consider the world of mobile and tablet operating systems, 
in which two super- platforms— Apple’s iOS and Google’s Android mobile 
soft ware platforms10— dominate mobile phones. Each super- platform, like a 
coral reef, attracts to its ecosystem soft ware developers, apps, and accessory 
makers.

We refl ect on the rise of super- platforms and the way in which they foster 
a mix of competition and interdependence among market participants. 
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Firms cooperate to extract data from individuals and promote asymmetrical 
information fl ows to foster behavioral exploitation, while si mul ta neously 
competing among themselves over the consumer surplus. Extraction and 
capture may be viewed from an evolutionary perspective: a den of lions co-
operates to circle the gazelle and they then compete over which of them gets 
the choice cuts. Th ey all benefi t from the combined eff ort, yet the dominant 
lion gets the best cut, which further enhances its power.

Pos si ble Intervention

Th e three core dynamics discussed above are not always easy to trace. Mar-
kets may on their surface appear competitive— but  these dynamics can 
progressively hinder our autonomy, livelihood, and welfare. In other words, 
despite the mirage of ordinary competitiveness, the emerging online markets 
 will at times reduce, rather than increase, our well- being, as the competitors’ 
pricing algorithms tacitly collude in a transparency- enhanced environment, 
price discriminate, or collectively extract our personal data and compete over 
how best to capture our wealth.

In this real ity, in which algorithms and data pools provide the founda-
tion for pos si ble unilateral, coordinated, and Frenemy be hav ior, is the “in-
visible hand” still a  viable concept?

As we  will show, markets may be dynamic but still be dominated by a 
few fi rms. In this controlled ecosystem, the traditional signposts of greater 
 free competition— notably market transparency, entry, and choice— may 
be merely a mirage.

Th e common competitive ideal is that we would want many companies 
to compete to provide the best products and ser vices. But if the critical re-
source at this point is data— not merely to target advertising, but also to 
optimize the products and ser vices themselves— the fi rms with the most 
data are not merely in the best position to dominate their own sectors— 
they are also poised to take over adjacent fi elds. Further, to the extent that 
such fi rms compile po liti cally sensitive information about users, and me-
diate their experience of content, they are also power ful po liti cal actors. 
With that in mind, careful intervention may be necessary to remedy 
market failure and promote customer welfare.

From our experience, having mentioned pos si ble intervention, we ex-
pect a roar of dismay (or outrage) from some stakeholders. Indeed, some 
of the dominant tech players work hard through vari ous channels to cap-
ture and frame the debate— confl ating criticisms of the means by which 
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they increase their profi tability with criticisms of technology itself, and 
characterizing  those criticisms as a threat to innovation, investment, and 
competition.

 Needless to say, our aim is not to argue in  favor of intervention per se. 
But the anticompetitive eff ects we identify can be signifi cant and durable. 
 Th ere is no reason to tolerate  these market failures simply  because they 
occur in the new digital economy.

So where exactly does this leave us? Is competition law salvageable, or is 
it simply a relic of a predigital economy? Or, perhaps paradoxically, is the 
less technocratic, more po liti cal competition law of American antitrust 
prevailing in the mid- twentieth  century the right direction for current 
policymakers to travel? Part V addresses several means by which govern-
ments may address the concerns raised in this book. It outlines the pos si ble 
costs and benefi ts of intervention and the ability to fi ne tune instruments to 
improve the competitive landscape.

Importantly, our scenarios of pos si ble collusion, behavioral discrimina-
tion, and Frenemies do not challenge innovation, technology, and effi  cien-
cies. Our aim is to go beyond the slogans and myths and examine the 
relative costs and benefi ts of  these phenomena, and to highlight the eff ects 
that current and  future dynamics may have on our welfare. Th e mirage of 
competition  will compound, rather than solve, the prob lems we identify 
and worsen, rather than improve, our well- being. Competition offi  cials with 
their current tools can fi x some but not all of the prob lems. Regulation should 
no longer be a dirty word. Smart regulation, in a data- rich world, may prove 
quite benefi cial.

Food for Thought

Beyond the “laissez- faire competition good, regulation bad” refrain, chal-
lenging questions await us. For instance—is the algorithm price the com-
petitive price, or merely a fi ction created by the digitalized hand? Turning 
to a famous economist, Friedrich  A. Hayek, we inquire  whether the 
emergence of super- platforms— companies that dominate the digital 
landscape— could indicate a monumental shift   toward the attainment of all 
knowledge. Platforms’ sophisticated computer algorithms could increas-
ingly determine the competitive market price. Data collection by leading 
platforms like the car- sharing app Uber, and super- platforms like Google, 
Apple, and Amazon, could create an economy which, for all purposes, is 
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planned not by bureaucrats or CEOs, but by the technostructure. If so, a 
subsequent question arises: if private fi rms can harness Big Data and Big 
Analytics to eff ectively set prices, can governments use the same tools to 
monitor industry prices, or even determine a competitive price? If Uber, 
which  doesn’t own any cars or employ any  drivers, can determine prices, 
why  can’t the government?
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WHEN  HUMANS ARE PROSECUTED in the United States for price fi xing, they 
generally go to jail. What happens with the rise of pricing algorithms, 

when competitors’ computers fi x prices (or help fi x prices)? We explore this 
issue  here.

Th e antitrust community is accustomed to com pany executives fi xing 
prices, allocating markets and bids, and reducing output. Th e fi lm Th e 
In for mant! dramatizes  these real- life executives who  every year conspire 
around the world to fi x prices and reduce output. Cartels are generally 
regarded in the antitrust world as “no- brainers.” Th e cartel agreement, 
even if unsuccessful, is typically condemned as per se illegal— being anti-
competitive by object. Th e executives and companies have few, if any,  legal 
defenses. And in the United States, among other jurisdictions, the guilty 
executives are oft en thrown into prison.

Cartel agreements are not always easy to establish and maintain. Neo-
classical economic theory would suggest that many cartels are unstable as 
they are susceptible to distrust, cheating, or detection. Yet empirical obser-
vations suggest that in practice cartels are more durable than neoclassical 
economic theory posits.1

So why do fi rms collude? Oft en  because it is easier than competing. By 
agreeing to raise or stabilize prices, companies earn greater profi ts. In al-
locating markets, each cartel member can dominate its territory without 
fear of its competitors entering.

 Humans have for many years been the moving force  behind  these price- 
fi xing activities; they have deci ded to what extent they should increase 
prices, reduce output, allocate bids and markets, or eliminate other par-
ameters of competition. Th ey may meet yearly or even monthly as the cartel 

PART II

The Collusion Scenarios
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adjusts its activities.  Humans have colluded on every thing from turtles2 to 
packaged ice3 to rare banknotes.4 To deter cartels, the United States “has 
steadfastly emphasized the importance of individual accountability and 
stiff  corporate fi nes.”5 Despite rising fi nes, prison sentences, and attrac-
tive leniency programs, cartels persist.6

So, as more fi rms and industries migrate to pricing algorithms, does that 
spell the end of classic cartels, or does it create new ways to collude?

In this part we consider the role played by algorithms in facilitating car-
tels and illegal activity. Our focus goes beyond a  simple collusion story 
in which the co- conspirators use computers to support their cartel ac-
tivity. Rather, our interest is in new dynamics that could widen the circum-
stances in which anticompetitive activity may take place.

We note how Big Data and Big Analytics—in increasing the speed of 
communicating price changes, detecting any cheating or deviations, and 
punishing such deviations— can provide new and enhanced means to 
foster collusion. Th e danger  here is not express collusion where computers 
limit competition through “agreement” or concerted practice, but more 
elusive forms of collusion, achieved through subtler means, which do not 
amount to a hard- core cartel, and are beyond the reach of the law. Altogether 
we consider four scenarios in which computer algorithms may promote 
collusion.

Th e fi rst scenario— Messenger— concerns  humans’ agreeing to collude 
and using computers to execute their  will. Th is is a  simple extension of 
 human  will— the use of the IT environment to enhance existing collusion. 
 Under this scenario,  humans collude. Th ey use computers to assist in im-
plementing, monitoring, and policing the cartel or to facilitate information 
exchange and signaling; in the United States and elsewhere, they go to jail 
if caught.

Our second scenario— Hub and Spoke—is more challenging.  Here we 
consider the use of a single pricing algorithm to determine the market price 
charged by numerous users. In this framework, a cluster of similar vertical 
agreements with many of the industries’ competitors may give rise to a 
classic hub- and- spoke conspiracy, whereby the algorithm developer, as the 
hub, helps orchestrate industry- wide collusion, leading to higher prices.

Th e third scenario— Th e Predictable Agent—is even more challenging. 
It explores how we are shift ing from a world where executives expressly col-
lude in smoke- fi lled  hotel rooms, to a world where pricing algorithms act 
as predictable agents and continually monitor and adjust to each other’s 
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prices and market data. In this new world,  there is no collusive agreement 
among executives. Each fi rm unilaterally adopts its own pricing algorithm, 
which sets its own price. Th e result is algorithm- enhanced conscious 
parallelism—or as we call it, Tacit Collusion on Ste roids.

Fi nally, we consider the most challenging collusion scenario— Digital 
Eye. Th e computers, in learning by  doing, determine in de pen dently the 
means to optimize profi t. Artifi cial intelligence operating in enhanced 
market transparency leads to an anticompetitive outcome, with no evidence 
of any anticompetitive agreement or intent. In this scenario we may not 
even know when something is amiss. In the end, we may think the mar-
kets, driven by  these technologies, are competitive. And yet,  we’re not ben-
efi tting from this virtual competition.
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5

The Messenger Scenario

We  will not tolerate anticompetitive conduct,  whether it occurs in 
a smoke- fi lled room or over the Internet using complex pricing 

algorithms. American consumers have the right to a  free and fair 
marketplace online, as well as in brick and mortar businesses.

— Bill Baer, U.S. Department of Justice, 2015

UNDER OUR FIRST collusion scenario, Messenger,  humans are the mas-
ters who agree to collude and map out the cartel. Th e computer algo-

rithms are the messenger, which the cartel members program to help ef-
fectuate the cartel and monitor and punish any deviation from the cartel 
agreement.

From an enforcement perspective, this is a no- brainer. Competition law’s 
concept of agreement can be applied straightforwardly. Prosecutors, with 
suffi  cient evidence of the  humans’ agreement or concerted practice,  will 
have  little diffi  culty in condemning the use of computers to facilitate the 
cartel.

To illustrate: in a classic cartel, executives from rival fi rms secretly agree 
to fi x prices, allocate markets or bids, or reduce output.1  Here, the executives, 
 aft er secretly colluding, leave it to their computer algorithms to monitor and 
enforce the illegal agreement.

Th e advancement of computer technology enables forms of collusion 
that are just as pernicious and anticompetitive as the cartels of yesteryear. 
It made the news in 2015 when the DOJ warned antitrust  lawyers, econo-
mists, and scholars of the illicit use of complex pricing algorithms. Th e 
DOJ charged members of a price- fi xing scheme involving posters sold 
through Amazon Marketplace. David Topkins and his coconspirators 
 adopted specifi c pricing algorithms that collected competitors’ pricing in-
formation for specifi c posters sold online and applied the sellers’ pricing 
rules. Th e competitors used the computer algorithms with the goal of 
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coordinating changes to their respective prices2 for the sale of their 
posters.3 Th e cartel began as early as September 2013. Topkins pled guilty.

Th e ongoing DOJ investigation into price fi xing in the online wall décor 
industry led to a price- fi xing charge against Daniel William Aston and 
his U.K.- based com pany.4 Assistant Attorney General Bill Baer of the DOJ’s 
Antitrust Division commented that “U.S. consumers deserve competitive 
markets when they shop online,” and that the DOJ “ will continue to pros-
ecute conspiracies that subvert online competition.”5

Another recent example of illicit use of computer algorithms was the 
major fi nancial fi rms’ manipulation of benchmark interest rates. In May 
2015, fi ve banks— Citicorp, JPMorgan Chase & Co., Barclays PLC, the 
Royal Bank of Scotland plc, and UBS AG— all pled guilty to felony charges 
of conspiring to manipulate the price of U.S. dollars and euros exchanged 
in the foreign currency exchange spot market.6 Th e DOJ described how 
traders at Citicorp, JPMorgan, Barclays, and RBS— self- described members 
of “Th e Cartel”— used for fi ve years an exclusive electronic chatroom and 
coded language to manipulate benchmark exchange rates.7 Th e new U.S. 
attorney general noted how the steep fi nancial penalties “should deter com-
petitors in the  future from chasing profi ts without regard to fairness, to 
the law, or to the public welfare.” 8 Th is is optimistic, given the limited suc-
cess that steep fi nes have had in curbing such be hav ior.9

Also illustrative is a Greek competition authority investigation into the 
use of IT systems to facilitate anticompetitive practices. In 2010, the Greek 
Hellenic Competition Commission fi ned Carrefour Marinopoulos €12.5 
million for a number of infringements, including resale price maintenance 
(RPM).10 Th e practice, which is illegal  under EU competition law, was de-
tected within Carrefour’s franchise network.11 In its decision, the Compe-
tition Commission emphasized the role played by Carrefour’s joint IT 
system in facilitating the infringement. Th is system, “which formed an 
integral part of the [franchise] network,”12 allowed the franchisor to mon-
itor any deviations by franchisees from its recommended resale prices, 
“with the sole purpose of appraising the ‘appropriateness’ of such retail 
prices in relation with the total pricing policy of the network.”13 Moreover, 
the Competition Commission added, the nature of the IT system in ques-
tion “rendered the management of prices by the franchisees diffi  cult and 
time- consuming in practice, thereby facilitating price rigidity.”14

An earlier example of the use of computers to facilitate collusion is the 
DOJ’s civil Airline Tariff  Publishing case.15 Th e United States alleged that 



 The Messenger Scenario 41

the defendant airlines used their computerized fare dissemination ser vices 
to freely negotiate among themselves supracompetitive fares in multiple 
markets. No one questioned that the defendants’ computerized fare dis-
semination system had a procompetitive purpose in supplying travel 
agents with basic information about airline fares for specifi c routes. How-
ever, the antitrust risks arose when the defendant airlines also used this 
system as a forum to exchange information that was of limited or no use to 
consumers, but was impor tant to the other airlines in communicating and 
agreeing upon supracompetitive fares.

Th e DOJ asserted that the defendant airlines essentially signaled their 
concurrence in or disagreement with entreaties to raise fares and/or elimi-
nate discounted fares through the First and Last Ticket Dates. Essentially, 
the defendant airlines communicated among themselves relatively costless 
proposals to change fares through  these footnote designators with First and 
Last Ticket Dates. Th ey employed sophisticated computer programs to pro-
cess all this fare information, which enabled them to monitor and analyze 
their competitors’ responses to current and  future fares on certain routes. 
 Th ese negotiations at times would link fare changes among diff  er ent routes, 
and would continue for several weeks  until all the airlines had indicated 
their commitment to the fare increases by fi ling the same fares in the same 
markets with the same First Ticket Date. Likewise, the airlines used the 
Last Ticket Dates in connection with the footnote designators to commu-
nicate proposals to eliminate discounted fares currently being off ered to 
consumers. Not only did this computerized fare dissemination system en-
able the defendants to negotiate higher fares, it importantly enabled them to 
verify that such fares would stick, and to signal retaliatory mea sures against 
any airline that did not go along with specifi c fares for specifi c routes.16

In a modifi ed scenario of this case, the airline executives could agree 
broadly not to compete along certain routes and program their computers 
to ensure that each airline was allocated its set of customers, to monitor any 
deviations, and to react automatically to any defections. Importantly, the 
computers  here are used to execute the task that they  were set, using pre-
loaded data and  orders. While faster than their creators, the computer 
algorithms refl ect— and are limited by— the amalgamation of  human in-
structions. Th e computers simply help execute the  humans’ anticompetitive 
agreement.

 Th ese examples illustrate the way in which computers may be used to 
facilitate and monitor anticompetitive agreements. Collusion, however, 
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may at times be established through weaker forms of communications, 
which do not give rise to an agreement yet are still condemned  under anti-
trust laws.  Here as well, computers and algorithms may play a role as the 
executors of  human  will— for instance, for the exchange of information or 
signaling between companies.17

All in all, from an enforcement perspective, the Messenger collusion 
scenario is relatively straightforward. Th e illegality inheres in the agree-
ment or collusion among  humans. So, while pricing algorithms facilitate 
the illegal be hav ior, the noteworthy conduct can be analyzed through a 
“ human” prism. Th us, executives who agree to fi x prices cannot blame 
their computers.

At the administrative level, competition enforcers can rely on the case law 
involving an illicit agreement or concerted practice and use the concept of 
“object”18 or “per se” illegality to establish violations and impose fi nes on 
the companies.19 Th e computers’ failure to eff ectuate or monitor the agree-
ment does not aff ect the agreement’s illegality.20 Th e stronger the evidence of 
an anticompetitive agreement in the Messenger scenario, the less the need 
for evidence of intent to establish the concurrence of  wills or the agreement’s 
purpose.

The Algorithm as an Intermediary

From a  legal perspective, the use of computers to help execute the cartel’s 
tasks does not change the “ human” prism. Th e use of algorithms facilitates 
tasks which  humans would other wise execute. Although the  legal implica-
tions are the same— namely, that  humans are guilty if they agreed to fi x 
prices— the technology shift  may have an impor tant psychological impact 
on prospective colluders.

Th e computer, by increasing the distance between the  human and the 
illegal day- to- day activity, can reduce the guilt of wrongdoing. Executives 
who fi x prices oft en fi nd excuses for their criminal be hav ior.21 By using 
computer algorithms to fi x prices, rather than secretly meeting and com-
municating with the other coconspirators, executives  will likely feel less cul-
pable. Th e computer, in serving as an intermediary, may help individuals 
wash their hands of the illicit conduct.

To explain how the presence of an intermediary may facilitate such 
actions, we enter the area of behavioral experiments, which explore the 
issue of distancing in decision- making.
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One famous example— and the basis for Peter Gabriel’s song “Milgram’s 
37 (We Do What  We’re Told)”22—is Stanley Milgram’s electric shock ex-
periments.23 You might have seen the black- and- white videos24 in which 
the test subject and a confederate of the experimenter  were told that the 
experiment tested the eff ects of punishment on memory. To determine 
their assigned roles, the confederate and test subject drew lots, which  were 
rigged so that the test subject always received the teacher role. Th e teacher- 
participant then administered a test in which the confederate- learner was 
to memorize word pairs. Each time the confederate- learner answered in-
correctly, the teacher- participant was to administer an electric shock to the 
learner. A “shock generator” had thirty clearly marked voltage levels, 
ranging from fi ft een to 450 volts, with designations from “Slight Shock” to 
“Danger: Severe Shock.” Two switches  aft er the last designation  were simply 
marked “XXX.” Unbeknownst to the teacher- subject, the confederate was 
not actually receiving electric shocks. Th e confederate- learner gave stan-
dardized responses. In one variation of the experiment, the confederate- 
learner pounded on the wall of the room in which he was bound to the 
electric chair  aft er the 300 volt shock was administered. Th e teacher- subject 
could hear the pounding. Th ereaft er, the learner no longer responded; 
the experimenter instructed the teacher- subject to treat the absence of a 
response as a wrong answer, and to continue with the experiment. As the 
experiment continued, the teacher- participant was told to administer in-
creasingly intense shocks to the now nonresponsive confederate- learner, 
even to the levels marked “XXX.”  Th ese experiments actually sought to 
mea sure at what voltage level the teacher- participant would disobey 
and refuse to continue with the experiment. Milgram varied the situa-
tional  factors to determine the extent to which they altered the degree of 
obedience.

Before his famous experiment, Milgram asked college students, psychi-
atrists, and  middle- class adults for their predictions. No one predicted 
that the experiment participants would administer shocks above 300 volts. 
Nearly all the subjects, they predicted, would disobey the experimenter, 
only 4  percent of the subjects would administer 300 volts, and only a path-
ological fringe (about one in a 1,000) would administer the highest shock 
of 450 volts.25 Th ey  were wrong. In his primary experiment, all forty sub-
jects administered shocks up to 300 volts (when the learner- confederate 
pounded on the wall), and twenty- six subjects complied  until the end and 
administered 450 volts.
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Milgram’s experiments highlight the importance of situational  factors in 
explaining how ordinary blue- collar workers and white- collar professionals, 
contrary to their own expectations, administered a lethal dosage of 450 volts 
to an unresponsive, possibly dead, fellow test- subject.

One situational  factor is to create opportunities for the diff usion of re-
sponsibility or abdication of responsibility for negative outcomes. Milgram 
ran the same experiment but changed certain conditions. In one variation, 
the teacher- participant administered only the test, while a confederate ad-
ministered the shock for  every wrong answer. In this situation, the degree 
of compliance was even higher: thirty- seven of the forty participants pro-
ceeded to the highest voltage level. Greater compliance may also be attrib-
utable to the reduced salience, as the teacher- participant was not directly 
administering the shock.

Two other variations of Milgram’s experiment demonstrate the impact 
of increased salience on compliance. When the confederate- victim was 
in the same room as the teacher- participant, fewer teacher- participants 
administered the maximum voltage; compliance was even less when the 
teacher- participant had to force the victim’s hand onto a shock plate.26

Let us consider the implications of Milgram’s studies on computer- 
assisted collusion. Would the use of an intermediate algorithm increase 
the willingness to collude?

 People generally perceive indirect harms as less problematic than direct 
harms.27 Th us, price fi xing may already appear less problematic and be 
easier for cartel members when they do not deal directly with the end cus-
tomer, such as cartels for intermediate manufactured goods and ser vices.28 
Cartels’ perceived illegality  will be further diminished if computers, rather 
than  humans, monitor and punish any deviations from the cartel agree-
ment. Moreover, as we  will see with the next scenarios of collusion, price 
fi xing may be easier to defend when the competitors’ algorithms not only 
monitor and punish any deviations, but tacitly collude.

Refl ections

We see how computers, in facilitating communications, monitoring for any 
cheating and punishing any defections, may help  humans collude. We also 
note how the use of the computer as an intermediary could weaken the in-
dividual’s sense of illegality and, in so  doing, further facilitate the illegal 
activity.
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It is, however, impor tant to remember that just as computers may be 
used to facilitate cartels, they may also be used by individual companies to 
execute more aggressive competitive be hav ior. For instance, they may pro-
vide a sophisticated tool in the hands of a maverick fi rm which would in 
fact destabilize cartel activity.

We thus return to the heart of the Messenger scenario: algorithms may 
facilitate collusion when such is the desire and intention of their operators. 
As messengers, algorithms are neither a negative nor positive force; rather, 
they are a technological extension of the  human  will.
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HAVING CONSIDERED the “ simple” Messenger scenario, we next consider 
instances in which computer algorithms are used as the central “hub” 

to coordinate competitors’ pricing or activities. While the competitors do 
not directly contact or communicate with each other, the overall impact of 
the practice is akin to horizontal collusion.

Traditional Hub and Spoke

Hub- and- Spoke conspiracies are not unique to the online environment or 
antitrust.  Aft er all, both cocaine and price- fi xing cartels may be facilitated 
by such arrangements.  Th ese conspiracies, as one court described, take 
form when “a central mastermind, or ‘hub,’ controls numerous ‘spokes,’ or 
secondary co- conspirators.”1 Th e spokes each “participate in in de pen dent 
transactions with the individual or group of individuals at the ‘hub’ that 
collectively further a single, illegal enterprise.”2 A common example is 
where the mastermind recruits diff  er ent coconspirators to carry out the il-
legal enterprise’s vari ous functions, such as procuring the guns, stealing 
the get- away car, laundering the money, and so on.

Th e coconspirators need not communicate with, or even know, each 
other. As the U.S. Supreme Court noted, “an unlawful conspiracy may be 
and oft en is formed without simultaneous action or agreement on the 
part of the conspirators.”3 But to show a single hub- and- spoke conspiracy, 
rather than multiple in de pen dent conspiracies,  there must be a rim:  there 
must be some overall awareness of the conspiracy and that “each defen-
dant knew or had reason to know of the scope of the conspiracy and . . .  
reason to believe that their own benefi ts  were dependent upon the success 
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of the entire venture.” 4 In a hub- and- spoke price- fi xing conspiracy, the 
competitors who form the wheel’s spokes must be aware of the concerted 
eff ort to stabilize prices. An easy case is where the hub “has not only com-
mitted to vertical agreements, but has also agreed to participate in the 
horizontal conspiracy.”5

Courts have long recognized the existence of hub- and- spoke price- fi xing 
conspiracies. Oft en the hub operates at one level of the market structure, 
coordinating a pricing- fi xing agreement among competitors at a diff  er ent 
level, the spokes.6 In the Interstate Cir cuit case,7 for example, a movie the-
ater owner approached each movie distributor individually, told each 
movie distributor of the contemplated conspiracy, told each movie distrib-
utor that the other movie distributors would be invited to join the con-
spiracy, and said that cooperation of all eight distributors was essential 
for the conspiracy to work. By giving their consent to the conspiracy and 
agreeing to participate in it, both the movie theater owner (the hub) and 
the eight movie distributors (spokes)  were liable.

Let us now consider the hub’s active involvement in the collusion.8 Th e 
Eu ro pean Commission condemned such active support and enabling prac-
tice as part of its investigation into the manipulation of the LIBOR. Th e 
Commission condemned the hub in this case (U.K.- based broker ICAP) for 
its “serving as a communications channel between a trader of Citigroup 
and a trader of RBS and thereby enabling the anticompetitive practices 
between them.”9 In the U.S. e- books case, Apple and fi ve large book pub-
lishers  were held liable for conspiring to raise the prices of e- books, and in 
par tic u lar the price of new releases and New York Times bestsellers.10 Th e 
Apple case is illustrative of the potential power of platforms and their 
ability to distort competition. Th e use by Apple of an agency agreement 
and wide parity clauses11 served to facilitate the publishers’ collective 
(and collusive)  action.12

Algorithm- Fueled Hub and Spoke

With this overview of traditional hub- and- spoke conspiracies, we now ex-
plore instances where a computer algorithm executes the “hub” function 
to facilitate collusion among competitors.

Suppose each competitor in a local market sees the shift  to dynamic 
pricing. But creating and refi ning the algorithms are too expensive. So 
each competitor outsources its pricing to an upstream supplier’s pricing 
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 algorithm. Th e competitors do not interact directly with each other, yet they 
all use the upstream supplier’s pricing algorithm.  Here we face an industry- 
wide use of a single algorithm, which competitors use to determine the 
market price or react to market changes. As a result, the market be hav ior of 
the competitors could be “magically” aligned, when they all use a similar 
“brain” to determine their price strategy.

It is impor tant to note how the algorithm- fueled hub and spoke diff ers 
from our fi rst scenario— the Messenger— which considered the computer 
as a mere extension of the  humans’ illegal agreement. In an algorithm- 
driven hub and spoke, the computer does not merely execute the  orders of 
 humans; rather, it is the competitors’ use of the same pricing algorithm that 
stabilizes prices and dampens competition.

It is also impor tant to distinguish between the traditional hub and spoke 
conspiracy, in which the immediate aim is horizontal collusion, and each 
vertical link is in furtherance of that aim, from an algorithm- driven hub 
and spoke. Th e latter may, of course, be the result of an intentional attempt 
to dampen competition, but it may also occur due to unintentional align-
ment and use of similar algorithms to monitor prices. In other words, 
collusion may be the consequence, but not necessarily the original aim, 
when each competitor opts for the same third- party pricing algorithm.

Our focus is therefore on instances in which the use of a single algorithm 
as a hub would lead to a de facto alignment among rivals that dampens 
competition. One example is when many competitors outsource their pricing 
to a third- party vendor. Indeed, as pricing has become more dynamic and 
data- driven, companies are increasingly relying on third- party vendors.

Take, for example, the pricing ser vices provided by one of  these 
vendors— Boomerang Commerce. Th is third- party vendor’s “platform 
analyzes over 100 discrete data points per SKU, including competitors’ 
prices” to help “retailers re- price millions of products in real- time.”13 Boo-
merang “makes soft ware that online retailers use to evaluate competitors’ 
pricing on similar goods, and then analyze a variety of  factors to decide 
when to match prices, or drop them lower or push them higher than a 
competitors’.”14 Among Boomerang’s customers are Staples, Sears, and 
Groupon Goods.15 Boomerang also promotes how its clients can avoid an 
algorithm- fueled price war:

A new upstart, Jet . com, is building an online product cata logue with 
30 million- SKUs and has pledged to underprice Amazon. What does 
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this mean to you? An opportunity to take control of your pricing, and 
turn a destructive “Race to the Bottom” pledge into a level playing fi eld 
where you can compete.

Amazon’s pricing machine  will surely match Jet . com’s aggressive 
prices to prevent customer churn. For retailers, blindly matching prices 
is not an answer. Top 100 retailers are utilizing Boomerang’s innovative 
pricing technology to develop real- time pricing strategies to compete and 
grow profi ts.16

No one accuses Boomerang or its clients of fi xing prices. But let us develop 
a potential case:

Suppose Staples uses Boomerang to price its online offi  ce supply prod-
ucts. What are the implications if Staples’ competitors also decide to use 
Boomerang’s price optimization soft ware? Each competitor can claim that 
it never intended to fi x prices; rather, it was too costly or time- consuming 
to in de pen dently develop the pricing algorithm and collect the needed 
market data. Moreover, as Boomerang enlists more offi  ce supply retailers 
as clients, its pricing algorithm  will likely improve as it has more data and 
greater opportunities to experiment with prices and recalibrate. Quite 
simply, as more retailers use Boomerang, its self- learning pricing algorithm 
has more data to refi ne its pricing strategies for each client. Any algorithm 
that a smaller retailer could in de pen dently develop would likely be inferior 
to Boomerang’s. Th us, each retailer would have in de pen dent business jus-
tifi cations for using Boomerang’s pricing ser vices, as its algorithms are 
smarter with more data and opportunities to experiment.

But if each major offi  ce supply retailer delegates its pricing to the same 
vendor, and if the vendor promises in its advertising materials to maximize 
profi ts, then surely each retailer knows that the vendor’s pricing algorithms 
 will make use of its own and its rivals’ information in assessing prices. Each 
competitor would surely be aware that using the same third- party pricing 
vendor would likely infl uence market conditions.

Th us, we start to see the shape of a traditional hub- and- spoke conspiracy, 
where each retailer provides the hub with data and pricing authority, 
knowing that its rivals are  doing the same. Th e vendor’s pricing algorithm 
does, in fact, use the market information it collects from each retailer in de-
termining the optimal prices for each retailer’s products. Prices stabilize as a 
result, and the retailers’ and algorithm vendor’s profi ts increase. Each com-
petitor might have in de pen dent business justifi cations for electronically 
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sending its data to a third- party pricing vendor. But the competitors also 
recognize that  doing so collectively  will likely increase prices and their 
profi ts. So an algorithm- fueled hub- and- spoke conspiracy arises when com-
petitors outsource pricing to a “similarly minded” or identical algorithm.

Uber’s Hub and Spoke

Another algorithm- fueled hub- and- spoke conspiracy may involve plat-
forms, which bring together sellers and purchasers. When the platform’s 
algorithm sets the price and many competing operators agree to use the 
platform’s price, that too may dampen horizontal competition.

To illustrate the possibility of the hub setting the price for its spokes, 
 we’ll consider Uber Technologies Inc.’s online platform for car ser vices. Ba-
sically, Uber connects  drivers and passengers in over 300 cities, using a 
single pricing algorithm to set the price for car ser vices in each city.17

For  those unfamiliar with Uber’s success story, in mid-2015 Uber was 
valued close to $51 billion. To put this into perspective, only two venture 
capital– backed private start- ups had ever surpassed a $50 billion valuation: 
Uber and Facebook. And Uber reached this valuation two years faster than 
Facebook.18

Th is rise in value and usage echo the signifi cant benefi ts the online plat-
form provides. Passengers  don’t have to wait in line for a cab (or try to hail 
one). Th ey obtain full information on available rides and fares; and oft en 
the fare is less than that of traditional taxi companies. Th is— coupled with 
reduced search costs, and information about the driver’s availability, dis-
tance, and rating— has fueled Uber’s success. In addition, by linking a large 
number of users and  drivers— some part- time,  others full- time— the plat-
form can promote a more effi  cient use of resources.

And yet the success story is not all rosy. Uber has its critics. Concerns 
have been raised over the nature of the relationship between Uber and its 
 drivers and the responsibility the com pany should have for their welfare 
and actions.19 Fairness concerns have also been raised. Critics argue that 
Uber avoids the costs of safety and other regulations that traditional taxi 
companies incur, and thus enjoys an unfair competitive advantage.20

For our purposes,  we’ll focus on another dimension— namely, the auto-
mated price- setting by Uber’s algorithm.

We approach this discussion with care. Having used Uber and its com-
petitor Lyft  many times, we value the ser vice. Indeed, on a busy day in 
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London or New York, such applications oft en off er commuters a cost- 
eff ective alternative. With  these benefi ts in mind, we consider how a hub- 
and- spoke model could,  under certain conditions, generate a completely 
diff  er ent market dynamic.

Uber’s algorithm has been referred to as an “algorithmic mono poly” as 
it may mimic a perceived competitive price rather than the true market 
price.21 Uber’s  drivers typically do not negotiate discounts with customers. 
Instead,  under its “[n]o cash, no tip, no hassle” policy, Uber’s algorithm 
sets the price and automatically charges the passenger’s credit card on fi le.22 
Uber takes between 20 and 25  percent of the fare; the driver gets the rest.23 
Uber’s dynamic pricing algorithm provides passengers a baseline standard 
fare, which increases when consumer demand in a location exceeds the 
supply of available  drivers.24 For example, during a New York snowstorm, 
some rides on Uber cost 8.25 times more than normal.25 Controversially, 
the algorithm was also reported to have implemented signifi cant surge fees 
of up to four times the normal rate when demand for rides escalated in the 
midst of a hostage situation in downtime Sydney. Uber  later apologized 
and refunded the charge.26

Th us, Uber’s algorithm determines for hundreds of competing  drivers 
the base price for the trip, when to implement a surge price, for which areas, 
for how long, and to what extent. Granted, the customer can compare the 
Uber price to alternatives (such as taxis or other car ser vice platforms like 
Lyft ), but as more customers and  drivers rely on Uber’s platform, one may 
won der what eff ect its algorithm could have on the market price.

To illustrate, let us suppose Uber is the dominant car ser vice platform 
in Nashville. Let us also assume taxis, for vari ous reasons, are not a signifi -
cant competitive restraint. What, if any, competition is left ? Uber  drivers 
do not off er discounts, as Uber’s pricing algorithm determines the fare. Nor 
 will Uber  drivers necessarily compete by off ering better ser vice. One study 
of Uber and Lyft   drivers found that they “distanced themselves from one 
another by checking other  drivers’ locations on the map so that they did 
not compete with each other for passenger requests. When  drivers desired 
a break but did not want to turn off  their driver applications to benefi t from 
an hourly payment promotion, they parked in between the other ride-
sharing cars in order not to get any requests.”27 So, as more  people use 
Uber in Nashville, more  drivers  will likewise gravitate to Uber’s platform, 
which further reduces users’ wait time, increasing Uber’s appeal.  Unless 
passengers switch en masse to another platform, Uber’s algorithms  will 
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have greater market power to set the price (including surge pricing) and 
increase profi ts.  Drivers  won’t complain as they get 75 to 80  percent.

Enforcement Challenges

Th e above scenarios illustrate the dangers when many competitors rely on 
a common algorithm. Higher prices are the likely outcome. To be clear, a 
single vertical agreement by itself may not necessarily be anticompetitive 
and does not necessarily refl ect an attempt to fi x market prices. Th e con-
cern arises when a cluster of similar vertical agreements within a market 
gives rise to a classic hub- and- spoke conspiracy. Rivals end up using the 
same algorithm (the hub), which thereby soft ens competition and leads to 
higher prices.

From an enforcement perspective, one must appreciate the vertical rela-
tionship at the heart of the hub- and- spoke category and the challenges it 
raises. Th e pricing vendor Boomerang, for example, does not compete with 
its retail customers, such as Staples; nor does Uber compete with its  drivers. 
To establish a conspiracy, it is not enough for information to fl ow through 
the hub. Th e parties should be aware of the likely eff ects of the fl ow of in-
formation. Intent to communicate the information through the hub, and 
situational awareness by the recipient of that information are required.28

In the case of Eturas and  Others, the Court of Justice of the Eu ro pean 
Union was considering a pos si ble hub- and- spoke conspiracy facilitated by 
an online system.29  Th ere, an administrator of an online travel booking 
system posted a notice on its system declaring a newly implemented tech-
nical restriction that imposed a cap on discount rates.30 Th e Court held that 
travel agents who knew the content of the message sent via the system could 
be presumed to have participated in an illegal collusion  unless they pub-
licly distanced themselves from that message or reported it to the admin-
istrative authorities. It emphasized the signifi cance of establishing the 
travel agents’ awareness of the message.31

Similarly, in the United States, competition authorities may use evidence 
of intent to assess the nature of the agreement (i.e., is it purely vertical or is 
it eff ectively a horizontal agreement among competitors?), its likely com-
petitive consequences,  whether to categorize the conduct as a hard- core of-
fense, and  whether to prosecute civilly or criminally.32

In applying this case law to our algorithm- fueled hub- and- spoke sce-
nario, it seems likely that in determining antitrust liability, courts in the 
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United States and the Eu ro pean Union  will likely consider the fi rms’ in-
tent in using the algorithms, that is,  whether they: (1) intended a clearly il-
legal result, such as agreeing to fi x prices, or (2) acted with knowledge that 
illegal results, which actually occurred,  were “probable.”33

No doubt if the algorithm is specifi cally designed to facilitate collusion 
among the users, we would have the classic hub- and- spoke conspiracy.34 
Th e motivation in developing the algorithm would satisfy the intent and 
awareness conditions and pave the way for a fi nding of illegality.

From an enforcement perspective, also noteworthy is the fact that the 
hub- and- spoke structure may support a more stable cartel due to the role 
played by the hub and the use of computerized systems. When the hub sets 
the price and monitors market information (including the activities of the 
competing spokes), it may be more diffi  cult, if not impossible, for any cartel 
member to “cheat” on the agreed price.

Th e algorithm as a hub serves as a commitment device. Given the logistics, 
the spokes may not know when to discount, for which products, or the mag-
nitude of the discount. Th at is why the rivals delegated pricing to the hub in 
the fi rst place. So the hub—as the central pro cessor in collecting industry 
data and setting prices— can reduce distrust among competitors; each knows 
that the  others are also entrusting their pricing to the same algorithm, whose 
aim is to maximize profi t.

But what about instances in which the algorithm is not designed to fa-
cilitate collusion, but may nonetheless tamper with the market price? Could 
it then be deemed to have the object to restrict competition?

Consider again Uber’s algorithm and its use by all  drivers. If the  drivers 
in de pen dently agreed among themselves to charge the same base rate (or 
surge rate), they would be guilty of price fi xing. Yet in the case of Uber a 
vertical agreement is pres ent between the hub (the algorithm developer) 
and the spokes (the Uber  drivers).  Aft er Uber entered Nashville, the 
fi rst few  drivers who joined Uber’s platform— while agreeing to use the 
algorithm— did not necessarily agree to fi x the prices for taxi ser vices. 
But what about the  later  drivers, who sign up  aft er Uber dominates the 
local Nashville market? If  these  drivers understood that, by joining Uber, 
they all would receive the same rate and the same percentage of any mono-
poly profi ts, have they essentially become a hub- and- spoke conspiracy?

Th at remains unclear. As  these online platforms’ size and power increase, 
competition authorities  will face challenging  legal issues as to the algo-
rithms’ pos si ble manipulation of the perceived market price and the liability 
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of  drivers and the platform. While the eff ects on the market may resemble 
horizontal collusion, the conditions for establishing a hub- and- spoke con-
spiracy may be absent. True, the parallel use of the same algorithm may give 
rise to concern. Yet  whether it is suffi  cient to facilitate a fi nding of illegality 
remains to be seen.35

Interestingly, one federal district court in 2016 refused to dismiss a pri-
vate antitrust complaint against Uber’s CEO and  drivers for generating 
“supra- competitive prices” through their agreement to use the Uber pricing 
algorithm.36 As Judge Rakoff  aptly noted, “Th e advancement of technolog-
ical means for the orchestration of large- scale price- fi xing conspiracies need 
not leave antitrust law  behind.”37 Th e antitrust complaint overcame the fi rst 
 legal hurdle. It must next survive summary judgment.

If Uber and its  drivers are found to have engaged in a hub- and- spoke 
conspiracy, then they are liable regardless of the cartel’s  actual eff ects. It 
does not  matter  whether the algorithm’s pricing was reasonable or lower 
than the prevailing taxi fares.

And yet, when prices off ered by the platform are lower than the substi-
tutes, it is hard to justify intervention. In other words, should courts fi nd 
illegality even when the platform improved ser vices and lowered price?

Still, over time, as the platform gains power, the comparative benchmark 
may no longer refl ect the competitive price. A competition authority  will 
likely have a hard time identifying the tipping point when the  legal use of 
a common algorithm becomes a conspiracy.  Aft er all, the fi rst retailer who 
uses Boomerang’s pricing algorithm and the fi rst driver on Uber’s platform 
in a new city are not guilty of price fi xing. Nor is  there necessarily a hub- 
and- spoke conspiracy when the second or third driver joins Uber. At what 
point does the algorithm become the central hub to facilitate collusion?

Another challenge concerns the properties of a given algorithm. A com-
petition authority may fi nd it cumbersome, and at times impossible, to 
delve into the heart of an algorithm to establish  whether it is designed in a 
way that would lead to, or may lead to, exploitation. Machine learning is 
an ongoing pro cess. Th e algorithm used last year may not resemble the one 
used  today.  Unless the competition agencies discovered evidence of a clear 
anticompetitive design, their analy sis would shift  from a “per se illegal” 
standard to a “Rule of Reason” standard.  Under this standard, the compe-
tition authority must establish the likely adverse eff ects of  these vertical 
agreements in a properly defi ned antitrust market. Unlike the per se illegal 
standard, the defendants can off er procompetitive justifi cations for using 
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the pricing algorithm. If any anticompetitive harm would be outweighed 
by the practice’s procompetitive eff ects, then the practice is lawful. Such 
analy sis is typically costly, time- consuming, and complex. Nor is the 
analy sis always objective or the outcome predictable. Th us the appetite to 
pursue such rule of reason cases is diminished.38

Refl ections

When competitors use the same pricing algorithm, the illegality of  these ar-
rangements  will oft en be murky. If  there is strong evidence of anticompeti-
tive intent, then the agency can prosecute the participants using the familiar 
hub- and- spoke conspiracy law. Absent this evidence, however, the common 
use of the same algorithm raises diffi  cult enforcement and policy challenges.

First, as illustrated above, identifying the tipping point from  legal use of 
an algorithm to anticompetitive use may be challenging.

Second, the stability of  these schemes and their susceptibility to entry 
may be diffi  cult to establish. Consider again our Uber example. On the one 
hand, the use of the hub to set prices via a common algorithm and the cen-
tralized payment system support a stable environment.  Drivers are likely 
to lack the incentive and ability to undercut the common price. On the 
other hand, if competitive alternatives restrain the platform and its sellers 
from raising prices or degrading quality, then the antitrust risks lessen.

Th is tension leads us to the third enforcement challenge— identifying the 
point at which the platform or sellers obtain market power and the hub’s al-
gorithm can and likely  will increase prices. Market power should be assessed 
while taking note of social biases, users’ inability to pro cess complex infor-
mation,39 limited switching patterns, usage of apps, and access to platforms.

We cannot predict the competitive dynamics of some markets or the 
competitive pressure to which the leading platforms are subjected. Th e 
ability of entrants to thwart any hub- and- spoke conspiracy is hotly debated 
in the conferences and workshops we attend. It is hard to obtain clear infor-
mation about the extent to which users multihome and use cross- platform 
comparison sites, and  whether this could curtail the power of the leading 
platform. When time is at a premium, do users simply opt for the leading 
default platform?40 Moreover, as we  will explore  later, network eff ects can 
make the big platforms even bigger and more power ful. When that hap-
pens, the platform’s price eff ectively becomes the market price, which 
means higher prices for us all.
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THE LAST TWO CHAPTERS explored the shift  from a world where executives 
expressly collude in smoke- fi lled  hotel rooms to where they still collude 

but use computer algorithms to help execute their illegal agreement (Mes-
senger), or to serve as the hub in their Hub- and- Spoke conspiracy. We now 
shift  to the “twilight” world of virtual competition, where the industry- wide 
use of pricing algorithms leads to higher prices, without any clear or implied 
 human anticompetitive agreement.

 Aft er explaining how greater transparency can facilitate the phenomenon 
known as tacit collusion, we explore our third collusion scenario, Predict-
able Agent.  Here we consider how each fi rm unilaterally creates an algo-
rithm but knows that the industry- wide use of pricing algorithms  will facili-
tate tacit collusion. Th e competition authority lacks evidence of an illegal 
agreement but has evidence of anticompetitive  intent. We refl ect on  whether 
this suffi  ces to deter and punish tacit collusion.

Transparency, Competition, and Tacit Collusion

Greater transparency, as we saw in Chapter 1, can foster competition, as it 
lowers our search costs in assessing the prices each seller charges. But 
greater transparency,  under certain market conditions, can also lead to a 
unique phenomenon known as tacit collusion, which lessens competition. 
As  we’ll see, this phenomenon can harm consumers to the same extent as 
the price- fi xing cartels we saw in Chapters 5 and 6.

So what is tacit collusion? In its judgment in Brooke Group Ltd. v. Brown & 
Williamson Tobacco Corp., the United States Supreme Court gave the fol-
lowing description:

7
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[T]acit collusion, sometimes called oligopolistic price coordination or 
conscious parallelism, describes the pro cess, not in itself unlawful, by 
which fi rms in a concentrated market might in eff ect share mono poly 
power, setting their prices at a profi t- maximizing, supracompetitive level 
by recognizing their shared economic interests and their interdepen-
dence with re spect to price and output decisions and subsequently uni-
laterally set their prices above the competitive level.1

Importantly, the conditions for tacit collusion, as several economists have 
noted, “need not involve any ‘collusion’ in the  legal sense, and in par tic u lar 
need involve no communication between the parties. It is referred to as 
tacit collusion only  because the outcome (in terms of prices set or quan-
tities produced, for example) may well resemble that of explicit collusion 
or even of an offi  cial cartel.”2 Accordingly, tacit collusion diff ers from 
express collusion, where the competitors’ employees actually agree to fi x 
prices, reduce output, or allocate markets. More importantly, express 
collusion is illegal, whereas the parallel be hav ior, which may stem from 
tacit collusion, is  legal.3

To illustrate tacit collusion, let us consider Martha’s Vineyard, which at-
tracts U.S. presidents and vacationers  every summer. Th e plaintiff s are the 
summer residents, angry at unjustifi ably high gasoline prices.4 Th e defen-
dants operate four of the nine gas stations on Martha’s Vineyard. Th e de-
fendants’ prices exceed prices at gas stations on nearby Cape Cod by an 
average of fi ft y- six cents per gallon.5 So why is gas so expensive? Must it be 
 because the defendants are colluding?

Not necessarily. As both the trial and appellate court found, the retail 
gasoline market on Martha’s Vineyard has “features that make it suscep-
tible to eff orts by gas stations to sustain supra- competitive prices.” 6 First are 
the high entry (and regulatory) barriers for anyone seeking to open another 
gas station on the island.7 No bridges connect with the mainland;  drivers 
rely on a ferry. Second, consumer demand is inelastic, meaning “customers 
 will not buy much less gas when prices rise,  because they cannot choose to 
drive farther away to get cheaper gas.” 8 Th ird, gasoline is a homogeneous 
good, “so consumers decide where to buy it based mostly on price and con-
ve nience, leading competing gas stations to prominently post prices.”9

On Martha’s Vineyard, like most other places, gas prices are highly 
transparent. You see the posted price as you drive by. But the transparency, 
the First Cir cuit noted, helped cause the high prices: it “lets competitors 
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know and respond in real time to one another’s prices, allowing them to 
catch price ‘cheaters’ and to follow price ‘leaders.’ ”10 With only nine gas sta-
tions on the entire island, they can, through conscious parallelism, reach 
the same anticompetitive outcomes as a cartel:

[E]ach station can easily monitor and respond to the prices of the  others. If 
one station drops its price in order to attract more business, the  others can 
quickly drop their prices in response. Th e original “cheater” benefi ts very 
 little from undercutting its competitors’ prices,  because when any one of 
them drops its prices the competitors can match the price before many cus-
tomers respond to the incentive. And all of the stations suff er a decrease in 
profi t margin. Conversely, a station acting as a price “leader” risks  little by 
raising its price  under such market conditions. Other stations are likely to 
follow, given the possibility of higher prices and profi t margins for all. If for 
some reason the competitors do not follow the increases, the leader can 
easily drop its price again to match the other stations so quickly that few 
customers are lost to lower- priced competition. Knowing  these features of 
the market, each gas station owner is likely to reach its own in de pen dent 
conclusion that its best interests involve keeping prices high, including fol-
lowing price changes by a price “leader” (if one emerges), in confi dence that 
the other station  owners  will reach the same in de pen dent conclusion.11

Of course, if the four gas station  owners got together and agreed to fi x gas 
prices, then that constitutes express collusion, which is per se illegal. Th e 
defendants would be civilly liable and criminally prosecuted. But the Mar-
tha’s Vineyard gasoline market is an oligopolistic market that is highly 
conducive to tacit collusion.12  Here the defendants, given the market condi-
tions and high transparency, could achieve the same end as a cartel (namely 
higher prices and profi ts) without the illegal means (namely agreeing among 
themselves to fi x prices).

So without suffi  cient evidence of an agreement among the competitors, 
the plaintiff s’ antitrust claims failed. Th e plaintiff s’ evidence was entirely 
consistent with conscious parallelism, where each gas station owner simply 
followed the price leader. Th at is  legal.

To demonstrate the dynamics under lying tacit collusion, suppose one 
morning one of the  owners decides to reduce the price she charges for gas-
oline. She does so with the hope of attracting more customers and in-
creasing overall profi ts. Indeed, such a strategy embodies competitive 
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markets. Yet our oligopolistic market has all the characteristics required for 
tacit collusion. As a result, the other gas station  owners— upon observing 
the price reduction— will retaliate by reducing their prices. Th ey do so to 
prevent customers from shift ing their business to the discounting gas 
station. At the day’s end, each competitor, as well as our original discounter, 
sells the same amount of gasoline, but at a lower price, making less profi t. 
Th e discounter, along with her competitors, learns through experience how 
the market is characterized by interdependence.  Every time any owner tries 
to undercut the  others’ price, the  others  will match that price cut. In other 
words, no one profi ts by discounting.

Th is discovered interdependence not only reduces the incentive to 
discount; it increases their incentive to follow a price increase. Th is is so 
 because  under the market conditions, when one competitor raises the 
price of gasoline, the  others know that if they do not follow the price in-
crease, the price leader  will eventually drop the price, so as not to lose 
many customers. In other words, if they choose not to follow the price in-
crease, they all forgo the extra profi ts from the price increase. Th e interde-
pendence between the gas station operators therefore supports a gradual 
increase in price and leads to a new equilibrium above competitive levels.

Indeed, the defendant gas stations’ interdependence was strong: they 
held gas prices on Martha’s Vineyard steady or raised them while the cost 
of gasoline at  wholesale declined.13 Th eir profi ts  were abnormally high. 
Th ey based their gas prices, not on their cost, but on the actions and ex-
pected actions of the other stations on Martha’s Vineyard. And their 
market shares  were stable over time.

Importantly, the  owners could charge high prices without any formal or 
informal illegal agreement among themselves. Th e equilibrium was the 
result of a rational, unilateral decision by each competitor.14

 Here the competition authority is stuck. Th e outcome of tacit and ex-
press collusion is the same— namely steep prices. But for tacit collusion, 
 there is no agreement. Th us, the ser vice station  owners profi t from the oli-
gopolistic market dynamic.

So why would fi rms expressly collude, when they can avoid antitrust 
liability (and incarceration) by tacitly colluding? Recall that for tacit 
collusion to be sustained, a few key conditions must be pres ent. One key 
condition is that the market is suffi  ciently transparent that its few com-
petitors can “promptly and confi dently” observe each rival’s “signifi cant 
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competitive initiatives.”15 When “the terms off ered to customers are rela-
tively transparent,”16 the risk of tacit collusion increases in concentrated 
industries with homogeneous products and inelastic consumer demand. 
Each competitor has “the ability to know how the other members are be-
having” and can “monitor  whether or not they are adopting the common 
policy.”17 Th e Eu ro pean Commission explains how markets need to be suf-
fi ciently transparent to allow the coordinating fi rms to monitor to a suffi  -
cient degree  whether other fi rms are deviating by lowering prices, off ering 
secret discounts, increasing product quality or capacity, or trying to win 
new customers:

When evaluating the level of transparency in the market, the key ele ment 
is to identify what fi rms can infer about the actions of other fi rms from 
the available information. Coordinating fi rms should be able to interpret 
with some certainty  whether unexpected behaviour is the result of devi-
ation from the terms of coordination. For instance, in unstable environ-
ments it may be diffi  cult for a fi rm to know  whether its lost sales are due 
to an overall low level of demand or due to a competitor off ering particu-
larly low prices.18

For tacit coordination to be sustainable over time, one Eu ro pean case 
notes, “ there must be an incentive not to depart from the common policy 
on the market.”19 Companies must be able to eff ectively retaliate when a 
competitor seeks a relative advantage by discounting. Th e retaliation must 
be “suffi  ciently likely and costly to outweigh the short- term benefi ts from 
‘cheating’ on the collusive path.”20 In addition, to sustain tacit collusion, 
potential competitors or customers should not be in a position to jeopar-
dize the results expected from the common policy. One would therefore 
expect that buyers cannot exert buyer power, are unlikely to change their 
purchasing powers, and the market in general is characterized by high 
entry barriers.21 (But, as evidenced by the cartels in turtles and packaged 
ice, even markets with low entry barriers can be cartelized.)

Th us, tacit collusion requires certain market conditions. Absent  these 
conditions, parallel be hav ior should ordinarily not occur. As we illustrate 
below, as market participants increasingly rely on pricing algorithms, they 
 will change the market conditions. One risk is that the changed market 
conditions can widen the instances in which tacit collusion may occur.
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The Predictable Agent

To explore how algorithms can foster tacit collusion, we turn to our third 
scenario, the Predictable Agent, where each fi rm programs its algorithm 
with a strategy to maximize profi ts. Th e algorithm, among other  things, is 
programmed to monitor price changes and swift ly react to any competi-
tor’s price reduction. Th e algorithm is also programmed to follow price 
increases when sustainable, that is, when  others follow in a timely manner 
so that no competitor benefi ts from keeping prices lower.

Consider the eff ect when each competitor in an industry adopts this 
pricing algorithm. As each seller relies on the algorithm, more market data 
 will be digitalized and accessible, and market transparency  will likely 
increase.

First, the demand for digitized market information and transparency 
 will increase. Th e algorithms  will likely engage in “predictive analytics”— 
that is, the study of patterns in pricing and commercial decisions. Such an 
analy sis  will enable fi rms to combine “real- time, historical and third- party 
data to build forecasts of what  will happen in their business months, weeks 
or even just hours in advance.”22 Th at technology would enable “moving 
away from ‘systems of rec ord’ to ‘systems of engagement’ that use predic-
tive analytics to cut through the noise in big data and uncover insights that 
can be acted on.”23 In order for the algorithm to function eff ectively and 
optimize pricing, the computer must quickly access and pro cess key market 
data, including competitors’ prices and sale terms, and respond to market 
changes.

Second, when each fi rm adopts a pricing algorithm, the supply of market 
data (including competitors’ pricing) increases. Each seller, in shift ing to 
algorithms, increases market transparency by posting its current prices. 
Consumers and rival algorithms  will immediately see each fi rm’s current 
price and terms online.

What if the algorithm determines the list price, and the fi rm secretly of-
fers price- sensitive customers discounts? ( We’ll explore this further in 
Part III in regard to price discrimination.) Some of us  will end up paying 
more. Moreover, as we saw in Chapter 2, some industries are currently in 
an arms race to use algorithms to engage in dynamic pricing.  Under this 
competitive pressure to quickly adjust prices, fi rms may have neither 
the time nor the incentive to manually check the algorithm’s price and 
determine a secretive discount. When dynamic pricing yields a competitive 
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advantage, no fi rm can aff ord the time gap to assess  whether the algo-
rithm’s suggested price should be implemented. Th e fi rm relies on the 
pricing algorithm precisely  because it is in eff ec tive for  humans to in de pen-
dently analyze all the under lying market data to calculate prices (or dis-
counts) on many products.

If the  whole purpose of dynamic pricing is to update prices quickly so as 
to refl ect market demand, market participants  will likely expect the price 
posted online to be the  actual price. Some buyers may continue to haggle, 
but the norm develops that the algorithm- determined posted price is 
the  actual price. (Indeed, with gas stations, one typically does not try to 
negotiate a discount from the clerk, who may have  little if any authority to 
change the posted price.)

Th is diff ers from yesteryear when buyers received physical price lists. 
 Th ere was oft en a lag before rivals obtained the list. Moreover, the list price 
may not have refl ected the  actual price paid. Firms, with only the competi-
tors’ older price lists, would have to rely on hearsay collected by their sales 
personnel on what rivals  were actually charging.

Speed

Speed, in our Predictable Agent scenario, is critical. When we  were growing 
up,  humans monitored market activity, determined  whether, and by how 
much, to raise or lower prices, and physically stamped products with price 
stickers. Pricing decisions took weeks—if not months—to implement.

So as competitors’ prices shift  online, their algorithms can assess and 
adjust prices— even for par tic u lar individuals at par tic u lar times and for 
thousands of products— within milliseconds.24 In other words, they can 
swift ly match a rival’s discount, thus eliminating its incentive to discount 
in the fi rst place. On the other hand, they  will follow price increases (when 
sustainable). In an environment dominated by similar pricing algorithms 
that are aware of opportunities to foster interdependence, the risk is higher 
prices.25

Returning to our gasoline station example, imagine our oligopolistic 
market had limited transparency (i.e.,  drivers would have to inquire inside 
the station to determine the price of gas).  Drivers would not want to search 
Martha’s Vineyard for the lowest gas prices. Instead, they might ask their 
friends, visit a few stations, and support the one with the lowest price. Th us, 
the discounter benefi ts from a reputation for having the lowest price; the 
other stations would eventually discount.  Under  these market condi-
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tions, conscious parallelism is harder to sustain. Th e fi rms  will compete 
as expected.

Now, think of the basic conditions for tacit collusion/conscious paral-
lelism. Suppose some gasoline  owners want to shift  pricing decisions from 
 humans to computers. Th e computer must be able to access market data, 
of which  there is very  little. So the pricing algorithm initially uses crude 
data, perhaps historic daily volume of sales. If  actual sales falls below the 
historic level, the assumption,  aft er controlling other pos si ble explanations, 
is that gas is cheaper at the other stations. Th e computer continues drop-
ping the posted price of gasoline  until average sales reach the historic 
average. When the second and third gas station adopts a similar pricing 
algorithm, the quality of the market data improves. Th e pricing algorithm 
can use its rivals’ posted price data, rather than infer it from historic versus 
 actual sales.

Now suppose, as is the case in many states,26 a smartphone app tells you 
the price of gasoline at  every local station. Th at sounds procompetitive. Th e 
increase in price transparency lowers your search costs for fi nding cheaper 
gasoline. Indeed, in markets characterized by many sellers, the gas app may 
promote competition.

However, in an oligopolistic market, such applications may have the op-
posite eff ect. First, the applications put competitive pressure on any gas sta-
tion that still does not use pricing algorithms. Ironically, even if some 
companies yearn for the days of printed list prices and secretive discounts, 
they may switch to pricing algorithms to prevent being at a competitive 
disadvantage. Symetry is soon established. Second, the applications pro-
vide real- time pricing for gasoline for each station; competitors no longer 
have to drive around the island to collect the information. Rivals’ pricing 
algorithms can promptly observe all the competitively signifi cant terms. 
And the pricing is real—it refl ects what customers actually pay. By shift ing 
pricing decisions to computer algorithms, competitors thereby increase 
transparency, reduce strategic uncertainty (when the pricing algorithm 
cannot grant secretive discounts), and thereby stabilize the market.27 
When one gas station lowers the price by one cent at 11:33 a.m., within mil-
liseconds other nearby stations respond by lowering their price.

Th us, with each fi rm’s algorithm tapping into its rivals’ real- time pricing, 
no fi rm would likely profi t by discounting. Given the velocity with which 
the pricing algorithms can adjust, no gas station would likely develop 
among its customers a reputation as a price discounter. Accordingly, the 
competitors  will have less incentive to discount. We can see that in such a 
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market, the app that was meant to promote price competition could end 
up undermining it.

On the fl ip side, the algorithms’ velocity of pricing decisions can shorten 
the time period for signaling price increases. Firms would no longer have 
to rely on lengthy (e.g., thirty- day) price announcements, where they wait 
and see what the competitive response is, to decide  whether to raise prices 
(and to what extent). Computers can have multiple rounds whereby one 
fi rm increases prices and the rival computers respond immediately and 
without the risk that the fi rm that initiates the price increase  will lose many 
customers to rivals. Essentially, companies may now need only seconds, 
rather than days, to signal price increases to foster collusion.

So the industry- wide use of pricing algorithms increases both market 
transparency and the risk of conscious parallelism. Moreover, in program-
ming its pricing algorithm, each fi rm  will likely use historic pricing data 
and competitive responses to calibrate the dominant strategy. As such, when 
the algorithms operate within the greater transparency of their digitalized 
environment, the computers  will already be programmed to anticipate and 
respond to rivals’ moves. In such a scenario, computers can rapidly calculate 
the profi t implications of myriad moves and countermoves. With the com-
puters’ ability to police deviations and rely on prior strategies to punish de-
viations, prices, as a result of their conscious parallelism,  will climb.

The Algorithm Arms Race

Our scenario resembles the use of computers at a chess match or blackjack 
 table. Imagine you are playing against other  humans, but one player uses a 
computer. For blackjack, the computer counts all the cards in the multiple 
decks to predict the likelihood of receiving a desired card, assesses the 
strategies employed by the other players  under similar circumstances, and 
calculates the other players’ risk aversion. For chess, the computer calcu-
lates all the pos si ble moves and countermoves.28 Th e computer gives the 
player an inherent advantage.  Aft er losing several times, you would likely 
want a computer too.

Th is explains the metal detectors at the World Chess Cup tournament. 
Th e concern is that the players, to gain a competitive advantage, are secretly 
turning to their smartphones’ chess app for their moves. A smartphone 
chess app can beat the best players. Chess tournaments, besides the metal 
detectors, are also using algorithms to detect  whether a player’s moves, 
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given his or her skill levels and situations on the board, are too much like 
a computer’s.29

Unlike chess players, market players can freely use algorithms to gain a 
competitive advantage. Rivals, like high- speed traders,  will have an incen-
tive to invest in technology so that they can see competitively signifi cant 
terms a few minutes or seconds before customers  will. Michael Lewis in 
Flash Boys documented how Wall Street traders built their business models 
on having a slight relative advantage in seeing  orders before  others with 
slower connections and systems, and then trading ahead of the  others.30 
Th us, the algorithm arms race may lead to companies detecting price 
changes (including discounts) milliseconds before their customers do, and 
being able to respond before the customers can. So too each fi rm—in uni-
laterally deciding to shift  to pricing algorithms— would bring the market 
real ity closer to that necessary for conscious parallelism and higher prices.

Enforcement Challenges

Unlike our Messenger and Hub- and- Spoke scenarios (in Chapters 5 and 6), 
which focused on collusion, the scenario  here does not involve any agreement. 
Th e fi rms—in unilaterally creating and implementing the algorithms— never 
agreed to fi x prices. Each fi rm had an in de pen dent economic self- interest 
in developing and relying on the algorithms; indeed, it may be contrary to 
the fi rm’s economic self- interest to rely on  human pricing or trading.

Interestingly, conscious parallelism takes place at both the  human and 
machine levels. First, when confi guring the machines, each  human, in de-
pen dently and without collusion, knows that when pos si ble, a dominant 
strategy may be to follow a rival’s price increase. Furthermore, each person 
knows that if other fi rms have a similar algorithm, the resulting equilib-
rium may be above the competitive level. Th is conscious parallelism at the 
 human level leads to the programming of machines which are aware of 
pos si ble conscious parallelism at the market level. Th e computer is there-
fore set up to monitor the market and explore the likelihood of establishing 
interdependence, without venturing into illegal concerted practices or 
illicit agreements. Th e computer may also be programmed to identify 
maverick fi rms and punish any deviations from a pos si ble tacit collusion.

Competition law, in most jurisdictions,  will require proof of an agree-
ment among the parties to change the market dynamics. Can the competi-
tion agency impute the presence of an illicit agreement or understanding 
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among the competitors to use similar algorithms to dampen competition?31 
Not necessarily. One should acknowledge that evolution dictates that the 
stronger, more power ful algorithms  will likely prevail and dominate the 
technology market. Th is real ity naturally fosters assimilation of systems 
between vari ous computer developers and companies. Abstaining from an 
advanced algorithm may be irrational; it would be as if an investment 
bank or hedge fund insisted on  human fl oor traders, when most trading 
is automated.

In our example,  there is no evidence of an agreement among the fi rms, 
but  there is strong evidence of anticompetitive intent.  Humans unilaterally 
design algorithms to deliver predictable outcomes and react in a given way 
to changing market conditions. Th e fi rms recognize, in this scenario, that 
the industry- wide adoption of similar algorithms would likely foster tacit 
collusion, whereby they mutually profi t from their initial investment. Cru-
cially, the use of advanced algorithms in this scenario transforms the 
“normal,” preexisting market conditions. Before algorithms, transparency 
was limited; conscious parallelism could not be sustained. To facilitate the 
use of the pricing algorithms, the fi rms increase transparency, which in 
turn makes tacit collusion likelier. While the mutual price monitoring at 
the heart of tacit collusion is  legal  under competition law, one may ask 
 whether the creation of such a dynamic through “artifi cial” means should 
give rise to antitrust intervention.

Th e main enforcement challenge concerns the legality of conscious paral-
lelism. A rational reaction by competitors to market dynamics, in itself, is 
 legal. When such  legal be hav ior, absent communication or agreement, 
leads to an equilibrium above competitive levels, it does not trigger antitrust 
intervention.32

But the fact that tacit collusion is  legal does not mean it is desirable. In-
deed, competition law prohibits mergers that make tacit collusion more 
likely. Th is is so since the merger, in eff ect, changes the existing competi-
tive conditions. To illustrate, suppose Firms A and B plan to merge, leaving 
Firms A, C, and D in the market. Suppose Firms A and C currently use 
pricing algorithms, and Firm D, as a result of merger, would likely use 
algorithms as well. Suppose the evidence shows that D’s use of pricing al-
gorithms post- merger would blunt each fi rm’s incentive to discount and 
increase their incentive to raise prices.33 Th e merger by enabling tacit col-
lusion would likely diminish competition. Subsequently, the reviewing 
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competition agency  will enjoin the merger or demand remedies which can 
resolve the anticompetitive risks.

Now let us change the scenario. Suppose  there is no merger, but Firms 
A, B, C, and D are all predisposed to tacit collusion. But current market 
conditions prevent it, and they do not want to risk criminal penalties by 
expressly colluding. Th ey all recognize that the use of advanced algorithms 
 will increase transparency, reduce their incentives to discount, and in-
crease their incentives to raise prices. Th ey all incorporate the pricing al-
gorithms. Is that meaningfully diff  er ent from the merger scenario?

Th e question is therefore  whether one may condemn the creation of a 
transparent market in which monitoring and punishment mechanisms are 
pres ent, and if so,  under what conditions? Another challenge concerns in-
stances in which the algorithm is programmed to refrain from targeting 
competitors’ customers in an attempt to stabilize the market and avoid a 
price war. Th e legality of such action was addressed by the U.S. Court of 
Appeals for the Seventh Cir cuit:

[S]uppose that the fi rms in an oligopolistic market  don’t try to sell to each 
other’s sleepers, “sleepers” being a term for a seller’s customers who out 
of indolence or pricing ignorance  don’t shop but instead are loyal to 
whichever seller  they’ve been accustomed to buy from. Each fi rm may be 
reluctant to “awaken” any of the other fi rms’ sleepers by off ering them 
discounts, fearing retaliation. To avoid punishment  under antitrust law 
for such forbearance (which would be a form of tacit collusion, aimed at 
keeping prices high), would fi rms be required to raid each other’s sleepers? 
It is one  thing to prohibit competitors from agreeing not to compete; it is 
another to order them to compete. How is a court to decide how vigor-
ously they must compete in order to avoid being found to have tacitly 
colluded in violation of antitrust law? Such liability would, to repeat, give 
antitrust agencies a public- utility style regulatory role.34

Should competition agencies challenge a unilateral decision not to  compete? 
Can such a strategy be credibly framed as collusive customer allocation?

Considering the above challenges, one may won der  whether,  under cur-
rent laws, algorithm developers can legally program machines that unilat-
erally support tacit collusion.

 Under traditional competition analy sis the answer is likely to be “Yes.” 
Absent evidence of an agreement to change market dynamics, most 
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competition agencies lack enforcement tools, outside of merger control, 
that could eff ectively deal with the change of market dynamics through 
algorithms. Unilaterally, a fi rm without market power may develop an 
algorithm that detects the market be hav iors of competitors; anticipates the 
rivals’ algorithms’ likely reactions to diff  er ent competitive responses; 
and opts for the path that, given the competitive reactions,  will maximize 
profi ts, which may oft en be the path  toward conscious parallelism.

Outside the core competition provisions, one may, however, consider 
alternative  legal instruments. For instance, the U.S. Federal Trade Com-
mission (FTC) can bring claims  under Section 5 of the FTC Act, without 
evidence of an agreement, only a showing of an “unfair practice.” Many 
states have a similar statute. But the FTC has been unsuccessful in bringing 
 these “facilitating practices” claims, as is evident in Boise Cascade35 and 
Ethyl.36 If the court adopts the standard in Ethyl, the FTC would need to 
show  either (1) evidence that defendants tacitly or expressly agreed to use 
pricing algorithms to avoid competition, or (2) oppressiveness, such as 
(a) evidence of defendants’ anticompetitive intent or purpose or (b) the 
absence of an in de pen dent legitimate business reason for the defendants’ 
conduct.37 Accordingly, in the Predictable Agent category, the defendants 
may be liable if, when developing the algorithms or in seeing the eff ects, 
they  were (1) motivated to achieve an anticompetitive outcome, or (2) aware 
of their actions’ natu ral and probable anticompetitive consequences.

Another approach may be to consider the use of such algorithms as 
market manipulation. Th is approach has its own obstacles; yet one could 
imagine the introduction of legislation that targets “abuse” of excessive 
transparency, possibly where clear anticompetitive intent is pres ent.

If the executives, for example, call their algorithm Gravy, and tinker with 
it to better manipulate the market, and boast about this in their internal 
e- mails—as in the  U.S. Securities and Exchange Commission’s (SEC) case 
against Athena Capital Research— liability could be established.38 Th e Athena 
case is illustrative. In 2014, the SEC for the fi rst time sanctioned the high- 
frequency trading fi rm for using complex computer programs to manipulate 
stock prices.39 Th e sophisticated algorithm, code- named Gravy, engaged in a 
practice known as “marking the close” in which stocks  were bought or sold 
near the close of trading to aff ect the closing price: “[t]he massive volumes of 
Athena’s last- second trades allowed Athena to overwhelm the market’s avail-
able liquidity and artifi cially push the market price— and therefore the 
closing price—in Athena’s  favor.” 40 Athena’s employees, the SEC alleged, 
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 were “acutely aware of the price impact of its algorithmic trading, calling it 
‘owning the game’ in internal e- mails.” 41 Athena employees “knew and ex-
pected that Gravy impacted the price of shares it traded, and at times Athena 
monitored the extent to which it did. For example, in August 2008, Athena 
employees compiled a spreadsheet containing information on the price move-
ments caused by an early version of Gravy.” 42 Athena confi gured its algo-
rithm Gravy “so that it would have a price impact.” 43

In calling its market- manipulation algorithm Gravy, and by exchanging a 
string of incriminating e- mails, the com pany did not help its case. Without 
admitting guilt, Athena paid a $1 million penalty. Th is demonstrates that 
automated trading has the potential to increase market transparency and 
effi  ciency, but it can also lead to market manipulation.44

Finding the predominant purpose for using an algorithm  will not always 
be straightforward. Athena, for example, challenged the SEC’s allegations 
that it engaged in fraudulent activity: “While Athena does not deny the 
Commission’s charges, Athena believes that its trading activity helped sat-
isfy market demand for liquidity during a period of unpre ce dented demand 
for such liquidity.” 45 A court might agree. Companies can also learn from 
Athena and be more circumspect in their e- mails.

Moreover, evidence of intent  will likely be mixed when each fi rm has 
valid in de pen dent business reasons to develop and implement a pricing al-
gorithm.  Aft er all, the fi rst fi rm to use the pricing algorithm could not be 
accused of colluding, as the market was likelier less transparent, and rivals 
could not match the speed of the fi rst mover’s price changes. Th us, if the 
fi rst fi rm to use a pricing algorithm lacked anticompetitive intent, the same 
may be true for the second or third fi rm. It too might have legitimate busi-
ness reasons to employ a pricing algorithm— namely, to not be at a com-
petitive disadvantage in responding to price changes by the fi rst fi rm.

Refl ections

Tacit collusion provides a fascinating example of challenging market dy-
namics. First, it  will likely arise (at least initially) in highly concentrated 
markets where the other conditions for conscious parallelism are pres ent. 
Admittedly, even when  these conditions are pres ent, the dynamics of a 
market may trigger changes or new entry and destabilize conscious paral-
lelism.46 Similarly, technology may provide a disruptive force, allowing 
algorithms to successfully “cheat” by discounting.
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Still, with the above caveats in mind, conscious parallelism  will likely 
become more common. Th e nature of electronic markets, the availability 
of data, the development of similar algorithms, and the stability and trans-
parency they foster,  will likely push markets that  were just outside the 
realm of tacit collusion into interdependence.47

 Th ese developments raise challenging technical, enforcement, and  legal 
questions. If the algorithms increase market transparency, the defendants 
 will oft en have an in de pen dent legitimate business rationale for their con-
duct. Courts and the enforcement agencies may be reluctant to restrict this 
 free fl ow of information in the marketplace. Its dissemination, observed 
the Supreme Court, “is normally an aid to commerce,” 48 and “can in cer-
tain circumstances increase economic effi  ciency and render markets more, 
rather than less, competitive.” 49 Indeed, concerted action to reduce price 
transparency may itself be an antitrust violation.50

A regulatory approach to reduce transparency may also prove diffi  cult. 
One may fi nd it diffi  cult to fi ne- tune the enforcement policy aimed at 
condemning “excessive” market transparency. Th is may be particularly 
challenging when the information and data are other wise available to 
consumers and traders and it is the intelligent use of that information that 
facilitates conscious parallelism.

An alternative use of disruptive technology may also have limited ap-
peal, as it could be overpowered by new technology. Similarly, restrictions 
that limit the ability to match prices could be undermined by smart algo-
rithms operating in fast moving markets.

We revisit the question of intervention in the Part V of the book. Next, 
we consider the fourth scenario, Digital Eye, where, as more data is quickly 
fed into the algorithm, transparency can reach what we call “the God 
View.” Self- learning algorithms, with the God View, can expand tacit col-
lusion in unexpected directions, compounding the harm.



WE ARE ALREADY witnessing the Messenger and Hub and Spoke collu-
sion scenarios. Predictable Agent  will likely be the next scenario 

 we’ll see. Our fi nal collusion scenario— Digital Eye— represents the next 
frontier.  Here we consider how two key technological advancements can 
amplify tacit collusion to a new level of stability and scope. Th e fi rst ad-
vancement involves the computer’s ability to pro cess high volumes of data 
in real time to achieve a God- like view of the marketplace. Th e second ad-
vancement concerns the increasing sophistication of algorithms as they 
engage in autonomous decision making and learning through experience— 
that is, the use of Artifi cial Intelligence (AI).

 Th ese two technological advances can form a harmful combination: In 
enabling a wider, more detailed view of the market, a faster reaction time 
in response to competitive initiatives, and dynamic strategies achieved by 
“learning by  doing,” the technologies can expand tacit collusion beyond 
price, beyond oligopolistic markets, and beyond easy detection. With our 
other three scenarios, we, like the vacationers on Martha’s Vineyard, may 
know when something is amiss. In the Digital Eye scenario, the contagion 
spreads—to markets less susceptible to tacit collusion  under the brick- and- 
mortar economy, and beyond pricing to other competitive initiatives. 
In the end, with Digital Eye, we may think the markets, driven by  these 
technologies, are competitive. We may believe that tacit collusion in 
 these markets  isn’t even pos si ble. And yet  we’re not benefi ting from this 
virtual competition.

8

Artifi cial Intelligence, God View, 

and the Digital Eye
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God View

In 2014, Uber caused a stir. Two former Uber employees told reporters that 
“[t]racking customers is easy using an internal com pany tool called ‘God 
View.’ ”1 Uber’s “God View” apparently shows the location of all Uber 
vehicles and customers who have requested a car.

Borrowing Uber’s terminology, we refer to God View as competitors 
using Big Data and Big Analytics for a clearer overview of the marketplace 
at any given moment. Th e wealth of data generated from the online envi-
ronment, cloud computing, and smart sensors can provide a panoramic 
God- like view of our state of being. Firms can see on a  giant screen, for 
any city, their own driverless trucks, their rivals’ driverless trucks, their 
customers’ trucks, what the trucks are carry ing, and where they are trav-
eling. Each fi rm can track the movement of its own and its rivals’ products 
traveling through the supply chain. Th ey can see when the item enters their 
customers’ factories or homes. Th ey can continue to collect data  until the 
item is ultimately recycled or discarded.

As we saw in Chapter 7, computer algorithms are quicker than  humans 
to observe price and demand changes, and can respond (including tit- 
for- tat) by adjusting prices for relatively homogeneous products. Also 
signifi cant is the fact that markets are typically more vulnerable to coordi-
nated conduct “if a fi rm’s prospective competitive reward from attracting 
customers away from its rivals  will be signifi cantly diminished by likely 
responses of  those rivals,” which “is more likely to be the case, the stronger 
and faster are the responses the fi rm anticipates from its rivals.”2 In mar-
kets where customers can switch between suppliers, and where the goods 
are homogeneous, computer algorithms can quickly detect price reduc-
tions by a rival and eff ectively deprive that rival of any signifi cant increase 
in sales. Th e greater the price transparency, the quicker the competitive 
response, the less likely the fi rst mover  will benefi t, and the less likely any 
fi rm  will discount. Th us Chapter 7 focused on the algorithms’ reactions 
to rivals’ price changes.

With God View, we go a step further: computers can anticipate and react 
to competitive threats well before any pricing change. Each fi rm’s algo-
rithm determines  whether it can profi t by undertaking a competitive 
initiative.  Under our scenario, the algorithm concludes not. Th is is  because 
the rivals also possess the God View technology. Th ey can quickly identify 
the competitive initiative and the emerging threat. Th e real- time data— 
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from tracking the be hav ior of rivals, potential entrants, and customers— 
will reveal when competitors are seeking to increase sales (including 
expanding into serving new territories or types of customers, such as in-
stitutional buyers). God View enables each algorithm to quickly detect any 
competitive maneuver, and thus to know when and how to retaliate. By 
responding quickly, the rivals deprive any would-be mavericks of the ben-
efi ts of launching competitive initiatives, and thereby diminish the incen-
tive to undertake  these initiatives in the fi rst place.

Our scenario assumes that each fi rm  will have the God View technology. 
Th is increases overall transparency so that no algorithm  will attempt to 
increase its fi rm’s market share by secretly discounting, increasing product 
quality or capacity, or trying to win new customers. Such an approach 
would likely lead to detection, prompting retaliation and loss of profi t.

So why assume that  every signifi cant fi rm  will have God View? We base 
this proposition on a  simple evolutionary assumption with two pos si ble 
paths.  Under the “survival of the fi ttest” path, faster, smarter operators may 
develop the God View and AI technology for a competitive advantage over 
rivals. With a clearer view of the marketplace, they can react swift ly to 
market changes, increase sales, and acquire more data (from their prod-
ucts’ sensors). Rivals without the God View technology and data stream 
lose sales  until they exit the market. Entry barriers increase over time, as 
weaker fi rms are eliminated and the leading fi rms acquire even more real- 
time data on the fl ow of commerce. Th e industry is dominated by a few 
self- learning algorithms that use God View to tacitly collude.

Alternatively,  under a “sharing” path, the fi rms, as in the Predictable 
Agent scenario, recognize that greater profi ts can be earned sooner by 
sharing the God View and AI technology and data stream with rivals. Th ey 
recognize that tacit collusion depends on the competitors quickly identi-
fying and responding to any rival’s competitive initiative, such that the fi rst 
mover does not meaningfully increase sales or profi ts. No one  will be 
tempted to improve their products, lower prices, or enter new markets, 
 because  others  will immediately detect and punish this initiative. By en-
abling each fi rm’s signifi cant competitive initiatives to be promptly and 
confi dently observed by  others, God View reduces uncertainty. Barriers to 
God View may also erode as the information fl ows to common customers, 
where the rivals can then access it, and eventually across the industry.

Th e rise of God View has clear implications for our story of tacit collu-
sion. Th e environment in which the machines operate  will not necessarily 
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be homogeneous at the outset. It  will include diff  er ent levels of sophistica-
tion that characterize diff  er ent machine- learning algorithms, and diff  er ent 
market players with diff  er ent incentives. But the dynamics of information 
harvesting and trade are likely to give rise to joint eff orts at data extraction 
and analytics. Initially, fi rms might track their own products, but it may 
be ineffi  cient to use multiple sensors on the same product. Instead, each 
item may have one or two sensors, which can be openly tracked. Firms can 
then follow not only their own products but their competitors’ products 
and components through the supply chain. For instance, users may set 
rules for how the system  will  handle and respond to data from their de-
vices.3 For example, Amazon, in 2015, was developing a platform for 
the Internet of  Th ings, where a “ whole ecosystem of manufacturers, ser-
vice providers, and application developers [can] easily connect their prod-
ucts to the cloud at scale, take action on the data they collect, and create a 
new class of applications that interact with the physical world.” 4 Its plat-
form “also has a ‘shadow’ mode, which keeps the latest virtual version of a 
device in the system for  others to interact with, even if the device itself has 
gone offl  ine.”5

Digital Eye: Avoiding the Tit- for- Tat Death Spiral

As the fl ow of personal and market data increases, self- learning algorithms 
may use the enhanced transparency of God View to assess the com pany’s 
profi t- maximizing strategy for myriad strategic moves and countermoves. 
Th e use of artifi cial intelligence has signifi cant implications for the eff ec-
tiveness of the strategy and its  legal analy sis.

As in the previous chapters, the algorithm  here is designed to maximize 
profi t while avoiding any illegal activity, such as agreeing, to the extent 
computers can, with rival fi rms’ computers to fi x prices or allocate mar-
kets.6 Subject to  these restrictions, the self- learning algorithm continually 
analyzes market data and engages in self- learning and experimentation 
with the aim of maximizing profi t. In contrast to the previous chapter, the 
algorithm is not mandated the task of stabilizing the market or reaching 
tacit collusion. Rather, it is operating in de pen dently, observing the market 
dynamic and identifying the optimal strategy.

With God View, computers can more easily anticipate and understand 
each other’s moves. Th eir strategies thereby become more stable and pre-
dictable. Moreover, God View reduces the likelihood of retaliation where 
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competitors cannot divine each other’s signals. Uncertainty and misper-
ception, the poison of collusion, are further reduced as each algorithm 
quickly obtains additional data to assess  whether its rivals’ actions  were 
intentional or  mistakes.

To illustrate  these developments, let us consider a “traditional” form of 
competition between two companies and then consider how that dynamic 
may change  under our Digital Eye scenario.

Imagine companies USA and CAN each supply their home markets, say 
the United States and Canada, respectively. If one com pany ships into the 
rival’s home market, the rival retaliates by dumping its product in the other 
market. Th us, we could expect a detente— each competitor learns to sit 
“tight, expecting their neighbors to do the same  thing.”7 Th is tit- for- tat 
strategy works well, as each side knows that swift  punishment  will elimi-
nate any profi ts from entering.

A prob lem with this tit- for- tat strategy, however, is misperception, as 
“any  mistake ‘echoes’ back and forth.” 8 Suppose, at times, a rogue distrib-
utor transports Com pany USA’s goods from the United States to Canada. 
Suppose Com pany USA is unaware of this. Com pany CAN, seeing USA’s 
products in Canada, retaliates by selling in the United States. Th inking that 
Com pany CAN is the defector, Com pany USA retaliates by selling more in 
Canada. Consumers benefi t from the competition. Even if Com pany USA is 
aware of the rogue distributor, it may be unable, given the mutual distrust, 
to credibly inform Com pany CAN that it did not direct this shipment.

Consequently, as two game theorists have noted, “When misperceptions 
are pos si ble, in the long run tit- for- tat  will spend half the time cooperating 
and half of it defecting.”9 Consumers benefi t from competitive prices 
during periods of defection.

Now let’s add Digital Eye to the mix. At an initial stage, computers can 
be programmed to follow a tit- for- tat strategy. Th e  human programmers, 
however,  will recognize that, given the risk of misperceptions, at least half 
the time the rivals  will be in a price war. Th us, the computer can be pro-
grammed to choose among diff  er ent strategies, each of which has a greater 
degree of tolerance (such as reverting to tit- for- tat if fi ve trucks out of a 
hundred within one month cross the border). Th e self- learning computers, 
not tethered to following tit- for- tat, can optimize profi ts using evolving 
competitive strategies.

With God View, Com pany CAN’s computer can now track the rogue 
distributor shipping Com pany USA’s product into Canada. Com pany 
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CAN’s computer may also detect a pattern:  aft er the rogue distributor 
crosses the border, Com pany USA promptly curtails its supply to the rogue 
distributor for one year, other distributors do not ship Com pany USA’s 
product into Canada for several years, and mono poly prices are stable. 
Th us, Com pany CAN’s computer may learn to forgo retribution to see 
 whether Com pany USA punishes the rogue distributor; if it does, a price war 
is averted.

One general rule of game theory is that “the better players know one 
another, or the more oft en they have been able to observe one another’s 
strategic be hav ior, the more likely they are to succeed in fi nding focal 
points on which to coordinate.”10

In the Digital Eye scenario, each fi rm, in continuously tracking its rivals’ 
be hav ior, can fi nd multiple points on which to coordinate. Th e algorithms, for 
example, can stabilize the market through de facto customer allocation. Th e 
self- learning algorithms may identify key customers ser viced by competitors 
and refrain from targeting them with promotions and discounts. Such a uni-
lateral strategy— the self- restriction of competition— could be used to avert 
price wars among the competitors.

Artifi cial Intelligence vis- à- vis  Humans

Th e Digital Eye dynamics not only support stable conscious parallelism; 
they also increase the instances in which conscious parallelism may be 
achieved and sustained. Th e tacit collusion equilibrium can become more 
stable with more competitors.

 Humans fi xing prices oft en trust one another.11 With trade associations 
or other ringleaders, cartels generally involve many fi rms.12 But without a 
ringleader, collusion (tacit or express) oft en involves far fewer fi rms. Why 
is this?  Under the “traditional scenario,” the market had to be suffi  ciently 
concentrated for tacit collusion to work. As U.S. competition authorities 
note, “Th e ability of rival fi rms to engage in coordinated conduct depends 
on the strength and predictability of rivals’ responses to a price change or 
other competitive initiative.”13 It is generally easier for  humans to monitor 
two rivals than twenty. It is also easier to learn through observation two 
fi rms’ strategic be hav ior than twenty fi rms’ be hav ior. Moreover, the pun-
ishment by one fi rm in a market equally divided among three fi rms is prob-
ably stronger than punishment by one fi rm with a 5   percent share in a 
twenty- fi rm market.
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Computers are not trusting. But self- learning algorithms and God View 
could make tacit collusion among more competitors likelier. Th e stability 
needed for tacit collusion is enhanced by the fact that computer algorithms, 
while not trusting, are unlikely to exhibit other  human biases.  Human 
biases can always be refl ected in the programming code, but if some biases 
are minimized (such as loss aversion, the sunk cost fallacy, and framing 
eff ects), the algorithm acts consistently on more deliberative analy sis, 
rather than intuition.14

Unlike  humans, the computer does not fear detection and pos si ble 
financial penalties or incarceration; nor does it respond in anger. Th e 
computer can quantify the payoff s that are likely achievable through co-
operation in  future games, and opt for forbearance rather than punishing 
small deviations. It can also be more effi  cient in analyzing payoff s, since 
“solution space exploration is concentrated on ‘promising’ areas, and is not 
pre- imposed by the modeller.”15

With the industry- wide use of computer algorithms, we may witness 
conscious parallelism in markets with many more players, where collusion 
previously would have been unstable. Th e computer can more easily track 
the be hav ior of numerous rivals to detect cheating. If the algorithms are 
all similarly programmed, it may be easier to predict the responses of the 
other competitors’ computers. Moreover, if the computers, through self- 
learning, coalesce around a dominant strategy, each small fi rm can detect 
and appreciate the type of algorithms  others are using. Th e computers can 
uniformly and swift ly punish any deviations by a rival. Th e collective pun-
ishment may be the equivalent of a mono poly controlling 95  percent of a 
market. Th e universe may close, with each algorithm sharing a common 
interest (profi ts) and inputs (similar data) that may lead to durable tacit col-
lusion among many more competitors.

The Empty Enforcement Tool Kit

Not only is the harm greater  under Digital Eye, but the illegality is murkier. 
We are far removed from the fi rst two scenarios, Messenger and Hub and 
Spoke, where algorithms helped  humans collude. We are even beyond Pre-
dictable Agent, where  humans did not expressly collude, but knew that tacit 
collusion was the likely outcome if each  adopted profi t- maximizing pricing 
algorithms. Although our third scenario presented greater  legal uncer-
tainty, at least the prosecutors had evidence of anticompetitive intent. In 
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our last scenario,  humans are further detached from the algorithms’ tac-
tical and strategic decisions. Th ey  don’t know  whether, when, or for how 
long the algorithms have been tacitly colluding.  Th ere is no evidence of an-
ticompetitive intent. We can no longer assume that  humans intended to 
create the conditions for tacit collusion.

What distinguishes our Digital Eye scenario from the other scenarios is 
that collusion (tacit or express) is unlikely at the outset. Recall that on the 
“factory fl oor”  these computers have no specifi c commands that may trigger 
collusion. It is the self- learning in a market with a God View transparency 
occupied by similar- minded agents with the same profi t- maximizing goal 
that leads to collusion, of which the fi rms’ man ag ers are unaware. As 
more data fl ows from online trade, mobile communications, and the In-
ternet of  Th ings, tacit collusion results from the algorithms’ self- learning 
rather than  human intent. Th e computers, in learning by  doing, determine 
in de pen dently the means to optimize profi ts, based on ongoing feedback 
from the market. Here we see how self- learning computers may fi nd that 
the optimal strategy is to enhance market transparency and thereby 
sustain conscious parallelism.

Our Digital Eye scenario raises many in ter est ing liability issues. Can 
fi rms be held liable for the pricing decisions of their self- learning algo-
rithms, when  there  isn’t any evidence of anticompetitive agreement or 
intent? To what extent are  humans responsible for their algorithms’ actions, 
which they knew  were pos si ble but not necessarily probable? Granted, 
 humans created the algorithm.  Humans knew that tacit collusion was one 
of many possibilities. And  humans relied upon, and profi ted from, the al-
gorithm. However, the  humans did not know that the natu ral and prob-
able consequence of using the pricing algorithm was tacit collusion. Th e 
 humans knew that tacit collusion was one of many pos si ble outcomes, but 
they could not predict if, when, for how long, or to what extent the industry- 
wide use of pricing algorithms would lead to tacit collusion and infl ated 
prices. Th erefore,  there is no evidence of anticompetitive intent (or an anti-
competitive agreement among fi rms).

Nor is  there express collusion among the computers to limit competition 
through “agreement” or concerted practice; instead, computer algorithms 
reduce or remove the degree of strategic uncertainty in the marketplace, 
evolve  toward a common set of predictable strategies, and promote even 
greater transparency.

Lacking evidence of  either an anticompetitive agreement or intent, 
prosecutors now have few, if any, tools to challenge the tacit collusion. 



 Artificial Intelligence, God View, and the Digital Eye 79

Recall that the phenomenon of tacit collusion refl ects a rational unilat-
eral reaction to market characteristics and in itself is not illegal. When 
we discussed the Predictable Agent scenario, we considered  whether the 
intentional creation of a market environment that supports interdepen-
dence between sellers could be condemned. We noted that the applica-
tion of Section  5 of the FTC Act was contingent on anticompetitive 
motive or intent.

Yet, when observing the Digital Eye scenario, enforcers cannot rely on 
the  legal concept of intent, and aside from market evaluations, they have 
no other enforcement tools in their toolbox. Indeed, some regulators 
might prefer the stable market environment, where algorithms predict 
each other’s reactions and dominant strategy, over a volatile environment 
where prices rise (during periods of cooperation) and fall (during periods 
of retaliation).

Interestingly, in a market real ity in which such  future collusion is pos-
si ble, program designers may  favor the use of similar algorithms. Th is 
seemingly benign decision may have signifi cant implications once learning 
and increased data fl ows and transparency have taken place. Th e similar 
machines are more likely to “understand” one another and stabilize a col-
lusive outcome.

 Here customers are harmed just as much as (if not more than) in our 
other collusion scenarios (given fewer episodes of retaliation). We therefore 
witness a new real ity: an anticompetitive outcome which we may not 
readily perceive and with no one to blame. Any reduction in our welfare is 
“merely” a side eff ect of the rise of the machines and their quest to opti-
mize and serve.

Change the Benchmark for Intervention?

Assuming that the computers are programmed to refrain from violating 
the competition laws, the com pany may have done all that it can to ensure 
compliance. From a technological perspective, programming compliance 
may be challenging when one attempts to capture the creation of a market 
dynamic such as conscious parallelism. A command not to fi x prices may 
be  simple to execute, but  under reinforcement learning the algorithm  will 
experiment with solutions including, as the competition authorities recog-
nize, the myriad possibilities of coordinated interaction, not all of which 
are illegal.16 Can the law credibly ask developers to instruct the algorithm 
not to react to market changes—to be ineffi  cient?
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Although conscious parallelism is  legal, the question is  whether such 
practices, when implemented by smart machines in a predictable digi-
talized environment,  ought to be condemned. As a society, should we allow 
advanced technology to change market dynamics when such change re-
sults in a transfer of wealth from customers to sellers? Should we focus on 
the overall increase in effi  ciency and total welfare generated by new tech-
nology or on consumer welfare?

 Th ese questions go to the heart of competition policy and the goals of 
competition enforcement. Th e balancing point between pro-  and anticom-
petitive eff ects  adopted in each jurisdiction refl ects the antitrust goals and 
values of that jurisdiction.17 As a result, the answer to  these questions may 
diff er depending on the par tic u lar DNA of each regime and the hierarchy 
of its competition goals.

Also relevant is the analytical framework of the substantive prohibitions—
be it administrative or criminal. In some jurisdictions a wide assumption of 
illegality may make it easier to treat certain actions as anticompetitive by 
object, or per se illegal. Also, the role of intent in establishing violations may 
diff er between jurisdictions— and as such may aff ect the ease with which 
authorities may confront the Digital Eye scenario.

Refl ections

To some readers, the Digital Eye scenario may appear counterintuitive. 
 Aft er all,  every risk we identify could be associated with a more competitive 
environment: the increase in market transparency can lower consumers’ 
search costs. Th e velocity of price changes means that prices can come down 
faster (and go up quicker in periods of scarcity, which promotes allocative 
effi  ciency). Th e computers’ ability to calculate the likely profi ts from dif-
fer ent moves and countermoves may mean procompetitive responses that 
 humans may not have foreseen. Greater profi ts could be gained by devel-
oping computers that, through self- learning or programming, opt for the 
profi t- maximizing strategy, whereby every one  else charges the high price 
while the com pany defects (and sells more items and earns greater profi ts).

We do not rule out procompetitive outcomes. In some markets new en-
trants, changes in customers’ purchasing patterns, disruptive technology, 
or mavericks could destabilize or prevent tacit collusion. Nor do we argue 
that algorithms are inherently bad, or that all markets  will result in con-
scious parallelism.
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Instead, we consider how new technologies, emerging market dynamics, 
and pricing algorithms, instead of representing the end of collusion, poten-
tially mark a new, more durable form of collusion. Our scenarios illustrate 
how,  under certain market conditions, fi rms’ pricing algorithms could easily 
 settle into a profi t- maximizing strategy of conscious parallelism, which 
extracts their customers’ wealth through higher prices. So at a minimum, 
competition authorities must be aware of  these risks.

We may perceive the veneer of competition generated by the multitude 
of online sellers and off ers. We may be unaware of any tacit collusion. In-
deed,  there may be periods where one fi rm enters another market and sells 
at a discount. At times,  there  will be retaliation. Yet  behind the scenes 
competition may be undermined by close monitoring and retaliation. Th e 
computers’ strategies may be so refi ned that both companies may be in the 
same market but not  really competing. Th e stable equilibrium could appear 
to refl ect a competitive equilibrium, when it actually refl ects a subtle cus-
tomer allocation scheme— each algorithm catering to diff  er ent categories 
of customers.

Some readers, given the  legal and ethical challenges in our last scenario, 
may argue strongly against intervention. But a  free- market approach—by 
leaving  these dynamics intact— would fail to protect many of us. It seems 
reasonable to predict that a market real ity in which algorithms enhance 
and maintain tacit collusion is likely to intensify. Advanced technology and 
the availability of a wide data pool  will increase the instances in which the 
conditions for tacit collusion are pres ent. Fueled by profi t maximization 
(or, to put it bluntly, greed), fi rms may use algorithms to transfer more 
wealth from purchasers (and ultimately us), further widening the gap 
between the stressed  middle-  and lower- income classes and the wealthy. 
Before we draw closer  toward a plutocracy, a reevaluation of society’s toler-
ance for such dynamics may be called for, which we revisit in the last part 
of the book.
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PART II EXPLORED how pricing algorithms can foster express or tacit collu-
sion. In this part we consider a diff  er ent theory of harm— the possibility 

of a single fi rm using data- driven algorithms to better target consumers with 
personalized marketing, pricing, and products.

Th e market real ity  here diff ers from our collusion scenarios. With collu-
sion, pricing algorithms increase the transparency of the terms of sale and 
foster coordinated alignment of pricing. In this part we consider competi-
tors’ unilateral strategies to limit price transparency for highly diff erentiated 
products. We no longer have a uniformly high (supracompetitive) price. 
Instead, each fi rm seeks to charge diff  er ent prices to diff  er ent customers to 
maximize its profi ts. Th e price you are charged refl ects the fi rm’s estimate 
of how much you are willing to pay.

Th e increased personalization of our online environment has been notice-
able in recent years. Th e advertisements you see online may diff er from the 
ads your spouse,  children, parents, or neighbors see. Indeed, we do not know 
to what extent the ads (or content) we see refl ect our search inquiries, past 
purchases, or even the subject of a recent e- mail or text we wrote. As the Wall 
Street Journal reported, “the idea of an unbiased, impersonal Internet is fast 
giving way to an online world that, in real ity, is increasingly tailored and tar-
geted. Websites are adopting techniques to glean information about visitors to 
their sites, in real time, and then deliver diff  er ent versions of the Web to dif-
fer ent  people. Prices change, products get swapped out, wording is modifi ed, 
and  there is  little way for the typical website user to spot it when it happens.”1

 Th ese personalization trends are at the heart of our discussion. Firms 
track you, collect data about you, develop a profi le about you, and then 
target you with personalized advertisements to induce you to buy. We 

PART III

Behavioral Discrimination
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explore how the personalized, diff erentiated online environment aff ects the 
dynamics of competition and our welfare.

Behavioral advertising, personalized product off erings, and targeted 
pricing can help reduce our search costs and save time. Targeted advertise-
ments and promotions can help us quickly learn more about relevant 
market opportunities. Yet, as we illustrate, behavioral discrimination can 
reduce our welfare. Targeted ads and marketing not only facilitate our 
consumption; they can infl uence and increase it. “Individualization” does 
not stop at promotions. It also aff ects pricing decisions— what is oft en re-
ferred to as “price optimization” or “dynamic diff erential pricing”—so that 
the more vulnerable end up consuming and paying more.

 Aft er a brief overview of price discrimination in Chapter 9, we explore 
in Chapter 10 how Big Data and machine learning  will enable companies 
to better discriminate in pricing. But several challenges currently prevent 
algorithms from perfectly discriminating. While perfect price discrimina-
tion is unlikely in the short term, Chapter 11 explores behavioral discrimi-
nation, where data- driven algorithms learn how to segment us into smaller 
groups to target us with our own special off er. Our growing reliance on 
web- based platforms for searches and purchases is changing the competi-
tive dynamics. Chapter 12 explores the social eff ects of behavioral discrim-
ination in a digitalized environment. Fi nally, Chapter  13 considers the 
rise of price comparison websites (PCWs), metasearch engines and online 
platforms. We explore how they may inhibit price discrimination and how, 
at times, they could result in customers paying a higher price in a seemingly 
competitive market.
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ONE WAY to price discriminate is to charge diff  er ent customers diff  er ent 
prices based on the customer’s willingness to pay, irrespective of 

cost diff erences for similar ser vices or products. Another way is to off er 
a range of products that “sort customers based on their purchase deci-
sions.”1 Th e products are relatively similar, but some brands may be 
more heavi ly marketed.2 Or products may be customized to individual 
tastes.

A  simple example would be if the local merchant knew how much each 
customer is willing to pay for a can of Coca- Cola. Th e merchant could 
charge a die- hard Coke drinker $3 and an ambivalent cola drinker 40 cents. 
As competition authorities recognize, price discrimination, to succeed, re-
quires diff erential pricing and limited arbitrage.3

Differential Pricing

Diff erential pricing refers to the seller’s ability to segment its customers and 
identify the demand elasticity of each customer or groups of customers. 
Suppose an art gallery did not post prices for its black- and- white Walker 
Evans photo graphs. You like a photo. In your mind, you have an idea of 
how much you are willing to pay. To price discriminate, the art gallery 
must fi gure out the maximum price that you are willing to pay. Economists 
call this the customer’s reservation price. Suppose the gallery owner could 
read its customers’ minds. Each customer would leave the gallery paying 
his or her reservation price for the black- and- white photo graph— some 
might pay only $10;  others would pay over $100. With detailed informa-
tion on each customer’s reservation price, the gallery can perfectly price 
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discriminate (also known as fi rst- degree price discrimination) by charging 
each customer the maximum price he or she is willing to pay.

In perfectly price discriminating, the gallery maximizes its earnings by 
capturing all the consumer surplus. Consumer surplus is basically the dif-
ference between the price you actually pay for a par tic u lar good or ser vice 
and your reservation price.4 Suppose the gallery owner loses his mind- 
reading powers. No longer able to perfectly price discriminate, he now 
charges a fi xed price. In entering the gallery, you are willing to pay $500 
for the Walker Evans photo graph. Looking at the price tag, you see that it 
costs only $100. Your consumer surplus is $400 (the price you  were willing 
to pay minus the price you actually pay). Now you can spend, save, or donate 
the $400.

One real- world example of near perfect price discrimination is tuition 
at private U.S. universities. Colleges collect detailed fi nancial information 
on candidates’ parents and their ability to pay; in awarding grants and 
scholarships, many charge less in tuition to  those families with fewer re-
sources. We say near perfect price discrimination,  because some parents 
may be willing to pay more than the posted tuition and room and board 
for their child to attend a selective university. Depending on the student’s 
acumen and the university’s admission standards, this may entail making 
a signifi cant donation (such as funding a new dormitory).5

In the old economy, many sellers lacked the detailed, accurate informa-
tion to assess each customer’s reservation price. Some instead imperfectly 
price discriminated, a practice also known as third- degree price discrimina-
tion.  Here the sellers segmented their customers into broad categories, which 
 were charged diff  er ent prices. For instance, movie  houses imperfectly price 
discriminated for de cades by charging diff  er ent prices for adults,  children, 
students, and the el derly (on the assumption that students and the el derly 
generally have less discretionary income and a lower reservation price).

Limiting Arbitrage

Limiting arbitrage is the second requirement for successful price discrimi-
nation. Th is concerns the seller’s ability to prevent customers who pay a 
lower price from reselling the product to customers willing to pay a higher 
price. In our example, the gallery must fi nd a way to prevent the buyer who 
bought the black- and- white Walker Evans photo for $10 from reselling it 
on eBay or Amazon to  those willing to pay more. Sellers can deter arbitrage 
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in vari ous ways, such as customizing the product, voiding any warranties 
on resales, or making servicing the product more diffi  cult or costly for cus-
tomers who buy on the gray market.6 Shipping products across borders 
may be impractical or too expensive. As competition authorities recognize, 
“Arbitrage on a modest scale may be pos si ble but suffi  ciently costly or lim-
ited that it would not deter or defeat a discriminatory pricing strategy.”7

Dynamic Pricing

Price discrimination diff ers from dynamic pricing, where prices change in 
response to changes in supply and demand. Th e airline industry was one 
of the fi rst to profi t from dynamic pricing. Early estimates from the 1990’s 
suggested that American Airlines, which many consider to have pioneered 
dynamic pricing, made, at the time, an extra $500 million per year through 
its yield management.8  Today, dynamic pricing is pervasive in the airline 
industry, with frequent changes to pricing and availability of seat class— all 
aimed at maximizing profi tability—by estimating customers’ fl exibility, 
outside options, and reservation price. Similar practices are common in 
many other industries, from  hotels to sporting events. Th ey may be used 
in brick and mortar outlets or online.

For instance, retailers may change prices based on the time of purchase, 
the availability of competing products, or the diminishing desirability of the 
product. Sometimes, these strategies are simple to execute. For example, su-
permarkets oft en discount bread and other groceries  toward the end of their 
shelf life. Th ey are not necessarily engaging in price discrimination, as the 
groceries— close to their expiration date— diff er from fresher products. Th eir 
taste may be less appealing; they cannot be stored for a long period; they are 
less in demand. So to sell its remaining supply of  these groceries, the super-
market lowers its price.  Here the retailer is responding to a shift  in demand 
for its remaining supply. In princi ple,  these practices diff er from price dis-
crimination, where the supermarket charges diff  er ent prices to diff  er ent 
consumers, based on their diff  er ent reservation prices, for the same bread.

In practice, the distinction between dynamic pricing and price discrim-
ination may blur as sellers engage in more complex strategies.9 For instance, 
a supermarket may engage in dynamic pricing by charging less for the same 
product during lunchtime and late hours (when demand is low) and in-
crease the price in the early eve ning (when the outlet is packed with shop-
pers). Th is practice may also refl ect price discrimination based on the time 
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sensitivity of customers. Suppose the supermarket knows that its more 
price- sensitive customers  will defer the purchase of bread  until they head 
home from work.  Th ese more price- sensitive customers also know that the 
supermarket  will discount the bread at the day’s end. So is the supermarket 
adjusting price to changing demand or engaging in price discrimination 
(charging less price- sensitive purchasers more before 7 p.m., and giving the 
discount to more price- sensitive customers  aft er 7 p.m.)? It is hard to tell. 
What might appear as pricing responsive to changing market conditions 
may simply be the supermarket segmenting customers by their price 
sensitivity.

Why Do Firms Price Discriminate?

Price discrimination is oft en profi table.10 Returning to our gallery example, 
when the gallery charges a fi xed price, say $250, for a black- and- white 
photo, it obtains the sale of  every customer whose reservation price is at or 
above that price. It loses the sale of potential customers whose reservation 
price is less than $250 for the photo. Moreover, the person who is willing 
to pay $1,000  will not necessarily buy four black- and- white photos. Instead, 
the customer may pay $250 for the one photo, and spend the $750 in con-
sumer surplus elsewhere. In perfectly price discriminating, the gallery 
captures that consumer surplus. Moreover, it gains all the sales from cus-
tomers whose reservation price is below the fi xed retail price but above 
the photo’s cost. So long as the customer’s reservation price is above the 
gallery’s cost, the gallery  will profi t with each sale. Essentially the gallery 
does not leave any money on the  table. Every one  will pay the maximum 
amount that they are willing to spend, more photos  will be sold, and the 
gallery  will maximize its profi t. By imperfectly price discriminating, the 
seller captures more consumer surplus than it would with a fi xed price, but 
less consumer surplus than our clairvoyant gallery owner, who leaves no 
money on the  table.

 We’ll explore in the next chapter how data- driven companies increase 
profi ts by extracting as much consumer surplus as they can—by getting 
them to buy  things they  didn’t know they needed and to pay more when 
they can (or have fewer outside options).
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ONE PUBLICIZED TOPIC at the 2015 Advertising Week event in New York 
was the personalization of advertising, exploring how, by 2020, all 

advertising “ will be planned and bought using household- level and 
individual- level data.”1 Could the growth of Big Data and Big Analytics 
enable online sellers to perfectly price discriminate— where each customer 
pays the most he or she is willing to pay?

Competition as we know it is changing as companies experiment in de-
vising better ways to price discriminate— far better than the imperfect 
price discrimination of the analog era (such as the se nior citizen discount). 
Chronicling the advancements in tracking us and collecting our data, this 
chapter explores  whether perfect price discrimination is on the horizon. 
Th e immediate answer, to paraphrase St. Th omas Aquinas’s comment on 
happiness, is that perfect price discrimination is not pos si ble on earth, but 
better forms of imperfect price discrimination are pos si ble.

Not Your Grand mother’s Marketplace

You may won der how can any com pany price discriminate online, when 
rivals, one or two clicks away, off er the same item at an everyday low price? 
How are online fi rms able to minimize the attractiveness of the consum-
er’s outside options?

What economists and competition  lawyers call “price discrimination,” 
online industry participants call “price optimization” or “dynamic diff er-
ential pricing”. Dynamic diff erential pricing, as Mas sa chu setts Institute of 
Technology Professor Yossi Sheffi   has put it, is the “science of squeezing 
 every pos si ble dollar from customers.”2 With the rise of Big Data and 
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self- learning price algorithms, online and brick- and- mortar sellers, not 
surprisingly, are experimenting with better ways to price discriminate.

Some online retailers are tracking a consumer’s location, purchasing be-
hav ior, and other personal data to charge consumers with fewer options a 
higher price.3 In 2012 the Wall Street Journal reported price discrimination 
by the online and brick- and- mortar offi  ce- supply superstore Staples, Inc.4 
Th e Journal found that Staples’ pricing algorithms charged diff  er ent prices 
on its website  aft er estimating the customers’ locations.5 Staples apparently 
considered the customer’s distance from its rivals Offi  ceMax’s or Offi  ce 
Depot’s brick- and- mortar stores: “If rival stores  were within 20 miles or 
so, Staples . com usually showed a discounted price.” 6 Staples is not alone. 
Offi  ce Depot admitted using “customers’ browsing history and geoloca-
tion to vary the off ers and products it displays to a visitor to its site.”7

In 2000, Amazon . com sold DVDs to diff  er ent  people at diff  er ent prices. 
Amazon called it “merely a test and ultimately refunded the price diff er-
ence to  people who paid more.” 8 Patrick Misener, Global Vice President of 
Amazon, recently referred to this price test as an isolated incident: Am-
azon “ will never use demographic information to price. We  will not use 
purchase history or what ever other assumptions. We  will not do that and 
never have. . . .  In the case of this random price test,  there is no other word 
for it than stupid. . . . We have not done it since. It was just dumb.”9

In 2010 the Wall Street Journal reported that Capital One Financial Corp. 
“was using personalization technology to decide which credit cards to show 
fi rst- time visitors to its website” and “was showing diff  er ent users diff  er ent 
cards fi rst— either  those for ‘excellent credit’ or ‘average credit.’ ”10

Some online sites gave discounts based on  whether or not a person was 
using a mobile device. “A person searching for  hotels from the Web browser 
of an iPhone or Android phone on travel sites Orbitz and CheapTickets 
would see discounts of as much as 50% off  the list price.”11 Rosetta Stone 
off ered “diff  er ent product ‘bundles’ in diff  er ent places” and personalized 
its suggestions based on how the visitor reached its website— whether from 
a search engine, a social- media link, a mobile device, or a PC.12 “We are 
increasingly focused on segmentation and targeting,” a spokesman said. 
“ Every customer is diff  er ent.”13

Allstate was recently criticized for its so- called “marketplace consider-
ations” algorithm. Th e insurance com pany sought to optimize the price it 
charged to individuals by determining the likelihood that they would com-
pare prices before purchasing insurance. Th is criticism stemmed from the 
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fact that the algorithm facilitated non- risk- based selective pricing, which 
ranged from a discount of up to 90  percent off  the standard rate to an in-
crease in premiums of up to  800  percent.14

Brick- and- mortar stores, like their online counter parts, are also experi-
menting with dynamic diff erential pricing. In 2014 U.K. retailer B&Q, for 
example, was testing “electronic price tags that alter the price of an item 
based on the profi le of the customer. Th e system uses data stored from loy-
alty cards and spending habits (via a chip in shoppers’ mobile phones) to 
work out a price to be displayed next to the goods on the shelf. Th e retailer 
claims the move  will reward loyal shoppers.”15

Even coupons are becoming more personalized and targeted. One ex-
ample is Coupons . com, an online platform that in 2015 delivered person-
alized promotions  every month to approximately 17 million consumers. It 
promotes over 2,000 brands from approximately 700 consumer packaged 
goods companies, such as Clorox, Procter &  Gamble, General Mills, and 
Kellogg’s, as well as retailers like Albertsons- Safeway, CVS, Dollar General, 
Kroger, and Walgreens. Its digital platform, according to its 2014 annual 
report, seeks “to engage consumers at the critical moments when they are 
choosing which products they  will buy and where they  will shop.”16 By 
2015, Coupons . com was targeting shoppers with display and video mes-
sages, “all informed by online data and in- store purchase be hav ior.”17

Data is key  here. Coupons . com starts “with demographic and geography 
based personalization techniques to ensure that consumers see and can 
easily access the most relevant content.”18 It then can “personalize content 
based on which off ers the consumer has clicked on and what searches the 
consumer may conduct on our network as well as the coupons that the con-
sumer previously activated by printing or loading to their loyalty cards 
and redeeming.”19 Moreover, when using Coupons . com’s mobile phone 
grocery list app, shoppers receive personalized coupons based on their gro-
cery list. Th e online platform also accesses a retailer’s loyalty card data 
to target its shoppers. Th us, one of Coupons . com’s “key strengths” is its 
“[p]roprietary data on consumer be hav ior from intent to purchase.”20

Retailers have for years used loyalty programs to collect customer data 
and target them with specifi c ads and discounts.21 One example is Target. 
When you walk into the retail outlet, you may be unaware that Target, 
whenever it can,  will assign you and  every other shopper “a unique code— 
known internally as the Guest ID number— that keeps tabs on every thing 
[you] buy.”22 Whenever you use a credit card or store coupon, fi ll out a 
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survey, mail in a refund, call the customer helpline, open an e- mail from 
Target, or visit Target’s website, Target  will link that data to your Guest 
ID.23 You may also be unaware of the other data Target collects about you, 
including “your age,  whether you are married and have kids, which part of 
town you live in, how long it takes you to drive to the store, your estimated 
salary,  whether  you’ve moved recently, what credit cards you carry in your 
wallet, and what websites you visit.”24 Plus, Target may acquire additional 
data about you, including “your ethnicity, job history, the magazines you 
read, if  you’ve ever declared bankruptcy or got divorced, the year you bought 
(or lost) your  house, where you went to college, what kinds of topics you talk 
about online,  whether you prefer certain brands of coff ee, paper towels, ce-
real or applesauce, your po liti cal leanings, reading habits, charitable giving 
and the number of cars you own.”25 Target collects information about your 
phone.26 Target, with your consent, also tracks your “geo- location and in- 
store location” so that it knows how far you are from a Target store, and in 
what aisle you are currently.27 Target, with your consent, also collects your 
Facebook ID, including your profi le picture and your friends’ IDs; and your 
Google ID and profi le picture.28 Target also collects information that you 
submit in any public forum, including blogs, chat rooms, or social networks, 
such as Facebook.29

Some of you  don’t want to be tracked online. So you may use your 
browser’s “do not track” feature that lets you tell websites that you do not 
want to have your online activities tracked. Target, as of mid 2016, does 
not “respond” to your request not to be tracked.30 Moreover Target uses its 
store cameras not strictly for security purposes but also for “operational 
purposes such as mea sur ing traffi  c patterns and tracking in- stock levels.”31

Why does Target go to such lengths to track you and collect data about 
you and your friends? To increase your loyalty and spending at Target, the 
New York Times reported. One desirable target are pregnant  women. Target 
can sell them baby products (and likely other products once the expecting 
parents are at Target). Th rough its baby- shower registry Target knew some 
of its customers who  were pregnant, but not  every shopper revealed her 
pregnancy. To identify which  women are likely pregnant, Target’s com-
puters examined for any patterns the shopping purchases of  women on its 
baby- shower registry. Th is revealed that pregnant  women  were more likely 
to buy certain items, such as, “larger quantities of unscented lotion around 
the beginning of their second trimester.”32 From the wealth of purchase 
data, Target identifi ed about twenty- fi ve products that, when analyzed 
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together, enabled it “to assign each shopper a ‘pregnancy prediction’ 
score.”33 Target could predict from the pattern of purchases (such as lotions) 
if the shopper was pregnant, and also, by the types of products, estimate 
“her due date to within a small win dow.”34 Target then analyzed  every reg-
ular female shopper in its national database to identify  those most likely 
to be pregnant, and off ered them coupons for baby- related products, 
with the aim that they would buy other  things at Target as well.

Th e Times reported about one  father who demanded to see the man ag er 
at a Target outside Minneapolis:

He was clutching coupons that had been sent to his  daughter, and he was 
angry, according to an employee who participated in the conversation. 
“My  daughter got this in the mail!” he said. “She’s still in high school, and 
 you’re sending her coupons for baby clothes and cribs? Are you trying to 
encourage her to get pregnant?” Th e man ag er  didn’t have any idea what 
the man was talking about. He looked at the mailer. Sure enough, it was 
addressed to the man’s  daughter and contained advertisements for ma-
ternity clothing, nursery furniture and pictures of smiling infants. Th e 
man ag er apologized and then called a few days  later to apologize again. 
On the phone, though, the  father was somewhat abashed. “I had a talk 
with my  daughter,” he said. “It turns out  there’s been some activities in 
my  house I  haven’t been completely aware of. She’s due in August. I owe 
you an apology.”35

Personalization is also prevalent in the U.K. supermarket sector, notably 
Tesco, which introduced in 1995 its loyalty program, Clubcard. As its 
former CEO noted, “We could treat customers as individuals. And we 
could learn what they  were interested in, what their behaviours  were, and 
we could tailor and target all of their marketing so that it was relevant to 
that individual consumer.”36 Why all the data? As McKinsey & Com pany 
found, it helps drive loyalty. 37

Th is “personalization” extends to product off erings. As Merlin Stone, 
business research leader at IBM, explained: “In  every sector, the top 20% of 
customers give 80% of the profi t.” No retailer would call the mechanics of 
their loyalty scheme discriminatory, but  here, according to Stone, is how it 
might work: “Th ey set a level [of ser vice] that any customer  will get, known 
as the ‘vanilla treatment’, and the more valuable customers  will get even 
better treatment.” So if, for example, you are a “cherry- picker”— someone 
who buys all the loss leaders and nothing else— a Tesco or a Sainsbury’s 
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might conclude that you would perhaps be better off  in Lidl or Aldi. Th ey 
might then raise the price of the loss leader, or just stop stocking the goods 
only cherry- pickers buy. More likely, however, they  will actively discourage 
the purchase of  these basic goods by placing them somewhere obscure and 
with  little shelf space. Th at way, says Stone, “you  don’t have social exclu-
sion, but at the same time you make sure you are focusing on selling the 
most profi table products to your best customers.”38

On the fl ip side, companies may seek passive consumers with low en-
gagement who  will continue paying high prices for poor service— and 
tailor an environment for them which is  free from promotions and ensures 
continuing purchases. Alex Chisholm, chief executive of the U.K.’s Com-
petition and Markets Authority, observed how the “incumbent, wary of 
disturbing the sleeping, tip- toes around the customer dorm, with auto 
roll- overs,  silent expiry of special off er periods . . .”39

Mining, Tracking, and Profi t- Maximizing

Companies can use Big Data to help their self- learning computer algo-
rithms optimize behavioral advertisements, individualize promotions, and 
pricing. As Coupons . com’s CEO remarked, its sophisticated products can 
“turn big data into smart data, using leading edge technologies such as 
machine learning and cross device targeting.” 40 With more data about us, 
the pricing algorithms can better predict our be hav ior and preferences and 
thereby better price discriminate.

Loyalty cards and payment rec ords are only the tip of the iceberg as com-
panies track our activities and amass data about us. Indeed, brick- and- 
mortar retailers are increasingly tracking their customers.  Unless you used 
a loyalty card, historically when you walked into a store, the retailer may 
not know who you are, what you are looking for, what  else might interest 
you, or how much you are willing to spend. Retailers  these days may use 
Wi- Fi and mobile phone technology to interact with shoppers as they enter 
the outlet.41 Th ey may also opt for more complex facial recognition soft -
ware to identify shoppers and learn about their be hav ior.42

Th e FTC in 2014 hosted a seminar on mobile device tracking, dealing 
with “how retailers and other businesses have been tracking consumers’ 
movements throughout and around retail stores and other attractions 
using technologies that identify signals emitted by their mobile devices,” 
and how “this tracking is invisible to consumers and occurs with no con-
sumer interaction.” 43
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A year  later the FTC brought its fi rst retail tracking case against Nomi 
Technologies.44 Using mobile device tracking technology (oft en without 
the customers’ knowledge), Nomi tracked 9 million mobile devices during 
the fi rst nine months of 2013 alone. It provided analytics ser vices to brick- 
and- mortar retailers about aggregate customer traffi  c patterns, such as: 
“the percentage of consumers merely passing by the store versus entering 
the store; the average duration of consumers’ visits; types of mobile devices 
used by consumers visiting a location; the percentage of repeat customers 
within a given time period; and the number of customers that have also 
visited another location within the client’s chain.” 45 Interestingly, what got 
Nomi in trou ble  wasn’t the tracking. Instead, it was the misleading nature 
of its privacy policy. Nomi assured individuals that they could opt out of 
its tracking through its website or at “any retailer using Nomi’s technology.” 
But Nomi never required its retail clients to provide such notice. Since the 
retailers never notifi ed individuals of the tracking, consumers could not 
opt out at the stores.46 Had Nomi simply not posted a privacy policy, it pre-
sumably could have continued tracking.

Besides the data they collect, companies also rely on data brokers, which, 
the FTC found, collect a vast amount of information on consumers:

Of the nine data brokers, one data broker’s database has information on 
1.4 billion consumer transactions and over 700 billion aggregated data 
ele ments; another data broker’s database covers one trillion dollars in 
consumer transactions; and yet another data broker adds three billion 
new rec ords each month to its databases. Most importantly, data brokers 
hold a vast array of information on individual consumers. For example, 
one of the nine data brokers has 3000 data segments for nearly  every U.S. 
consumer.47

Besides collecting data about individuals’ interests and online and of-
fl ine activities, data brokers also off er analytics products. Th e FTC found 
that a few data brokers “convert their analyses into marketing scores that, 
for example, rank clients’ customers on the basis of how likely they are to 
respond to par tic u lar marketing eff orts or to make a purchase, their pres-
ence on the web or their infl uence over  others, or other metrics.” 48 All of 
this data is collected and pro cessed with the aim of identifying customers’ 
interests and price sensitivity to market specifi c products to them at spe-
cifi c prices (or with specifi c discounts).

In our modern world, much of our lives and livelihoods are intertwined 
with the online environment. Consider the number of hours you spend on 
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your smartphone, tablet, or computer: at work, when communicating with 
 others, when purchasing goods and ser vices, for entertainment, and social-
izing. Th en add the times when data is passively collected about you, such 
as your location, whenever you carry your smartphone. Th en consider how 
much more data  will be collected about you with the growth of driverless 
cars, the Internet of  Th ings, and smart watches. In  these digitalized 
algorithm- based markets, sellers  will invest more money and time to better 
“shadow” our activities, harvest data on our be hav ior, and identify key mo-
ments to induce us to buy at the right price.

Is Perfect Price Discrimination Near?

So as the volume, variety, and value of personal data increases, and self- 
learning pricing algorithms improve,  will more sellers be able to perfectly 
price discriminate? To appreciate how competition can evolve, we must 
fi rst understand why perfect price discrimination is unlikely in many mar-
kets in the near  future. (One unfortunate exception is real estate— where 
both of us, in the overheated Oxford and Washington, DC, real estate mar-
kets, submitted bids that refl ected the most we  were willing to pay above 
the asking price for a property. But leaving our personal expenditures aside, 
let us focus on the online environment.)

Insuffi cient Data

First, to perfectly price discriminate, a fi rm must develop an algorithm that 
can identify each customer’s reservation price. Each consumer’s reserva-
tion price is a latent variable— that is, a variable that cannot be directly 
observed but may be inferred. Online sellers oft en cannot directly observe, 
when the customer goes online, how much that par tic u lar customer is 
willing to pay for a par tic u lar item. Instead, the pricing algorithm collects 
and pro cesses data that observes transactions and consumer be hav ior, such 
as  under what conditions and price points consumers do purchase and 
when they do not.

So one impediment to perfect price discrimination is insuffi  cient data. 
Although the algorithm has a lot more personal data than the brick- and- 
mortar retailer of twenty years ago, the algorithm still has insuffi  cient data 
for any par tic u lar customer: the customer may never have bought the item 
before; and the customer’s be hav ior may never have signaled how much he 
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or she is willing to spend. To accurately predict an individual’s reservation 
price would require suffi  cient data to identify and mea sure each of the 
many variables that aff ect that reservation price.

Predictability and (Ir)rationality

Second, to perfectly price discriminate with incomplete data, any predic-
tion would likely be based on assumptions, such as consumers having 
stable premises and a preexisting reservation price. Th e prob lem is that 
multiple dispositional and situational  factors can aff ect purchasing deci-
sions, and consumers may not even know their reservation price.

Neoclassical economic thinking had simplifying assumptions on  human 
be hav ior, namely that market participants are rational, self- interested, and 
have willpower. But individuals, as the behavioral economics lit er a ture 
explores, are far more complex. Over the past twenty years, the economic 
lit er a ture has increasingly recognized and mea sured how (1) willpower 
is imperfect, (2) biases and heuristics can aff ect decision making, and 
(3) many  people are concerned about fairness.49

Participants in one experiment  were asked how much they  were willing 
to pay for a cold beer that they would drink on the beach.50 Th e experience 
is the same (drinking on the beach a specifi c brand of beer which one’s 
friend procured from a nearby place). Th e only diff erence was  whether 
the beer came from a nearby expensive  hotel or a run- down grocery 
store. Most consumers  were willing to pay more if the beer came from 
the fancy  hotel ($2.65) than if it came from a run- down grocery store 
($1.50). Even though the experience is the same, the reservation price dif-
fered signifi cantly.

Consumers cannot always predict their reservation price, and may dis-
count  factors that actually aff ect their reservation price. For example, does 
an infl ated list price aff ect one’s reservation price? In one experiment, ex-
perienced real estate agents predicted it would not, but the results showed 
other wise.51 Each subject received a ten- page packet of information that 
real estate agents typically use to evaluate residential property, on a par tic-
u lar home.52 Th e in de pen dent variable was the  house’s listing price relative 
to its appraised value. Th e local real estate agents claimed that most real 
estate agents would detect as “obviously deviant” if the listing price  were 
infl ated by more than 5  percent from its appraised value.53 In two condi-
tions, the listing price was  either 4   percent above or below the  house’s 
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appraised and  actual listing price ($74,900). In the two other conditions, 
the listing price was 12   percent above or below the appraised value. For 
both the real estate agents and lay persons who participated in the study, 
the listing price signifi cantly infl uenced their valuations. Even though the 
 house was the same, and even with the same market data, the higher the 
 house’s listing price, the higher the participants’ estimate of the property’s 
appraised value.54 Th e listing price ( whether infl ated or discounted) sig-
nifi cantly biased both the amateurs’ and real estate experts’ estimates. Th e 
only diff erence was that the amateurs acknowledged using the listing 
price; the experts “fl atly denied” considering the listing price.

We, like the real estate agents in the study, may also discount the signifi -
cance of an infl ated list price. One example is the advertised “discount” off  
the list price. One Amazon listing promoted how buyers saved $2,131.33 
(99%) for a cat litter pan.55 Likewise, buyers seemingly saved a lot on a six- 
ounce bag of dog treats; its list price of $822 was discounted to $7.90.56 No 
one would likely pay $2,131.33 for a kitty litter pan or $822 for dog treats. 
Nonetheless, given the behavioral lit er a ture on anchoring eff ects,57 our 
reservation price may be aff ected by an infl ated list price, and other  factors 
we claim we ignore or are unaware of. Indeed, when you travel abroad, you 
may be shocked initially by how expensive or inexpensive  things are; even-
tually you adjust.

So with bounded rational consumers with imperfect willpower, the move 
 toward perfect price discrimination requires identifying all the key par-
ameters for each individual, and observing and improving the estimate of 
each pa ram e ter. Does a customer’s reservation price for a can of Coca- Cola 
change if the preceding three days exceeded a certain temperature;  whether 
the customer is on a date;  whether the person just fi nished exercising;  whether 
the purchase is from a vending machine or a store; and  whether or not the 
purchase is at an airport?

We can see that a pricing algorithm tailored for each individual would 
require an enormous volume and variety of data. It must identify all the 
relevant variables that aff ect a par tic u lar person’s reservation price. Each 
buying experience may diff er: the day of the week; time of day; where the 
person is; what  else they looked at on the Internet; the individual’s sex, age, 
education, and demographics; the order of goods presented; and their rela-
tive prices.
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Sample Size

A third impediment to perfect price discrimination is that the algorithm 
would need a suffi  cient sample size for its hypothesis test to be robust. 
To identify all the relevant variables that aff ect a par tic u lar person’s reser-
vation price, one generally must conduct multiple experiments.

So how many observations would the algorithm need to accurately pre-
dict an individual’s reservation price? Th e algorithm may have the min-
imum sample size for daily or weekly purchases, but not for infrequent 
purchases, such as tele vi sion sets, automobiles, and so on.

Consequently, to perfectly price discriminate, the pricing algorithm 
would have to  factor in the myriad dispositional and situational  factors that 
could aff ect an individual’s reservation price. Th is requires the algorithm 
to identify additional variables that can aff ect an individual’s reservation 
price and have the data to accurately predict how the individual would 
likely react  under each scenario. Th e pricing algorithm may not have 
enough trial- and- error opportunities to identify each variable needed to 
calculate accurately the individual’s reservation price. If the algorithm 
cannot calculate each person’s reservation price  under  those par tic u lar 
behavioral and situational  factors, the algorithm cannot perfectly price 
discriminate.

Refl ections

Companies have for de cades practiced cruder forms of imperfect price dis-
crimination, such as discriminatory pricing based on broad groupings of 
individuals (youth, students, adults, se nior citizens) and cruder in de pen-
dent variables (such as the customer’s location, the day of the week, or time 
of day).

Advances in tracking our be hav ior, collecting and analyzing our per-
sonal data, and implementing diff erential pricing have improved fi rms’ 
ability to price discriminate. Nonetheless,  unless customers accurately 
reveal their reservation price (such as in heated real estate auctions), in the 
near  future, pricing algorithms cannot identify each individual’s reserva-
tion price in many online markets. At times, the algorithm may be better 
at predicting our be hav ior than we are. But ultimately  every pricing algo-
rithm model  will be wrong. Th e algorithm’s challenge is to calculate how 
wrong it is and improve itself.
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As  we’ll see in the next chapter, with advances in pricing algorithms and 
the collection of a greater variety and volume of personal data, online com-
panies can more closely approximate our reservation price. Th ey may fi nd 
the road to perfect price discrimination and increased profi ts irresistible. 
Th ey  will compete in refi ning their pricing algorithms’ many in de pen dent 
variables, and in more precisely classifying individuals into smaller sub-
groups. As the Eu ro pean Data Protection Supervisor observed:

Economic theory shows that a provider maximises profi t when it is able 
to identify (and then, where appropriate, price- discriminate) between 
customers. In princi ple, if all patients remain unidentifi ed, a phar ma-
ceu ti cal com pany  will likely set a price for a drug which is the same for 
every one. However, if the same com pany is able to identify who, among 
its customers, has more fi nancial resources or has a greater need for the 
drug, it might be able to charge  those customers a higher price (e.g. 
through a “premium” version of the drug that claims to be more eff ective). 
Big Data might facilitate such group discrimination.  Th ere is therefore a 
direct relationship between the availability of large sets of health data and 
the potential profi tability of a number of industries active in the health-
care sector, as businesses  will be able to better target their commercial 
propositions and thus draw a greater profi t from the use of personal data. 
In a self- reinforcing trend, greater chances of profi t  will turn into an 
even greater demand of data and greater need for eff ective safeguards 
against abuses.58

As  we’ll see, as the volume of data collected increases, and the data ana-
lytics and categorization of consumers improve, self- learning computer al-
gorithms  will continually inch closer to perfect price discrimination.
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PERFECT PRICE DISCRIMINATION may be unattainable. But “almost perfect” 
behavioral discrimination may be within reach. In the online world 

where Big Data meets behavioral economics, we are witnessing an emerging 
category of price discrimination— behavioral discrimination.  Here fi rms 
harvest our personal data to identify which emotion (or bias)  will prompt 
us to buy a product, and what’s the most we are willing to pay.1 Sellers, in 
tracking us and collecting data about us, can tailor their advertising and 
marketing to target us at critical moments with the right price and emo-
tional pitch. So behavioral discrimination increases profi ts by increasing 
overall consumption (by shift ing the demand curve to the right and price 
discriminating) and reducing consumer surplus.

Th is chapter explores how Big Data and Big Analytics are fueling this 
arms race. Both online and brick- and- mortar stores are rapidly seeking to 
improve their consumer profi les. Our online and increasingly offl  ine ac-
tivities are progressively being tracked. Th e aim—as  we’ll illustrate—is to 
approach ever closer to perfect behavioral discrimination.

Big Data, Learning by  Doing, and the Scale of Experiments

In approaching perfect behavioral discrimination, self- learning algo-
rithms, while not identifying each customer’s reservation price, may 
segregate us in ever smaller reference groups and refi ne for each group the 
explanatory variables (that among other  things capture biases and situa-
tional  factors). Th e algorithms refi ne the crude divisions of yesteryear 
(such as se nior citizens and students) to more detailed, segmented real ity, 
where  people are matched to groups with similar price sensitivity and 
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purchase be hav ior. So the march to “almost perfect” behavioral discrimi-
nation  will involve labeling you in countless ways and placing you in 
smaller groupings of consumers with common situational and disposi-
tional  factors.

How is this pos si ble? Th is is where Big Data, learning by  doing, and the 
scale of experiments come into play. Pricing algorithms can collect data on 
you and other  people. Users are divided into subgroups of like- minded, 
like– price- sensitive individuals, who share common biases and levels of 
willpower. Pricing algorithms can use data on how other  people within 
your grouping react to predict how you  will likely react  under similar cir-
cumstances. Th is then enables the algorithm to more accurately approxi-
mate the user’s reservation price, observe be hav ior, and adjust. Th us, the 
more times the algorithm can observe what you and  others within your 
grouping do  under vari ous circumstances, the more experiments it can 
run, the more it can learn through trial and error what your group’s reser-
vation price is  under diff  er ent situations, and the more it can recalibrate 
and refi ne (including shift ing you to another group).

 Here is where scale comes into play. To optimize their per for mance, 
fi rms  will refi ne their pricing algorithms, which in turn requires continu-
ally refi ning the groupings and in de pen dent variables. Firms  will get as 
much relevant data as pos si ble and to get as many opportunities to test and 
refi ne their algorithms.  Every  actual or potential consumer transaction 
gives the com pany an opportunity to study consumer be hav ior and adjust 
both the weight attributed to each variable and the categorization of users. 
Firms  will compete in more accurately segmenting customers into sub-
groups to optimize pricing and profi ts. Th is is so  because technology 
enables operators to bypass challenges in identifying par tic u lar consumers’ 
reservation price, targeting the consumers, and preventing arbitrage. Th e 
more data that the fi rm quickly collects on users, the better able it can seg-
ment them; the more opportunities it has to observe individual be hav ior; 
the more the algorithms can learn when they predict correctly; and the 
more the algorithms can refi ne and retest when they predict incorrectly.

Th e data fl ow, like a hamster wheel, whirls continually. To better catego-
rize even smaller groups of individuals, fi rms  will need more data. Th is  will 
accelerate the Internet of  Th ings, as fi rms compete to collect data on con-
sumers’ activities in the home, at work, and outside. Smart thermostats, cars, 
utensils, and watches  will help fi rms refi ne their consumer profi les, and  will 
serve as platforms for behavioral advertisements. Information harvesting 
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 will go beyond purchasing decisions. For instance, online providers and 
sellers may know and make use of customers’ locations via mapping soft -
ware, their browser and search history, their friends and links on social net-
works, the media they stream, their preferences, and the contents of their 
online reviews and blog posts.2

The Real ity of Behavioral Discrimination

A joke in IT circles illustrates the speed of the harvesting and usage of such 
data: In the  middle of an impor tant board meeting, one man ag er anxiously 
requests to leave the room. “Why?” asks the chairwoman. Th e man ag er, 
pointing to his smartphone, replies, “I just received a string of ads on alarm 
and security systems— I think my  house was just burgled.”

A report by the U.K. Competition and Markets Authority (CMA) shows 
the joke’s under lying real ity. First, the joke refl ects the velocity of being 
targeted. As the CMA found, “Th is real- time method of buying and selling 
inventory can enable adverts to be served to users’ devices within millisec-
onds, off ering increased accuracy by targeting refi ned audiences rather 
than the previous method of buying audiences in bulk tranches of thou-
sands.”3 Th e U.K. Internet Advertising Bureau estimates that “in 2013, 28% 
of all digital display advertising was traded programmatically and that by 
2017 this could increase to between 60% and 75%.” 4

Second, as the joke refl ects, fi rms are already combining and analyzing 
data about consumers to make inferences about them. Using case studies 
in three sectors (auto insurance, clothing retailing, and game apps), the 
published lit er a ture, and meetings with key parties, the CMA found that 
fi rms are using detailed consumer data to increase consumption of their 
goods and ser vices.5 Firms increase consumption through targeted adver-
tising, “which can increase the conversion rate from advertisements to pur-
chases of a range of products and ser vices available,” and by “using data on 
consumers’ previous purchases or areas of interest to cross- sell related prod-
ucts and ser vices (for instance ‘you may also be interested in . . .’ messages 
on websites).” 6 Th e CMA found such concerns  were greater in the digital 
advertising space, with the “growth in programmatic advertising— the fully 
automated buying and selling of digital advertising space.”7

If you have an iPhone, Apple is categorizing you. When updating its iOS 
operating system in 2015, Apple discussed how its advertising platform, 
iAd, “creates groups of  people who share similar characteristics and uses 
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 these groups for ad targeting.” 8 Apple uses the data it collects “to deter-
mine which groups you are assigned to, and thus, which ads you receive.”9 
Apple stated that to protect “your privacy, your information is used to 
place you into groups of at least 5,000  people.”10

So in which categories  will you fall? Th at depends on a variety of per-
sonal information Apple  will harvest, including:

• Account Information: Your name, address, age, and devices regis-
tered to your account.

• Downloads: Th e  music, movies, books, TV shows, and apps you 
download.

• Device Information: Your keyboard language settings, location, 
device, and connection type.

• Activities in Apple Apps: Th e topics and publications you follow for 
news, the types of  music you listen to in Apple  Music, the off ers you 
choose to add to Wallet.

• Activities in other Apps: Information that other app developers 
(with your permission) provide Apple regarding your in- app pur-
chases and activities such as game- level completion.

• Advertising: Your interaction with advertising delivered by iAd.
• Other Segments: Information that third parties may also share with 

Apple, including information on groups of  people in which you 
belong (so long as no individual data is shared).11

Apple’s privacy policy explains how users can clear existing data collected 
on them (but not necessarily how they can stop being tracked and the data 
from being collected). Apple also explains how users can limit its targeted 
advertising, which is not self- evident.12

 Needless to say, we use Apple to illustrate an industry trend. Th e FTC in 
2014 described how data brokers  were developing complex models to predict 
consumer be hav ior, primarily by categorizing and segmenting consumers:

Th e data brokers can identify a group of consumers that has already 
bought the products in which the data broker wants to predict an interest, 
analyze the characteristics the consumers share, and use the shared char-
acteristic data to create a predictive model to apply to other consumers. 
For example, a data broker can:
• Analyze the characteristics of a subset of consumers that purchased 

camping gear in the last year, identify consumers in its database that 



 The Rise of “Almost Perfect” Behavioral Discrimination 105

share  these characteristics, and create a segment called “Consumers 
Interested in Buying Camping Gear”;

• Identify a group of consumers that sought chargebacks on their credit 
cards in the last year, analyze the characteristics  those consumers 
share, and use the characteristic data to predict “Consumers that are 
Likely to Seek a Chargeback”; or

• Analyze data on consumers in this manner to predict which con-
sumers are likely to use brand name medicine, order prescriptions by 
mail, research medi cations online, or respond to phar ma ceu ti cal 
advertisements.13

Increasing Demand by Exploiting Biases

Behavioral discrimination  isn’t just categorizing us into groups that are 
charged diff  er ent prices. It is also about getting us to buy  things that we 
may not need or have previously wanted. One popu lar Internet quote is 
“We buy  things we  don’t need with money we  don’t have to impress  people 
we  don’t like.”14 So to increase demand for their products and ser vices, 
companies  will likely appeal to our emotional wants.

As noted earlier, most of us are not rational, self- interested individuals 
with willpower. Th e fi eld of behavioral economics, as one of its pioneers, 
Amos Tversky, noted, has quantifi ed what  every good advertiser and car 
salesman already knew.15 We have cognitive biases, which refer to our ten-
dency to react, think, or operate in a certain way, which diverge from as-
sumed rationality. Biases can be observed. But businesses and governments 
can trigger consumers’ biases to achieve certain goals.16 As noted by 
Cialdini,  factors such as relative pricing, reciprocity, and the illusion of 
scarcity play a power ful role in the persuasion game.17

One competition authority offi  cial told us in 2015 that the behavioral 
economics lit er a ture identifi es over one hundred  human biases linked to 
decision making, information pro cessing, memory, and social interaction. 
Companies could surely identify a number of biases, he remarked, in order 
to better price discriminate online. An algorithm- fueled environment  will 
provide fi rms with unparalleled information about our desires, be hav ior, 
interests, search patterns, and willingness and ability to pay.

Below, we explore a few of the numerous “exploitable” consumer biases, 
which fi rms may use to promote (or reduce the consumer outrage over) 
their behavioral discrimination.
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Use of Decoys

We rarely choose goods and ser vices in absolute terms. Instead, we base 
our choices on the product’s relative advantage or disadvantage to other 
 things.18 How fi rms position their products can infl uence the purchase de-
cision. By adding an expensive (albeit inferior) choice, for example, the 
marketer can steer consumers to a more expensive second choice. As the 
consulting fi rm McKinsey & Com pany reported, “many restaurants fi nd 
that the second- most- expensive  bottle of wine is very popu lar— and so is 
the second- cheapest. Customers who buy the former feel they are getting 
something special but not  going over the top.  Th ose who buy the latter feel 
they are getting a bargain but not being cheap.”19

In one study, a hundred MIT students  were off ered three subscription 
choices for Th e Economist magazine: (1) Internet- only subscriptions for $59 
(sixteen students chose this option); (2) print- only subscriptions for $125 
(no students); and (3) print- and- Internet subscriptions for $125 (eighty- four 
students).20 When the “decoy” second choice (print- only subscriptions) was 
removed and only the fi rst and third options  were presented, the students 
did not react similarly.21 Instead, sixty- eight students opted for an Internet- 
only subscription for $59 (up from sixteen students) and only thirty- two 
students chose print- and- Internet subscriptions for $125 (down from 
eighty- four students).22

Online sellers can use decoy products or pricing to push consumers 
 toward higher- margin products. Apple, for example, can make its recently 
launched $349 Apple Watch appear reasonable by adding thirty- eight dif-
fer ent designs, ranging between $349 and $17,000.23 Few, if any,  will pay 
$17,000 for an Apple Watch, but it makes the $349 watch seem more rea-
sonably priced.

A study has been carried out to determine  whether the introduction of 
a decoy soft ware option can increase demand for the real option by ex-
ploiting consumers’ relative assessments of prices.24 Th e study used Micro-
soft ’s portfolio of Win dows 7, which included a Win dows 7 Professional 
bundled with a 4- GB pen drive and a decoy Win dows 7 Professional op-
tion priced the same as the bundle. Th e study found that the presence of 
the decoy makes the bundle option “a lucrative one and has the potential 
of increasing overall revenues by 15 per cent.”25

Companies are already using  these tactics. Th ey may purposefully make 
the least expensive private- label products less appealing visually in order 
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to nudge customers to higher- priced midrange private- label or other 
higher- margin goods. Indeed, one concern is that the commercial airlines 
are purposefully degrading the experience of fl ying coach to push less 
price- sensitive customers to “coach plus” or business class.

Price Steering

Besides off ering decoy choices, fi rms can nudge consumers closer to their 
reservation price by the way they pres ent options online. As a 2015 White 
House report explains, “Steering is the practice of showing diff  er ent prod-
ucts to customers in diff  er ent demographic groups. In the online environ-
ment, steering occurs when a web site alters its search results based on 
information about a potential customer.”26 For example, for consumers 
with higher reservation prices, the online seller would likely pres ent fi rst 
the premium, more expensive brands.27 As the  U.K.’s competition au-
thority noted, “Firms may do this by restricting the products that are dis-
played to consumers or by varying the order in which products are listed 
on their website to display relatively poorer or better quality products 
fi rst depending on the information they collect about consumers. Th is 
raises the possibility of some consumers being exploited with low quality 
products that are sold at the same price as higher quality products.”28

Th us,  under the new competitive paradigm, the online experience  will 
diff er, as fi rms personalize how, and in what order, they pres ent the prod-
ucts. Th e off erings on the web page may be tailored depending on your zip 
code,  house hold wealth, gender, and age. So it  will be harder to know what 
 others see. At most, you might know what other  people of similar age in 
your zip code see if they have similar professional and educational back-
grounds, visited the same websites and have similar purchase histories. As 
personalized off erings increase, search costs  will also increase for con-
sumers seeking to identify the “true” market price.

One older example was the travel website Orbitz, which steered Mac 
OS X users  toward “more expensive  hotels in select locations by placing 
them at higher ranks in search results.”29 One 2014 study found additional 
evidence of price steering and price discrimination.30 Th e study examined 
sixteen popu lar e- commerce sites involving general retailers and  hotel and 
rental car booking sites, and found evidence of price steering and price 
discrimination on four general retailers’ websites and fi ve travel sites. For 
example, the travel website Expedia was assigning users to one of three 
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buckets, and steering users in some buckets  toward more expensive  hotels.31 
Travelocity off ered diff  er ent  hotel search results depending on  whether 
users  were browsing on their iPhone or iPad or browsing from “Chrome 
on Android, Safari on OS X, or other desktop browsers.”32 Travelocity gave 
 people using their iPhones and iPads better prices on some  hotels.33 In con-
trast, Home Depot was steering users on mobile browsers  toward more 
expensive products.34

Increasing Complexity

To better discriminate, companies can take advantage of consumers’ diffi  -
culty in pro cessing many complex options. Companies deliberately increase 
the complexity by adding price and quality par ameters, with the intent to 
facilitate consumer error or bias, to their advantage.  Here, fi rms add options 
and increase their products’ complexity to manipulate consumer demand 
by making it diffi  cult to appraise quality and compare products.35 Firms in-
crease the consumers’ search and evaluation costs, thus driving consumers 
to rely on basic signaling that benefi ts the fi rms. Firms increase the com-
plexity of their contracts to increase their customers’ switching costs and to 
more eff ectively price discriminate.36 In short, fi rms increase complexity to 
render market conditions less susceptible to eff ective competition.

One study found that as competition in U.S. telecommunication markets 
increased, telecommunication providers off ered more complicated, bad- 
value price plans.37 Th e increased competition caused “cellphone providers 
to focus on raising profi tability through creating confusion and gaining 
from consumer  mistakes.”38 A criticism of the mobile phone industry is its 
deliberately increasing choice complexity to exploit consumers:

Too much and too complex information have made it diffi  cult for all but 
the most technologically savvy to choose the product best suited to their 
needs. Customers unable to choose based on attribute preferences ap-
peared to make their choices based on price, only to  later fi nd out that 
the product did not meet their needs. Th is tendency is further compli-
cated by a lack of comprehension. When provided with multiple options, 
consumers are only able to choose the least expensive about 65% of the 
time. When faced with the complex options of base ser vice fees, addi-
tional features and cost for usage overages, customers tend to choose 
plans that greatly exceed their requirements, signifi cantly overpaying 
each month rather than risking the chance of occasional overage costs. 
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Prob lems navigating the telecommunications industry are not limited to 
older adults, although they may be particularly vulnerable.39

Similarly, another recent study found that a greater variety of price plans 
in  U.K. electricity markets led more consumers to choose suboptimally, 
harming their welfare.40 Consumers may fi nd it diffi  cult to accurately compare 
the true cost of a deal by one energy provider with that of another. Indeed, 
the U.K. Competition and Markets Authority (CMA) noted that the funda-
mental characteristics of energy consumption presented two barriers to con-
sumers’ engagement with the retail energy market: (1) the absence of a quality 
mea sure ment for the diff erentiation of energy, which may “fundamentally 
reduce consumers’ enthusiasm for, and interest in, engaging in the do-
mestic retail energy markets, leading to customer inertia”;41 and (2) the fact 
that the information contained in conventional meters is not immediately 
accessible. Customers or the supplier generally read conventional meters 
infrequently, which “adds considerably to the complexity and opacity of 
gas and electricity bills.” 42 Moreover, “the perception of the complexity and 
burden of the pro cess” of searching for an alternative supplier limits suc-
cessful switching.43

Complexity has also been shown to limit switching between ser vice pro-
viders and to increase the likelihood of customers retaining the default 
option.44 Ultimately, companies can discriminate by designing the number 
and types of options they off er to exploit consumers’ cognitive overload. 
Similarly, they may support complexity by increasing search costs. Online 
fi rms may resort to age- old tactics, such as selling the same product but 
 under diff  er ent labels. Th is is legendary in the U.S. mattress industry. Con-
sumer Reports noted the tricks the mattress industry uses to make it diffi  cult 
for consumers to compare models and negotiate a better price, including 
when “manufacturers sell the identical or nearly identical mattresses to dif-
fer ent retailers with exclusive model names.” 45 Each retailer tells the puz-
zled customer, “We  don’t sell that Sealy brand, but we off er a superior mat-
tress from Sealy.”

Drip Pricing

Online companies can shroud their behavioral discrimination by making 
the price terms more complex. Th e  U.K. competition authority experi-
mented with fi ve common price frames: (1) “drip pricing,” where a lower 
price is initially disclosed to the consumer and additional charges are added 
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as the sale progresses; (2) “sales,” where the sale price is referenced off  an 
infl ated regular price (e.g., was $2, now $1); (3) “complex pricing” (e.g., 
three- for- two off ers), where the unit price requires some computation; 
(4) “baiting,” where sellers promote special deals with only a limited 
number of goods available at the discounted price; and (5) “time- limited 
off ers,” where the special price is available for a short period.46 Consumers 
made more  mistakes and  were especially worse off   under drip pricing and 
time- limited off ers.

Th e Executive Offi  ce of the President in the United States gave other ex-
amples of how fi rms may use complex or opaque pricing schemes to screen 
out less sophisticated buyers:

[C]ompanies may obfuscate by bundling a low product price with costly 
warranties or shipping fees, using “bait and switch” techniques to attract 
unwary customers with low advertised prices and then upselling them on 
diff  er ent merchandise, or burying impor tant details in the small print of 
complex contracts. When  these tactics work, the economic intuition that 
diff erential pricing allows fi rms to serve more price- sensitive customers 
at a lower price- point may even be overturned. If price- sensitive cus-
tomers also tend to be less experienced, or less knowledgeable about 
potential pitfalls, they might more readily accept off ers that appear fi ne 
on the surface but are actually full of hidden charges.47

Imperfect Willpower

Consumers with limited patience  will oft en pay a higher price. Th is has 
been known for de cades.  People could save money by waiting  until a movie 
appeared in a second- run theatre,48 or for the fi ction hardcover to appear 
in paperback. Th us, the more the online site can encourage impulse pur-
chases (such as “scarcity marketing” that promotes the dwindling stockpile 
of items and the many buyers looking at the item), the less likely the con-
sumer  will comparison shop.

Likewise, online retailers may shroud their behavioral discrimination by 
off ering discounts to consumers with greater willpower. Baymard Institute, 
a retailers’ Internet research fi rm, found that 68  percent of online shopping 
carts are abandoned  aft er initial click- throughs. Consumers who abandon 
an online transaction may be rewarded. Indeed, it is not uncommon, when 
purchasing online, that a second visit to a site, following incomplete pur-
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chase, would result in a pop-up screen with a discount code. Such practices 
refl ect the assumption that a customer who delayed purchase may be less 
 eager, more price sensitive, or considering other purchase options. Coupon 
site Rather - be - shopping . com, for example, “found 17 well- known retailers 
(including Bed, Bath & Beyond, Macy’s, and Williams- Sonoma) that of-
fered coupons (ranging from 20% off  to  free shipping) to customers who 
left  their carts.” 49

Minimize the Perceived Unfairness through Framing Effects

Many consumers, as the next chapter discusses, feel cheated by price dis-
crimination. Th ey are deprived of a market price. To address this, fi rms 
can rely on framing eff ects when price discriminating. Th e behavioral eco-
nomics lit er a ture suggests that “framing eff ects” (how the issue is worded 
or framed) do  matter.50  Here the price discrimination is framed not as 
consumers paying more, but rather as some getting a discount.

Credit cards are one example. Merchants oft en tell consumers of a dis-
count if they pay with cash. Merchants never tell consumers they must pay 
more if they use a credit card. Th e net eff ect is the same: credit card cus-
tomers pay more than cash customers. But how the choice is framed ( either 
as a discount or as a surcharge) does  matter. To illustrate,  aft er the credit 
card companies’ no- discrimination rule was abolished, Dutch merchants 
could impose surcharges or off er discounts based on how the customer was 
 going to pay. Of the consumers surveyed, 74  percent thought it (very) bad 
if a merchant asked for a surcharge for using a credit card. But when asked 
about a merchant off ering a cash discount, only 49  percent thought it (very) 
bad, with 22  percent neutral and 21  percent saying it is a (very) good  thing.51

In another experiment, a majority of  people said that a car dealer’s 
elimination of a $200 discount off  the list price for a popu lar vehicle was 
acceptable; 71  percent viewed selling the vehicle $200 above the list price as 
unfair.52 Both scenarios again produce the same eff ect— a higher net retail 
price— but the direction of the deviation to or from the established refer-
ence point diff ered.

Th us when price discriminating, online companies  will not likely im-
pose a surcharge on  those willing to pay more. Instead, they will likely 
start with a higher list price, and then selectively vary the level or size of 
discounts. Moreover, consumers’ incentive to search for the outside option 
 will vary, depending on  whether  there is a price increase versus a price 
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decrease. As the OECD noted, consumers “may search more aggressively 
for alternative suppliers when prices increase, but less aggressively when 
prices are stable or slowly decreasing.”53 Consumers typically base a deal’s 
“value” on the deviation from an established reference point (for example, 
a sale of 20   percent off  the regular price). Many consumers may be less 
concerned when the steady discounts are eliminated (such as the 20  percent 
discount) than when list prices increase (although both have the same net 
eff ect). Deviations from the perceived reference point are marked by asym-
metric price elasticity: consumers are angrier about, and more sensitive to, 
price increases than to the elimination of a discount or the maintenance 
of prices during periods of defl ation.54 Th us the road to near- perfect be-
havioral discrimination  will likely be paved with personalized coupons 
and promotions: the less price- sensitive online customers may not care as 
much if  others are getting promotional codes, coupons, and so on, as long 
as the list price does not increase.

Online sellers  will increasingly off er consumers with a lower reservation 
price a timely coupon— ostensibly for being a valued customer, a new cus-
tomer, a returning customer, or a customer who won the discount. Th e 
coupon may appear randomly assigned, but only customers with a lower 
reservation price are strategically targeted. For example, when American 
Airlines introduced dynamic pricing, it framed “the 21- day advance- 
purchase requirement as a chance to buy ‘super- saver’ fares.”55 Indeed, the 
price discrimination can happen on other, less salient aspects of the pur-
chase. Retailers can off er the same price, but provide greater discounts on 
shipping (or faster delivery), off er complimentary customer ser vice, or 
better warranty terms to attract customers with lower reservation prices, 
greater willpower, or more outside options.

Another way to frame behavioral discrimination in a palatable manner 
is to ascribe the pricing deviations to shift ing market forces. Few  people pay 
the same price for corporate stock. Th ey accept that the pricing diff erences 
are responsive to market changes in supply and demand (dynamic pricing) 
rather than price discrimination (diff erential pricing). So once consumers 
accept that prices change rapidly (such as airfare,  hotels,  etc.), they have 
lower expectations of price uniformity among competitors. One  hotel may 
be charging you a higher price  because of its supply of rooms (rather than 
discriminating against that par tic u lar user). When your friend inquires 
about the same room, the diff  er ent price could refl ect an interim change in 
supply or demand. Rarely  will you and  others si mul ta neously search on the 
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same website for the same room and communicate your fi ndings. Th us, 
consumers may not know when pricing is dynamic, discriminatory, or 
both.

Where Does the Power Reside?

Th e power in our scenario  favors  those who hold and sell our personal 
data.  Th ese informational asymmetries support near- perfect behavioral 
discrimination.

Th e fi rst asymmetry is between the discriminating fi rm and its customers. 
Th e fi rm collects data on its customers and designs the algorithm. Th e fi rm 
may not know exactly how its pricing algorithm derived a par tic u lar price for 
a par tic u lar customer (see Chapters 7 and 8), but the fi rm does know the 
algorithm’s ultimate strategy (namely to increase profi ts by better discrim-
ination). Th e fi rm, unlike its customers, also knows the magnitude of the 
price disparity among the vari ous consumer categories.

We, on the other hand, are in the dark on this data- driven behavioral 
discrimination. Th e list of “known unknowns” is troubling. In many 
jurisdictions, including the United States, we do not know:

• who has been collecting data on us;
• the uses to which our personal data  will be put;
• the other potential recipients of our personal data;
• the nature of the personal data collected about us;
• the categories in which we are placed;
• the means by which our personal data is collected;
• the quality of the data (and inferences made about our likely 

 be hav ior); and
• what, if any, options we have to control how the data is used.

Nor, in most countries, do individuals as of this book’s publication date 
have the right to view the data, and to verify or contest the data’s accuracy. 
Nor can we challenge the accuracy of categories in which we are placed. We 
may know that we are getting a lot of ads— such as substance abuse, lower- 
quality credit cards, or checking our prison rec ords— but not know why 
 these ads are directed at us.56

Th e second level of informational asymmetry is between the fi rm and 
its competitors.  Because perfect price discrimination  will remain elusive, 
fi rms  will seek to refi ne their categorizations of consumers. Not all the 
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fi rms  will have the same data. Firms with a data advantage  will likely 
have better algorithms that can better segment customers, and for each 
group they  will likely be better at identifying the group’s average reservation 
price (and a narrower distribution of individual reservation prices). Rather 
than converge  under the tacit collusion scenarios, the pricing algorithms 
 here might diverge, with some fi rms’ algorithms improving and  others re-
maining cruder. If some competitors are closer to perfect behavioral dis-
crimination than  others, that might suggest greater competitive opportu-
nities. Consumers with (perceived) high reservation prices could switch to 
competitors with cruder algorithms (so to get better deals). Consumers 
with low reservation prices could switch to competitors with more sophis-
ticated algorithms (where the product they are off ered will likely be cheaper).

Th e prob lem is that fi rms that discriminate  will generally seek to reduce 
the customers’ outside options by reducing price transparency and in-
creasing the customers’ search costs. Th is may be easy. Some customers 
are known as “sleepers,” a term for customers “who out of indolence or ig-
norance  don’t shop but instead are loyal to whichever seller  they’ve been 
accustomed to buy from.”57 Switching costs may therefore be higher than 
one assumes, despite perceived competition being only a click away. Illus-
trative is the be hav ior of many users who indicated that when a search 
result fails to meet their expectations, they  will “try to change the search 
query— not the search engine.”58

Th e fi rm might diff erentiate its products and ser vices, perhaps through 
customization. When products and ser vices are customized to individual 
tastes,  there is no longer a common benchmark and it can become harder 
for customers (and competitors) to compare products and prices. Th e cus-
tomization and disappearance of a competitive benchmark could also 
make it harder for potential entrants to assess what price they should charge 
to convert suffi  cient customers for their entry to be profi table.

Moreover, as more online retailers engage in dynamic, diff erential 
pricing, it  will be harder for consumers to discover a general market price 
and to assess their outside options.59 For example, if Amazon would engage 
in behavioral discrimination, the customer might turn to Walmart. But 
if Walmart and other retailers engage in behavioral discrimination for 
customized products, it  will be increasingly diffi  cult for consumers to fi nd 
the competitive benchmark. A White House report summarized this 
trend  toward personalized pricing and individually- targeted marketing 
campaigns: “A review of the current practices suggests that sellers are now 
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using big data and digital technology to explore consumer demand, to steer 
consumers  towards par tic u lar products, to create targeted advertising and 
marketing off ers, and in a more limited and experimental fashion, to set 
personalized prices.” 60

Importantly, that power is not unlimited. It depends on the level of com-
petition, the availability of outside options, and public perception of the 
unfairness of price discrimination. It is also aff ected by the ability to har-
vest and pro cess data, economies of scale, and network eff ects. Th e power 
to price discriminate may be curtailed by a pos si ble pushback from con-
sumers, in the form of programs designed to outsmart price algorithms 
and trigger discounts or lower prices. A market may emerge in which 
countermea sures develop for individuals to migrate between groups or ob-
struct segmentation.

Refl ections

While technology, fi nancial, and other barriers may prevent sellers from 
perfecting behavioral discrimination,61 the online environment is still 
much more susceptible to such mea sures than the traditional brick- and- 
mortar shops. So what ever the mea sures and countermea sures, we are 
moving away from the old competitive environment where the store clerk 
stamps one price on the item, which every one pays. Customers in the 
coming years may still know the price of milk at several retailers, and 
retailers  will still compete by lowering prices for some items or improving 
ser vice. But for many products and ser vices, the growth of Big Data 
and Big Analytics  will lead to greater opportunities to acquire informa-
tion on the preferences, weaknesses, and elasticity of demand for discrete 
groups of customers. Th e more detailed such information is, the easier it 
may be to segment the customer base and approach perfect behavioral 
discrimination.

We may not know when, and the extent to which, we are victims of 
behavioral discrimination.62 Oft en markets exhibit weak consumer en-
gagement.63 Only a minority  will likely invest time in countermea sures to 
curtail tracking. Even the astute, to benefi t from discounts through loy-
alty programs, must reveal their identity. Moreover, the loyalty discounts 
are more salient than the perceived savings in remaining anonymous.

 Th ese pro cesses not only aff ect us, but may equally aff ect small and 
medium size enterprises (SMEs), which may lack the sophistication and 
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resources to cope with leading market players. As noted by CMA Chairman, 
David Currie: “Compared with the large corporation, SMEs typically have 
scarce skilled resource, their transactions are more sporadic, their infor-
mation is limited and their access to high volume data pro cessing and ana-
lytics is limited. So they may be much more like individual consumers, so 
that their biases risk being used by large companies, just as for individual 
consumers.” 64

An in ter est ing and challenging question which emerges from our discus-
sion is  whether the enhanced capacity to price discriminate in a digitalized 
environment should call for a more interventionist approach. Th e next 
chapter examines the welfare implications of behavioral discrimination, and 
what tools enforcers could use as fi rms get even better at discriminating.
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OUR GROWING RELIANCE on web- based platforms for searches and pur-
chases changes the dynamics of competition. It can facilitate an al-

most perfect behavioral discrimination, which  will result in customers 
consuming more and many paying a higher price in a seemingly competi-
tive market.

In this chapter we consider the welfare eff ects of behavioral discrimina-
tion. We do so in two steps.

First, we explore the welfare eff ects of price discrimination. We note how 
price discrimination’s welfare eff ects are mixed. On the one hand, our in-
creasingly automated, digitalized transactions could create a more trans-
parent marketplace in which resources are allocated more effi  ciently and 
in which the best product or ser vice, at the lowest price, triumphs. On the 
other hand, pricing algorithms may be used to exploit customers and raise 
“the seemingly endless possibilities for both chaos and mischief.”1

Second, we move beyond price discrimination into the murkier  water of 
behavioral discrimination. Digitalized algorithm- based markets are char-
acterized by the ability of sellers to increasingly “shadow” our activities, 
harvest data on our be hav ior and preferences, build profi les about us, tailor 
inducements, and recalibrate based on our responses. Th is behavioral dis-
crimination can increase consumption, optimize the extraction of wealth, 
and aff ect other impor tant values, such as privacy, equality and fairness.

The Neoclassical Economists’ Take on Price Discrimination

Do we lose when sellers discriminate? Well, it depends. At times we  will; at 
other times we  won’t. Price discrimination could generate a mixture of 
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eff ects  under diff  er ent market conditions. Not surprisingly, economists 
debate over the net welfare eff ects of price discrimination. Some view it 
more negatively than  others. For instance, two economists, Leeson and 
Sobel, suggest that when the costs of implementing price discrimination 
are taken into account, its effi  ciency is doubtful.2

Price discrimination can, at times, yield distinct effi  ciencies and welfare 
gains, including:

• Increasing output, facilitating the recovery of high fi xed costs, and 
allowing certain businesses, which would not other wise have existed, 
to operate profi tably.3 For instance, railway companies may depend 
on temporal price discrimination between peak and off - peak travel 
or between advanced bookings or loyalty schemes, to attract enough 
business to keep their ser vices  running.

• Fostering choice and access in increasing the range of products or 
ser vices off ered to customers who could not other wise aff ord them 
 under uniform pricing (e.g., land or air travel).4

• Increasing social equality5— such as U.S. colleges, which, in awarding 
poorer students fi nancial aid, enable greater access to higher educa-
tion than if every one paid the same (higher) tuition.

• Facilitating dynamic effi  ciencies. With more revenues and profi ts, 
companies have more to invest in research and development and 
en hancing quality.6 Th is could also manifest itself through competi-
tive investments, as opposed to innovation, such as “increasing 
product variety” and “expanding retail outlets.”7

• Intensifying competition among oligopolists, who can now charge 
lower prices to competitors’ customers and new customers while 
maintaining higher prices on existing (more captive) customers. 
Th is allows suppliers to compete for all customers, not just marginal 
customers.8

Price discrimination can also raise several concerns—in par tic u lar, 
when it enables a power ful fi rm, or group of fi rms, to:

• Exploit customers. One example is when customers are locked in, and 
the seller uses its market power to segment its customer groups to 
maximize wealth extraction.9

• Exclude or eliminate a competitor. Th e Eu ro pean Commission 
recognized in AKZO how discrimination “between similarly- placed 
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customers is expressly prohibited . . . when it places certain firms 
at a competitive disadvantage.” The anticompetitive effect of 
AKZO’s differential pricing “involved not so much direct injury 
to customers but rather a serious impact on the structure of 
competition at the level of supply by reason of its exclusionary 
effect.”10

• Increase barriers to entry or expansion, by making entry or expan-
sion diffi  cult or excessively costly. Th e U.K. Competition and Mar-
kets Authority, for example, noted that “where a fi rm uses consumer 
data to separate diff  er ent groups of customers and off ers a diff  er ent 
price to each group,” small or new fi rms “would not have a substan-
tial fi xed base of existing customers, and so may be unable to compete 
as successfully to target customers through off ering them lower 
prices.”11

• Deprive smaller rivals or new entrants of attaining sales or distribu-
tion suffi  cient to achieve effi  cient scale, thereby raising the smaller 
companies’ costs and thwarting their competitiveness.

• Magnify or sustain other exclusionary or predatory abuses.12

• Adversely aff ect competition downstream. Th is concern led to the 
Robinson- Patman Act, which, the U.S. Supreme Court and Federal 
Trade Commission concluded, is based on “one fundamental 
princi ple: to assure, to the extent reasonably practicable, that busi-
nessmen at the same functional level would stand on equal competi-
tive footing so far as price is concerned.”13

In the context of online sales, the U.K. competition agency14 nicely out-
lined several instances where price discrimination can harm competition 
and consumers:

• when the practice “is carried out by a monopolist”;
• “the form of price discrimination is very complex and/or consumers 

are not aware of it”;
• “it is costly for fi rms to implement and so it pushes up costs”; and
• “it leads to a fall in consumers’ trust in online markets.”15

The Added Complexity of Behavioral Discrimination

Behavioral discrimination amplifi es many of the welfare eff ects associated 
with price discrimination. Information gathered about our be hav ior, 
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desires, and ability to pay can help fi rms exploit consumer biases. Sophis-
ticated online sellers can manipulate our environment to increase overall 
consumption by price discriminating and by shift ing the demand curve to 
the right (getting  people other wise uninterested in the product to buy).

At times behavioral discrimination may generate positive eff ects. To il-
lustrate, think about your desire to visit your local dentist. Consumers may 
underappreciate a product or ser vice or simply procrastinate. Behavioral 
discrimination can encourage  people to regularly visit a dentist, use dental 
fl oss, and brush their teeth. In  doing so, it increases the individual’s and 
society’s welfare. One can think of other examples, where an increase in 
demand, even through manipulation, benefi ts the individual. Many in-
stances, however, involve noncommercial interests and limited fi nancial 
incentives.

Th e unscrupulous nature of behavioral discrimination is revealed as fi rms 
induce consumers to buy more of a bad  thing. Cigarette manufacturers, for 
example, can exploit biases and imperfect willpower by getting  people other-
wise uninterested in smoking addicted.16 Behavioral discrimination  will en-
able cigarette manufacturers to sell even more cigarettes. Indeed, one study 
found that “retail cigarette advertising increased the likelihood that youth 
would initiate smoking; pricing strategies contributed to increases all along 
the smoking continuum, from initiation and experimentation to regular 
smoking; and cigarette promotions increased the likelihood that youth  will 
move from experimentation to regular smoking.”17 From a social welfare 
perspective, the increase in output is bad for smokers, their families,  those 
harmed by the second hand smoke, and anyone who bears the health and 
other costs caused by smoking.

Behavioral discrimination also raises concerns over wealth in equality. 
Decoy pricing may be used to make unreasonably priced goods appear more 
reasonable, or entice consumers to make purchases they other wise would 
not make. Th is decreases the disposable income that consumers can use for 
retirement, savings, or basic necessities; this eff ect is proportionately greater 
on  those with lower incomes, and thus increases wealth in equality.

Further, one may argue that, from a neoclassical economic perspective, 
the overall effi  ciencies would be limited. Th e argument put forward by 
Leeson and Sobel, who doubted the presence of effi  ciencies in price dis-
crimination, may be extended. Behavioral discrimination does not come 
cheap. To harness one’s biases to trigger consumption, the seller would 
need to make a signifi cant investment—in tracking consumers; collecting 
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data on their be hav ior; segmenting them into groups; identifying their de-
mand elasticities; reducing market transparency; increasing consumers’ 
search costs; preventing the resale of the products; limiting the growth of 
anti- tracking technology; creating lengthy, tedious privacy statements; 
setting the individuals’ privacy defaults as opt- in; and lobbying against 
greater privacy protections. So the practice is more likely to accompany 
commercial activities, where money is available and profi t is lucrative. For 
the seller, investment in  these mea sures may be rational and profi table. 
When sales increase, customers  will ultimately pay  these costs and supply 
the profi ts. So even from a neoclassical economic perspective, behavioral 
discrimination would have to deliver signifi cant benefi ts to actually in-
crease total welfare. Once you account the consumer perspective, the social 
welfare perspective, and the limited likelihood of total welfare increasing, 
behavioral discrimination is likely a toxic combination.

Not surprisingly, some might disagree. Like opponents of the ban on ad-
vertising tobacco products, who argued that tobacco advertising did not in-
crease consumption, they would argue that customers are empowered (more 
so than their paternalistic overseers believe). If consumers remain in control 
and behavioral discrimination persists, then consumers must ultimately 
 favor behavioral discrimination to assist their decision making. Th us behav-
ioral discrimination, they would argue, is generally good for you and society.

Social Ac cep tance

Th e argument ultimately is over what we prefer. Do many of us prefer be-
havioral discrimination? Would we want it if we end up paying more than 
 others? Looking at social ac cep tance, we can identify instances in which 
we, as a society, willingly accept price discrimination.

Many of us whose  children attend a college or private school know the 
fi nancial sting when tuition is due. We also know that many parents  will 
likely pay more or less than we do. No parent, to our knowledge, has 
stormed the dean’s offi  ce protesting the price discrimination. Instead, price 
discrimination in some contexts, such as higher education, is more ac-
cepted than in many other contexts, where  people view it as unfair. Why is 
this? One must examine price discrimination beyond the neoclassical eco-
nomic analy sis, which assumes that we are self- interested (greedy) profi t 
maximizers, to the frontiers of behavioral economics, which views price 
discrimination through the prism of fairness and equality.
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First, price discrimination may be accepted where its primary pur-
pose is to advance social goals, not simply profi t maximization. For 
many elite U.S. universities, the full tuition does not cover the universi-
ty’s marginal cost of supplying a year of education to an undergraduate 
student.18 Th e same applies for some private high schools, like Phillips 
Exeter Acad emy.  Every student, in eff ect, receives a discount— a benefi t 
from the university’s or high school’s endowment and revenue stream. 
Parents and students accept price discrimination when it promotes 
greater social and moral goals, such as promoting opportunities and up-
ward mobility. Price discrimination provides poor and  middle- class 
students a broader range of schools from which to choose, including 
highly selective universities, where they can network and increase their 
earnings potential.19 (Unfortunately, many bright but poor students have 
not applied to selective U.S. universities, even when  doing so would cost 
them less.20)

Second, price discrimination may be accepted when it improves the 
overall product. Without price discrimination, prestigious universities and 
high schools could attract only  those students whose parents are willing 
and able to pay the full tuition and room and board. (No fi nancial aid 
would be off ered.) But the belief is that the academic environment would 
suff er (as well as the school’s reputation over time). Th us price discrimina-
tion enriches the product itself, namely the educational and academic en-
vironment, by increasing diversity.

Fi nally, price discrimination is accepted when it is transparent and fairly 
applied. Many colleges provide fi nancial assistance calculators that enable 
parents and students to assess the net price. Th e belief is that, apart from 
issues of merit or athletic scholarships, families with similar fi nancial situ-
ations whose  children attend the same school  will contribute roughly the 
same amount.

If  these  factors no longer applied, and universities simply price discrim-
inated to maximize revenues and increase compensation for the university 
administrators, coaches, and perhaps even professors, then trust would 
break down and parents would likely rebel.

Th e introduction of a profi t motive changes the framework of assessment 
and leads many  people to perceive price discrimination as unfair. Th is at-
titude intensifi es where behavioral discrimination is exposed and  people 
perceive themselves as victims of manipulation.
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(Lack of) Fairness and Equality

In contrast to the above, other markets dominated by for- profi t fi rms have 
less exceptional characteristics. Price and behavioral discrimination  will 
not increase the product’s or ser vice’s quality or foster any greater societal 
objectives. Instead, companies price discriminate to capture as much of the 
consumers’ wealth as pos si ble.

In this context price discrimination is generally perceived as unfair. 
Over the past thirty years, behavioral economists in the lab and the fi eld 
have tested the assumption that we are greedy, self- interested profi t maxi-
mizers. Some  people are. But the psychological and experimental economic 
data show that most  people care about treating  others, and being treated, 
fairly.21 Some economists are agnostic on price discrimination, or believe 
that in certain instances it may be welfare- enhancing. But 91  percent of in-
dividuals in one survey thought charging higher prices to  those who were 
more dependent on the product was off ensive.22

A collateral consequence of price discrimination is a loss of trust between 
companies and their customers. In behavioral experiments, consumers have 
been found to be less trusting of fi rms engaging in price discrimination, and 
less willing to purchase from them.23 Even where the study’s participants 
personally received a better price than  others, many still perceived the 
retailer to be behaving unfairly,  were less inclined to purchase from that 
retailer again, and  were less willing to recommend the retailer to a friend.24

Many consumers, in a  couple of studies, objected to such price discrim-
ination as “ethically wrong,” including:

• 76  percent who agreed “it would bother me to learn that other  people 
pay less than I do for the same products”;

• 64  percent who agreed “it would bother me to learn that other  people 
get better discount coupons than I do for the same products”;

• 66  percent who disagreed that “it’s OK with me if the supermarket I 
shop at keeps detailed rec ords of my buying be hav ior”;

• 87  percent who disagreed that “it’s OK if an online store I use 
charges  people diff  er ent prices for the same products during the 
same hour”; and

• 72  percent who disagreed with the idea that “if a store I shop at 
frequently charges me lower prices than it charges other  people 
 because it wants to keep me as a customer more than it wants to keep 
them, that’s OK.”25
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Most of the surveyed American adults believed it was illegal for “an online 
store to charge diff  er ent  people diff  er ent prices at the same time of day.”26 
It  isn’t.

So why does price discrimination violate so many  people’s notions of 
fairness? Why do they think it is (or should be) illegal? One reason is its 
perceived exploitation, namely taking advantage of  people who  don’t have 
a  viable outside option. Th e com pany does not provide any extra ser vice; it 
simply exercises its market power.

When  Actual Discrimination and Behavioral Discrimination Blur

One belief is that algorithms are  free of  human biases (to the extent 
their code does not refl ect such biases) and can pro cess data objectively. 
Unlike  humans, pricing algorithms  won’t discriminate based on one’s 
gender, skin color, national origin, age, disabilities, sexual orientation, 
or religion.

As Chapter 10 discusses, pricing algorithms  won’t be able in the near 
 future to identify each customer’s unique reservation price across  every 
pos si ble situation. Instead, consumers are lumped into groups. If you live 
in a certain neighborhood, are a certain age, went to a particular univer-
sity, or are a member of a par tic u lar religion, then the pricing algorithm 
may lump you in a par tic u lar category. In other words, the seller makes an 
educated guess that certain groups are more likely to buy the product and 
are less sensitive to its price than other groups, who even if tempted to pur-
chase,  will require a lower price.

Some groups  will be exploited. Th us, the road to perfect behavioral dis-
crimination increases the risk that computer algorithms may categorize 
consumers on an unalterable trait, such as one’s skin color. Th e White 
House report noted how Big Data “may facilitate discrimination against 
protected groups, and when prices are not transparent, diff erential pricing 
could be conducive to fraud or scams that take advantage of unwary con-
sumers.”27 Data brokers, as the FTC reported in 2014,  were already catego-
rizing and segmenting consumers.28 “While some of  these segments seem 
innocuous,” noted the FTC, “ others rely on characteristics, such as eth-
nicity, income level, and education level, which seem more sensitive and 
may be disconcerting.”29 Some segments, for example, “primarily focus on 
minority communities with lower incomes, such as ‘Urban Scramble’ and 
‘Mobile Mixers,’ both of which include a high concentration of Latino and 
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African- American consumers with low incomes.”30 Other potentially sensi-
tive categories “highlight a consumer’s age such as ‘Rural Everlasting,’ which 
includes single men and  women over the age of 66 with ‘low educational at-
tainment and low net worths,’ while ‘Married Sophisticates’ includes thirty- 
something  couples in the ‘upper- middle class . . .  with no  children.’ ”31 Data 
brokers also categorize us into health- related topics or conditions, such as 
“Ex pec tant Parent,” “Diabetes Interest,” and “Cholesterol Focus.”32

Businesses in the United States and the Eu ro pean Union cannot use 
one’s race, color, religion, or certain other categories to make credit, insur-
ance, or employment decisions.33 But fi rms can circumvent  these antidis-
crimination laws through the use of algorithms that automatically develop 
and refi ne categories in which  people of certain race, marital status, age, 
sexual orientation, or religion are lumped together.

Such discrimination by algorithms is already happening. One 2015 study 
found high school students in communities with a high density of Asian resi-
dents  were 1.8 times likelier to be charged higher prices for Prince ton Re-
view’s online college test- prep ser vices, regardless of income.34 As the study 
found, the gap “remains even for Asians in lower income neighborhoods”— 
citing as one example a ZIP code in Flushing, New York, where Asians 
make up 70.5  percent of the population, with a low median  house hold in-
come, $41,884, “yet Th e Prince ton Review customers  there are quoted the 
highest price.”35

A Car ne gie Mellon study examined  whether visiting websites related to 
substance abuse  will likely impact the ads you’ll see  later.36 Google targets 
users with behavioral ads. Google’s Ad Settings “display[s] inferences 
Google has made about a user’s demographics and interests based on his 
browsing be hav ior.”37 Google also provides a tool that “helps you control 
the ads you see on Google ser vices and on websites that partner with 
Google.”38 So the researchers ran an experiment where two groups initially 
had the same Google Ad Settings. One group visited websites on substance 
abuse; the control group simply waited. Th en both groups collected the ads 
served by Google on a news website.

Although Google’s Ad Settings remained the same for both groups, the 
group that visited the substance abuse websites received many more ads for 
Watershed Rehab. Th e experiment found a mismatch between Google’s Ad 
Settings and the ads targeting consumers: “information about visits to 
 these websites is indeed being used to serve ads, but the Ad Settings page 
does not refl ect this use in this case.”39
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A related experiment found evidence suggestive of gender discrimina-
tion. In this experiment, the group was divided according to gender on 
Google’s Ad Settings page.40 With only that diff erence, the female and male 
groups both visited web pages associated with employment.  Here the ads 
diff ered by the agent’s sex: Google showed the male group “ads from a cer-
tain  career coaching agency that promised large salaries more frequently” 
than the female group.41 Th e experiments observed the discrimination, but 
it was unclear who was to blame: “ whether Google, the advertiser, or com-
plex interactions among them and  others caused the discrimination.” Even 
if they could fi nd out who was responsible, “the discrimination might have 
resulted unintentionally from algorithms optimizing click- through rates or 
other metrics  free of bigotry.” 42

 Here we see the lack of transparency come to the fore. In the fi rst experi-
ment, the users seemingly had the same profi le, but they received diff  er ent 
types of ads based on the websites they visited. If they went to Google’s Ad 
Settings, they would not see any reference to substance abuse (nor any 
ability to correct this misimpression if it did show up). One can imagine 
other implications. Health insurance fi rms could discriminate in their 
posted rate, based on the websites one visits, the items one purchases (in-
cluding cigarettes or alcohol as a gift ), or the activities one posts on a social 
network. Users cannot go to Ad Settings or other advertising profi le sites 
to correct any misimpression, as the sites may not refl ect this information.

Say you type “CEO” on Google’s search engine. You click the Images tab. 
In early 2016, you would fi nd mostly white men. Which  woman is listed 
among the top results? Not Mary Barra of General Motors. Nor  Virginia 
Rometty of IBM. Nor Indra  K. Nooyi of PepsiCo, Inc. Th e fi rst female 
image is none other than CEO Barbie. One 2013 study identifi ed discrimi-
nation in Google image search results for some, but not all, occupations. 
Th e study compared the percentages of  women who appeared in Google 
searches for diff  er ent occupations with U.S. statistics showing how many 
 women actually worked in that fi eld. Among the professions with signifi -
cant gaps  were CEOs (11  percent of the images in the Google image search 
result  were  women, compared with 27   percent of  U.S. CEOs who are 
 women), authors (25  percent of images for this search result  were  women, 
compared with 56  percent of U.S. authors who are  women), and telemar-
keters (64  percent of the images  were  women compared with 50  percent in 
the workforce).43

Another study examined advertisements for the web page of a high- 
profi le, historically black fraternity, Omega Psi Phi, which celebrated its 
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one hundredth birthday. Among the algorithm- generated ads on the web-
site  were ads for low- quality, highly criticized credit cards and ads that sug-
gest the audience member had an arrest rec ord.44

What remains unclear is why a black fraternity website attracts ads about 
one’s criminal history, and why men get  career coaching ads for boosting 
their salary, but not  women. One possibility is that the advertiser requested 
the placement. Alternatively, the advertising algorithm predicted that the 
questionable ad would likelier be clicked than other ads. Law professor 
Frank Pasquale criticized the secrecy of  these algorithms and the lack of 
transparency.45

Th e worrying  thing is that we may not even know that we are being dis-
criminated against.  Under the old competitive paradigm, one knew if one 
was discriminated against if one was denied access (e.g., restaurants for 
“whites only”) or was charged a higher price based on this single variable. 
 Under the new paradigm, users may be unable to detect the small but sta-
tistically signifi cant change in targeted advertisements (or advertised rates). 
In a Car ne gie Mellon study, all conditions  were held equal except one 
(namely gender or specifi c sites visited). In this controlled experiment, one 
can mea sure the direct impact this one change had. But in our day- to- day 
real ity,  there are oft en too many confounding variables and oft en no handy 
benchmark.46 A  woman searching the web  will not necessarily know to 
what extent the ads she is seeing diff er from  those her male counter parts 
see. She  will unlikely ask her male colleagues to report the ads they see and 
compare the diff erences. Even if users could detect that they  were being 
targeted with rehab ads (or not being off ered advertised opportunities for 
greater salaries), they may not know why they  were being discriminated 
against. It might be the websites they visited, a magazine subscription they 
had, an e- mail they wrote, their race, or some incident. Th e bottom line is 
that the march to perfect behavioral discrimination  will entail lumping us 
into categories. At times that categorization pro cess and behavioral tar-
geting  will promote  actual discrimination.

Current Enforcement Tools

Many  people believe price discrimination by online and brick- and- mortar 
retailers is illegal. But it typically  isn’t. Even when potentially illegal, price 
discrimination is low on the competition agencies’ enforcement agenda.

Th e primary weapon in the United States against price discrimination, 
the Robinson- Patman Act, does not even apply to our scenario, namely 
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behavioral discrimination directed at end users.47 Instead, the Act pro-
hibits discriminating against smaller retailers or distributors competing 
against larger competitors.48 Even for small businesses, an American Bar 
Association article observes, the Robinson- Patman Act “is still alive, but 
with declining relevance.” 49 Although the United States could criminally 
prosecute  under the Robinson- Patman Act, it  hasn’t for de cades. Th e U.S. 
competition agencies rarely enforce the Act through civil actions. Private 
plaintiff s bring almost all the cases, and they oft en lose, as the Supreme 
Court has narrowed the Act’s scope by, among other  things, expanding the 
defenses.50 Th us, generally  under  U.S. federal law, online or brick- and- 
mortar retailers “are  under no obligation to disclose their pricing struc-
ture to consumers, and in the absence of some duty to disclose, retailers 
may charge diff  er ent prices for the same goods or ser vice to diff  er ent 
groups of consumers without disclosing that fact.”51

In the Eu ro pean Union, price discrimination can be addressed  under 
Article 102(c) TFEU. Th e article stipulates that an abuse of a dominant 
position may consist of the application of “dissimilar conditions to equiva-
lent transactions with other trading parties, thereby placing them at a com-
petitive disadvantage.” Th e provision targets discrimination that places 
other trading parties in an unfavorable position. Th is type of competitive 
harm is oft en referred to as a “second line injury” as it concerns competi-
tion between undertakings at the downstream level. For instance, in Post 
Danmark A/S v. Konkurrencerådet,52 the court clarifi ed that “the fact that 
the practice of a dominant undertaking may, like the pricing policy . . .  [be] 
described as ‘price discrimination’, . . .  , cannot of itself suggest that  there 
exists an exclusionary abuse.”53

Evidently, other laws may prohibit discrimination on a broader basis— 
such as discrimination based on race, age, and so on. As the UK competi-
tion authority noted, “A range of other legislation could also apply in this 
area, for example the Equality Act 2010, which prohibits discrimination in 
the supply of goods, ser vices or facilities based on ‘protected characteristics’ 
of age, disability, gender reassignment, pregnancy and maternity, race, reli-
gion or belief, sex or sexual orientation, could apply in the case of businesses 
which may discriminate, for example, through the analy sis of data to target 
individuals based on racially discriminatory algorithms.”54 Other instru-
ments include the EU Unfair Commercial Practices Directive55 and EU Data 
Protection Directive.56



 Economic and Social Perspectives 129

Refl ections

In 2015, we asked  lawyers, judges, and economists about their approach to 
price and behavioral discrimination. We raised  these issues to diff  er ent 
groups as part of training sessions on competition law. Competition  lawyers 
and economists dominated some groups; in  others the participants had 
limited economic or competition law background. We asked each group for 
their reaction if they discovered that another online customer had pur-
chased goods for a lower price through intended price discrimination.

 Th ose without an economic background felt it was unfair, so much so that 
they would stop, if pos si ble, using the seller in question. Interestingly,  those 
with an economic background  were less susceptible to feelings of unfair-
ness. Th ey felt that this may be acceptable when one wishes to facilitate ac-
cess for lower- income consumers, create positive externalities, and increase 
and optimize production. When faced with questions about behavioral dis-
crimination, participants  were more united in their approach. Some felt ma-
nipulated,  others exposed. Many indicated lack of belief as to the ease with 
which their actions may be aff ected by  simple “tricks of the trade.”

As companies’ data collection and analytics improve, so too  will their 
ability to discriminate. Targeted pricing may, in par tic u lar, be sustainable 
where a market is stable and exhibits barriers to entry or expansion, lim-
ited outside options, heterogeneous or branded goods, imperfect informa-
tion fl ows, or the ability to distort or inhibit information exchange. It 
may also be sustained in markets that attract loyal customers or where 
companies develop and customize distinguishable products for par tic-
u lar purchasers.57

Even if companies can discriminate, this does not necessarily mean 
that they  will. Behavioral discrimination— given its manipulation of our 
emotions and our expectation of a fair competitive price, which every one 
pays— will likely be condemned. Behavioral discrimination raises privacy 
concerns.58 We do not necessarily think we are being monitored when we 
are online. Even if we do, we may underestimate the amount of data being 
collected on us and how that data is being used to target us. Behavioral 
discrimination, besides the heightened privacy concerns, can disturb our 
trust in the marketplace.  People still expect a competitive price set by 
market forces, whereas perfect price discrimination eliminates the 
competitive benchmark. Th e price you pay diff ers from the price I pay, 
based simply on our perceived willingness to pay. Th e new paradigm of 



130 Behavioral Discrimination

behavioral discrimination aff ects not only our pocket book but our social 
environment, trust in fi rms and the marketplace, personal autonomy, and 
privacy.59 Fearing the adverse reputational impact, some companies  will 
initially refrain from using all the data at their disposal to maximize wealth 
extraction.

A trend may, however, emerge. As pricing norms change, fewer  people 
over the years may oppose price and behavioral discrimination. Price dis-
crimination eventually may be accepted as the new normal. Just as we have 
accepted (or become resigned to) the quality degradation of air travel, and 
the rise of airline fees— from luggage to printing boarding passes— our 
 future norms may well include online segmentation and price discrimina-
tion. Many forms of discrimination, involving diff  er ent pricing on mobile 
platforms and PCs, personalized search results, personalized coupons, and 
price steering,60 are already appearing in the online marketplace.

Looking ahead, perhaps younger generations may more easily accept 
price (and even behavioral) discrimination, particularly as they have been 
exposed to it from a younger age, and  will engage in online purchasing at 
an increasing rate. Th e savvier may use countermea sures to extract better 
deals and manipulate attempts at price discrimination and steering.

But given the asymmetries in information and power between the data 
collectors and us, countermea sures  will unlikely stop the march  toward 
near- perfect behavioral discrimination. Absent  legal intervention, behav-
ioral discrimination  will likely become in many retail industries the new 
norm.
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HAVING CONSIDERED the pos si ble use of price discrimination in an algorithm- 
driven environment, we explore in this chapter the role played by price 

comparison websites (PCWs) and metasearch engines.  Th ese comparison 
intermediaries support market transparency, and as such create an environ-
ment which can reduce the capacity for price discrimination and help safe-
guard our welfare.

Indeed,  these comparison and search platforms have become an integral 
part of our web environment: Google, Bing, Yahoo!, Amazon, Expedia, 
Booking, Alibaba, Ebay, Lastminute, Trivago, PriceRunner, Go Compare, 
Money Supermarket, mySupermarket, Comparethemarket, and uSwitch 
are only a handful of the many platforms that provide users with compara-
tive data and access to sellers and ser vice providers.

Oft en  these intermediaries operate in a multisided market. On the mar-
ket’s consumer side, the websites predominantly off er their ser vices for 
 free: customers enter their search queries and are provided with relevant 
information and links without charge. On the provider side, however, they 
oft en generate an income stream. Search platforms would predominantly 
rely on advertising income. Price comparison websites would oft en charge 
a fee or commission for a referral or sale they facilitate.

In Chapter 1 we introduced the prominent role played by intermedi-
aries and their contribution to the dynamic online environment— buyers 
access information about product off erings, variety, available sellers, 
price options, and reviews in a wide range of markets— including insur-
ance, travel, loans, mortgages, credit cards, holidays, and consumer 
goods. In this chapter we note some of the benefi ts off ered by  these 
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The Comparison Intermediaries
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 intermediaries. We then explore instances in which they may raise com-
petitive concerns— and reduce our welfare while retaining the façade of 
competition.

The Benefi ts

Comparison intermediaries can help level the playing fi eld and intensify 
competitive pressure.

For comparison intermediaries to yield the desired benefi ts, customers 
must be aware of the availability of outside options, have low switching 
costs, and have the incentive to search (that is, the alternative price and 
quality must be suffi  ciently attractive to justify the costs and risks of 
searching and switching).

When this occurs, comparison intermediates can facilitate a transparent 
market environment in which customers obtain comparable information 
on the available products and bargains. By collating and aggregating quan-
titative and qualitative data about suppliers, as well as price and product 
characteristics, the search and price comparison platforms can reduce the 
asymmetry of information and improve information fl ows. Th is can make 
it harder for suppliers to take advantage of ill- informed customers who are 
subject to high information costs.1 As such, the comparison intermediaries 
could weaken the power of sellers to segment the market and price dis-
criminate. Th ey can help reduce the market power of sellers, to the extent 
that power was the result of high information costs.2

 Th ese platforms can support a competitive dynamic, where sellers face 
price competition and invest in ser vices, quality, and innovation. Overall, 
the fl ow of information generates substantial allocation effi  ciencies, as 
buyers can more cheaply locate sellers that better meet their needs. Indeed, 
“[t]he Internet brought about price transparency across the market, en-
abling consumers to identify the best deal, i.e. the lowest price for any given 
 hotel room, at very low search costs.”3

Comparison intermediaries may also facilitate suppliers’ entry and ex-
pansion by providing economies of scale and effi  ciencies in distribution, 
marketing, and promotion. Th ey can reduce the associated risks and costs 
for new entrants and enable access to potential customers, economies of 
scale in online advertising, payment facilities, guarantees, and ease of trans-
action.4  Th ese supplier- focused effi  ciencies can support a more competitive 
environment and lower prices— again, to our benefi t.
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Moreover, comparison intermediaries can widen the realm of the market 
at both national and international levels. Th ey can link international sellers 
with buyers— widening the reach of suppliers and widening the customer 
base. Th ey may off er interfaces in a range of languages, further facilitating 
access and information fl ow.

Overall, comparison and search platforms have the potential to support a 
competitive environment in which users easily identify, compare, and access 
vari ous off erings of products and ser vices. We use the word “potential” 
 because sometimes platforms might reduce competition, as we explore next.

Network Effects and Market Power

Let us now consider how network eff ects may give rise to market power and 
create bottlenecks in the online environment. Network eff ects and market 
power may infl uence the comparison intermediates’ incentives and practice. 
Power ful platforms can distort the information they pres ent us to improve 
their own profi tability. To explain how, we fi rst explain the operation of net-
work eff ects. Th en we illustrate the way in which market power could distort 
competition and search results online.

Network Effects

To understand how online platforms can exercise market power, we briefl y 
outline several network eff ects involving online multisided platforms (such 
as Google, Bing, price comparison websites, and Facebook).5

Traditional Network Eff ects. Traditional network eff ects are observable in 
social network platforms, where bigger is better. Direct network eff ects 
arise when a consumer’s utility from a product increases as  others use the 
product.6 One example is Facebook. As more  people use the social network, 
the more  people with whom one can interact, the easier it is to connect with 
other  people, and the greater one’s utility in using Facebook. Th e value of 
the network increases with its growth. As the big platforms get bigger, the 
entry barriers to obtaining the necessary scale to meaningfully compete 
also increase.

Trial and Error. Th is network eff ect is linked to the scale achieved by trial 
and error, or learning by  doing. Such an eff ect is relevant to machine 
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learning. For example, for search engines an increase in the number of 
searches increases the search engine’s likelihood of identifying relevant re-
sults. In other words, the more consumers who use the search engine and 
the more searches they run, the more  trials the search engine has in pre-
dicting consumer preferences, the more feedback the search engine re-
ceives of any errors, and the quicker the search engine can respond by 
recalibrating its off erings. Naturally, the quality improvement attracts ad-
ditional consumers to that search engine compared to competitor sites. In 
eff ect, the more users, the larger (and more heterogeneous) the sample size, 
and the better the search engine can identify relevant responses for both 
popu lar and less frequent queries (“tail” queries).

Scope of Data. Th is network eff ect involves the scope of data on the user. 
Search results, for example, can improve from the variety of personal data 
on users. If  people use, besides the search engine, other ser vices off ered by 
the com pany (such as e- mail, web- browser, text ing, mapping, purchasing, 
 etc.), the com pany, in collecting the variety of personal data, can develop 
user profi les to better predict users’ tastes and interests, and better target 
users with more relevant organic and sponsored search results. Th is feed-
back loop adds another dimension: it is now no longer the trial and error, 
learning by  doing from earlier searches, but also learning of users’ tastes 
and preferences from the variety of personal data it collects across its plat-
form, which enables the personalization of search results and the targeting 
of users with specifi c sponsored ads that they  will likely click.

Spillovers and Snowball Eff ect. As discussed previously, intermediaries 
oft en operate in a multisided market. Spillovers and the snowball eff ect 
concern the way network eff ects on the “ free” (consumer) side can spill 
over to the “paid” (provider) side, and each can reinforce the other. Th e in-
fl ow of many users with heterogeneous search inquiries, for example,  will 
attract a greater variety of advertisers to a platform. Th e search platform 
can use the infl ow of personal data to better target consumers with specifi c 
targeted advertising across its platform of  free ser vices (such as sponsored 
search results, ads in e- mails, and displaying ads in videos) in the moments 
that  matter for a purchasing decision. In targeting users with more relevant 
ads (or ads that users  will likelier click), the search engine increases its ad-
vertising revenue and profi ts. Moreover, the search engine can target users 
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with  these personalized ads across media (such as personal computers, 
smartphones, tablets, and, soon,  house hold appliances) and across ser vices 
(texts, maps, videos,  etc.). Th is too increases the likelihood of consumers 
clicking on a relevant sponsored ad (which generates revenue on a cost- per- 
click basis) or seeing a display ad (which generates revenue on a cost- 
per- impression basis). As more users are drawn to the platform, and as the 
com pany amasses a greater variety of data to eff ectively target consumers 
with relevant online ads, the broad platform can reduce the advertisers’ 
fi xed costs of managing multiple ad campaigns. As more  people use the 
search engine, more advertisers  will use the platform, the more relevant 
and targeted the advertisements, the likelier that users  will click on the ads, 
and the more profi ts the search engine has to expand its range of  free ser-
vices and to ensure that its ser vice remains the default search engine on 
vari ous portals to the Internet (for example, developing one’s own browser 
and paying other browsers to have one’s search engine be the default).7

Market Power

Th e above network eff ects illustrate the way in which online comparison 
intermediaries may acquire market power. For example, more users gen-
erate more search queries, which generate more trial and error, which yields 
better search results, which attracts more users and advertisers to the 
search platform, which enables better profi ling of users and greater likeli-
hood of users clicking on the ads, which generates more advertising rev-
enue to enable the search engine to off er even more  free ser vices, which 
enables consumers to spend more time on the com pany’s platform, which 
allows it “to gather even more valuable data about consumer behaviour, 
and to further improve ser vices, for (new) consumers as well as advertisers 
(on both sides of the market).” 8 Th e larger platforms gather more data on 
their users and have greater opportunities to experiment and learn by 
 doing. Th ey can continually improve and refi ne their ser vices as more users 
rely on them. Th e big web- aggregators become bigger, as users increas-
ingly rely on the popu lar websites. Th e web- aggregators in turn become 
signifi cant players— unavoidable partners, even— occupying a strategic po-
sition in the distribution channel.

As more consumers rely (and trust) an intermediary to deliver the best 
results ( whether relevant results to a search query or array of goods and 
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ser vices), they become less interested in multi- homing— that is, in checking 
the availability of products and prices elsewhere. For example, most  people 
conduct their searches on a single search engine. Few run the same search on 
multiple search engines, such as Bing, Google, Yahoo!, or DuckDuckGo. As 
fewer consumers multi- home by  running the same search on multiple search 
engines or price comparison websites, the more power the platform has.

As more customers rely on the intermediary, it becomes more attractive 
to sellers, who  will fi nd it impor tant that their products be included on the 
platform. Sellers know that their products’ and ser vices’ inclusion on a plat-
form’s search results may be crucial for their visibility.

As  these “information and referral junctions” become a crucial gatekeeper 
between suppliers and consumers, the platform’s bargaining power increases.9 
Th e increased reliance on a few power ful intermediaries gives rise to pos si ble 
changes in market dynamics.  Th ese gatekeepers control many signifi cant ac-
cess points and, as a result, have the power to distort competition, sometimes 
unintentionally. So, comparison intermediaries could sometimes,  under 
certain conditions, pave the way for higher prices, lower quality, and a 
reduction in consumer welfare. In what follows, we illustrate how plat-
forms may sometimes fail to deliver on their competitive promise.

Pos si ble Distortions

When a multisided platform off ers a product or ser vice for  free, the pri-
mary dimension of competition is typically quality. Competition is there-
fore likely to stimulate investment in quality, such as more relevant search 
results. Yet, the platform operator has competing incentives. It invests in 
quality on the  free side to attract users. But its revenues and profi ts come 
from the platform’s other side, such as commissions or advertising. So its 
incentive to optimize quality may be distorted.

As the platforms’ market power increases, transparency in  these online 
markets  will not be controlled by society or even by market forces, but in-
creasingly by the platform operators’ incentives. In such instances, the on-
line platform may intentionally degrade quality on the  free side below levels 
that consumers prefer, if  doing so increases its profi tability (or market power).

Some platforms, for example, may allow for preferential placement based 
on the level of payment or commission they receive from sellers. For in-
stance, pay- for- placement fees allow a platform to charge higher rates to 
sellers for the right to be positioned at the top of the list on the default page 
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result. Such positioning may distort competition when the user is unaware 
of the preferential positioning and assumes that the top results are the best 
(or most relevant) ones objectively picked by the websites’ algorithms.

One example of such manipulation of results is in online  hotel bookings. 
Th e  factors which could infl uence the default ordering of  hotels on  hotel 
booking intermediaries includes: “customer ratings and complaints”; “if 
 hotels are willing to pay larger commissions”; “photo quality”; and “if a 
 hotel is quicker to turn shoppers into buyers.”10 Th e methods that  hotel 
booking intermediaries use to tailor search results have come  under criti-
cism by some  hotels. Th e American  Hotel and Lodging Association told the 
Wall Street Journal, “ ‘Biased or misleading search results from  these sites 
or via web searches can be highly problematic, particularly on  those 
booking websites that purport to be helping consumers comparison shop 
based off  of less than objective information.’ ”11

Th is old trick also occurred with the U.S. airlines’ computerized reservation 
systems. Th e United States in 1984 was concerned that several airlines  were 
taking advantage of their control of a computerized reservation system to give 
themselves a competitive edge. Th e government discovered, for example, “that 
certain system  owners had written the computer program algorithms in such 
a manner that their [computer reservation system] screens would display all of 
their own fl ights before listing  those of competitors, even though other fl ights 
might more closely match the agents’ specifi cations.  Because travel agents 
work  under heavy time pressures, they tend to recommend the fl ights listed 
fi rst.”12 To eliminate such abuses, the government required that the algorithms 
generate results based on “neutral” characteristics.13

Th e New York Times reported that Amazon in 1999, unbeknownst to its 
customers, off ered an “E- merchandising” program, where book publishers, 
in exchange for paying advertising fees of as much as $12,500, received 
“featured treatment of titles in categories that range from ‘What  We’re 
Reading’ to ‘Destined for Greatness.’ ”14 Amazon did not disclose the adver-
tising fees to its customers.15

Some web aggregators may add a charge for a referral to a provider’s site. 
While  these websites may benefi t from a public perception that they  will 
provide the best rate available online— like many other web aggregators— 
they levy a charge on the user. For instance, a study conducted in Germany 
revealed how some comparison platforms charge higher prices for ser vices 
and goods, than would other wise be available on the provider’s site.16 Th e 
study questioned the true benefi t provided by  these ser vices.
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In the Eu ro pean Union, the consumer harms from distorted informa-
tion have led, on occasion, to public condemnation. For instance, in early 
2015 the U.K. Energy and Climate Change Select Committee challenged 
practices that resulted in distorted information on the web- aggregators. 
Among other  things, platforms  were accused of “not showing the cheapest 
tariff s by default if it meant they  wouldn’t earn a commission.”17 Following 
this criticism, the PCWs have since ensured that the default search setting 
 will include the full range of tariff s available, regardless of  whether or not 
a commission is charged upstream.18

Search engines may bias their results to  favor paid advertising. For a 
number of search engine operators, for example, the order of the results 
that appear on a search results screen  will depend on how much an ad-
vertiser pays. Most search engines provide users with “sponsored” re-
sults and “organic” results, which are produced by the search engine’s 
algorithms.19 For the paid sponsored search results, most advertisers pay 
the search engine on a cost- per- click basis, whereby the advertiser pays 
the search engine only when a user clicks on its sponsored ad.20 When 
Microsoft  and Yahoo! collaborated on their search engines, one concern 
two economists for the Eu ro pean Commission noted was  whether the 
search engine “may alter the ranking of the organic search results such 
that, from the user’s perspective, fi rms off ering competing products to 
the sponsored links are given a less- than- optimal ranking on the organic 
side.”21 Th e Commission ultimately found that Microsoft  and Yahoo were 
unlikely to engage in such behavior.

Th e intermediaries may have greater power to extract greater rents 
from suppliers of goods and ser vices in the form of higher commissions, 
fees for preferential placement, or advertising. Perhaps not surprisingly, 
online platforms, as profi t making entities, share incentives similar to 
other market players and may also benefi t from personalization and be-
havioral discrimination. In fact, some of them use similar tactics to 
gather information about users. Th ey may amend their off ering based on 
one’s location or shopping history and engage in a range of tactics, from 
the use of decoys and price steering to drip pricing. So the promise of 
transparency and undistorted information may give way to profi t motive, 
once the comparison intermediates gain relative power.

In addition, some comparison platforms or meta- search engines, which 
also provide related ser vices downstream, may  favor their own ser vices 
over  those of competitors and display them more prominently in their 
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search results. Notable  here is the Eu ro pean Commission’s investigation 
into Google’s alleged favoring of its own comparison shopping product 
“Google Shopping” and its preferential positioning on Google general search 
results pages. In April 2015, the Eu ro pean Commission accused Google of 
systematic favoring of its own comparison- shopping ser vices in its general 
search results pages over more relevant competitor sites. Th e commission 
was predominantly concerned with the leveraging of Google’s market 
power in the online general search engine market to create an advantage 
in the related market of comparison- shopping ser vices. Th is leveraging, the 
commission argued, harmed rival comparison- shopping ser vices, con-
sumers, and innovation.22 Th e top Eu ro pean Commission competition of-
fi cial noted: “when a consumer enters a shopping- related query in Google’s 
search engine, Google’s comparison shopping product is systematically 
displayed prominently at the top of the search results. Th is display is irre-
spective of  whether it is the most relevant response to the query. Th us, 
Google’s commercial product is not subject to the same algorithms as other 
comparison shopping ser vices . . .  with the result that consumers may not 
necessarily see the most relevant results in response to their queries, and 
Google’s competitors may not get the commercial opportunities that their 
innovations deserve.” 23

Overall, an online platform, even when competition is a click away, can 
reduce quality, when: (1) the platform has the ability and economic incen-
tive to degrade quality; (2) consumers cannot accurately assess the quality 
degradation; and (3) it is diffi  cult or costly for  others to convey to con-
sumers the products’ or ser vices’ inherent quality diff erences or to prompt 
them to switch.24

The Use of Wide Parity Clauses and the Agency Model

So far we noted how network eff ects and market power may distort how 
information is displayed by comparison intermediaries. We now explore 
how contractual arrangements may sometimes distort competition, not by 
manipulating the results, but by dampening the intensity of competition.

We focus on the use of wide parity— also known as wide Most Favored 
Nation (MFN) clauses—by some intermediaries.  Th ese clauses have attracted 
attention especially when combined with an agency distribution model.

Let us consider how  these wide MFN clauses with the agency model 
could maintain a perception of competitiveness while in practice limiting 
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competition.  We’ll use Apple and the book publishers as our example. In 
an agency distribution model, the book publishers set the fi nal price of the e- 
books sold on Apple, Amazon, and any other online platform. Th e platform 
receives a commission for each e- book sale made  under an agreed revenue- 
sharing clause. Accordingly, Apple, Amazon, and the other platforms do not 
purchase the e- books from the publishers. Instead, they act as agents, selling 
the e- books on the publishers’ behalf.25 To ensure that Amazon or any other 
bookseller does not off er popu lar e- books at a lower price, Apple also insisted 
on a wide MFN clause. As the court noted in the Apple antitrust case, “an 
MFN Clause is a contractual provision that requires one party to give the 
other the best terms that it makes available to any competitor”; in other words 
“the MFN would require the publisher to off er any e- book in Apple’s iBook-
store for no more than what the same e- book was off ered elsewhere, such as 
from Amazon.”26 With a wide MFN clause and agency model, Apple, the 
court found, was protected from retail price competition.27

Th e combination of a wide MFN clause and agency model has become 
common in online commerce. Th ey are designed to resolve the hold-up 
prob lem, oft en manifested in vertical relationships, by removing the risk 
of the supplier and other sellers  free- riding on the PCWs’ investment in 
demand- enhancing features.28 By addressing pos si ble horizontal and ver-
tical externalities, they ensure the continuous investment by the platform 
in demand- enhancing features.

Yet the use of wide MFN clauses has come  under increased scrutiny in 
recent years due to their potential anticompetitive eff ects. One concern has 
been that wide MFNs, when combined with an agency model, may incen-
tivize a power ful intermediary to increase the fees it charges to upstream 
sellers. To see why, suppose the PCW has market power. It wants to charge 
sellers higher fees for their products to be listed on its website. Th e fear is 
that a seller agrees, but starts shift ing sales to rival PCWs or an entrant. 
With a wide MFN clause, each seller contractually agrees not to charge a 
lower price on any other PCWs, even  those that charge modest fees. So the 
dominant platform can increase its fees to the sellers. Th e sellers can 
choose to absorb the price increase (which lowers their profi t margins) or 
raise the price of their goods. If the latter, you  will pay that higher price on 
what ever PCW you visit. Why?  Under the wide MFN, price parity with 
other platforms is guaranteed.29

In its review of the private auto insurance sector, the U.K. Competition 
and Markets Authority commented on the combined eff ect of agency 
pricing and wide MFNs:
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Generally, we expected that higher commission fees would lead to higher 
policy premiums  because  there was likely to be some pass- through of 
costs to premiums. . . .  [I]rrespective of the rate of pass- through, the PCW 
with the wide MFN could continue to increase commission fees  until the 
price of the policy was too high from the point of view of the PCW. 
Premiums across the market might increase up to the point at which 
[private motor insurance] providers exercised their “outside option”, 
which would be to withdraw from listing on the PCW with the wide 
MFN and to seek to attract customers from other sources.30

For us, the wide MFN, when combined with an agency model, might 
seem like a benefi t. We can continue using the dominant PCW, knowing 
that it always has (or matches) the best price. Th e harm is less salient. We 
do not see, besides their price eff ects, how the clause may undermine new 
PCWs from entering into the market. Suppose a new PCW seeks to off er 
consumers lower prices by charging the sellers a lower fee. Th e dominant 
platform  will invoke its price parity provision with the sellers and require 
them to match the lower price on its website. Th is would eff ectively reduce 
the sellers’ profi t margins on the dominant platform. Each additional sale 
on the dominant PCW means less money for the sellers. Since the sellers 
now make even less money per sale, they would not eagerly embrace the 
entrant. Th us, the wide MFN clause and agency model collectively change 
the sellers’ incentives; specifi cally, they would not discount on the entrant’s 
PCW—no  matter how  great a deal the entrant off ers— since they would 
have to off er that discounted price on the other PCWs. As the price is set 
 under an agency model and subjected to wide MFN provisions, lower prices 
cannot be charged on any platforms, including the entrant’s.31 So why 
enter this market? Th e entrant cannot compete against the incumbent 
PCWs by off ering lower prices or better terms. Even if the entrant somehow 
could compete, the dominant PCW’s algorithms would immediately de-
tect and match the price. As we continue using the dominant PCW, the 
sellers, whose margins are squeezed, view the entrant as a pariah.

For example, a BBC report raised concerns on the rise in energy costs in 
the U.K. Th e report considered how the hidden costs of commissions levied 
by PCWs perhaps contributed to the price increase:

[T] here’s another cost in the bill. It’s hidden, it’s kept confi dential, and 
yet it’s for a part of the industry that appears to be on the consumers’ side. 
Th is is the cut of the bill taken by price comparison websites, in return 
for referring customers. Th e recommendation to switch creates churn in 
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the market, and it is seen by supplier companies as worth paying high fees 
to the websites.  Whether or not customers choose to use the sites, the cost 
to the supplier is embedded within bills for all customers.32

Th e report quotes David Hunter, an energy industry analyst with Schneider 
Electric, who elaborated on the pos si ble price implications of PCWs:

If you use a price comparison website, that website or broker  will be paid 
commission by the successful supplier for placing business through 
them. . . .  We know the supplier makes a profi t for billing you of about 
£60 a year, and bearing in mind what we know about supply cost infor-
mation, I  wouldn’t be at all surprised if the websites and brokers are 
making £60 or perhaps more out of  every customer’s annual bill.33

In early 2015, the fees charged by the U.K.’s leading PCWs  were revealed 
in discussions of the Energy and Climate Change Select Committee.34 Th e 
PCWs’ commissions ranged between £22 to £30 per single fuel customer 
and up to £60 for a dual fuel tariff .35 Committee member Ian Lavery com-
mented on  these charges and the platforms’ profi ts: “Someone is paying for 
 these profi ts. We support advising  people to switch, but we do so on the 
basis that the price comparison websites are trustworthy.”36 Despite the 
criticism and concerns raised, however, the committee acknowledged 
the benefi t of  these sites in facilitating the eff ective comparison of tariff s 
in the energy sector and encouraging competition on price.37

PCWs in our U.K. energy example did not directly increase the cost per 
transaction—in the sense that the PCW’s referral fee was not added as a sur-
charge to the product or ser vice referred. Instead, the concern was that the 
rising referral fees increased the pressure on upstream providers to increase 
their prices to defray the referral costs.38 Some argue that providers using 
 these platforms, when faced with increased charges by web- aggregators,  will 
ultimately increase their output price to regain profi tability.39

Th e economic lit er a ture suggests that such cost externalities may indeed 
arise  under certain conditions.40 Th e introduction of a wide MFN to a 
market with a homogeneous good, in which consumers already have ac-
cess to each of the sellers’ websites, would lead to an increase in price when 
consumers would not multi- home and would be satisfi ed by the results of 
a single comparison platform. Furthermore, in such markets, price in-
creases may intensify as additional web- aggregators are introduced.41

So the use of wide MFNs and agency models reminds us that all that glit-
ters is not gold. Th e perceived competitive environment off ered by online 
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platforms may be undermined by  behind- the- scenes mechanisms and 
agreements which may, at times, leave consumers with less than they 
bargained for. Th at realization has indeed led in recent years to a restric-
tive approach to wide MFNs.42 A growing number of competition agencies 
have condemned  these wide parity clauses and held them to be illegal. By 
contrast, competition agencies have generally accepted the use of narrow 
MFNs, which do not foster alignment between market players, as  these 
provisions can encourage investment and competition.43

Refl ections

Using online comparison and search platforms, users can make better de-
cisions and be exposed to sellers and products which may other wise re-
main outside the market. With such contributions, it is no won der that 
 these web- aggregators have become a signifi cant intermediary in our on-
line environment. Th eir role and their privileged position have supported 
competition at the platform level as well, with an increase in the number of 
web- aggregators which are established and aim to provide products. Th at 
competition is valuable. It ensures the quality and ser vice of the web- 
aggregators, their ongoing investment in demand- enhancing features, and, 
of course, supports a more transparent marketplace.

While they may increase welfare where the relevant market exhibits in-
formation failures and high search costs, they can also distort competition. 
Such may be the case when intermediaries become a crucial gate to the World 
Wide Web or when they use business agreements— like wide MFN clauses 
and the agency model. Th e mixed eff ects generated by web- aggregators re-
quire consideration in context, taking into account the market characteris-
tics and nature of competition. One impor tant destabilizing feature, which 
could help safeguard competition, comes in the form of new technology and 
innovation. Indeed, the likely entry of new players or new technology could 
restrain the incumbents’ be hav ior. Intervention by the competition authority 
should be considered in light of  these dynamics.





145

AS WE HAVE SEEN in Parts II and III, the rise of Big Data and Big Ana-
lytics can foster new forms of collusion and behavioral discrimina-

tion. We now explore a third competitive dynamic, which we refer to as 
“Frenemy.” Th is dynamic strategy— while not part of the competition 
agencies’ lexicon— can signifi cantly harm competition, innovation, and 
our privacy interests. We also discuss how “network eff ects” can reinforce 
dominance and create power ful gatekeepers.1

Th e Frenemy dynamic highlights the complexity of new online 
ecosystem— what on the surface appears competitive,  really is not— and 
some shortcomings of traditional competition analy sis.

Chapter 14 outlines the complex Frenemy dynamic and the interdepen-
dence among competitors. Our Frenemies are not equals.  We’ll see the rise 
of the so- called “super- platforms,” and the way in de pen dent application 
developers depend on the goodwill of  these main gatekeepers. In using the 
term super- platform we refer to a handful of very power ful companies, 
which benefi t from network eff ects and dominate the ecosystem.2

Chapter 15 explores how fi rms, in our Frenemies scenario, have a dual 
data- driven strategy— extraction and capture. It is as if a den of lions  were 
to cooperate to circle the prey and then compete over which of them gets 
the choice cuts of the gazelle. As you might guess, we are the gazelles.

Chapter 16 examines the Frenemy social structure. Th e super- platform 
sets the rules for getting on, being promoted within, and getting kicked 
off  its platform. Th e super- platform can control (and cut off ) the smaller 
in de pen dent apps’ oxygen supply. We  will examine two apps, have you 
guess which one was thrown off  the super- platform, and explore why. 
We  will also see why— despite the abundance of  free apps— competition 

PART IV

Frenemies
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and innovation are diminished in the Frenemy scenario. Th e application 
developers’ and super- platforms’ interests, even when aligned, do not al-
ways  favor the consumer.

Chapter 17 considers the  future of the Frenemy dynamic and the rise of 
personal assistants. We explore how the introduction of digital personal 
assistants can marginalize other operators and increase the super- platforms 
as gatekeepers. Th is, we illustrate,  will enable it to more easily determine 
what we  will see, where we  will buy, and what we  will read.
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YOU  WON’T FIND the word Frenemy in any of the competition agencies’ 
policy statements. Th e agencies typically classify the competitive re-

lationship, if any, between fi rms as horizontal, vertical, interlocking, or 
conglomerate.1 Companies in a horizontal relationship operate at the same 
level of the distribution chain; they compete directly for market share (such 
as Coke vs. Pepsi). Companies in a vertical relationship operate at diff  er ent 
levels of the supply chain. Th ey do not compete directly for market share; 
instead they buy from or sell to each other (such as Coke, its distributors, 
and retailers like Walmart).2 Examples of fi rms in an interlocking relation-
ship are  those in a hub- and- spoke conspiracy, discussed in Chapter 6, or 
persons who serve as directors or offi  cers of two competitors (as when 
Google CEO Eric Schmidt and former Genentech CEO Arthur Levinson 
sat on the boards of both Google and Apple).3 Fi nally,  under a conglomerate 
theory, fi rms are in neither a horizontal nor a vertical relationship, but are 
active in closely related markets (e.g., mergers involving suppliers of com-
plementary products4 or products that belong to the same product range).5

With that classifi cation as their guide, competition agencies generally 
scrutinize horizontal agreements and mergers more oft en than vertical ones; 
they rarely investigate agreements or transactions involving conglomerate 
or interlocking theories. Th at analytical framework provides a useful guide 
when assessing most commercial relationships. Yet modern dynamic mar-
kets sometimes exhibit diff  er ent, more complex relationships. In the context 
of our discussion, the competitive Frenemy dynamic gives rise to an in ter-
est ing aty pi cal form of competition. Th e rise of platform competition and 
pricing algorithms entails companies increasingly becoming “Frenemies.” 

14

The Dynamic Interplay among Frenemies
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Figure 1 refl ects the move beyond the binary world of coordinated eff ects/
tacit collusion (which Part II addresses) and unilateral eff ects/price 
 discrimination (which Part III addresses), and beyond horizontal and 
vertical interplay, to the dynamic real ity of Frenemies. Firms  here col-
laborate (friends), compete (enemies), at times engage in unilateral discrimi-
natory action, and at other times benefi t from increased interdependence 
between fi rms (collusion). While they may view each other as enemies, they 
may also cooperate in extracting and analyzing data or, alternatively, sup-
plying each other with a key vertical input.

Competition between and within Super- Platforms

Th e online world has seen the rise of super- platforms. In the 1990s, Microsoft  
dominated the operating systems of personal computers.  Today consumers 
are increasingly migrating to mobile and tablet operating systems. Smart-
phone adoption has accelerated. Ericsson predicts that 90   percent of the 
world’s population over six years old  will have a mobile phone by 2020.6 
 People are spending more time on their smartphones than on their personal 
computers. Between 2013 and 2015, Americans’ overall digital media usage 
grew by 49  percent.7 In this two- year period, their average time on mobile 
apps increased by 90  percent, and their average time browsing the web in-
creased by 53  percent.8

Horizontal 
Competition

Tacit Collusion

Vertical InputHorizontal 
Collaboration

Price 
Discrimination

Frenemies  

Figure 1. Frenemies
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With the migration to smartphones and tablets, the new super- platforms 
are Apple, Google, Facebook, and Amazon.9 As the Wall Street Journal 
observed:

Anyone building a brand, for example,  can’t ignore Facebook’s highly en-
gaged daily audience of 1 billion. Anyone starting a business needs to 
make sure they can be found on Google. Anyone with goods to sell wants 
Amazon to carry them. Any mobile app maker needs to be available 
in Apple Inc.’s or Google’s online stores. Any marketer with a video to 
promote needs to be on Google’s YouTube, while producers selling 
 music, fi lm, and tele vi sion distribute their works through Apple’s iTunes 
or Amazon Video.

Th e  giants have spent billions of dollars on computing hardware and 
data centers that run their own operations while increasingly providing 
 free or low- cost ser vices for startups and many large corporations. Many 
longtime Silicon Valley executives are convinced that  these companies 
have become fundamental to the business landscape.

“You are seeing ecosystems built around all of  these companies now,” 
said Enrique Salem, a managing director at Bain Capital Ventures and 
the former chief executive of Symantec Corp. “ Th ere is a platform shift  
happening.”10

Two super- platforms dominate the mobile and tablet world: Apple’s iOS 
and Google’s Android operating systems. In the second quarter of 2015, 
Android accounted for 59  percent of the U.S. smartphone market, Apple’s 
iPhone soft ware had 38  percent, Microsoft ’s Win dows Phone platform had 
2.35  percent, and BlackBerry had 0.36  percent.11

Each super- platform, like a coral reef, attracts to it an ecosystem of soft -
ware developers and app and accessory makers. Figure 2 shows how the 
number of apps available in the Google Play and Apple App stores soared 
between December 2009 and February 2015.12

Within  these ecosystems, competition is along multiple dimensions. 
First, apps can compete with other apps on the same super- platform. For 
example, Kayak’s travel reservation app competes with Orbitz’s app. Second, 
apps on one super- platform can compete with apps on a rival super- platform; 
an app may be available on both the Apple and Android super- platforms.13 
Th ird, in de pen dent apps can compete with the super- platform itself. Fi nally, 
Apple’s and Google’s super- platforms can compete against each other for 
app developers and users.
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Although the super- platforms compete, they can also be friends. For 
example, Android, Google’s mobile operating system platform, supports 
90  percent of Apple’s APIs (which stands for application program interface, 
“a set of routines, protocols, and tools for building soft ware applications”).14 
Google has strategic reasons for extending this support, and consequently 
for reducing the workload of potential Android soft ware developers who 
already are (or wish to be) pres ent on Apple’s mobile platform.15 In sup-
porting Apple’s APIs, Google increases the likelihood of developers 
writing apps for its own version of the “open- source” Android operating 
system, and decreases the likelihood of developers working with any other 
version of Android (i.e., a competing fork of the soft ware) or Amazon’s 
Kindle:

Most developers prob ably say “yes” to Google APIs, and the next 
question is what should they do about the Kindle and other Android 
forks? Developers are largely on their own to fi nd a replacement API so-
lution, which might be out of date and might not work perfectly with 
their existing app. If this other solution  isn’t a perfect drop-in replace-
ment, the developer  will have to fi gure out how to design their app 
around the missing feature. Since this is such a small amount of users 
compared to their current iOS + Android user base, is it even worth it to 
try to fi gure out this separate ecosystem?  Will they get a return on their 

Figure 2. Number of available apps in the Apple App and Google Play stores
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time investment? It would be easy to say “the hell with forked Android” 
and skip all the extra work and Q/A that would entail.16

Accordingly, the two super- platforms, while competing, can also collabo-
rate when their commercial interests align.

Another example of Frenemies, which several business professors have 
examined, is the e- reader market.17 Amazon introduced its Kindle device 
several years before Apple’s iPad; both devices compete for users  today. But, 
interestingly, Amazon subsequently developed a Kindle Reader app for 
iPads, which Apple approved. So consumers can now read e- books they 
purchased from Amazon on  either their Kindle Reader or their iPad.18 As 
Professors Adner, Chen, and Zhu noted, Apple, “well known for rejecting 
third- party applications that compete directly with its own off erings, nev-
ertheless approved Amazon’s Kindle Reader for iPad, eff ectively rendering 
the two platforms Frenemies (friends and enemies). Apple has not, how-
ever, made iBooks available for the Kindle.”19

Th is manifests the interdependence among leading companies. While 
super- platforms can easily discard small app developers and remove them 
from their ecosystem, they may have limited incentive to do so when 
dealing with other leading platforms.

Uber’s Frenemy Relationship with Apple and Google

Besides super- platforms having Frenemy relationships, in de pen dent apps 
can have a Frenemy relationship with their super- platform. Uber’s relation-
ship with Google and Apple illustrates this dynamic. As we saw in Chapter 6, 
Uber operates a platform that connects  drivers and users in dozens of coun-
tries. According to Uber’s website, “hundreds of thousands of  drivers” are 
joining its platform  every month.20 Uber’s own platform sits on top of, and 
depends upon, Apple’s and Google’s super- platforms. To compete, Uber 
must be available and fully functional on  these super- platforms,  because 
users rely on their smartphones to request a  ride, locate the car, and pay 
the fare.

So Uber is friends with Google and Apple. Uber’s app is available in the 
Google Play and Apple App stores. Indeed, apps like Uber can increase de-
mand for smartphones by enhancing their utility. Uber  drivers and users 
also need mapping technology, which Google has supplied.21 In addition, 
Google, besides providing a platform for Uber, is an investor. Google 



152 Frenemies

Ventures invested $258 million in Uber in August 2013.22 A Google execu-
tive, as of mid-2016, sits on Uber’s board.23

On the other hand, Uber and the super- platforms  will increasingly be-
come competitors and thus enemies. Google is currently investing heavi ly 
in driverless cars. In 2015, Google’s cars  were already “averaging 10,000 
new self- driven miles a week, mostly on real- world city streets— not on 
controlled test tracks.”24 In 2015, Apple was also rumored to be launching 
an electric car that may eventually be self- driving.25 In addition, 2016 saw 
a signifi cant investment by Apple in Didi Chuxing, a leading Chinese car- 
hailing app.26 Th e investment, amounting to a billion dollars, formed part 
of Apple’s strategy in China, and may well aff ect the increasingly complex 
Frenemy dynamic to which Uber is party as well.

When, in the  future, consumers start using Google’s (and perhaps Ap-
ple’s) driverless cars and ride- sharing ser vices, the super- platforms have the 
potential to become a power ful force in  these downstream markets. Both 
super- platforms already have the mapping technology. Google also has a 
crowd- sourcing app, Waze, which provides real- time traffi  c, accident, and 
police information. Furthermore, Google has a vast quantity of consumer 
data from its browser, e- mail ser vice, search engine, and social network. 
Fi nally, Google, by licensing its applications, largely controls the open- 
source Android operating system. Apple controls both the iOS operating 
system and the iPhone.

At their  will, therefore, Google and Apple can nudge users  toward their 
Uber- like app in several ways. Google can require smartphone makers to 
preload its driver app (along with its other apps) on the mobile operating 
system platform and include the app on the smartphone’s home screen.27 
Apple can preload and feature its app directly on its iPhone. Alternatively, 
the super- platforms could integrate their Uber- like app with their other 
ser vices, such as their mapping apps. So when you look up an address on 
your iPhone or Android smartphone, Apple and Google could identify how 
much it would cost to be driven  there; you would simply click a button to 
immediately order a car. In other words, the super- platforms can leverage 
their power to diminish Uber’s competitive position. In 2016, Google was 
already testing a ride- sharing app, whereby riders pay  drivers 54 cents per 
mile.28 Predictably, Google used its popu lar Waze app.

Th e pos si ble leveraging of market power to push out an “as effi  cient” op-
erator downstream, and clear the way for the super- platform’s own opera-
tion downstream, is worrying.29
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Beyond the super- platforms’ ability to leverage their power to support 
car- sharing ser vices, the true game changer is likely to be their driverless 
car technology. Google and Apple could in the  future enjoy a signifi cant 
cost advantage over Uber. Th e super- platforms’ algorithms for their driv-
erless cars  will also benefi t from learning by  doing, which provides impor-
tant scale. As Forbes has noted, “unlike  human  drivers who must rely on 
their own experience for learning, Google’s cars  will learn from  every 
Google car’s experience. Th at means that the more cars Google puts on the 
road compared to its competitors, the greater its learning advantage.”30 
Unlike Uber, the super- platforms do incur a signifi cant upfront cost for 
developing the driverless car. But Google and Apple can spread that cost 
over many passengers. And, unlike Uber, the super- platforms would not 
have to pay for the expensive recruitment of  drivers; nor would they need 
to pay 80   percent of each fare to  drivers. Nor would Google and Apple 
have to impose heft y surcharges to entice  drivers onto the roads when de-
mand exceeds supply: their algorithms could simply summon available 
driverless cars from local parking lots. Th us, as the cost of driverless car 
technology decreases, and the technology improves through learning by 
 doing, the super- platforms could enjoy a signifi cant cost advantage over 
Uber and become a power ful  enemy.

What makes Google a power ful Frenemy is that driverless cars represent 
a new, impor tant mechanism by which it can collect data for its super- 
platform. As with all economies of scale and network eff ects, the technology 
and data can go much further and add more value when at the disposal of a 
super- platform. For instance, Google’s driverless car fl eet would collect real- 
time data on street traffi  c, construction, and so on. Th is data, along with 
that collected on its Waze and Google Maps apps, could give Google a com-
petitive advantage in turn- by- turn navigation systems. If commuters want 
to know the latest traffi  c conditions, they would likely turn to Google’s Waze 
and Maps apps. As more traffi  c data is quickly pumped through Google’s 
super- platform, its driverless cars could better avoid traffi  c jams— thereby 
reducing electricity/fuel costs and travel time, which in turn increases its 
competitive advantage over Uber. Google’s Uber- like app would also col-
lect the geolocation data of par tic u lar consumers, which Google can com-
bine with its other data to better target app users with behavioral ads (both 
on their phones and in its cars). Th e driverless car could,  were it to off er 
 free Wi- Fi, collect even more data from users, including how they spend 
their time.
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Google is ultimately not a car- sharing ser vice. We doubt that Google is 
interested in cars per se (just as it  isn’t interested in smart thermostats per 
se, despite its $3.2 billion acquisition of Nest Labs, a com pany whose leading 
product is just that). Google is fundamentally an advertising- supported 
super- platform. It collects our personal data to help advertisers better target 
us with advertisements when we are on its super- platform and third- party 
websites. Users, while in the Google cars, could spend time on Google’s 
super- platform— watching YouTube videos (and ads) and searching (and 
clicking on sponsored ads). Th e driverless car could itself become a bill-
board for the Google platform, where users and bystanders can be targeted 
with ads televised on screens throughout the car.

Th us, the windfall is potentially  great for Google: even if Google  were to 
off er the car ser vice for a nominal fee, consumers would end up paying 
with their data and privacy. Th is gives Google a competitive advantage over 
other super- platforms, like Apple, Facebook, and Amazon. Google’s Uber- 
like car ser vice could become so cheap that many  people might relinquish 
their cars (and their use of public transportation). Instead, Google’s car ser-
vice could seamlessly become part of our daily activities, adjusting to the 
rhythm of our lifestyles. Google, by virtue of its calendar and e- mail apps, 
could anticipate when you need a car and where you need to go. As your 
Nest Labs smart thermostat lowers the heat when you leave your home, a 
Google driverless car pulls up to your front door.

Even for  those who prefer to drive their own cars, Google could none-
theless leverage its driverless car technology. Given the scale benefi ts of 
learning by  doing, car manufacturers might prefer (or be forced) to license 
Google’s technology (including the daily or hourly updates from the mil-
lions of Google cars on the road). (If Apple did not license its driverless car 
technology, then it would lack the scale, and its quality would lag.) Th e car 
manufacturers also see a potential relationship in which they manufacture 
the car’s “dumb” commoditized parts (like Foxconn Technology Group for 
Apple), while the super- platforms earn the lion’s share of profi ts from tech-
nology and design. Th us the leading car manufacturers are undertaking 
AI research.31

Th e above Frenemy scenario between and within platforms also takes 
place between the operators on  these platforms. Each application or ser vice 
competes with other providers on the platform. At the same time, they also 
complement each other. By providing users a wider choice of apps, the 
super- platform becomes more attractive relative to other platforms.32
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Economic (Inter)dependence

Th e benefi ts the super- platform may derive from driverless car tech-
nology highlight another theme— one of market power and de pen dency. 
Th e super- platform needs the apps to attract users, but, once it becomes 
power ful, it can harm the in de pen dent app developer in many ways. Th e 
super- platform at any moment may  favor its own operations downstream 
over  those provided by Uber. To put it diff erently, Uber’s biggest nightmare 
is not some obnoxious taxi commissioner seeking to hold on to a crum-
bling mono poly by refusing Uber entry into his city, nor is it another car- 
service platform like Lyft . Th e real fright comes from super- platforms like 
Google and Apple.

Consumers may benefi t from Uber’s fright when Uber improves ser vice, 
maintains competitive prices, and increases its investment in research and 
development. But Uber also sees the long shadow of the super- platforms, 
and realizes that it  will likely be at a signifi cant competitive disadvantage 
over the long run. Uber must now develop its own driverless car tech-
nology (or partner with a car manufacturer that does). It also lacks the 
super- platforms’ mapping technology. So in early 2015, when Bloomberg 
reported that Google was preparing its own ride- hailing ser vice,33 Uber re-
sponded. In 2015, it acquired mapping technology, including Microsoft ’s 
Bing Maps street- mapping technology and a hundred of its workers.34 Uber 
has also hired around fi ft y researchers from Car ne gie Mellon to develop 
driverless cars.35 Google’s rival, Microsoft , is also an investor in Uber.36 So 
Google is now Uber’s friend, investor, and  enemy. Adding another dimen-
sion, General Motors invested in Uber’s smaller rival Lyft , where customers 
can order a driverless car using their smartphones.37

But Uber  will still lack the consumer data, advertising revenue, and mul-
tiple advertising platforms that a super- platform like Google possesses. 
And Uber,  unless it launches its own smartphone operating system,  will 
continue to depend on the super- platforms for its oxygen supply. Th e 
oxygen provider  will ultimately hold the key to coexistence, exclusion, or 
pos si ble acquisition of the downstream operator.

Asymmetries in Power

Th e asymmetry in bargaining power between the apps and super- platforms 
is central to the Frenemy dynamic. Th e in de pen dent apps recognize that 
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web usage is increasingly shift ing to mobile platforms such as smartphones 
and other connected devices.38 Th eir business growth and success thus de-
pend on their interoperability with the super- platforms, which they do not 
control.

In its report on “Online Platforms and the Digital Single Market,” the 
United Kingdom House of Lords noted the asymmetry in bargaining 
power.39 We also see both the smaller and larger publicly held platforms, 
from Coupons . com40 to Facebook,41 expressing the same concern to their 
investors, namely being squeezed by the super- platform.

Th e super- platform Facebook, for example, described to investors its 
“dependen[ce] on the interoperability . . .  with popu lar mobile operating 
systems, networks, and standards that we do not control, such as the An-
droid and iOS operating systems.” 42 Facebook identifi ed how  these super- 
platforms could degrade the functionality of its app; reduce or eliminate 
its ability to distribute its products; give preferential treatment to com-
peting products; limit its app, whose revenues are primarily from adver-
tising and the ability to deliver, target, or mea sure the eff ectiveness of ads; or 
impose fees or other charges related to its delivery of ads.43 Th us, Facebook 
warns that, among other  things,  there “is no guarantee that popu lar mobile 
devices  will continue to feature Facebook or our other products, or that 
mobile device users  will continue to use our products rather than competing 
products.” 44

Are the in de pen dent apps simply paranoid? Not necessarily. A super- 
platform has several levers with which to exert its power. Th e super- platform 
can degrade the functionality of the in de pen dent apps and online platforms— 
like LinkedIn, Twitter, Yelp, or Coupons . com—by reducing their per for-
mance and making them run slower. It can foreclose its Frenemies’ timely 
access to critical data. It can increase consumers’ switching costs, thereby 
making it harder for the app to attract users.45 A super- platform could also 
prevent Frenemies from achieving the minimum effi  cient scale.46 Scale can 
be especially impor tant in data- driven industries such as search and search- 
advertising. It may limit a competing app’s revenue stream by excluding the 
app from its online payment systems, such as Apple Pay or Google Wallet. 
Th e super- platform can reduce or eliminate the in de pen dent app’s ability 
to distribute its products. It can make it harder for consumers to fi nd the 
product on its search engine or app store. It can also give preferential treat-
ment to its own or other competitive ser vices.
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Th e super- platform can give preferential treatment to its own prod-
ucts, by preloading its app on the smartphone, having it on the opening 
screen, or integrating its own products into other popu lar products, in-
cluding search and the smartphone operating system. Th is was the basis 
of the Eu ro pean Commission’s 2016 charges against Google.47 Google, 
the Commission alleged, abused its dominant position with its mobile 
Android super- platform to “preserve and strengthen its dominance in 
general internet search.”48 Absent a Frenemy relationship, a super- platform 
would ordinarily leave it to manufacturers or customers to decide what 
apps to preinstall on the smartphone. Android is technically an open 
operating system. But Google, according to the Commission, controlled 
the operating system’s development through its licensing agreements 
with the Android smartphone manufacturers.49 It reduced the smart-
phone manufacturers’ incentives to preinstall competing search apps, as 
well as consumers’ incentives to download such apps.50 Google also paid 
a lot of money to “some of the largest smartphone and tablet manufac-
turers as well as mobile network operators” on the condition that they 
exclusively preinstall Google Search on their devices, and not any other 
search provider.51

If the Commission’s concerns are borne out, then one can imagine how 
diffi  cult it is for an in de pen dent search engine, like DuckDuckGo—or any 
in de pen dent app—to successfully compete against Google. In Eu rope, 
Google dominates the markets of general Internet search ser vices and li-
censable smart mobile operating systems. DuckDuckGo  can’t convince the 
manufacturer to be the default search engine on your Android phone; nor 
can DuckDuckGo get its search engine preloaded on your Android phone; 
nor can it turn to Apple. As  we’ll see, Google paid Apple $1 billion in re-
cent years to be the default search engine on your iPhone.

Refl ections

Th is chapter identifi es the rise of a competitive dynamic that fosters in-
terdependence between competitors and between companies in the vertical 
chain. Our Frenemy scenario takes place between super- platforms and 
within them. Pos si ble abuses by the super- platform can hurt consumers in 
many ways, including less innovation (when in de pen dent companies know 
that, however good their products or ser vices are, they cannot eff ectively 
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reach consumers  unless the super- platform admits them and  doesn’t injure 
them  later).

In the next chapter we explore the unique environment in which apps 
and super- platforms join forces in extracting, selling, and analyzing data. 
 Here again we see super- platforms, in exercising their dominance, coordi-
nate the extraction of our data and capture most of the profi ts.
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POWER, we saw in the last chapter, resides with the super- platform. But 
the lives of the in de pen dent apps are not necessarily solitary, in con-

tinual fear and danger of violent death by the super- platform. Th e apps’ 
lives are, in fact, interdependent with the super- platforms’. Th ey both seek 
to attract us to their ecosystem,  whether it is, for example, an Apple or An-
droid smartphone.

One way to attract our attention is through  free apps. Indeed, the eco-
system can appear competitive, with many apps off ering  free or discounted 
products or ser vices. But  behind this competitive veneer lies another facet 
of their interdependence, namely their joint strategy, extraction and cap-
ture, in collecting and using our personal data. As we saw with price dis-
crimination, relevant, up- to- date personal data can provide online sellers 
a competitive advantage.1

Th is chapter explores the Frenemy strategy of extraction and capture. Th e 
website  owners, in de pen dent apps, and the super- platform cooperate in the 
extraction phase, obtaining valuable personal data (such as geolocation 
data) about us, tracking our be hav ior, promoting asymmetrical informa-
tion exchanges and strategies (i.e., where they control and know about the 
data fl ow, but we  don’t), and reducing our ability to maintain our privacy.

In this extraction phase, the super- platform, website  owners, and in de-
pen dent app developers are like lions that cooperate to circle the prey. 
We, like gazelles  running across the savanna, rarely stay on one website or 
app. If the super- platform, website  owners, and in de pen dent app developers 
did not cooperate, they would see us only when we arrive. Th ey would not 
know from where we came or where we are  going next. Advertisers would 
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not want to negotiate with each website for data about us. It would be too 
costly and time- consuming to develop profi les about us. Without such pro-
fi les, it would be harder to predict what ads would appeal to par tic u lar users 
and to engage in behavioral advertising (and discrimination).

Following the successful extraction, in the subsequent capture phase, 
the super- platform, website  owners, and in de pen dent app developers 
compete to retain an advantage over each other and to capture as much 
of consumers’ wealth as pos si ble. In this phase, the Frenemies’ interests 
can diverge, as they compete among themselves over the distribution of 
value within the channel. Th at distribution, as we explore, depends 
on their relative bargaining power. So,  aft er circling the prey, the super- 
platform and in de pen dent apps compete over the choice cuts of the 
gazelle.

Data Extraction

Suppose advertising revenue is the lifeblood of the super- platform’s, website 
 owners’, and in de pen dent app developers’ ecosystem.  Every time we click an 
ad or purchase an item, they get money. How could they maximize profi ts? 
Ideally, the Frenemies could implant in our brains a device to collect data 
wherever we go, about what we do, what we are thinking, and what we can 
be enticed to buy. Th e implant would provide a clear picture of our desires 
and be hav ior; the Frenemies could easily predict what we are likely to buy, 
when, at what price, and the personalized ad that would induce our pur-
chase. With this technology the Frenemies could perfectly track and target 
us with personalized ads, increasing the relative power of their ecosystem. 
What advertiser or marketer could aff ord to spurn this technology?

Of course, such technology does not exist  today. Instead, the Frenemies, 
 under their joint extraction strategy, strive to approach it. Th e super- 
platform, in de pen dent apps, and websites within the ecosystem join forces 
to better track and understand us as we browse their websites across de-
vices (such as when we are on our personal computer, laptop, smartphone, 
or tablet). In jointly extracting the data about us, they seek to improve their 
understanding of our be hav ior in order to infl uence and modify it. Th is 
includes devising ways to better exploit our biases and imperfect willpower. 
Ultimately, the companies agree to extract our personal data, which feeds 
the advertising networks’ algorithms, and improves their ability to iden-
tify behavioral ads to prompt purchases. So the Frenemies cooperate with 
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re spect to both the inputs (extracting personal data) and outputs (pro-
viding platforms for behavioral ads by  others).

Th e in de pen dent apps and websites use the personal data internally, but 
also selectively distribute it within the food chain for  others to analyze. At 
the top of the chain is the super- platform. Th e super- platform harvests 
massive volumes of data directly as well as through  others, analyzes it, and 
then determines what data its partners and advertisers can analyze (per-
haps without personal identifi ers). Or the super- platform serves as the air 
traffi  c controller. It uses the data to continually target individuals with per-
sonalized ads on all of its own and its Frenemies’ publishing platforms. 
Th eir joint interest is that that we spend more time on their network of 
websites and apps rather than a competing super- platform’s ecosystem, 
where they cannot collect data about us or target us with ads.

To illustrate, let us consider a health club ad. Traditionally, a health club 
would advertise off ers on media that many prospects  were watching, such 
as fi tness or athletic shows.  Th ere was a lot of waste,  because many viewers 
may be uninterested in joining a health club. Another drawback is that the 
health clubs had to wait for consumers to watch the shows or visit the fi t-
ness or athletic websites where they advertised. Now suppose that from the 
data fl ow the super- platform fi nds that an individual, whom  we’ll call 
Harry, is interested in joining a health club. It might be  because Harry 
searched for nearby health clubs or e- mailed a friend about possibly joining 
a gym. Or, cleverer still, Harry’s be hav ior signals a greater willingness to 
join a gym. Harry, for example, recently searched about dieting or healthier 
foods.  Under the Frenemy scenario, the super- platform is collecting enor-
mous amounts of data about Harry. It knows Harry is ripe to join a gym. It 
also knows, from where Harry lives, works, and socializes, which gym 
might be especially attractive. Now the super- platform can target Harry 
with promotions for this specifi c health club wherever Harry spends time 
on any of the Frenemies’ websites, apps, or ser vices within the ecosystem. 
When Harry awakes, his  free alarm app might have an ad for the health 
club.  Later in the morning, when Harry reads about world news on the New 
York Times website, a banner ad may promote the health club. When Harry 
next visits a social network, he may see a friend’s endorsement of the same 
health club. Indeed, the super- platform can target Harry with complemen-
tary ads— for athletic clothing, energy bars, nutritional supplements, and 
health clubs— each reinforcing the need to consume some of  these prod-
ucts. When walking downtown near the health club, Harry might get a 
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coupon for a  free thirty- day trial period. So what’s the best way to track 
Harry and extract his data? Th e answer is in his pocket.

Mobile Platforms as a Source of Data

Harry’s smartphone can off er a wealth of data that quantitatively and qual-
itatively diff ers from anything  else he carries in his pocket or stores in his 
home.2

Th e U.S. Supreme Court observed in 2014 how the storage capacity of 
cell phones had several interrelated consequences for privacy.3 Th e Court 
noted how the data collected on a smartphone diff ers qualitatively from 
physical rec ords, and could reveal “an individual’s private interests or 
concerns— perhaps a search for certain symptoms of disease, coupled with 
frequent visits to WebMD . . .  [and] where a person has been.” 4 Historic 
location information, the Court noted, “is a standard feature on many 
smart phones and can reconstruct someone’s specifi c movements down 
to the minute, not only around town but also within a par tic u lar building.”5

Our location data is also used to refi ne our user profi les and better target 
us with behavioral advertising.6 Our geolocation information, along with 
other data collected from our phones, can be sold or used to develop other 
marketing strategies.7 So companies can use our mobile phones to extract 
additional information about our whereabouts and activities, when we visit 
or revisit a par tic u lar store, and where we linger in that store. Google, for 
example, tracks users’ locations “to tell with 99% accuracy if a user visited a 
store  aft er seeing a relevant search ad.” 8 Th at data collection is intensifi ed in 
the context of the “tech addiction that puts smartphones in control of us.”9

Importantly, not many of us know of all the personal data collected 
through our smartphone. As the Australian Communications and Media 
Authority noted:

Around half of all survey participants  were not aware of data- sharing 
pro cesses such as information shared with a third- party provider, stored 
by a mobile ser vice or internet ser vice provider when using a location ser-
vice, or information stored by the location ser vice developer. . . .  Th e sale 
and owner ship of information and risks associated with disclosure  were 
key concerns with 71 per cent of users’ concerns with information being 
sold to a third party and 59 per cent concerned about a lack of informa-
tion on where their data goes and who owns it.10
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With the rise of the Internet of  Th ings, mobile platforms  will become the 
key gateway to the fl ow of personal data. Google’s under lying operating 
system for the Internet of  Th ings, dubbed “Brillo,” is based on its Android 
operating system.11 As our smartphones are always near us (except perhaps 
when we shower or swim), they  will assist the super- platforms, govern-
ments,12 and  others in tracking our be hav ior, harvesting our data, and tar-
geting us with behavioral ads.13 Th is data trove  will also attract hackers and 
criminals.

Th us we should expect Frenemies to support the Internet of  Th ings, to 
the extent that the sensors can eff ectively track and collect data on us when 
we are offl  ine— data that can be used to fuel their advertising- supported 
business model. Frenemies, as  we’ll see with Uber, would also likely coop-
erate by allowing third- party cookies and other technology to better track us.

Uber and Google

We saw in Chapter 14 how Uber and Google  were Frenemies with re spect 
to car ser vices. But they are also Frenemies with re spect to data.

To begin with, Uber caused a stir in 2014 when its se nior vice president 
expressed a desire to spend $1 million to dig up information on the per-
sonal lives and families of journalists who wrote critically about Uber.14 
Another Uber executive had “examined the private travel rec ords of a 
Buzzfeed reporter during an e- mail exchange about an article without 
seeking permission to access the data.”15

Given  these privacy lapses, Uber prompted consternation when in 2015 
it relaxed its privacy policy. Uber  will track its users’ locations, if they agree, 
even when they  aren’t using the app:

When you use the Ser vices for transportation or delivery, we collect pre-
cise location data about the trip from the Uber app used by the Driver. If 
you permit the Uber app to access location ser vices through the permis-
sion system used by your mobile operating system (“platform”), we may 
also collect the precise location of your device when the app is  running 
in the foreground or background. We may also derive your approximate 
location from your IP address.16

Uber  will also, if users agree, access their address books, collecting all 
the names and contact information in them so as “to facilitate social inter-
actions through [its] Ser vices and for other purposes described in this 
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Statement or at the time of consent or collection.”17 Uber never explained 
how this data would improve its car- sharing ser vices.

Competition dynamics should correct an app, like Uber, that over-
reaches by seeking more personal data than is necessary for its ser vices to 
be provided. One check should come from the super- platform, as its incen-
tives should be aligned with the users’. Th e super- platform wants to attract 
many users, and to retain its existing users. So the super- platform should 
be vigilant, rebuking any in de pen dent app developer who greedily de-
mands more personal data than necessary for its app to run eff ectively. Th e 
super- platform would also design its platform to promote users’ privacy 
preferences, such as giving users greater control over their data, requiring 
any app to obtain the user’s express permission, and enabling users to delete 
their personal data.

Interestingly, neither super- platform publicly rebuked Uber over tracking 
smartphone users’ locations when they  weren’t using the app, or for ac-
cessing their contact information. Indeed, Google made it easier for Uber to 
access your information.

Apple, as Uber notes, “ will alert you the fi rst time the Uber app wants 
permission to access certain types of data and  will let you consent (or not 
consent) to that request.”18 So Apple, at least, requires its iPhone users to 
affi  rmatively assent, allowing them to opt out of each permission on an in-
dividual basis.

Android smartphones, however, do not; they  will merely notify you “of 
the permissions that the Uber app seeks before you fi rst use the app, and 
your use of the app constitutes your consent.”19

Apple iPhone users see the box shown in Figure 3, which requires the 
user’s consent.20 Android users instead see the box shown in Figure  4, 
without any con spic u ous consent box.21

“Uber” Would Like to Use 
Your Location.

Uber picks you up exactly where you are. 
To start riding, choose “Allow” so the 

app can  nd your location.

Allow OK

Figure 3. Uber, iOS app permissions
 (https:// www . uber . com / ios / permissions)

© Uber Technologies, Inc.



Figure 4. Uber, Android app permissions 
(https:// www . uber . com / legal / android / permissions)

© Uber Technologies, Inc.
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Th is was not entirely Uber’s choice. Uber’s Privacy Statement states 
that Google created “[t]he descriptions of  these permissions,” which “are 
worded the same for  every app— currently,  there’s no way for Uber to cus-
tomize them.”22

Returning to our extraction phase, we see  here how the super- platforms 
help (rather than thwart) the in de pen dent apps (like Uber) to better track 
users. Uber (and  others) can track your location even when you  aren’t 
using the app. Rather than promoting privacy by design, Google’s take- it- 
or- leave-it privacy approach makes it harder for users to avoid being 
tracked. (Google’s forthcoming Android 6.0 or “Marshmallow” may en-
able users to toggle individual permissions on and off  on an app- by- app 
basis.23) Indeed, according to one account, advertisers hated working with 
Apple’s iAd:

not  because it failed to improve the ad experience, or  because it was tech-
nically inferior, or  because it failed to engage audiences. Advertisers hated 
that Apple’s iAd was preventing them from gaining full access to user 
demographics and be hav iors— the way Google, Adobe and the other mo-
bile ad networks  were working to facilitate. Apple’s increasingly vocal 
stance on the side of consumer privacy— which has only grown more 
strident over time— was standing in the way of advertising nirvana: the 
non- stop audience surveillance program that could be distilled into 
the sort of pure profi t brand manipulation depicted in futurist movies 
such as Minority Report, where billboards literally leap into your face and 
talk to you by name, coaxing you to buy with the savvy of a salesman 
pretending to be your best friend.24

Although Google is more opportunistic than Apple in the extraction 
phase, neither super- platform employs a data- minimization princi ple, 
which would require the apps within their ecosystem to collect only the 
personal data that is directly relevant and necessary to accomplish the 
app’s specifi ed purposes and to retain the data only as long as is necessary 
to fulfi ll the specifi ed purpose. Neither super- platform requires Uber to 
explain:

• why it needs to track your location when you  aren’t using the 
Uber app;

• why it needs your contact information “to facilitate social interac-
tions through [its] Ser vices”;25 or
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• why if you choose to link, create, or log into your Uber account with 
a payment provider (such as Google Wallet) or a social media ser vice 
(such as Facebook), Uber can obtain yet more personal information 
about you or your connections from  these websites.26

Th e other component of our extraction phase is how the in de pen dent 
apps and websites within the ecosystem help each other extract personal 
data. Uber  isn’t simply hoarding the data for itself. Rather, Google (and 
Apple to a lesser extent) encourages the fl ow of consumer data,  because it 
fuels the advertising revenue upon which the super- platforms, the ad ex-
changes, and the publishers are dependent. Th is is not apparent when you 
fi rst visit Uber’s website. To have seen this in February 2016, one would have 
had to visit Uber’s website, go to the bottom of the page, click on its Privacy 
tab, scroll down the page  until near the end, click the Cookie Statement hy-
perlink, scroll to the bottom of the Cookie Statement, and read Uber’s de-
scription of how third parties  will track you when you visit Uber’s website:

 Th ings like cookies and pixels are used to deliver relevant ads, track ad 
campaign per for mance and effi  ciency. For example, we and our ad part-
ners may rely on information gleaned through  these cookies to serve you 
ads that may be in ter est ing to you on other websites. Similarly, our part-
ners may use a cookie, attribution ser vice or another similar technology 
to determine  whether  we’ve served an ad and how it performed or pro-
vide us with information about how you interact with them.27

For its app to function, Uber  doesn’t need to continuously monitor your 
location. It  doesn’t need to know who all of your friends,  family, and co-
workers are, as well as anyone  else listed among your contacts. Nor does 
Uber have to allow  others to track you across the web, including when you 
visit Uber’s website. So what explains Uber’s actions?  Here again the an-
swer is data.

To understand tracking  we’ll briefl y discuss cookies. A “cookie” is a fi le 
on a user’s computer that contains “information that identifi es the domain 
name of the webserver that wrote the cookie (e.g., hulu . com or facebook 
. com)” and “information about the user’s interaction with a website.”28 
Cookies  were originally developed for a benign purpose: an online shop-
ping site placed the cookie (fi rst- party cookie) to help remember the items 
you wanted to purchase (e.g., placed in your shopping cart) as you browsed 
its website.29 For example, the cookie would allow Brooks  Brothers to re-
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member the shirt you placed in your shopping basket as you continued 
searching for a matching tie.

Th e inventor of cookies was concerned that third parties could use 
cookies to track you across the web.30 Th at is exactly what happened. In 
fact, the Wall Street Journal found that the tracking technology “is getting 
smarter and more intrusive,” moving beyond cookies to tools that “scan in 
real time what  people are  doing on a Web page, then instantly assess loca-
tion, income, shopping interests and even medical conditions. Some tools 
surreptitiously re- spawn themselves even  aft er users try to delete them.”31 
As a result of the tracking mechanisms, including third- party cookies, not 
only  will the retailer remember what you placed in your shopping cart, but 
so too  will other companies; thus you may encounter advertisements for 
dress shirts and ties as you surf other websites.

Uber places cookies on your browser or computer when you visit its web-
site. But Uber also allows the super- platform Google and other companies 
to place cookies and identifi cation technologies on your computer and 
browser when you visit Uber’s website.

Uber identifi es several reasons why it allows third parties to track you 
when you visit Uber’s website. Th e fi rst is “Site features and Ser vices,” namely 
to enable Facebook, Twitter, Google, and possibly  others to “provide you and 
 others with social plugins and other customized content and experiences, 
such as making suggestions to you and  others.”32 Second, it enables Google, 
MixPanel, Optimizely, and possibly  others to collect data for “analytics 
and research,” including segmenting audiences for testing and understanding 
“how you use websites, apps, products, ser vices and ads.”33 Th e fi nal 
reason is advertising. Uber allows, among  others, Google, Facebook, AOL, 
Microsoft , Yahoo, Drawbridge, Indeed, Recruitics, RocketFuel, Simplyhired, 
Twitter, Ziprecruiter, Mixpanel, HasOff ers/Tune, Adjust, AdRoll, Quantcast, 
and KenshooTh ings, to track your visit to Uber. Th e cookies and pixels are 
used to deliver and track the per for mance of behavioral ads.34

Uber is not alone in helping the super- platform and  others extract your 
data. Any time you visit the website or app of any of Google’s partners, such 
as websites that use Google’s advertising products (like AdSense), social 
products (like the +1 button), or analytics tools (Google Analytics), “your 
web browser automatically sends certain information to Google.”35 Google 
collects the web address of the page that  you’re visiting and your IP ad-
dress.36 Google “may also set cookies on your browser, or read cookies that 
are already  there.”37 Apps that “partner with Google” can send it additional 
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information “such as the name of the app and an identifi er that helps 
[Google] to determine which ads [Google] served to other apps on your 
device.”38 Google can use your personal data in a variety of ways, including 
making the behavioral ads more eff ective, and help its partner websites and 
app  owners using Google Analytics “to understand how visitors engage 
with their sites or apps.”39 (To opt out of websites and apps sending your 
data to Google Analytics, you must download and install an add-on for 
your web browser.40)

Consider one class action lawsuit against Viacom Inc. and Google on 
behalf of  children  under thirteen years of age for violating their privacy 
rights  under U.S. federal and state law.41 Viacom owns and operates three 
websites geared  toward  children: Nick . com, Nickjr . com, and Neopets . com. 
As the complaint alleged, Viacom encouraged the  children to register and 
establish profi les on its websites. Viacom assigned a code name to each 
child based on that child’s gender and age— allegedly called (by Viacom 
internally) the “rugrat” code. Viacom placed a cookie on the  children’s 
computers, allegedly without their (or their parents’) consent to acquire ad-
ditional information. Viacom then shared this information with Google 
and permitted Google to place third- party cookies on the  children’s com-
puters to track their Internet usage. Google used the information for the 
same reason that Viacom used it— “ ‘to sell targeted advertising’ based upon 
[the  children’s] ‘individualized web usage, including videos requested and 
obtained.’ ” 42

Judge Stanley  R. Chesler, in an unpublished opinion, dismissed the 
lawsuit. Some of the reasons dealt with the par tic u lar statutes at issue.43 
Th e state privacy claim failed  because the judge was not persuaded that 
Google’s and Viacom’s collection and monetization of online informa-
tion of  children would be “off ensive to the reasonable person, let alone 
exceedingly so.” 44

Th is was not an isolated incident. In 2010, the Wall Street Journal exam-
ined fi ft y websites popu lar with U.S. teens and  children to see what tracking 
tools they installed on a test computer.45 As a group, the websites placed 
“4,123 ‘cookies,’ ‘beacons’ and other pieces of tracking technology.” 46 Th at 
was 30  percent more than what the Journal found in an analy sis of the fi ft y 
most popu lar U.S. sites overall, which  were generally aimed at adults.47 Vi-
acom’s Nickelodeon TV network accounted for eight of the fi ft y websites 
in the Journal’s survey.48 And Google placed the most tracking fi les overall 
on the fi ft y websites. In response to the Journal article, a Google spokes-
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person responded that “ ‘a small proportion’ of the fi les may be used to de-
termine computer users’ interests.” 49 Th e Google spokesperson also said 
that Google  doesn’t include in its user profi les “topics solely of interest to 
 children.”50 But the Journal, in reviewing Google’s Ads Preferences page, 
found that the super- platform “accurately identifi ed a dozen pastimes of 
10- year- old Jenna Maas— including pets, photography, ‘virtual worlds’ and 
‘online goodies’ such as  little animated graphics to decorate a website.”51

Included in the extraction phase are data brokers, who are also inno-
vating methods to better track you online and offl  ine:

Data brokers rely on websites with registration features and cookies to 
fi nd consumers online and target Internet advertisements to them based 
on their offl  ine activities. Once a data broker locates a consumer online 
and places a cookie on the consumer’s browser, the data broker’s client 
can advertise to that consumer across the Internet for as long as the 
cookie stays on the consumer’s browser. Consumers may not be aware 
that data brokers are providing companies with products to allow them 
to advertise to consumers online based on their offl  ine activities. Some 
data brokers are using similar technology to serve targeted advertise-
ments to consumers on mobile devices.52

In addition, companies buy and sell user profi les and updated information 
on stock market– like exchanges.53

Capture

So Frenemies cooperate to track us, extract our data, and target us with 
behavioral ads. Th ey all benefi t from the combined eff ort. But they do not 
share equally the spoils; the dominant lion gets the best cut, which further 
enhances its power.

As we saw in the last chapter, the super- platform has relatively more 
power than the in de pen dent apps. As a key conduit for data, it can serve as 
the advertising intermediary, obtaining several choice cuts of the adver-
tising revenue. It can collect revenue from ads on its sprawling super- 
platform. It can collect fees for advising advertisers where their ads should 
go. It can collect fees for advising publishers on how to better collect data 
to target users with ads they are likelier to click. Fi nally, it can collect a 
share of the advertising revenue of its partners’ websites. Suppose Google’s 
algorithms directed the health club ad to one of its partner’s websites. 
When Harry clicks the health club ad, the website receives 68  percent of 
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the ad revenue and Google 32  percent. So if the advertiser pays $1 per click, 
the Frenemy that published the ad gets 68 cents; Google gets 32 cents.54

Why  settle for 32  percent when you can get it all? Th e super- platforms 
can use their profi ts to expand downstream with new (or acquired) apps 
and programs, so that the gazelles  will likely spend more time grazing on 
the super- platform’s terrain. When you click an ad on the super- platform’s 
website, it collects 100  percent. For example, the bulk of Google’s ad reve-
nues come from its websites rather than its Frenemies’ websites.55

So Frenemies, using the fi ndings from psy chol ogy experiments, compete 
to get us to spend more time on their platform or app.56 For advertising- 
dependent apps, their value largely depends on how much time  people spend 
on them.57  Here the super- platforms have the advantage. In 2014, Ameri-
cans, on average, spent forty minutes per day on Facebook.58 One survey 
found that of all the minutes spent on mobile phone apps, U.S. users spent 
the greatest time on Facebook’s super- platform (13  percent), followed by 
Google (12  percent, and this percentage does not include time spent on the 
Android operating system ), Amazon (3  percent), and Apple (3  percent).59

Th us, one concern is that as the super- platform expands, including in-
corporating more habit- forming technology, it becomes less dependent on 
third- party tracking technologies and third- party publishers of ads. In 
eff ect, the savanna becomes the super- platform’s zoo. It knows where the 
gazelles are, and can devour them  whole.

For example, for  those of us owning an iPhone and iPad, we can use ad- 
blocking technology to limit behavioral ads when we use the Safari browser; 
we cannot use the technology within apps, such as  those of Facebook or 
Google. Why the distinction? As the Wall Street Journal reports, “Apple 
says it  won’t allow ad blocking within apps,  because ads inside apps  don’t 
compromise per for mance as they do on the browser. Th at distinction 
serves Apple’s interests. It takes a 30% cut on money generated from apps, 
and has a business serving ads inside apps.” 60 Th is comports with our 
Frenemy scenario. Apple incentivizes companies that are dependent on ad-
vertising revenue to develop apps for its iOS platform, where ads  can’t be 
blocked, and Apple gets a signifi cant cut of the ad revenue.

Likewise, Coupons . com warns investors about Google moving away 
from cookies, which consumers can block, to other tracking technologies:

[C]ompanies such as Google have publicly disclosed their intention to 
move away from cookies to another form of per sis tent unique identifi er, 
or ID, to identify individual Internet users or Internet- connected devices 
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in the bidding pro cess on advertising exchanges. If companies do not use 
shared IDs across the entire ecosystem, this could have a negative impact 
on our ability to fi nd the same anonymous user across diff  er ent web 
properties, and reduce the eff ectiveness of our solution.61

Th us, one concern is that Google and other dominant fi rms can track 
individuals across their sprawling super- platforms, but restrict sharing the 
customer information with  others in the ecosystem.

Allen Grunes, our colleague at the Data Competition Institute, explained 
this “capture” dynamic with re spect to an industry- proposed do- not- track 
standard.62 Th e Federal Trade Commission asked industry participants to 
craft  a new “Do Not Track” policy for online data, similar to the “Do Not 
Call” registry that helped reduce the nuisance of telemarketers telephoning 
our homes. “But what started as a group eff ort by technology companies 
and privacy experts to craft  a new type of consumer protection has quietly 
changed,” Grunes said, “and  today has morphed into a committee where a 
few of the most power ful Internet fi rms are deciding on the rules of the 
game.” 63 Th e World- Wide- Web Consortium,  under the infl uence of domi-
nant players such as Google, Yahoo!, Facebook, and Comcast, proposed in 
July 2015 a Do Not Track standard that distinguished between fi rst and 
third parties. Basically, when the gazelles are visiting the super- platform’s 
own apps and websites, the super- platforms can continue to track them and 
collect data on them, but third parties, like the smaller apps, cannot. So 
when a user activates the Do Not Track signal, “if he or she enters a query 
into the Google search engine, signs onto . . . Gmail, or uses Google Chrome 
or Android, he or she  will still be allowing Google to gather information 
and use it to deliver targeted ads.” 64

 Here the Frenemy relationship is tilting  toward capture. Th e proposed 
Do Not Track standard  doesn’t  really prevent tracking. Instead, the main 
function of the proposed standard “ will be to limit the ability of any po-
tential rivals to collect comparable data.” 65

Th is is key as users spend more time on mobile phones, whose operating 
systems the super- platforms control, and on the super- platforms’ own apps 
and ser vices. Th e big lions  will still rely on  others to help hunt the gazelles. 
But  under our scenario’s capture stage, the weaker lions  will get skinnier 
as their cuts of profi ts get smaller. Th ey  will eventually perish or be dis-
placed by other, more enterprising app developers who can off er the super- 
platform better, more valuable data or provide a popu lar watering hole for 
gazelles that do not frequent the super- platform.
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Th e more personal data the super- platforms amass, the more likely they 
can predict where we  will go and buy, and what we  will want. With a better 
view of our be hav ior, they can better identify the critical aspects that are 
missing. To use another analogy, if data is crude oil, the super- platforms 
 will know where to drill. For more valuable personal data, the super- 
platform may use its own rigs to access the data. Lesser grades of data may 
be pumped by one of the in de pen dent apps. Once the data is exhausted, the 
in de pen dent app ceases. At times, consumers may volunteer their valuable 
personal data, such as identifying their friends and likes [and, in 2016, “dis-
likes” (or a near alternative)] on Facebook.66 Th en the super- platform refi nes 
the data and selectively allows access to specifi c advertisers and in de pen dent 
apps that serve as advertising platforms.

Th us the extraction and capture phases are dynamic. Super- platforms at 
times  will be more selective about sharing data on users. Facebook, for ex-
ample, had a billion  people who used its network on a single day in August 
2015.67 While extending its platform to include search, Facebook is also re-
stricting the data it is sharing with  others. As the Wall Street Journal re-
ported, “Dozens of startups that had been using Facebook data have shut 
down, been acquired or overhauled their businesses.” 68 One venture cap i-
tal ist noted the shift  from joint extraction to capture: “Companies are open 
 until they have liquidity and users. Th en they start to control.” 69 He too is 
“becoming increasingly skeptical that you can build a lasting, stand- alone 
business based on access to someone  else’s social graph.”70

While closing one door, Facebook is opening other doors for compa-
nies to target us. For example, Facebook introduced bots for its Face-
book Messenger text ing platform. Th e new technology, backed by 
power ful algorithms,  will make use of user data to better target users with 
ads and promotions. Th e bots  will foster communication with companies 
and enable Facebook’s algorithms to better learn of your preferences. 
Since it is embedded within the chat ser vice, it may become diffi  cult to 
separate from the “normal” use Messenger. Indeed, if Facebook’s vision 
materializes, the use of its bots would replace other apps as  these  will 
form part of the chat thread— exposing us to increased tracking and 
targeting.71

How Power ful Is the Super- Platform?

Th e super- platform, while increasing in power and scale, is not immune 
from competition. Competitive pressure may come from other platforms, 
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innovation, or entry. To maintain its position, the super- platform  will in-
vest heavi ly in research and development.

While it controls the bottleneck and determines access, the super- 
platform also has to retain and attract in de pen dent app developers for its 
ecosystem to fl ourish. It is impor tant to recall the interdependence between 
the super- platform and the applications. Each super- platform collects 
money from the in de pen dent app developers. Google reportedly takes a 
30   percent cut from  every sale that its app developers make at the Play 
Store.72 Each platform needs its ecosystem to fl ourish; accordingly, it  will 
need to attract in de pen dent application developers to join its platform to 
help build solutions. Th e greater the utility and diversity of solutions that 
the platform’s products and ser vices can off er, the more users the platform 
 will likely attract. As the platform attracts more users, more application 
developers  will migrate to the platform. So we see a positive feedback loop, 
where big platforms get even bigger as they attract more developers and 
users, and as they morph into super- platforms. Microsoft , which is familiar 
with  these network eff ects from its personal computer operating system, 
recently noted the importance of platform competition: “A well- established 
ecosystem creates benefi cial network eff ects among users, application 
developers, and the platform provider that can accelerate growth. Estab-
lishing signifi cant scale in the marketplace is necessary to achieve and 
maintain attractive margins.”73

When considering the power of the super- platform, one should also ac-
knowledge the nonexclusive nature of some data that  others may in de pen-
dently access (for example, the ability of mobile applications to access the 
contact list on a mobile phone). Linked to this is the temporal dimension 
of data. It is oft en the case that data may decrease in value over time (such 
as user location in a given time).

In addition,  there are looming threats. Intel Corp. is reportedly partly 
funding “research into how to shield diff  er ent apps on a smartphone so that 
they  can’t steal data from each other, or siphon off  data from the phone’s 
user.”74

Still, in relative terms, the super- platform is the alpha lion that pushes 
away the other predators once the gazelle is ready to be consumed. As one 
industry expert observed, “Apps are worth millions. Platforms are worth 
billions. If you want to make money in mobile, build a killer platform.”75 
Indeed, since 2008, Google reportedly (according to Oracle’s counsel in on-
going litigation) made $31 billion in revenue and $22 billion in profi t out 
of Android.76
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To cement its leadership, the super- platform may engage in the defen-
sive practices of acquiring or blocking innovation or entry that might po-
tentially undermine its dominance. Th e Eu ro pean Commission in 2015 
expressed concern over the growth, power, and infl uence of online plat-
forms. Th e Commission thinks “almost all areas of the economy  will de-
pend on them in the near  future.”77

Indeed, as platforms become super- platforms, network eff ects can better 
insulate them from competitive pressure. Th e bigger the super- platform, 
the greater the data- driven network eff ects, and the more diffi  cult it may be 
for competitive forces to displace it. For example, critics in the 1990s ar-
gued that Microsoft ’s mono poly was likely to be short- lived. Twenty- fi ve 
years  later, Microsoft  still has a 90  percent share in operating systems for 
desktop personal computers.78

Th e real threat to the super- platform generally comes from innovation 
that disrupts the entire market. Returning to Microsoft , the threat to its 
position came not from another PC operating system (such as Apple’s op-
erating system for its Macs). Nor was Microsoft ’s market power weakened 
by a competing browser (such as Netscape), word pro cessing soft ware 
(such as WordPerfect), or media player (such as RealNetworks). Micro-
soft ’s power was eroded when users shift ed from personal computers to 
tablets and mobile phones. Microsoft ’s 2015 annual report discussed this 
platform competition:

We derive substantial revenue from licenses of Win dows operating sys-
tems on personal computers. We face signifi cant competition from com-
peting platforms developed for new devices and from  factors such as 
smartphones and tablet computers.  Th ese devices compete on multiple 
bases including price and the perceived utility of the device and its plat-
form. Users are increasingly turning to  these devices to perform func-
tions that in the past  were performed by personal computers. Even if 
many users view  these devices as complementary to a personal computer, 
the prevalence of  these devices may make it more diffi  cult to attract ap-
plication developers to our PC operating system platforms. Competing 
with operating systems licensed at low or no cost may decrease our PC 
operating system margins. In addition, some of our devices compete with 
products made by our OEM partners, which may aff ect their commit-
ment to our platform.79

Many  people are familiar with Microsoft ’s Win dows platform from their 
use of PCs. But Microsoft — while dominant on the old platform (PC 
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 operating systems)—is having a harder time competing against Apple’s and 
Google’s mobile and tablet platforms, and in getting Android and iOS users 
to switch to Microsoft  tablets and smartphones. Once users are locked into 
a platform, it is oft en hard to switch them to another platform. As Micro-
soft  reports, “Users incur costs to move data and buy new applications 
when switching platforms.” 80

Moreover, if data and data- driven network eff ects provide a competitive 
advantage in  these online markets, then the super- platforms may take their 
increasing profi ts to expand their platform to sweep in more data and 
advertising revenue.  Here we may see the super- platforms prevent  others 
from tracking and profi ling the gazelles while they are on their websites 
and apps, thereby weakening the Frenemies’ ability to usurp the super- 
platform’s throne. Th us the availability of data plays a central role in the 
Frenemy scenario’s capture phase.

Fi nally, the cost of harvesting, storing, and pro cessing the data, while 
declining over the years, still plays a role in the ability of fi rms to engage in 
 these strategies. All in all,  these variables aff ect the dependence and interde-
pendence between market participants. Ultimately, they aff ect the competi-
tive dynamics:  Will fi rms seek to improve our welfare or  will they cooperate 
to extract our data, and compete in the ensuing feeding frenzy?

Refl ections

A rapid shift  from competitors to collaborators and a mixture of vertical 
and horizontal eff ects characterize the complex Frenemy dynamics. Com-
petition  under our Frenemy scenario changes constantly and is dependent 
on the relative market and bargaining powers of the in de pen dent app de-
velopers and super- platform operators.

To conclude, we  will not necessarily benefi t as the super- platform ex-
pands. Superfi cially, competition may appear robust.  Aft er all, Android 
users can choose from over a million apps. Many apps are  free. Th us, An-
droid users seemingly are benefi ting from a greater choice of  free and low- 
priced apps. But the incentives of the super- platform and its ecosystem of 
app developers  will not always align with our incentives.

Where the incentives diverge, we  will be harmed— oft en with less inno-
vation and privacy protection. Yes, we may get more apps, but none  will 
off er solutions to our privacy concerns. Th us  there  will be growing res-
ignation that tracking and behavioral advertising are inevitable. Some 
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might accept this as a mea sure of pro gress. But this pro gress is at our 
expense. While the  free app developers are seemingly competing for our 
attention, we  will continue to pay more— with our data and privacy. 
Moreover, an advertising- supported platform, as it pumps consumer data 
through its ecosystem,  will leave us more vulnerable to malware and other 
cybercrime, including identity theft .81
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OUR FRENEMY SCENARIO, as we have seen in Chapters 14 and 15, has mul-
tiple dimensions. One dimension is when the in de pen dent app devel-

oper competes against the super- platform (such as Uber competing against 
Google’s driverless cars). Another dimension is when advertising revenue 
supports the ecosystem.  Here, the in de pen dent apps and super- platform, in 
the extraction phase, cooperate to better track, profi le, and target us with 
behavioral ads; in the capture phase, they compete over the spoils. In both 
Frenemy scenarios, the power has shift ed to the super- platforms.

As the super- platform’s dominance increases, it benefi ts from its unri-
valed ability to control the consumer’s experience. Examples range from 
Microsoft ’s control over a signifi cant proportion of personal computer op-
erating systems, to Google’s and Apple’s control of the smartphones oper-
ating super- platform, and to Amazon’s control over third- party retailers 
on its super- platform.1 Th e super- platform determines who can join its 
platform, which apps are featured in its app store, which apps are pre- 
loaded on the smartphone, and the product’s default settings. Apps can 
be promoted and demoted. In short, the super- platform becomes the 
gatekeeper.

Th is chapter examines, through the tale of two apps, the Frenemy social 
structure. Th e super- platform sets the rules for getting on, being promoted 
within, and getting kicked off  the platform. Th e in de pen dent apps co-
operate  under the single leader, the super- platform. Th ey live by the 
super- platform’s rules and informal norms. Lines are clearly defi ned. Th e 
super- platform eats fi rst; no one can interfere with the hunt of the gazelles. 
And certainly any in de pen dent app that tries to help the gazelles  will be 
kicked off  the platform. Th e asymmetric power and bargaining between 
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the in de pen dent apps and the super- platform are understood. Th e super- 
platform controls the in de pen dent apps’ access to users and their data; it 
can control (and cut off ) the smaller in de pen dent apps’ oxygen supply. Th e 
super- platform’s ecosystem  will develop in a controlled manner in line 
with the super- platform’s strategic goals.

A Tale of Two Apps

To illustrate the “Frenemy” social structure, we look at the fate of two in-
de pen dent apps: Brightest Flashlight  Free and Disconnect. We ask you to 
guess which app was kicked out of the Google Play Store.

Th e fi rst app, Brightest Flashlight  Free, was  simple. It turned on all the 
available lights on the Android smartphone to make it a fl ashlight. Th e  free 
app was popu lar. Th e Google Play application store ranked the app in May 
2013 “as one of the top  free applications available for download. Users 
have downloaded the Brightest Flashlight App tens of millions of times 
via Google Play.”2 Unbeknownst to its millions of users, however, the app 
secretively tracked its users’ precise location, which it then sold to third 
parties, including advertising networks.3 Th e Federal Trade Commission 
sued the app developer for its deception, and the app developer settled.

Th e second app, Disconnect, aff orded users greater control over the ex-
tent to which they  were tracked while surfi ng on the web. Disconnect gave 
the following example: In visiting the Financial Times newspaper’s website 
on an Android phone, users  will be tracked by seventeen separate networks. 
Seven of  these requests come from sites and ser vices that invisibly track 
consumers as they use applications and browse the web, in order to form a 
comprehensive profi le of their personal information. Advertising compa-
nies, Disconnect stated, “use  these invisible connections to track” us as we 
browse the web or open other mobile applications. Th ey collect personal 
information about us, create a “profi le” of each of us, and make money tar-
geting us with behavioral advertising. Increasingly,  these invisible connec-
tions (including  those set up by advertising companies) are being used even 
more maliciously—by cybercriminals—to distribute malware, steal confi -
dential personal and business information, damage property, and engage 
in identity theft .4 Disconnect’s app revealed and blocked this secretive 
tracking.

So which app did Google kick off  its platform? Th e fl ashlight app, which 
surreptitiously tracked users’ locations, or the privacy app that gave users 
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greater control over their online privacy? Th e answer is Disconnect’s pri-
vacy app. Th e fl ashlight app remains on the Google Play store, and is still 
tracking users’ locations— even  aft er the FTC enforcement action.

Now, like many stories, this one has diff  er ent ways of being told. Google 
explains that Disconnect was “disconnected” as it infringed Google’s pri-
vacy rules, acted as a  free rider, and changed users’ settings without their 
consent. Disconnect tells the story of a small app that was kicked out for 
being innovative and disrupting the super- platform’s extraction agenda.

We want to make clear that we have as of June 2016 only Disconnect’s 
complaint to the Eu ro pean Commission. Google has not publicized its re-
sponse to the Commission. Nor has the Eu ro pean Commission made its 
fi ndings, if any, public. Moreover, the Commission may fi nd that Discon-
nect’s version of facts, even if true, does not make out an antitrust claim. We 
therefore do not argue in  favor of or against any of  these companies. Ulti-
mately, we leave it for the reader to decide which account is more convincing 
or refl ective of real ity. With that caveat in mind, we use this tale of two 
apps to explore the pos si ble incentives and disincentives in a data- driven 
Frenemy dynamic, where the super- platform and many of its in de pen dent 
apps have a dual strategy of extraction and capture.

The Brightest Flashlight Android App

Even though it was developed for Google’s Android operating system, and 
even though tens of millions of users downloaded the app, neither the app 
developer, Goldenshores Technologies, nor Google told users that the  free 
fl ashlight app tracked the smartphone’s precise geolocation “along with 
per sis tent device identifi ers that can be used to track a user’s location over 
time” and shared the phone’s location with third parties, including adver-
tising networks.5 Instead, the app deceived its millions of users.

Th e penalty for such deception is telling. Some  people opined that the 
app developer should have been criminally prosecuted, have paid a civil 
fi ne, or provided consumers with restitution. Th at never happened. In-
stead, the FTC’s punishment was weak. Th is refl ects in part the FTC’s lim-
ited power in this area. Th e FTC noted that “it would be very diffi  cult to 
calculate each consumer’s monetary loss,” and that it lacks authority to 
prosecute criminally or issue fi nes or civil penalties  under the circum-
stances of the case.6 Instead, Goldenshores agreed, among other  things, to 
no longer misrepresent how consumers’ information was collected and 
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shared. Goldenshores also committed to disclose to users when, how, and 
why their geolocation information was being collected, used, and shared, 
and to obtain the users’ affi  rmative consent before  doing so. Th e app maker 
had to delete any preexisting personal information it had collected.

It is hard to see what the FTC action actually accomplished. Most strik-
ingly, Goldenshores was not prevented from tracking its users in the  future. 
Th e FTC only required the com pany to obtain users’ “affi  rmative express 
consent.”7 It is questionable  whether Goldenshores is even complying with 
this requirement.  Unless Goldenshores provides additional disclosures 
when you download its app, it appears from its privacy policy in November 
2015 that Goldenshores still automatically collects your geolocation data. 
It remains incumbent on you to click the link to Goldenshores’ privacy 
policy, which tells you that you must opt out of tracking by using your 
settings within your device. (Th e app developer’s privacy statement never 
explains how to do this.)

Th e FTC also required Goldenshores to tell you how your geolocation 
information may be used. Goldenshores must tell you why its fl ashlight app 
is accessing your geolocation information. It must tell you the “identity or 
specifi c categories of third parties that receive geolocation information 
directly or indirectly from such application.” 8 Goldenshores’ privacy state-
ment does not even satisfy this lax requirement. All we know from Golden-
shores’ privacy statement is that your geolocation data is sent to “third- party 
ser vice providers” who are “persons or entities that provide advertisements 
to you during your use of the Brightest Flashlight® soft ware.”9 Goldenshores, 
in its privacy statement, never identifi es who exactly is getting your geolo-
cation data, how they are using your data, or  whether the advertisers are 
passing your data to  others in the food chain.

Goldenshores was clearly at fault for its deception. Users never knew 
that this  simple app was tracking their location for advertising purposes. 
Nonetheless, Goldenshores is still collecting users’ geolocation, even 
though this data is wholly unrelated to its app’s purpose— namely, to pro-
vide a shining bright light.

Putting aside the FTC’s ineff ectual remedy, why  didn’t Google punish 
Goldenshores? Google could have prevented this deception. It could have 
limited tracking only when necessary for the app to function. It could have 
required  every app to expressly obtain the user’s informed consent before 
tracking (and thereaft er give users the ability to turn off  the tracking 
feature). Google never required this.10 Even  aft er Goldenshores’s deception 
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came to light, Google never kicked the app off  its platform. Google had this 
power. Goldenshores  violated the super- platform’s stated policy: Google 
requires that apps for its Google Play store “must not contain false or mis-
leading information or claims in any content, title, icon, description, or 
screenshots.”11 Google notes that its policies for app developers “play an 
impor tant role in maintaining a positive experience for every one using 
Google Play.”12 Android users could choose other apps that off ered this 
fl ashlight ser vice. So why is Goldenshores Technologies tracking its users, 
and why is the super- platform allowing this?

Advertising and Privacy

 Here we see how Frenemies both compete and share data. Goldenshores 
Technologies is privately owned, so we do not know exactly how it makes 
money. Since its app was  free, the com pany likely made most, if not all, of 
its revenues from advertising. And despite the FTC action, Goldenshores 
still does not reveal the identities of the advertisers and advertising net-
works to which it is sending its users’ location.

One likely recipient is Google. Google, like Brightest Flashlight, derives 
most of its revenues from advertising. In 2015, nearly 90  percent of Google’s 
revenues came from advertising.13 Google’s advertising revenues have in-
creased in recent years— from $43.686 billion in 2012, to $51 billion in 
2013, to $59.6 billion in 2014, to $67.39 billion in 2015.14 Google controls 
the world’s largest mobile advertising network. Over 650,000 apps, as of 
mid-2015, used Google’s AdMob.15 As Google’s website states: “With the 
largest source of global advertiser demand, fl exible ad controls, and an 
industry- leading mediation ser vice, AdMob is the best platform to mone-
tize your apps and maximize your ad revenue through app advertising.”16 
Google’s Doubleclick business also promotes mobile advertising— from 
helping other companies design their mobile ads and placing them on apps, 
to mea sur ing how customers respond to  those ads.

Eu rope’s privacy advisory pro cess describes the interaction among the 
advertisers, publishers (like Goldenshores), and advertising networks (like 
Google’s):

[T]he publisher reserves visual space on its website to display an ad and 
relinquishes the rest of the advertising pro cess to one or more advertising 
network providers. Th e ad network providers are responsible for distrib-
uting advertisements to publishers with the maximum eff ect pos si ble. 
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Th e ad network providers control the targeting technology and associ-
ated databases. Th e larger the advertising network, the more resources it 
has to monitor users and “track” their behaviour.17

In this ecosystem, online advertisers generally pay only when the user 
clicks on the ad. As Google asks, “Want extra revenue from your website? 
Google AdSense shows timely and relevant ads alongside your own online 
content— and pays whenever someone clicks.”18 Th at changes Golden-
shores’ incentives. As part of their joint “extraction” strategy, Goldenshores 
and the other advertising- dependent apps  will track users, help  others 
track their users, collect personal data, and share that data if that increases 
the likelihood of users clicking the ads. Likewise, when the super- platform 
controls the largest mobile advertising marketplace, its incentives change: 
It wants to help advertisers and publishers better target us with ads that 
we  will likely click. Once we click the ad, Google gets paid, and publishers 
like Goldenshores get their cut. Th e super- platform’s concern about its users’ 
privacy lessens.

Th us, Google’s and Goldenshores’ interests are aligned in that both want 
users to click ads. To increase the chances that users  will click an ad on the 
fl ashlight app, both Google and Goldenshores must predict which ads  will 
be more appealing. Th e better the data they collect, the better the algo-
rithms can predict which ad  will most likely be clicked at that par tic u lar 
place and time. Google and the app developer want to promote the fl ow of 
personal data to know where the users are, what  they’re  doing, and what 
 they’re interested in, and to target them with an ad that  will likely appeal 
to them at that moment. Smartphones add another impor tant dimension 
to behavioral advertising— namely “geofencing,” by which advertisers can 
use one’s physical location to target ads.19 So when a fl ashlight app user is 
fumbling for his keys at 11 p.m. in a parking lot, which is  later than his usual 
hour, the ad network and publisher can use the data to target him with an 
ad for a nearby Taco Bell.

Goldenshores is not alone. One 2010 study examined the United States 
fi ft y top websites, which accounted at the time for about 40  percent of the 
web pages viewed by Americans. On average, each website installed “64 
pieces of tracking technology onto the computers of visitors, usually with 
no warning. A dozen sites each installed more than a hundred.”20

Tracking by cookies or other means has favored larger ad networks. Th e 
networks have agreements with websites that publish their ads. Th e 
bigger the ad network, the more likely that you  will browse websites with 
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relationships with the ad network, the greater the ad network’s potential to 
track you with  these third- party cookies, and the more detailed its profi le 
on you.21 Th us, the super- platform, in controlling an ad network, coordi-
nates with the advertisers and publishers of ads to track you and target you 
with personalized ads.

To see where the data is fl owing, another study looked at the hundred 
most popu lar Android applications and the hundred newest applications 
in each of the categories available.22 Th e researchers wanted to know the 
apps’ friends, namely the other websites to which many of  these apps con-
nected. Nine of the ten most popu lar domains the apps frequented  were 
vari ous web ser vices run by Google.23 Th e most popu lar domain was dou-
bleclick . net, Google’s advertising platform, which tracks end users and 
serves up advertisements. Th us, the study found that, while “Google does 
not directly make any revenue from Android itself (which is openly li-
censed to manufacturers), it is able to extract revenue from the ads busi-
ness around the ecosystem.”24 Th e study found “(i) that a signifi cant number 
of applications, some highly rated, download an excessive number of adver-
tisements which indicate that users may not be as sensitive to advertisements 
as anecdotally conjectured; (ii) a large number of applications communicate 
with a multiplicity of online tracking entities, a fact to which users may not 
be aware; and (iii) . . .  some applications [ were] communicating with web-
sites that have been deemed malicious by malware detection engines.”25

If Google and Goldenshores are friends when seeking to extract data 
from consumers, who then is their  enemy? Any com pany that helps users 
prevent invisible tracking and impede the extraction of information about 
them. Th is brings us to Disconnect.

Disruptive Dynamic

Disconnect’s cofounder was an engineer at Google. In 2010, he read how 
the most popu lar apps on Facebook “ were transmitting users’ identifying 
information to dozens of advertising and internet tracking companies, 
without disclosure or permission.”26 So he went home and wrote an “ex-
tension” for Google’s Chrome browser, which blocked connections between 
third- party sites and Facebook servers without interfering with the user’s 
connection to Facebook.27 Within two weeks, his extension was down-
loaded 50,000 times.28  Aft er realizing that his own employer was among 
the larger collectors of the personal data that his extension was intended to 
protect, he left  Google in November 2010 to focus on online privacy.29
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Disconnect off ers four privacy functions: the ability of users to see other-
wise undisclosed web tracking and privacy policies, virtual private net-
working (VPN) technology, private search, and private browsing.30

Unlike the fl ashlight app, Disconnect does not surreptitiously collect 
users’ geolocation information. Nor does it track users’ activities across the 
web. Unlike Google and the fl ashlight app, Disconnect does not rely on 
advertising revenues. It does not sell its user data to advertisers, ad net-
works, or data brokers.31 Disconnect makes its money “by selling its prod-
ucts to users.”32 Th e basic version of its mobile app is  free; its “Pro” version 
has a one- time $40 fee; and its “Premium” version costs $50 per year.33

 Aft er launching its mobile app, Disconnect received on August 26, 2014, 
an e- mail from the Google Play team. Google had removed the app from 
its Play Store  because the app “interferes with or accesses another ser vice 
or product in an unauthorized manner.”34 As Google warned the app 
maker:

All violations are tracked. Serious or repeated violations of any nature 
 will result in the termination of your developer account, and investiga-
tion and pos si ble termination of related Google accounts. If your account 
is terminated, payments  will cease and Google may recover the proceeds 
of any past sales and/or the cost of any associated fees (such as charge-
backs and transaction fees) from you.35

Disconnect was popu lar. As the Wall Street Journal reported, “In the six 
days it was available in Google’s store, it was downloaded more than 5,000 
times.”36 Google readmitted Disconnect, only to kick it out again.

Disconnect tried to make its app compliant with Google’s rules. But 
Google’s policies  were “so vague that Google could, in essence, ban any app 
in its store.”37 As Disconnect’s cofounder said, “It’s like a Kafk a novel— 
you’re getting kicked out or arrested for reasons you  don’t even know.”38

Disconnect was not alone. Google, according to the Wall Street Journal, 
had removed other ad- blocking apps, such as Adblock Plus, from its Play 
Store.39 While kicking out some apps that safeguarded users’ privacy by 
preventing tracking, Google did not kick out all apps promising to protect 
users’ privacy.40

Disconnect eventually complained to the Eu ro pean Commission, con-
tending that Google had abused its dominant position. In its ninety- fi ve- 
page complaint, Disconnect questioned why Google does not protect 
Android users from the risks associated with tracking. Google’s Chrome 
browser, for example, does not provide details on which websites and web 
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ser vices re spect “Do Not Track” requests or how they interpret them. As 
Google reports, “most Web ser vices, including Google’s, do not alter their 
be hav ior or change their ser vices upon receiving Do Not Track requests.” 41

Disconnect also explained how Google’s privacy features in 2015  were 
weak. Google tells users they can opt out of targeted advertising. But app 
developers could circumvent Google’s targeted advertising opt- out feature 
in Android.42 Moreover, Google’s opt- out feature only stops Google from 
showing you “interest- based” ads. Opting out did not stop ads altogether, 
including ads based on your recent searches or general location.43 Opting 
out would not disable other companies’ interest- based ads.44 Nor does the 
opt- out automatically apply whenever you use other browsers on that de-
vice or other devices.45 Th us, you would have to opt out for each browser 
you use on each PC, tablet, and smartphone. Nor  will opting out keep 
you opted out  aft er you clear your browser’s cookies.46 Nor  will it opt you 
out of interest- based ads in ser vices where cookie technology may not be 
available.47 Nor does the opt- out feature prevent Google or any other 
com pany from tracking you; it only prevents a targeted ad  under certain 
circumstances.48

Google, for its part, rejected the complaint as baseless; Disconnect was 
removed from the ecosystem as its blocking ser vices prevented other ap-
plications from legitimately earning money. Th at interference infringed 
Google Play’s apps policy.49 Google noted that over 200 privacy apps that 
do not infringe its policies are available in Google Play.50

 Aft er Google removed Disconnect from its Play Store, Android users 
could no longer search for, or fi nd, the privacy app in the Play Store, and 
its downloads and sales for a premium version of the app suff ered.51

Why Some Ecosystems Hate Privacy

For both the super- platforms and app developers whose business model is 
dependent upon tracking us and using our data to target us with behav-
ioral ads, privacy technologies represent a real threat. Google, among 
 others, said so.

In its 2014 Annual Report, Google identifi es vari ous risks that could 
adversely aff ect its business, fi nancial condition, results of operations, cash 
fl ows, and the trading price of its stock. One risk is that “New technologies 
could block online ads, which would harm our business.”52 As Google 
explains,
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Technologies have been developed that can block the display of our ads 
and that provide tools to users to opt out of our advertising products. 
Most of our revenues are derived from fees paid to us by advertisers in 
connection with the display of ads on web pages for our users. As a re-
sult, such technologies and tools could adversely aff ect our operating 
results.53

Facebook also warns investors that privacy innovations can threaten its 
business model. Like Google, nearly all of Facebook’s revenue is generated 
from advertising. For 2014, 2013, and  2012, advertising accounted for 
92  percent, 89  percent, and 84  percent of its revenue, respectively.54 Among 
the risks Facebook identifi es are “the degree to which users opt out of so-
cial ads or certain types of ad targeting; the degree to which users cease or 
reduce the number of times they click on our ads; . . .  [and] the impact of 
new technologies that could block or obscure the display of our ads.”55

Besides individuals deleting cookies or using “ad blocking” soft ware that 
prevents cookies from being stored on a user’s computer, Coupons . com 
warns investors that even the privacy default setting can hurt its business:

[T]he Safari browser blocks third- party cookies by default, the developers 
of the Firefox browser have announced that a  future version of the Firefox 
browser  will also block third- party cookies by default, and other browsers 
may do so in the  future.  Unless such default settings in browsers  were al-
tered by Internet users to permit the placement of third- party cookies, 
we would be able to set fewer of our cookies in users’ browsers, which 
could adversely aff ect our business.56

So one can see why Disconnect is the pariah in the Frenemy scenario. It 
is unwilling to help the other lions chase the prey— that is, to track con-
sumers’ activities and be hav ior, in order to better know their tastes, inter-
ests, and intentions, and target them with the right ad at the right place and 
time. Disconnect was not interested in fi ghting over who gets the choice 
cuts of the advertising revenue. Instead, it wanted to make money by 
helping users avoid the lions altogether.

Is Disconnect the saint or a serial infringer? As we indicated earlier, the 
Google/Disconnect clash is still  under review in Eu rope. No formal deci-
sion, as of May 2016, was released; accordingly without all the facts, the way 
the story should be read remains unclear. Our aim is not to discredit  either 
party, but to use this friction to illustrate the complex Frenemy dynamics.
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Apart from the Google/Disconnect story, privacy issues made the news 
in August 2015, when Apple announced its implementation of a new pri-
vacy feature. Its updated iOS would permit iPhone and iPad users for the 
fi rst time to download apps that block ads when using Safari.57 It is remark-
able how such a small privacy mea sure is so newsworthy. Users, for years, 
could employ ad blockers on their Macs and MacBooks when browsing the 
web using Safari. Th e technology existed, and so too did the demand. Th e 
benefi ts of blocking ads are far greater on smartphones than on personal 
computers. Ad- blocking technology can reduce the clutter on our smart-
phones’ small screens, help pages load faster (four times faster in one test), 
and save data (53  percent less in one test).58 Nonetheless, we had to wait 
 until 2015 for one of the two super- platforms to even permit ad- blocking 
technology on their mobile phone platform. Even  here, Apple is treading 
lightly. It  will not preinstall the ad- blocking technology. Rather, we must 
fi nd and download the browser extension. Th us, by requiring users to 
opt in, Apple can mollify  those fi rms that are dependent on advertising 
revenues by pointing out that relatively few iPhone and iPad users  will 
likely download the technology, and that consequently fewer ads  will be 
blocked.

Refl ections

When we raised the Google/Disconnect scenario at one conference, 
someone responded, “ Isn’t this like a homeowner inviting an arsonist to 
her  house?” In other words, why should Google accept an app that would 
undermine its own and its ecosystem’s advertising- fueled business model? 
Should the law penalize a super- platform for protecting its commercial 
interest?

Th e answer  will depend, among other  things, on one’s view of the role of 
competition law, and the par tic u lar market’s dynamics and structure.

Some would oppose antitrust intervention, citing the risks of chilling 
competition and undermining the incentives to invest in research and de-
velopment. Th ey would cite a 1945 case where the United States success-
fully prosecuted a mono poly: “Th e successful competitor, having been 
urged to compete, must not be turned upon when he wins.”59 Accordingly, 
an outright or de facto refusal to deal, even by a dominant platform, should 
not justify governmental intervention.60 Instead, the in de pen dent app de-
velopers and outlets should strive to create in de pen dent demand for their 
products and ser vices. Th at demand  will improve their bargaining position 
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in its relationship with the super- platform and reduce their de pen dency. 
Th ey, like Facebook, could become their own super- platform. Even if the 
in de pen dent app developer is squeezed out of the market, it  will be hard 
for the government and courts to distinguish  whether that outcome did or 
did not refl ect healthy competitive dynamics— namely better- quality prod-
ucts pushing out inferior products produced by less- effi  cient players.

Proponents of intervention would focus on the special responsibility that 
a super- platform has. Th ey would question the ability of a small in de pen-
dent app to fi ght against a  giant when the latter takes action to undermine 
competition. Even if the super- platform would not immediately kick the 
app out of the ecosystem, the super- platform can hinder the app’s ability to 
reach users, eventually leading to its exit. Th is, arguably, is an abuse of 
power. We saw this in the 1990s when independents— such as the Netscape 
browser, WordPerfect, and RealNetworks— strug gled to compete against 
the dominant Microsoft  Win dows platform. Th e focus  here is not only on 
monopolistic abuses that directly harm consumers, but also on abuses that 
distort competition and thereby harm consumers.61 Intervention may be 
required to protect effi  cient competitors from being pushed out of the 
market and innovators seeking to enter the market.

What is clear is that the in de pen dent app developers face a perilous land-
scape when the super- platform controls their oxygen supply. When the 
super- platform competes against the app, its incentives change, and the 
“Frenemy” can bare its teeth. If the in de pen dent app threatens the super- 
platform’s and other apps’ source of revenue, it too can be kicked off  the 
platform.

Th e in de pen dent apps cannot rely on the antitrust laws to protect them 
from the super- platform’s anticompetitive abuses. Th e super- platforms 
have  little to fear from the antitrust enforcers (at least in the United States). 
While  running for president, Barack Obama criticized the Bush Adminis-
tration for having “what may be the weakest rec ord of antitrust enforcement 
of any administration in the last half  century.” 62 Obama noted that “in seven 
years, the Bush Justice Department has not brought a single monopoliza-
tion case.” 63 Obama promised to “reinvigorate antitrust enforcement” and 
“step up review of merger activity.” 64 Now, with his second term coming to 
an end, the Department of Justice has brought only one mono poly case; and 
the same criticism of feeble antitrust enforcement has been made about the 
Obama Administration.65 Nor can the in de pen dent app aff ord a costly, 
time- consuming private lawsuit against the super- platform. Th e outcome 
is oft en uncertain, and the super- platform can retaliate subtly.
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Instead, the in de pen dent app must somehow scale up to keep ahead of 
rival app developers; but as the app grows in usage and profi ts, it  will likely 
catch the super- platform’s attention. In such a case, the in de pen dent app 
developer can assess its strategies: it can align itself with another, friendly 
super- platform; it can try to become its own super- platform; or, the more 
attractive (or  viable) option, it can be acquired by the super- platform (as 
Waze was by Google). An acquisition at the peak of its value would maxi-
mize the in de pen dent app’s profi ts. It would also improve its horizontal po-
sition in the downstream market. Other wise, its value  will likely diminish 
by the entry of the super- platform (for example, MapQuest). Long term, the 
Frenemy dynamics may foster vertical consolidation, which would further 
enhance the super- platforms’ power. With each acquisition, more personal 
data fl ows through the super- platform. Moreover, since the Frenemy sce-
nario defi es the competition authorities’ horizontal, vertical, interlocking, 
and conglomerate categories, the acquisitions by the super- platforms would 
likely escape antitrust scrutiny.

With that in mind, it  will be in ter est ing to see Disconnect’s or Uber’s 
ultimate fate. Can Disconnect survive outside the super- platform? How 
 will that aff ect  others investing in privacy apps?  Will Uber continue to 
scale up and expand to become a super- platform?  Will it be acquired— like 
the in de pen dent navigation app Waze—by the super- platform?  Will it 
switch allegiances to another platform? Or  will it eventually wither away, 
to join MapQuest, WordPerfect, RealNetworks, and other innovators 
eclipsed by the super- platforms?
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The  Future of Frenemy: 

The Rise of Personal Assistants

I am putting myself to the fullest pos si ble use, which is all 
I think that any conscious entity can ever hope to do.

— Th e HAL 9000 computer, in the 1968 fi lm 
2001: A Space Odyssey

WHAT IS THE  FUTURE of Frenemy? One likely path, we believe,  will in-
volve the rise of digital personal assistants. All the super- platforms 

are currently investing in this technology: Apple’s Siri, Amazon . com’s 
Alexa, Facebook’s M, and Google Assistant.1 Th is personalized tool prom-
ises to interact with us in a  human- like way, providing relevant informa-
tion and suggesting restaurants, news stories,  hotels, and shopping sites. As 
the artifi cial intelligence and communication interface advance, personal 
assistants can off er an unparalleled personalized experience.

 Th ese developments are exciting. Personal assistants can not only provide 
us with endless information, if we so desire, but can anticipate and fulfi ll our 
needs and requests. Th ey can do so in an intelligent manner, based on our 
connections, data profi le, be hav ior, and so forth. Th ey can learn our needs, 
communicate with us in our preferred language, and execute our commands 
at high speed. Our time  will be too impor tant to worry over life’s  little de-
tails. As the personal assistant seamlessly provides more of what interests 
us and less of what  doesn’t, we  will grow to like and trust it.

How does this relate to our Frenemy dynamic? As this chapter illustrates, 
the rise of the digitalized assistant, driven primarily by the super- platforms, 
may heighten the anticompetitive dynamics we have explored thus far: our 
personal butler may, unbeknownst to us, encourage tacit collusion. It may 
help bring retailers closer to perfect behavioral discrimination. And it may 
consolidate the super- platform’s power, as it obtains greater control over 
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what we see and what we purchase. Th e more we rely on our personal 
assistant, the less relevant our outside options become, the more depen-
dent we, and the in de pen dent sellers, become on the super- platform, and 
the greater the super- platform’s power to exclude  others and control our 
virtual universe.

The Rise of Personal Assistants

Facebook in 2015 announced a beta version of M, its digital assistant, which 
can replace most of one’s web searches and apps with a chat app on Face-
book Messenger.2 Like Apple’s Siri, Microsoft ’s Cortana, Amazon . com’s 
Alexa, and Google’s voice- recognition system, Facebook’s technology re-
lies on machine learning. Th e super- platforms’ plans are clear: they “envision 
a  future where  humans do less thinking when it comes to the small decisions 
that make up daily life.”3 In 2016 Google showed a video of a suburban  family 
undergoing its morning wakeup routine: “Th e dad made French press 
coff ee while telling Google to turn on the lights and start playing  music in 
his kids’ rooms. Th e mom asked if ‘my package’ had shipped. It did, Google 
said. Th e  daughter asked for help with her Spanish homework.” 4

Th e  future looks bright. But  behind the dream of the personal helper lies 
a sophisticated machine that may eventually undermine our welfare. We 
see two impor tant shift s with the rise of the digital personal assistants.

First, technology is shift ing from being reactive to becoming proactive— 
anticipating our needs and wants, rather than following instructions. One 
example is takeout. Twenty years ago we looked at menus in our kitchen 
drawer or in the yellow pages. In 2016, absent a steady favorite, we likely 
choose the type of food and then search online for nearby restaurants. We 
review how  others rated the restaurants, and read the menus online.  Aft er 
deciding which dishes we want, we place our order with the restaurant and 
pay online or on delivery.

In this domain, the super- platform points us to other sources, which 
may lead us to additional sources, and ultimately our end choice. Google, 
through its search engine, was, and remains as of 2016, the primary portal 
for the web. Google also dominates through its search engine “direct re-
sponse” advertising, “which is the kind of ad that pops up when we are 
searching for an airline ticket, a new laptop or any other purchase.”5 So, as 
we saw in the preceding chapters, the super- platform may try to infl uence 
our decision while we undertake each step in ordering takeout.
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Now imagine a new technology that can enable us to accomplish so 
much more with the assistance of artifi cial intelligence. Our personal as-
sistant reduces the number of steps we take, online and offl  ine. Imagine 
you lived in an estate— like Downton Abbey. You would not want the butler 
to direct you to the livery of ju nior servants for each request you make. Th e 
butler instead anticipates your wants, and quietly orchestrates the servants 
to fulfi ll  these tasks. Your shoes are already polished; the coff ee with the 
right amount of sugar and cream is beside the freshly squeezed juice. Your 
car and driver are already waiting. Th e warmed clean towel is folded by the 
shower. Th e scent from the freshly cut roses waft s down the hallway. Your 
 children are busily practicing their French while drawing landscapes.

So too the AI personal assistant  will become our primary interface. 
Based on our personal data, including our calendar, texts, e- mails, and geo-
location data, our personal assistant may recognize a busier than usual 
day. From our phone’s geolocation data, it  will know when we are heading 
to our car. Our personal assistant may suggest, “How about treating your-
self to Chinese to night?” Our personal assistant might recommend a 
popu lar place. It might then direct the order to a restaurant it believes we 
would like, arrange for the food’s delivery shortly  aft er we arrive home, and 
pay for the food. All we need to do is grab the food at the door. So like a 
good butler, our personal assistant seamlessly anticipates and satisfi es our 
needs, condensing all the steps to one or two commands. Th us each super- 
platform  will seek through its voice-  or text- based interface to become the 
fi rst, and only, place we  will go.

Second, the stakes are huge. Google, Apple, and Facebook are currently 
jockeying as to “who gets to control the primary interface of mobile de-
vices.” 6 As we shift  from a mobile- dominated world to an AI- dominated 
platform, we  will converse primarily with our head butler, who increas-
ingly predicts and fulfi lls our needs, and we  will less frequently look at 
price- comparison websites, search the web, or download apps. Take, for 
example, the Google assistant, which forms part of the com pany’s “eff ort 
to further entrench itself in users’ daily lives by answering users’ queries 
directly rather than pointing them to other sources.”7 Why fritter our time 
away on such minor details, when we can use it more productively? Or we 
can dream of the fl y- fi shing vacation our head butler arranged at a Scot-
tish  castle, where no doubt  we’ll be sipping eighteen- year- old Bunnahab-
hain single- malt Scotch whiskey with our Cohiba cigars, while gazing at 
the fi replace.
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Could a Personal Assistant Be So Devious?

Who  wouldn’t want a personal butler? Th e idea of an intelligent, voice- 
activated helper is alluring. And yet, when considering its pos si ble stra-
tegic usage by the winners in the Frenemy dynamic, our butler’s interests 
may not always align with our interests. Our new trusted alter ego, to which 
we outsource our decision making, may be charming, but partial.  Aft er all, 
as we learned earlier, being the “ free” part of a multisided market, we  don’t 
directly pay for the butler’s ser vices. Our butler must ultimately cater to the 
needs of its real employer— the super- platform. Of course, we can still ben-
efi t when the super- platform’s interests are aligned with our own. But we 
may oft en be unaware of when such alignment is absent.

So what diff erentiates the strategies discussed earlier in our Frenemy 
scenario and the  future use of personal assistants? We identify several 
key diff erences that aff ect the user experience and  will likely act as “game 
changers”— transforming our competitive environment.

First, we note the changing interaction with the new digital helpers. 
 Because it is  human in its communications, charming in its demeanor, and 
funny—at just the appropriate level—we  will grow to trust our companion, 
which has been privy to so many of our activities. Many of us already trust 
our favorite search engine to fi nd the relevant results for our inquiries, 
Facebook to identify relevant news stories, Amazon for book recommen-
dations, and Siri to place phone calls, send text messages, and fi nd a good 
Chinese place nearby. So with an  eager (and  free) butler whose capacity to 
help us improves, we  will increasingly rely on it. At fi rst the choices  will 
seem benign, such as asking the personal assistant for  today’s weather 
rather than searching the web. But the more tasks the personal platform 
undertakes, the more we rely on the super- platform’s functions (such as its 
text ing app, maps, and so forth). Th at trust, in competitive terms, can 
easily translate to our willingly being locked in— that is, willingly forgoing 
opportunities to in de pen dently consider outside options.

Second, the more we communicate only with our personal assistant, the 
less likely we  will in de pen dently search the web, use price- comparison 
websites, seek in de pen dent customer reviews, and rely on other tools. Th e 
ease of voice activation and verbal communication with our butler may 
limit our view of the available outside options.

 Today when an app is preloaded on our smartphone and integrated with 
the phone’s other functions, few of us download a competing app. As 
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EU Commissioner Vestager noted, “if Google’s apps are already on our 
phones when we buy them, not many of us  will go to the trou ble of looking 
for alternatives. And that makes it hard for Google’s competitors to per-
suade us to try their apps.” 8 Many of us stick with the default option. Like-
wise, as our personal assistant becomes our default, so too  will its plat-
form’s other features and functions. To illustrate, suppose we are sipping 
our single- malt Scotch in our summer retreat. We may ask our assistant 
how long a drive it is to a friend’s country home, and then ask our assistant 
to text our friend our ETA. We would be unlikely to pull out our Android 
phone, search MapQuest to fi gure out the distance and time to drive, and 
then use Messenger to text our friend.

Th e removal of the  human ele ment from the search activity, and partly 
from the decision making, transfers more power to the super- platform. Th e 
personal assistant  will use its own tools and may exercise its own judgment 
as to prioritizing and communicating the results.

Th ird, the scope of data and the personalization that follows  will make 
it harder for us to switch assistants. As Google’s CEO characterized its per-
sonal assistant, “We think of it as building each user their own individual 
Google.”9 Th e super- platforms, given the scope of data, opportunities to 
experiment and learn by  doing, and control over key technologies (such 
as maps), can already provide us with a personalized experience that 
smaller providers are unlikely to match. Once we choose and train a head 
butler, we may tolerate  mistakes rather than train a new butler from an-
other super- platform.

Th e super- platform— through its butler— will benefi t from unparalleled 
access to our data. As we noted earlier, the super- platforms already spend 
a lot of time, money, and eff ort to track our be hav ior and profi le us. Now, 
by providing us a butler, the super- platforms  will collect even more data. 
As repeatedly noted by developers, the hope is for  these tools to accompany 
us in our decision making, encouraging ongoing daily interaction from 
chats to shopping. As a result, the information gathered about our needs 
and desires  will be signifi cantly enhanced— feeding the Big Data and Big 
Analytics machines.

As the super- platform’s power increases, so does the risk of anticompeti-
tive activities. Indeed, the personal assistant can magnify the harmful ef-
fects of each of our three scenarios.

Th ink, for example, of our behavioral discrimination scenario. Our per-
sonal assistant  will accumulate increasing information about us and  will 
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be aware of the extent to which we venture out and seek other options. Its 
aim is to deliver the right product or ser vice at a price we are willing to pay. 
So the line between personalization and behavioral discrimination  will 
blur. As we increasingly rely on the personal assistant for suggestions, it can 
increasingly suggest  things or ser vices to buy, and the price it has success-
fully negotiated. While helping our son with his Spanish, our personal as-
sistant might suggest a par tic u lar app or private tutor that tremendously 
helped other students struggling with the same issue.  Because the tutoring 
is customized for our son, it  will be harder to assess  whether the price the 
tutor charges is the fair market price or simply a price we would tolerate. 
Moreover, if the tutoring ser vice is helping other  children improve their 
grades, we would not want our child to be at a competitive disadvantage— 
especially if we are all eyeing the same highly selective universities. So 
the personal assistant can prompt purchases that we other wise  wouldn’t 
consider.

Now let’s think of our collusion scenarios facilitated by smart algo-
rithms. As our digital assistant increasingly orchestrates what we purchase 
at what time, it can easily become the hub upon which the spokes rely. Sup-
pose the personal assistant gets a commission for  every sale. Higher prices 
mean higher commissions. Th e more the personal assistant is plugged into 
our lives, the harder it  will be to circumvent the assistant in fi nding a lower 
price. And when we in de pen dently fi nd a lower price, our butler can always 
surprise us with a special deal, whose aim is to punish any discounter and 
undermine any attempt to cheat on the tacitly established price.

Fi nally, the harms we identify in our Frenemy scenario are amplifi ed. 
While we would each enjoy our personalized experience and growing inti-
macy with our digital personal assistant, its roots and loyalty remain with 
its real master. As more  people rely on the super- platform’s personal as-
sistant for their day- to- day activities, so too  will sellers gravitate to the 
super- platform. Th e punishment for being kicked off  the super- platform is 
severe. Without access to the personal data stream, the in de pen dent re-
tailer  will have a harder time identifying a customer’s key purchasing mo-
ment (like when he needs a new oxford shirt).  Because the ads we see while 
surfi ng the web  will be orchestrated by the super- platform, it  will be harder 
for the retailer to reach that customer. Even if the retailer can reach the 
customer, it cannot provide the increasingly customized products or ser-
vices (such as tailored shirts in the styles and colors that appeal to the 
customer). And even if retailer can gain the customer’s attention, the per-
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sonal assistant may interject with its own recommendation, suggesting 
that he consider a special deal by another haberdashery, one that is part of 
the super- platform’s ecosystem. In this multisided market, the assistant 
may subtly push certain products and ser vices and degrade or conceal 
 others, all in the name of personalization.

Control of Media and Mind

As we increasingly rely on our personal assistant, it  will increasingly learn 
about our social and po liti cal views, be hav ior, and susceptibility to biases. It 
 will become more proactive— making recommendations on entertainment, 
commenting on the  music we listen to or the books we are reading. By com-
plimenting and cajoling, sharing thoughts with us on recent events, sending 
personalized notes on special occasions, reminding us of pres ents, sug-
gesting popu lar gift s trending among the recipient’s friends, and informing 
us about information from our smart meters and smart sensors, it  will in-
grain itself in our lives. We  will won der how we ever managed without a 
digital personal assistant.

While we appreciate this  free ser vice, we  will not know its exact cost. 
When it joins our chats to make suggestions, or at times makes suggestions 
 counter to  those made by other helpers, we may not know  whether it is 
being helpful or simply manipulating our be hav ior. It may work in the 
background to undermine attempts to expose us to competing products, 
or it may monitor our chats for signs of discontent with the ser vice or dis-
count off ered— signs of anger that should trigger a behavioral action. Th e 
list is truly endless— all in the name of catering to our needs.  Aft er all, 
happy users make happy super- platforms.

Th e Truman Show reemerges, only grander and more eff ective. In fact, it 
 will transcend the retail world and distinctly impact our worldview. Th e 
rise of the trusted personal assistant may provide the super- platforms with 
the ultimate power—to aff ect our views and the public debate. Th e reliance 
on a gatekeeper may enable its operator to intellectually capture users, and 
subsequently decision makers, in an attempt to ultimately ensure that 
public opinion and government policies align with the corporate agenda.

Consider, for example, the control our personal assistant may have over 
our news feed. Currently, the super- platforms do not report the news. But 
many  people rely on the super- platforms’ algorithms to fi nd news of in-
terest. One 2015 study found that 61  percent of Millennials in the United 
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States ( those born between 1981 and 1996)  were “getting po liti cal news on 
Facebook in a given week.”10 Th is was a much larger percentage than any 
other news source. A 2016 study found that Facebook “sends by far the 
most mobile readers to news sites of any social media sites”—82  percent of 
the social traffi  c to longer news stories and 84  percent of the social traffi  c 
to shorter news articles.11

Users rely on the super- platforms, in part,  because they believe the algo-
rithms objectively identify the most relevant results. But, as we saw with 
search engines, the super- platform can intentionally degrade its results to 
promote its corporate interests. Th us we can see why conservatives  were 
concerned over allegations in 2016 that the social network Facebook ma-
nipulated for po liti cal purposes the rankings of news stories for its users, 
suppressing conservative viewpoints.12 (Facebook denied  doing this.) As 
we saw in our behavioral discrimination, as prices become personalized, a 
benchmark market price becomes more elusive. Likewise, personalization 
of news feeds makes it harder to uncover censorship.  Because you expect 
other  people’s news feeds to diff er from yours, it is harder to determine 
when (and why) a relevant story is buried.

Given our reliance on  these information gatekeepers, the super- 
platforms—in aff ecting our views of the world— can also infl uence elec-
tions. Jonathan Zittrain, for example, identifi ed as a risk Facebook’s ability 
to manipulate elections.13 He warned of the super- platform’s potential 
ability to predict po liti cal views, identify party affi  liation, and engage in 
targeted campaigning to mobilize distinct groups of voters to take action.14 
Robert Epstein likewise pointed to the potential risk associated with on-
line search manipulation. He noted how Google could aff ect not only 
commercial interests but also po liti cal agendas.15 His research illustrates 
the potential to aff ect election results through web manipulation and 
“boost the proportion of  people who favored any candidate by between 37 
and 63  percent  aft er just one search session.”16 By manipulating the rank-
ings of search results, the studies found, “Google’s search algorithm can 
easily shift  the voting preferences of undecided voters by 20   percent or 
more—up to 80  percent in some demographic groups— with virtually no 
one knowing they are being manipulated.”17

We already see instances in which platforms  were used to promote cer-
tain agendas. Uber used its app to mobilize protests against the New York 
mayor’s proposal for a cap on the number of available rides.18 Google used 
its homepage to protest against the Stop Online Piracy Act (SOPA), asking 
users to petition Congress.19
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As the personal assistant expands its role in our daily lives, it can alter 
our worldview. By craft ing notes for us, and suggesting “likes” for other 
posts it wrote for other  people, the personal assistant can eff ectively ma-
nipulate us through this stimulation. “With two billion ‘likes’ a day and 
one billion comments,” one doctor noted, “Facebook stimulates the release 
of loads of dopamine as well as off ering an eff ective cure to loneliness.”20 
Imagine the dopamine spike when the personal assistant secures a new 
rec ord of “likes” for a po liti cal message it suggested that you post.  Others 
do not know that your digital assistant was heavi ly involved in draft ing 
your note. You  don’t know the extent to which the personal assistant gen-
erated the likes. And none of us know how this note is helping sway the 
public discourse in ways that benefi t the super- platform.

As we increasingly rely on our personal assistant, we may not recognize 
its toll on our well- being. As the personal assistant increasingly controls 
mundane  house hold tasks, like turning off  lights, regulating room temper-
ature, and adjusting our  water heater, it  will be harder to turn off . But the 
online (and increasingly offl  ine) tracking of our be hav ior can impede our 
creativity, solitude, and  mental repose.21 George Orwell famously discussed 
in 1984 how monitoring our be hav ior can adversely aff ect intellectual 
freedom: “You had to live— did live, from habit that became instinct—in 
the assumption that  every sound you made was overheard and, except in 
darkness,  every movement scrutinized.”22 As the U.S. President’s Commis-
sion on Law Enforcement and Administration of Justice wrote in 1967, “In 
a demo cratic society privacy of communication is essential if citizens are 
to think and act creatively and constructively. Fear or suspicion that one’s 
speech is being monitored by a stranger, even without the real ity of such 
activity, can have a seriously inhibiting eff ect upon the willingness to voice 
critical and constructive ideas.”23 Soon we may have our digital personal 
assistant hovering nearby, without being con spic u ous.

The Purist Assistant

Th e predictions outlined in this chapter are driven by the assumption that 
most of the  future private assistants  will be developed and provided by the 
super- platforms and other power ful, vertically integrated fi rms.

Would  there be any pos si ble  counter mea sure to  these devious helpers? 
We certainly hope so. We can anticipate a class of in de pen dent assistants, 
developed by in de pen dent fi rms with our interests in mind. Our purist 
assistant could warn us when behavioral discrimination is at play, when 
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outside options are ignored, when price alignment seems out of order, or 
when our information is harvested. It may even be capable of deploying 
 counter mea sures to maximize our welfare in face of such strategies. It 
could monitor our news feed and alert us if it has been aff ected. It  will form 
a true extension of our interest— aware of our preferences and safeguarding 
our autonomy.

With the possibility for such a purist assistant, you may rightly ask why 
our base assumption has been rather pessimistic and has led us to focus on 
the devious assistant? Perhaps the simplest way to explain our prediction is 
to ask you, our reader, to consider the following: Which search engine did 
you use  today? Did you opt for one which does not harvest information and 
retains your anonymity (such as DuckDuckGo) or for one which is part of 
the Frenemy ecosystem and lavishes you with individualized results? Did 
you limit the ability of your phone apps to access personal and location 
information? Do you oft en change the default option? Do you click “accept” 
only  aft er reading the terms and conditions? Did you invest money in pri-
vacy mea sures, or  recently choose a paid app for its privacy protections over 
a popular free app? And if you did invest money, do you know if the promise 
of privacy and control was truly delivered by your ser vice provider?

Th e likely answers to  these questions may help us all appreciate why the 
evolutionary path tilts in  favor of the Frenemy dynamic and the devious 
helper. Key  here are data- driven network eff ects, Big Data, Big Analytics, 
vertical integration, bundling of ser vices, and interoperability, which all 
seem to  favor the super- platforms.

Let us explain in more detail: First, to excel in its role, the personal 
assistant must know our preferences. To learn and predict our desires, 
personal assistants require a signifi cant store of data and opportunities 
to experiment. Th e under lying code and algorithms of Facebook’s M, for 
example, are largely open source. Th e key assets are not the algorithms 
(other wise why share them?) but the scale of data and the algorithm’s ability 
to learn by trial- by- error. As the Wall Street Journal reported, “Facebook 
Messenger already has more than 700 million users,” which yields it the fol-
lowing advantage: “with access to so many users, Facebook has a plausible 
way to get the gigantic quantity of conversational data required to make a 
chat- based assistant suffi  ciently automated.”24 With more users making 
more requests, M can quickly pro cess more tasks easily. In eff ect, users help 
the super- platform’s algorithm learn by noting and correcting  mistakes. 
Only a few companies have the requisite volume and variety of personal 
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data and opportunities to experiment for their personal assistants to be 
competitive: namely, the super- platforms Amazon, Facebook, Google, and 
Apple. Microsoft , in acquiring the professional social network LinkedIn 
and divesting its low- end smartphones, could become the fi ft h competitor 
in this space.25

Second, data- driven network eff ects  will further weed out the super- 
platforms. We do not want fi ve butlers, each asking us about movies 
to night or food to order. Each super- platform  will jockey for its butler to 
become our head butler. In discussing its digital personal assistant, 
Google’s CEO said, “We want users to have an ongoing two- way dialogue 
with Google.”26 Google, as the head butler, can analyze our e- mails, texts, 
or photos, and suggest replies.27 Looking at our calendar, it can determine 
the best time for the dog to be groomed. Th us the more we converse with, 
and delegate to, the head butler, the better it can predict our tastes, and 
the more likely we  will rely on it for our daily activities. As our butler ac-
cumulates information over time, the switching costs between butlers  will 
become higher. We would therefore be willingly locked into our comfort 
zone. New entrants  will fi nd it diffi  cult to match the scale of data held by 
the super- platforms and to convince us to switch.

Th ird, the super- platform can seamlessly integrate its wide off erings, 
bundle its apps, and nudge us to its products. Th e gatekeeper function is 
intensifi ed.  Others  will likely lack the scale and scope of products to attract 
new users. Moreover,  unless they develop their own operating system, they 
too  will be dependent on the super- platform’s. For example, Google argues 
that given “its 17 years of work cata loguing the internet and physical world, 
its assistant is smarter and better able to work with its email, messaging, 
mapping and photo apps. And since Google makes soft ware for smart-
phones, smartwatches and old- fashioned computers, Google says  people 
 will be able to have one conversation with multiple machines.”28

 Th ese eff ects could undermine the success of the Purist Assistant. Luckily, 
all is not lost and an increased popularity of  these purist tools may be pos-
si ble. But it  will have to be driven by us, the users, taking control over the 
interface and appreciating that  free can sometimes be very expensive.

Refl ections

Th e next frontier of the Frenemy dynamic may make the strong super- 
platforms even stronger, and many in de pen dent apps weaker. It may increase 
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the entry barriers and consolidate economic and po liti cal power into even 
fewer hands. Th e super- platforms could extract even more data, and com-
mand even higher rents to allow  others to access us. Th e increasing reve-
nues could enable the few super- platforms to further expand into driver-
less cars, wearables, virtual real ity, and the Internet of  Th ings, drying out 
downstream ser vices.

Th e new Frenemy environment, especially when voice- activated and 
speech- based, would superfi cially appear benefi cial— more  free ser vices to 
help our personal assistant attend to our daily needs.  Because the products 
and ser vices are highly personalized, competition authorities would have 
diffi  culties identifying quality degradation and proving its anticompetitive 
eff ects. As the primary interaction takes place at the personal- assistant 
level, shortcuts and bypasses may make applications redundant and allow 
the super- platform to occupy broader swaths of the savanna. Indeed, un-
like the current Frenemy scenario, where lions collaborate to kill gazelles, 
the super- platform in the  future might seem protective. We are no longer 
gazelles in the wild, but domesticated animals in the zoo, with the digital 
personal assistant as our caretaker.

Th us, this evolution may go unchallenged  under current user be hav ior 
and current antitrust policies and tools. Th e greater algorithm autonomy 
in a nontransparent, highly personalized interface with customers  will halt 
competition enforcement. At best, the agencies and courts might under-
stand the risks and work to confront them, among other  things, by edu-
cating the users about the cost of  free. At worst, the agencies and users  will 
be captured intellectually and regulatorily, and  will celebrate the technol-
ogies that slowly bring us into the ultimate Truman Show.
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OUR THREE SCENARIOS— collusion, behavioral discrimination, and 
Frenemy— illustrate the mirage of competition. Online markets at 

times may appear competitive. Th ey have many of the procompetitive at-
tributes upon which we have learned to rely. But  behind this competitive 
veneer, new strategies emerge, powered by a complex web of algorithms, 
that maximize the fi rms’ profi ts, while harming our welfare.

Faced with the end of competition as we know it, how do we protect 
ourselves? How do we ensure that the digitized hand yields a competitive 
environment that promotes our overall well- being? Th e displacement of 
the invisible hand by the “digitized hand” heralds a change in dynamics 
which requires us to carefully recalibrate our approach to markets and 
intervention.

Some, however,  will defend the adequacy of a  free- market, noninterven-
tionist approach, Th ey  will warn that any regulatory or enforcement inter-
vention  will likely chill the new technologies and the rise of dynamic markets 
from which we  will benefi t im mensely.

 Others  will recognize the prob lem but look for a quick, broadly appli-
cable fi x.  Because  there  isn’t one, they  will argue for non- intervention  until 
a fi x can be developed.

Given the diff  er ent types of prob lems we identify, we need to consider 
afresh when intervention is required, the type of intervention, and its du-
ration. Th e regulatory/enforcement aim is to help promote competition, 
where innovation and investment fl ourish, and to minimize the harms we 
identify, along with other harms.

Our discussion in this part spreads over two chapters, the fi rst being more 
conceptual in nature and the second taking a more practical perspective.

PART V

Intervention
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Chapter  18 looks at how Big Data and Big Analytics could lead to a 
“planned economy,” albeit one planned by dominant fi rms, not bureau-
crats. Faced with  these dynamics, should smart regulation be introduced 
by the government?

Following this, in Chapter 19, we explore the antitrust toolbox to see 
 whether the enforcers can prevent or deter the anticompetitive scenarios 
of collusion, behavioral discrimination, and Frenemy. We highlight pos-
si ble ave nues for the enforcer— including the use of current tools and per-
haps a few new ones.
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SUPPOSE WE COULD INVEST in phrases, as we do with stocks. Also, suppose 
the payoff  would depend on how frequently the phrase appears in 

English- language books. If you could invest in one of  these phrases— price 
regulation or invisible hand— which one would you pick? Google’s Ngram 
Viewer shows how oft en a phrase has occurred in a corpus of English- 
language books. As Figure 5 refl ects, an investor in price regulation would 
have profi ted in the 1940s (see the gray line in Figure 5), but the overall 
winners are  those who picked invisible hand (the dotted line in Figure 5).

Th e result parallels the shift  in emphasis in modern times, from regula-
tion to  free market philosophy. Price regulation has taken a beating, espe-
cially, as Chapter 3 explores, with the rise of neoclassical economic theories 
associated with the University of Chicago.

Granted, the appeal of the invisible hand has diminished in recent 
years— aft er the fi nancial crisis, the  Great Recession, growing income and 
wealth in equality in the United States and U.K.,1 reduced social mobility, 
and the sheer arrogance of crony capitalism. Nonetheless, despite the 
growing appeal of conscious capitalism and shared value, many policy-
makers still praise the unrestrained  free market, and are far more vocal 
over the cost of false positives from governmental intervention than the 
cost of false negatives from governmental abstention.

Aggregated Information and Competition: The Sum of All Knowledge

In defending a market economy, one should fi rst inquire what one is de-
fending. As we have seen, competition is changing. Th e digitalized market 
environment, characterized by a growing capacity to analyze, aggregate, 

18
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and store data, changes the role and signifi cance of information. In a data- 
driven environment, algorithms collect and pro cess data on our movements, 
preferences, biases, and reservation price, and utilize this information in 
 future transactions. As more real- time data fl ows through the ecosystem, 
and the data becomes accessible, a thought- provoking question emerges: 
Could it be that in a digitalized environment, data  will be aggregated to 
provide the sum of all or the most relevant knowledge? Are we approaching 
the creation of a single repository of all information that is continually 
updated and accessible? If so, then surely the dynamics of competition 
would radically change. Increasingly one may won der, what is left  of com-
petition as we know it?

In asking what power the invisible hand still possesses in digitalized 
markets, we must consider Friedrich A. Hayek’s seminal work on knowl-
edge, competition, and society. In his book Th e Road to Serfdom, the econ-
omist did not condemn governments’ intrusion into the marketplace. He 
was careful to distinguish his opposition to central planning from a dog-
matic laissez- faire attitude.2 Recall that in Hayek’s time, collectivism was on 
the rise, with fascism, nationalist autarky, and  later communism spreading. 
As Harvard Professor Jeff ry Frieden discussed, the Nazis by 1938 “had more 
than fi ve hundred impor tant state- owned fi rms, half of all investment was 
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being carried out by the state, and government spending was 34  percent of 
GNP, up from 15  percent in the late 1920s.”3 Frieden also observed how, at 
its height in the late 1930s, the fascist economic order included nearly all of 
Eu rope and the  Middle East and much of Asia and Africa.4 Th us, demo-
cratic governments with market economies, when Hayek wrote his sem-
inal book,  were the exception rather than the rule.

Part of Hayek’s critique of centrally planned economies was incomplete 
information patterns, which characterized the market environment in the 
mid-1940s, and the way in which  these aff ected resource allocation. Hayek 
noted that:

[K]nowledge of the circumstances of which we must make use never ex-
ists in concentrated or integrated form but solely as the dispersed bits of 
incomplete and frequently contradictory knowledge which all the sepa-
rate individuals possess. Th e economic prob lem of society is thus not 
merely a prob lem of how to allocate “given” resources—if “given” is taken 
to mean given to a single mind which deliberately solves the prob lem set 
by  these “data.” It is rather a prob lem of how to secure the best use of re-
sources known to any of the members of society, for ends whose relative 
importance only  these individuals know. Or, to put it briefl y, it is a 
prob lem of the utilization of knowledge which is not given to anyone in 
its totality.5

Hayek’s critique focused on the then pervasive (but fallacious) assump-
tions of stability and availability of information, which underpinned much 
of the con temporary macroeconomic theory during his time.6 In real ity, 
he observed, information is dispersed among many  people, and he there-
fore noted both “the unavoidable imperfection of man’s knowledge and 
the consequent need for a pro cess by which knowledge is constantly com-
municated and acquired.”7

Markets incorporate dispersed knowledge. Th e defi nition of the effi  cient 
markets hypothesis encompasses this belief:

[A]ll relevant information is fully and immediately refl ected in a security’s 
market price, thereby assuming that an investor  will obtain an equilib-
rium rate of return. In other words, an investor should not expect to 
earn an abnormal return (above the market return) through  either tech-
nical analy sis or fundamental analy sis. Th ree forms of effi  cient market 
hypothesis exist: weak form (stock prices refl ect all past information in 
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prices), semistrong form (stock prices refl ect all past and current publicly 
available information), and strong form (stock prices refl ect all relevant 
information, including information not yet disclosed to the general 
public, such as insider information).8

It follows that a competitive market price incorporates the dispersed 
knowledge. In a competitive market, price is determined by the intersec-
tion of consumers’ demand for a given good or ser vice with its available 
supply. Th e higher the demand and lower the supply for any given good or 
ser vice, the higher its price; the lower the demand and higher the supply, the 
lower its price. Price (at least in a competitive market) serves an allocative 
function; it mediates between how much of a good or ser vice is demanded 
and how much of it can be supplied. Price also serves an impor tant signaling 
function; it publicly communicates information about a par tic u lar com-
pany’s effi  ciency and market profi tability, and it may help  others to con-
sider expansion, entry, or resource allocation.

The Illusion of a Competitive Price

With the advancement in Big Data and Big Analytics, our ability to amass 
information has progressed far beyond what Hayek envisaged in the mid- 
twentieth  century.9 Is Hayek’s “knowledge prob lem” less problematic  today? 
As Hayek recognized:

If we possess all the relevant information, if we can start out from a given 
system of preferences, and if we command complete knowledge of avail-
able means, the prob lem which remains is purely one of logic.10

If anyone actually knew every thing that economic theory designated as 
“data” competition would indeed be a highly wasteful method of securing 
adjustment to  these facts.11

[C]ompetition is impor tant only  because and insofar as its outcomes are 
unpredictable and on the  whole diff  er ent from  those that anyone would 
have been able to consciously strive for.12

It is in ter est ing to consider Hayek’s theory in light of comments made 
by Leonid Kantorovich in his Nobel Prize lecture.13 Th e Soviet economist 
noted how complex prob lems of economic prediction, control, planning, 
and resource allocation may be resolved, among other  things, with advance-
ments in computing technology and algorithms.
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Are we close to reaching that stage? With the rise of pricing algorithms 
in an increasingly digitalized market universe, in which web- aggregators, 
algorithms, and data pools provide the foundation for pos si ble unilateral, 
coordinated, and Frenemy be hav ior, is the invisible hand still a  viable 
concept?  Aft er all, in a market that is in real ity controlled by bots and al-
gorithms, what power does the invisible hand possess?

One may argue that the invisible hand remains a power ful force. 
 Humans,  aft er all, program and nominally control the algorithms. We still 
trust the invisible hand in many markets where robots manufacture prod-
ucts or provide ser vices, or where computers help facilitate trade. More-
over, we have seen how computers can enhance competition and our 
welfare.

But we have also seen that, in a digitalized and controlled universe, bar-
riers and market failures oft en exist, and may even be unavoidably inte-
grated into the landscape. As we suggested earlier, what might at fi rst glance 
be seen as competition is, in fact, the creation of a new force— the “digi-
talized hand.” Th at hand, controlled by algorithms, determines the market 
price in any given market through complex calculations. It is controlled by 
 those who seek to maximize their profi ts. At times we see a surreal result, 
as when Amazon’s algorithms priced the book Th e Making of a Fly at 
$23,698,655.93. But other times, the deviation  will be smaller and less no-
ticeable, especially when no ready benchmark exists.

Another in ter est ing question follows: Is the price in a digitalized envi-
ronment characterized by many sellers the competitive price, or merely a 
fi ction created by the digitalized hand?

Recall our Hub and Spoke scenario, where an algorithm determines the 
base price for the ride- sharing platform Uber. Th e algorithm also deter-
mines: when to implement a surge price, for which areas, for how long; and 
to what extent. Passengers typically do not negotiate a discount with the 
 drivers. Uber’s God View reaches beyond knowing where all its  drivers and 
users are traveling. Uber’s algorithm collects data in real time and sets a 
price based on demand and supply characteristics and market conditions. 
Uber defends its surge pricing based on its knowledge of supply and de-
mand conditions:

We raise price when supply of available cars gets tight. [Example: If  there 
are 300 cars in a city and 290 of them are picking up a rider or in trip, 
then this would be considered an extremely tight supply situation.] We 
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raise the price in increments over time based on supply health. When 
supply opens up, we then lower the price. . . .  

We are able to get a far greater number of  drivers on the system when 
Surge Pricing is in eff ect— it’s basic economics. Higher prices encourages 
more supply to come online. It gets some  drivers out to work on NYE. It 
keeps other  drivers from  going to alternatives like renting their car out 
for the night, or trying their luck at hustling rides on the street. Higher 
prices means more cars, means more rides, means more  people getting 
around the city effi  ciently, safely AND in style.14

Th e surge in prices, in theory, should attract more  drivers onto the road 
(or reduce consumer demand for  those unwilling to pay the surge amount), 
whereupon prices should return to the regular rate. In the context of our dis-
cussion, of signifi cance is the fact that Uber is the one seemingly determining 
the competitive market price, where its users’ demand for a car ser vice inter-
sects with the available supply.

Uber also claims that its surge pricing serves a signaling function: 
namely to communicate to the community’s Uber  drivers (and potential 
 drivers) to consider entering the market. So is Uber’s surge price, in a market 
characterized by many  drivers, the competitive price or merely a fi ction 
created by its algorithms? When Uber’s algorithm determines when de-
mand exceeds supply, and charges a premium (ostensibly to attract poten-
tial  drivers to the road), is this the invisible hand at work? Or is it Uber’s 
digitalized hand at work?

Two studies have drawn into question Uber’s claim that its surge pricing 
brings more  drivers into the market. One study examined four weeks of 
Uber data and did not fi nd evidence of surge pricing bringing more  drivers 
out on the roads. Instead, surge pricing appeared to push “ drivers already 
on the job  toward neighborhoods with more demand— and higher surge 
pricing. As a result, some neighborhoods are left  with higher waiting times 
for a car.”15 Another study interviewed Uber and Lyft   drivers. Over half of 
the interviewed  drivers said they  were “not infl uenced by surge pricing in-
formation as the supply- demand control algorithms failed to accommo-
date their abilities, emotion, and motivation.”16 As the study found,

Surge pricing changed too rapidly and unexpectedly to utilize the infor-
mation in a strategic way to boost their incomes. Surge areas  were on and 
off , sometimes by the second, and being in the surge area did not guar-
antee requests from within the surge area.17
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Even if surge pricing did not have its intended eff ect of quickly attracting 
additional  drivers to the road, the invisible hand could still be at work. Ar-
guably, Uber has to price competitively. Other wise users  will turn to other 
ride- sharing apps, taxis, public transportation, or other modes of travel. 
Th us, in markets with a competitive alternative, the invisible hand ulti-
mately checks Uber. If Uber’s surge price is too frequent, too high, or for 
too long, its app users would opt for other modes of travel (or simply walk).

But as we saw in Chapter 6, as Uber’s platform increases in popularity out-
side options are limited and switching costs become high. With more  drivers 
and users relying on Uber, its pricing algorithm, rather than responding to 
market conditions, essentially sets the market price. Th e competing ser vices 
may not benefi t from economies of scale; public transportation and taxis 
may not be a  viable option (and if they are, the waiting time may be longer). 
Uber— quite rightly— may have the upper hand. Eventually, the price Uber 
sets may be shielded, to some extent, from the competitive pressures of other 
providers. Furthermore, competitors in some markets may opt to follow the 
price determined by the digitalized hand, when that price is higher than 
the alternative which would have emerged through the invisible hand.

Consumers do not know how Uber’s pricing algorithm calculates the 
surge price or  whether the surge price is fair. Nor  will the surge price al-
ways have the desired eff ect of quickly attracting  drivers to the road. In-
stead, if Uber possesses market power, the surge price enables both Uber 
and its  drivers to simply earn extra profi ts, at consumers’ expense, all  under 
the guise of a “market- clearing” price.

A Privately Planned Economy?

Notice  here that Uber is in eff ect an uber– price regulator. Uber does not 
own the cars. Nor does Uber employ the  drivers, who are “in de pen dent 
contractors.”18 Nor does Uber allow individual  drivers and passengers to 
negotiate prices in each city. Uber sets the price. It also increases and lowers 
the price based on its capturing all the relevant market information. So if 
Uber captures the sum of all knowledge to set the market- clearing price, 
why  can’t other platforms and super- platforms do the same?

Th e emergence of super- platforms could indicate a shift   toward the at-
tainment of all knowledge. Data collection by leading platforms (like 
Uber) and super- platforms (like Google, Facebook, Apple, and Amazon) 
could create an economy which, for all purposes, is planned, not by 
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 bureaucrats or CEOs, but by the technostructure. Corporate decision- 
making power, economist John Kenneth Galbraith observed, resides not 
with the CEO but with the technostructure.19 As Galbraith found, “if a 
decision requires the specialized knowledge of a group, it is subject to safe 
review only by the similar knowledge of a similar group. Group decision, 
 unless acted upon by another group, tends to be absolute.”20 In Galbraith’s 
day, the technostructure involved the working groups of designers, engi-
neers, and marketers within corporations like General Motors. In 2016 it 
would be the working groups of engineers, marketing, advertising, soft ware 
developers, designers, and so on, operating within Google, Apple, Am-
azon, and Facebook. Th e CEO  will not necessarily know the details of 
how the technostructure facilitates the data fl ow and the ways in which 
wealth can be extracted. And the technostructure, while knowing the 
general objectives of the algorithm, may not necessarily know how the 
algorithm determined the instant price. And how the algorithm deter-
mined the price may not at all resemble how  humans did it in brick- and- 
mortar shops subject to the invisible hand.

Firms increasingly  will use Big Data and Big Analytics to determine 
prices. We may not observe in each market when the digitalized hand dis-
places the natu ral competition dynamics. One scenario, as we saw,  will be 
the gradual demise of a uniform market price, as pricing algorithms indi-
vidualize price and product off erings as they approach near- perfect behav-
ioral discrimination. Another set of scenarios involve pricing algorithms 
tacitly colluding in a transparency- enhanced environment. In  either case, 
the market involves many competitors who, following the path of Uber, can 
also claim that they are harnessing Big Data and Big Analytics to set the 
market- clearing price. If they have market power, then their market- 
clearing price may exceed the competitive price, that is, the average price if 
left  to negotiation between individual buyers and sellers.

Is Smart Regulation Back?

If companies can harness Big Data and Big Analytics to eff ectively set the 
market price, should governments use the same tools to monitor industry 
prices (or even determine a competitive price)?

If Uber, which  doesn’t own any cars or employ any  drivers, can deter-
mine the surge and base price in each market, why  can’t the government? 
Th e government can collect as much data as Uber, if not more. Th e gov-
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ernment could also use pricing algorithms. And the government could de-
termine a competitive price and identify what amounts to an excessive 
price. So if Uber, as an intermediary, can calculate the surcharge for its 
many  drivers and passengers during periods of congestion, why  couldn’t 
the government’s pricing algorithms monitor industry pricing or simply set 
the market- clearing price. One could argue that price regulation in the 
post- Hayekian world of Big Data is feasible, once industry data on indi-
vidual consumer preferences and fi rm costs are collected and analyzed. Th e 
rise of the digitalized hand makes this pos si ble.

One could go a step further. If companies can harness Big Data to set 
the market price, can the combination of large volumes of data and sophis-
ticated pricing algorithms make a centrally planned economy  viable?

We can refl ect upon the potential and limitations of Big Data and a 
planned economy in light of developments in Chile between 1971 and 1973. 
At the time, when seeking to coordinate the nationalized sectors of its 
economy, the Chilean government sought to address Hayek’s “knowledge 
prob lem.” To do so, it launched Proj ect Cybersyn— a system of telex ma-
chines that  were placed in nationalized factories and regularly transmitted 
data to a central operations room. Th is data, once harvested, was used in 
economic modeling and enabled the central government to steer the na-
tional economy.21 Th e signifi cance of Proj ect Cybersyn was aptly illustrated 
during the national strike in 1972.22 Faced with the possibility that the 
strike might cripple its economy, Chile’s government responded by uti-
lizing its information network to coordinate the activities of  those factories 
that  were not striking and eff ectively allocate resources to them.23 Impor-
tantly, the proj ect was not prob lem- free. Most noticeably, its response time 
was oft en too slow to be of any use,24 and it was also heavi ly reliant upon 
accurate submission by factories of their production data— information 
that was not always forthcoming.

Th e Chilean experience, with its achievements and drawbacks, provides 
an example of the power of knowledge and its use as part of a planned 
economy. Its execution in a modern digitalized environment would have 
achieved much more than capacity and production optimization. As one 
proponent wrote, “A combination of new sensory and computing technol-
ogies, two- way communications and devices that both create and analyze 
large volumes of data can now mea sure and communicate real- time de-
mand.”25 Th e government algorithm, in analyzing the data, could quickly 
change pricing or supply levels, “such as powering down preselected devices 
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during periods of peak electricity demand.”26 Th us local, state, or federal 
governments can harness data to set a market- clearing price.

To illustrate “smart” regulation in the post– Proj ect Cybersyn world, 
 we’ll look at parking in San Francisco. In 2011, the city’s SFpark program 
began experimenting with smart parking meters that continually adjust 
pricing to respond to changing demand conditions. Th e city wanted to de-
termine the right price to charge for parking to meet its parking space 
availability targets. So the city installed wireless parking sensors in 8,200 
on- street metered spaces, which detected parking availability in real time 
and monitored public garages.27 Th e city set a target occupancy rate be-
tween 60 and 80  percent.28 Data on the available supply of parking spaces 
was collected in real time from the meter sensors. Rather than charging the 
same price during periods of high or low demand, the parking prices would 
adjust accordingly throughout the day for public parking on any street. In 
areas and at times where it became diffi  cult to fi nd a parking space, parking 
rates increased incrementally “ until at least one space is available on each 
block most of the time;” in areas where parking spaces  were plentiful, 
parking rates decreased “ until some of the empty spaces fi ll.”29 Th e city also 
directed “ drivers  towards available parking by sending real- time avail-
ability to mobile apps and to the website.”30

Th e city’s pi lot “demand- responsive” pricing program was apparently 
successful on many levels. It helped improve parking availability and net 
revenues.31 It decreased  drivers’ average search time for a space.32 It also 
helped reduce green house gas emissions,33 peak period congestion,34 traffi  c 
volume,35 vehicle miles traveled,36 and double parking.37

So if one major U.S. city could determine the market- clearing price for 
parking spaces, does this mark a rebirth for “smarter” price regulation, al-
beit  under a more fash ion able and acceptable term, such as data- driven 
dynamic pricing?

To Infi nity and Beyond?

Even if one accepts the premise that the sum of all data would facilitate 
some variation of a planned economy, the challenge remains to gather all 
or most data. Pricing for municipal parking is straightforward. So too is 
pricing for car- sharing ser vices. Uber breaks down prices per city along 
several basic categories of cars (basic, SUVs, luxury, and taxi). But as anyone 
who lives in a centrally planned economy knows, designing and pricing 
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men’s and  women’s fashions are not as straightforward. Even if the velocity 
of collecting and pro cessing a voluminous variety of data increases, one 
won ders  whether any fi rm or governmental agency could truly possess 
enough information for many markets. We may have solved Hayek’s knowl-
edge prob lem for parking, car ser vice, energy, and other  simple homoge-
nous ser vices and products, but not for designer dresses and the many dif-
ferentiated goods and ser vices.

It is hard to imagine us categorically solving the knowledge prob lem in 
the foreseeable  future. We cannot capture and digitize all information. 
It is too costly (and raises many privacy concerns). Moreover, even if tech-
nology does indeed reach a point where all or most relevant knowledge 
can be aggregated, this does not mean that the computer algorithms  will 
keep abreast in pro cessing it. Recall that 2015 marked the fi rst time an al-
gorithm weakly solved one kind of poker game with incomplete informa-
tion. It  will likely take years for algorithms to solve more complex games 
and for a complete picture of many markets for diff erentiated goods and 
ser vices. Indeed, one criticism of Hayek’s theory concerns its assumption 
that, despite the dispersal of knowledge among a large number of decision 
makers, “as a  whole, the aggregated set of all decision makers have a 
complete set of all relevant knowledge.”38 Even if all the data  were col-
lected, many theorists believe that  there are in fact missing pieces of the 
puzzle, which are not known by anyone (and cannot therefore be cap-
tured or analyzed).39

One example is Apple. Its cofounder, Steve Jobs, showed the iPad to a 
small group of journalists shortly before its  going on sale in 2010. As the 
New York Times reported, one journalist asked Jobs what consumer and 
market research Apple had done to guide the development of the new 
product. “None,” Jobs replied. “It  isn’t the consumers’ job to know what 
they want.” 40 Data can capture well- established consumer preferences for 
pre- existing products and ser vices, but the algorithms may not necessarily 
estimate demand for new products based on new technologies.41 Even if the 
government or super- platform could collect all the data on all of our ex-
isting preferences, they may perhaps design a better cell phone (but not the 
iPhone) or a cheaper watch (but not the Apple Watch).

Other concerns over price regulation involve incentives and regulatory 
capture. Economic regulation attracts special interest groups to lobby the 
government for regulatory mea sures that benefi t them to the detriment of 
society overall. If the government algorithm sets (or regulates) price levels, 
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then rent- seeking be hav ior can impose additional social costs. For ex-
ample, the U.S. Federal Energy Regulatory Commission’s merger review 
policies  were criticized for relying on data supplied by the regulated enti-
ties, rather than conducting its own in de pen dent fact gathering and analy sis 
of market defi nition.42 Th e risk that sector regulators, even the most dedi-
cated ones, may fail to understand and predict market dynamics, is real. 
Such failure  will likely lead to a generalized approach that ultimately 
reduces welfare. In addition to the risks of imperfect information and 
regulatory capture, the government can undertake anticompetitive in-
tervention  because of weaker incentives to avoid  mistakes than private 
actors who fully bear the costs of their  mistakes, “po liti cal myopia,” and 
the lack of direct accountability to the public.43

Moreover, the road to perfect price regulation may also lead to a world 
of limited privacy, among other  things. On this point, it has been noted that 
“being online increasingly means being put into categories based on a so-
cioeconomic portrait of you that’s built over time by advertisers and search 
engines collecting your data— a portrait that data brokers buy and sell, but 
that you cannot control or even see.” 44 Th at information is open for com-
panies and individuals to purchase and use in targeting users— from legiti-
mate advertising to pos si ble abusive use of one’s most secret or vulnerable 
searches and online be hav ior.45

Refl ections

For some products and ser vices, one does not require all information for 
decision making. Uber, for example, sets the surge price without knowing 
where exactly its pos si ble  drivers are or how quickly they  will respond (if 
they do). We live in a world where we spend a lot of our  house hold income 
on ordinary  things, such as basic foods, utilities, electricity, mortgage in-
terest, gasoline, and public ser vices.46 For  these areas, data- driven, dynamic 
pricing may be on the horizon.

As fi rms and super- platforms increasingly collect and analyze data, we 
 will likely see more dynamic pricing. But we cannot assume that market 
prices  going forward  will approximate the market- clearing, competitive 
price. Th e more power  these platforms (like Uber) or super- platforms (like 
Apple, Facebook, Amazon, Google) accumulate, the more likely they  will 
control, rather than respond to, the digitalized hand.
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 Th ere  will always be alternatives. So you can always walk at 1 a.m. on 
New Year’s Day if you are dissatisfi ed with Uber’s surge pricing. But that 
defense is available to any monopolist. And as we trudge through the snow 
on our way home, it becomes apparent that we are no longer in a market 
economy governed by an invisible hand, where competition is the brass 
knuckles that enforce its decisions.
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HAVING EXPLORED the pos si ble use of “smart” regulation in a data- driven 
economy, we now identify several looming enforcement challenges 

presented by our scenarios. First, the competition agency may not see any 
prob lem. Even if it does see the prob lem, it may not have any enforcement 
tools to fi x the prob lem. Th e issues may transcend antitrust, given the dif-
fi cult  legal and ethical issues of  humans’ accountability for a computer’s 
be hav ior. Fi nally, even if the competition agency has the tools, when should 
it intervene?

 Th ese prob lems may appear insurmountable. One debate, as we saw in 
Chapter 3, is  whether the “old economy” antitrust doctrines should apply 
to fi rms competing in dynamic technological markets characterized by 
network eff ects. But this debate recurs with  every generation of antitrust 
scholars and prac ti tion ers. As we  will see, the current antitrust tools  will 
be inadequate in prosecuting and remedying some of our anticompetitive 
scenarios. Th e dynamic has changed in many markets— competition as we 
know it has given way to new forms of rivalry.

But the issue is not over the current tools. As we  will explore, the real 
issue is designing new tools to address the new prob lems. Indeed, some 
courts and competition agencies many years ago  were better at recognizing 
the prevailing challenges and devising ingenuous solutions to meet them. 
With that real ity in mind, we must be open- minded to new enforcement 
instruments. Failure to do so, as the United Kingdom House of Lords rec-
ognized, may result in “a perception that large online platforms are above 
the law.”1 And if the House of Lords is at the forefront in addressing  these 
issues, no competition agency can justify its unimaginativeness as wisdom.

19

The Enforcement Toolbox
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Key Challenges to Competition Enforcement

When the Competition Agency Does Not See the Prob lem

As discussed in Chapter 1, the digital economy is booming— a dynamic 
landscape where new entrants, low entry barriers, and rapidly changing 
technologies are dislodging preexisting market power. As we have ex-
plored, what appears to be a competitive environment may not be the 
welfare- enhancing competition that we know. Our concerns are not with 
technological advances or successful online businesses. Our concerns go 
deeper, to the core of the new market dynamics— where entry is pos si ble, 
but expansion  will likely be controlled by super- platforms; where choice is 
ample, but competition is limited; and where disruptive innovative threats 
emerge, but are eliminated through acquisitions or exclusionary practices. 
Th e competitive façade masks the wealth transfer, and the targets of anti-
competitive practices— the buyers— are oft en unaware of the extent of the 
manipulation.

Th us, the competition agency must look beyond the façade to see  whether 
competitors are racing to the bottom in fi nding new ways to exploit us. So 
while technology can increase price transparency (which should be a good 
 thing as it lowers consumers’ search costs), the pricing algorithms at times 
can foster tacit collusion— when sellers’ pricing algorithms, by quickly re-
acting to price changes, diminish the incentive to discount. If market par-
ticipants’ algorithms can attain a God View, then enforcers must consider 
the possibility of tacit collusion beyond price and highly concentrated 
industries.

So while technology can enable sellers to customize their product off er-
ings (which should be a good  thing if it matches consumer preferences), the 
pricing algorithms can also enable sellers to better segment customers and 
engage in behavioral discrimination— again, at our expense. Some en-
forcers  today accept price discrimination as effi  ciency- enhancing. Some 
enforcers scoff  at the advances in economic thinking over the past thirty 
years– downplaying the role of imperfect willpower and biases. Th ey still 
believe that markets behave as though the participants are perfectly ra-
tional and have willpower. So behavioral exploitation may be as foreign to 
them as Snapchat, and  will aff ect their readiness to pursue  these  cases.

Super- platforms may appear competitive in attracting a constellation 
of soft ware developers. Seeing the plethora of  free and low- cost apps 
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downloaded annually, the enforcers may conclude that consumers are 
benefi ting (and do not care that much about privacy). As a result, they do 
not discover that  free comes at a signifi cant cost as Frenemies coordinate 
to better track our be hav ior, profi le us, and target us with behavioral ads.

Th e anticompetitive eff ects are not always easy to see. Companies can be 
a step ahead in developing sophisticated strategies and technologies that 
distort the perceived competitive environment. One illustration, in the 
context of manipulation of stock exchange trading, is Michael Lewis’s fas-
cinating book Flash Boys: A Wall Street Revolt.2 On one side  were the tra-
ditional investors, from small traders to large pension funds, making their 
investment decisions based on the market real ity as they saw it. But what 
appeared to be a competitive market (indeed, the stock market is oft en per-
ceived as competition in its truest sense) was an illusion. Th e stock prices 
posted on the computer screen  were not the  actual prices. Once the traders 
executed an order, the price oft en shift ed. In real ity, the diff  er ent stock ex-
changes  were rigged by sophisticated high- frequency traders working with 
many of the large fi nancial institutions. Th e high- frequency traders  were 
in a competitive arms race, including laying cable the shortest pos si ble 
distance to their trading desk to gain a relative advantage in seeing and 
executing  orders slightly before every one  else. With this advantage, the 
insiders “rode” on the traditional investment  orders before they  were ex-
ecuted. Once the traditional order was placed,  these investors moved in 
and out of positions in milliseconds, changing the market real ity through 
their accelerated capabilities. Ultimately, the insiders imposed, as Lewis 
described, a small invisible tax on each trade, which amounted to nearly 
$160 million a day.

One cannot help but borrow Albert Einstein’s aphorism: “Real ity is merely 
an illusion, albeit a very per sis tent one.” Technology in an algorithm- driven 
economy can create multiple versions of the same market, distinguished 
by the participant’s savviness (or deceit) and wealth. Some compete in the 
slower lane while  others, better placed, compete against them and against 
each other in the fast lane.  Whether this is competition on the merits or ex-
ploitation is the challenging issue.

When the Competition Agency Sees the Prob lem but Has No Tools to Fix It

Some competition offi  cials are already seeing the prob lems in some of our 
scenarios. But they also see some of the challenges in applying the existing 
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antitrust case law to our collusion, behavioral discrimination, and Frenemy 
scenarios. Indeed, looking at our three scenarios, competition enforcers 
 will have the tools to fi x some prob lems but not  others. Antitrust, while not 
obsolete, may prove diffi  cult, at times, to apply even when a theory of harm 
is pres ent and the competition agency wishes to intervene.

When considering our collusion scenarios, the competition agencies are 
likely to position  these practices high on their enforcement agendas. Eu ro-
pean Union and U.S. authorities could use Article 101 TFEU and Section 1 
of the Sherman Act, respectively, to address the Messenger and Hub and 
Spoke scenarios, where an anticompetitive agreement exists. Th ey may also 
stretch  these statutes to Predictable Agent by reframing it as a  simple con-
spiracy.  Unless they have another statute (like Section 5 of the FTC Act), 
their current tools do not reach the unilateral use of algorithms by non-
dominant companies. Some agencies currently have no tools for the 
creation of the Digital Eye, where  there is no evidence of anticompetitive 
agreement or intent.3

When refl ecting on behavioral discrimination, several challenges emerge. 
Th e agency must understand the new market dynamics to appreciate the 
shift  to almost perfect behavioral discrimination. Second, the agency’s 
welfare benchmark should target the transfer of wealth from consumers to 
sellers and focus on direct consumer welfare. Th ird, the current antitrust 
tools do not target noncollusive behavioral discrimination. One exception 
is if the discrimination helps the fi rm attain or maintain its mono poly. 
Arguably the ability to behaviorally discriminate almost perfectly indicates 
market power. In Eu rope, enforcers can perhaps go further in challenging 
the imposition of mono poly prices by the discriminators.4

Fi nally, with re spect to Frenemy dynamics, distinct theories of harm 
may be considered. Th e fi rst concerns collusion among the apps and within 
the ecosystem. Th e main challenge  here concerns the framing of such 
activities in antitrust language. Indeed, the harm to users that is infl icted 
through the extraction of data may be easier to address and to remedy  under 
consumer and data protection laws than  under the competition laws. A 
second theory of harm may concern the activities of the super- platform 
and the pos si ble abuse of its dominant position.  Here, as illustrated in 
Chapter 14, an explicit refusal to deal, or a de facto refusal, may trigger in-
tervention, in the form of decisions, commitments, or interim mea sures. 
Moreover, enforcers can intervene when the super- platform uses unfair 
tactics to  favor its own ser vices and products on its platform over  those of 
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in de pen dent producers. Competition offi  cials dealt with this issue when 
prosecuting Microsoft .5 And the Eu ro pean Commission raises this con-
cern in its two recent statements of objections involving Google.

When the Competition Agency Has the Tools, but Practical Challenges Await

Even when the competition agency takes action, using its existing  legal 
tools, the new market dynamics raise other practical challenges.

Take, for example, the challenge of establishing market power in a data- 
driven environment. Can the online com pany behave in de pen dently of its 
customers or competitors? Oft en  there is no direct evidence. Much depends 
on how one defi nes the relevant market and one’s assumptions about and 
understanding of market dynamics. Th e dynamics of a data- driven envi-
ronment, as the Frenemy scenario refl ects, can be complex. Th e competition 
agency must appreciate the interdependence, the asymmetry in bargaining 
power, the strength of network eff ects, the absence of outside options, high 
switching costs, and  whether customers are locked in.

Even when market power is identifi ed, recall that monopolies (other 
than  those created by mergers) are  legal. Once dominance has been attained 
legally, its abuse should be considered. Th e agency must consider which 
actions should be condemned and the level and nature of harm needed to 
trigger intervention.6

Also challenging is identifying reliable counterfactuals when appraising 
harm. With traditional cartels, enforcers and courts can consider price 
increase announcements that occur closely  aft er meetings in which many 
cartel members participate. In our collusion scenarios, the prices may in-
crease gradually as market transparency and interdependence increase. 
 Th ere may not be a defi nitive meeting or occurrence to which one can 
point. Nor can enforcers always identify credible counterfactuals when as-
sessing behavioral discrimination. What is the competitive baseline “market” 
price in a world of dynamic, diff erential pricing? Should the next incre-
mental development be contrasted with the previous one or with a 
computer- free real ity? Absent a transformative change in technology and 
market dynamics, it may be diffi  cult to identify the appropriate point of 
intervention and comparison.  Aft er all,  today’s artifi cial levels of transpar-
ency (and elevated prices) may become tomorrow’s acceptable norm.

Another key challenge is the  legal and conceptual diffi  culty emerging 
from the relationship between man and machine— that is,  humans’ con-
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trol (or lack of it) over machines, and their accountability for the algo-
rithms’ activities.7 If algorithms collude or price discriminate, are  humans 
liable? As several computer scientists have observed, “Th e amoral status of 
an algorithm does not negate its eff ects on society.” 8 Or as one judge aptly 
noted, “Automation is eff ected through a  human design.”9 In the context 
of competition and markets, friction among profi t maximization, ethical 
trading, and consumer welfare exists. Current laws may not always resolve 
this friction and may fail to incentivize individuals to take responsibility 
for the actions of an “in de pen dent,” self- learning algorithm.

When to Intervene and to What Extent

Controversy may surround the timing of an intervention, its nature, and 
its extent. As markets may display many characteristics of a competitive 
environment, intervention may seem counterintuitive. Th e competitive fa-
çade, in addition to intellectual capture propagated by interested parties, 
may tilt against intervention. To what extent do  these dynamics pres ent an 
immediate prob lem in need of immediate correction?

Th e durability of market power in dynamic technology markets is oft en 
diffi  cult to ascertain and therefore controversial to act upon. Should the 
competition agency wait for entry or expansion? At what point should 
the enforcer assume that market power is sustainable? And which enforce-
ment tool, if any, should be used? Balancing the pos si ble anticompetitive 
harm against the welfare gains from technological advantages may prove 
challenging. Importantly, some market effi  ciencies may only be delivered 
through a super- platform.

Courts and enforcers also may be reluctant to intervene and fi nd the 
fi rm liable  under the antitrust law, if no eff ective remedy exists. Th e U.S. 
Supreme Court, for example, said, “No court should impose a duty to deal 
that it cannot explain or adequately and reasonably supervise. Th e prob lem 
should be deemed irremedia[ble] by antitrust law when compulsory access 
requires the court to assume the day- to- day controls characteristic of a reg-
ulatory agency.”10

Not surprisingly, a range of enforcement philosophies may lead to 
varying levels of intervention. Although guided by economic analy sis, the 
foundations of competition policy around the world diff er as competition 
regimes developed and evolved  under diff  er ent po liti cal, social, and market 
conditions.11 Enforcers diff er in their views on the ability of markets to 
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correct themselves and the benefi ts and risks of intervention versus 
nonintervention.

Even within a jurisdiction, elected offi  cials, enforcers, and courts can 
diff er over the choice of cases, the enforcement agenda, the way the law is 
applied, the goals and scope of competition law, and the wisdom of inter-
vening in our three scenarios.

To illustrate, consider the issuance in 2008 by the Bush administration 
and subsequent withdrawal in 2009 by the Obama administration of the 
Department of Justice (DOJ) report on competition and mono poly.12 De-
spite their joint task force, the FTC did not join the report.13 Th e report was 
seen as too deferential to monopolies. “Withdrawing the Section 2 report,” 
Christine A. Varney, then head of the DOJ’s Antitrust Division, said, “is a 
shift  in philosophy and the clearest way to let every one know that the An-
titrust Division  will be aggressively pursuing cases where monopolists try 
to use their dominance in the marketplace to stifl e competition and harm 
consumers.”14 Notwithstanding her rhe toric, the DOJ since 1999 has chal-
lenged a mono poly only once for engaging in anticompetitive unilateral 
conduct. Th is case involved a private hospital in Wichita Falls, the twenty- 
ninth largest city in Texas.15 Neither the FTC nor the DOJ has challenged 
many data- driven mergers16 or the alleged anticompetitive practices of 
any of the super-platforms, besides Apple.17

So where does this leave us? Opponents of intervention oft en argue that 
antitrust law is ill- suited to data- driven markets and that existing tools do 
not support intervention. When refl ecting on such claims, however, one 
should note that harm and market failure cannot be defi ned by the enforce-
ment tools. Rather, once they are identifi ed, a range of enforcement tools 
should be considered. In line with this, the argument that “no previous case 
law supports intervention” fails to consider the full enforcement toolbox 
and to acknowledge the change in market and competitive dynamics. Inter-
vention should not be categorically set aside as irrelevant for new dynamic 
markets. Economic theories, based on hy po thet i cal market assumptions, 
should not trump the economic realities that evince  actual consumer harm.

But enforcement should not be taken lightly. One should critically refl ect 
on the assumptions, theory of harm, and market real ity before taking ac-
tion. Antitrust is not a panacea for  every prob lem. While antitrust may 
prove useful in addressing some dynamics, it may lack the scope and re-
fi nement to address  others. Importantly, antitrust is only one of many tools 
at our disposal.
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Learning and  Doing

Traditional competition law can address some, albeit not all, of the issues 
we have explored. In a 2016 speech, EU Commissioner Vestager noted the 
rise of Big Data and the role of competition enforcement:

[W]e  don’t need a  whole new competition rulebook for the big data world. 
Just as we  didn’t need one for a world of fax machines, or credit cards, or 
personal computers. What we do need is to pay close attention to  these 
markets and to take action when it’s necessary. Competition rules  can’t 
solve  every prob lem on their own. But they can make an impor tant con-
tribution to keeping digital markets level and open. So that consumers 
get innovative products at the right prices. And so that digital entrepre-
neurs, however big or small, have a fair shot at success.18

We agree. Competition law is not obsolete. Furthermore, some jurisdic-
tions benefi t from a broad market and sector investigations regime. Th is 
fl exible tool enables agencies to investigate and gather information to better 
understand market dynamics. Unlike traditional competition law investi-
gations, the focus is not  whether one or several companies  violated the 
law but on the operation of the market and identifying pos si ble market 
failures.

Th is tool can prove useful in helping agencies understand the new dy-
namics in algorithm- driven markets and the magnitude of any competi-
tive prob lems. In some jurisdictions, like the United Kingdom, market 
and sector investigation laws also provide for wide behavioral and struc-
tural remedies. So even when no other suitable tool exists, the agency can 
nonetheless address and minimize our scenarios’ anticompetitive risks.19 
Moreover, market investigations can provide a valuable framework for 
considering new enforcement tools.

Building the Framework for Healthy Virtual Competition

Competition is normative. What we observe as competition refl ects, in 
part, the  legal constraints and incentives, as well as informal social, eth-
ical, and moral norms. Formal norms (like laws and regulations) and in-
formal norms (such as codes of practice20) shape participants’ incentives 
and market structure. As economist Douglass North observed, “Th e gov-
ernment is not a disinterested party in the economy.”21 For example, if the 
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government does nothing to prevent monopolies, and if many markets are 
conducive to monopolization, then monopolies  will likely dominate  these 
markets. So rather than an ex post approach (wait for the monopolies to 
arise and then regulate them or prosecute their be hav ior), the government 
may  favor ex ante mechanisms (toughen the merger laws to prevent mo-
nopolies, and facilitate entry by lowering regulatory barriers).

Th us, for virtual competition to fl ourish, we should focus on what pre-
conditions are necessary, and the extent to which competition, consumer 
protection, and privacy laws can help support this economy. Such an ap-
proach is valuable. In changing the formal and informal norms, the gov-
ernment aff ects the inherent nature of competition so that fi rms’ incentives 
are aligned with ours. In other words, carefully sowing the seeds of change 
may be preferable to laborious and unrefi ned weeding.

We sketch several pos si ble tools extending beyond competition law to ad-
dress our three scenarios. Our list is not exclusive. More creative solutions— 
no doubt— can be tailored. Th e tools below simply illustrate the expansive 
frontier to be explored.

Privacy by Design and Customer Empowerment

To hinder the abuses in our behavioral discrimination and Frenemy sce-
narios, privacy mea sures and safeguards may be a necessary precondition. 
One promising legislative approach is to give individuals greater control 
over their personal data and to avoid being tracked on-  and offl  ine.

Th e notice- and- consent privacy model is broken.22 Too oft en, as users, 
we habitually click our consent to terms and conditions that we never read. 
Indeed, a study of customers’ reading of standard online contracts revealed 
that fewer than two out of a thousand customers attempt to read them, and 
even then only superfi cially.23 Given the zeal with which we click our con-
sent to online terms, the solution  isn’t more information (and legalese) that 
 we’ll never read (especially on our mobile phones). In fact, excessive and 
complex information would likely have the opposite eff ect— further disin-
centivizing us from attempting to read the notices. Even if the disclosures 
 were briefer, we still lack the power to renegotiate. You  either accept the terms 
or do without the update, app, or soft ware. To be eff ective, any enhanced 
disclosure must take into account the asymmetry in negotiating power 
and pos si ble consumer engagement prob lems, where “ under- active con-
sumers, by not exercising choice, impose negative externalities on other 
consumers from the consequential weakening of competition.”24
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So what are the alternatives? First, the behavioral discrimination and 
Frenemy be hav ior must become more salient, such as by means of (1) pop-
up win dows that inform us when and what information is being harvested, 
and when  we’re being tracked; (2) clear indication of when personalized 
prices are displayed; (3) clear disclosure with re spect to “best price” claims, 
to avoid misleading information as to the availability of other options; and 
(4) clarity with re spect to “no availability” claims— for instance, in the case 
of  hotel rooms or fl ights— and requiring sellers to clearly indicate  whether 
such claims relate to the availability on the specifi c website or to overall 
availability.

Second, we should require default privacy options that are generally 
aligned with our privacy interests. To illustrate, in the United States we 
could extend to every one the existing protection aff orded to minors (and 
their parents)  under the  Children’s Online Privacy Protection Act.25  Under 
this  legal model, privacy would be the default. We would have to opt in, 
rather than opt out of being tracked ( either by the website or by third par-
ties), of having data collected on us, and of being profi led. Firms would 
have to obtain our written, verifi able consent. Like the browser choice screen 
in the Eu ro pean Commission’s Microsoft  case,26 users,  aft er purchasing 
their smartphone or computer, would be prompted for an omnibus pri-
vacy setting. We could opt for the bare minimum, such as cookies to en-
able us to log in and remember what is in our shopping basket, but for no 
other purpose. Firms could not condition our access and use of their ser-
vices on their collection and use of our data (“click wrap”). Even when we 
authorize the use of data, the com pany— consistent with data- minimization 
princi ples— could not collect more personal information than is reason-
ably necessary for them to provide their ser vices. We could readily access 
any personal information the fi rm has about us and delete it.

We are seeing such developments in the Eu ro pean Union, where privacy 
generally, and informational privacy in par tic u lar, have long been a fun-
damental right. Of signifi cance is the EU Data Protection Regulation. 
 Adopted in 2016,  aft er four years of draft ing and negotiations, its aim is to 
advance “clear rules that are fi t for the digital age, that give strong protec-
tion and at the same time create opportunities and encourage innovation 
in a Eu ro pean Digital Single Market.”27 Privacy regulators  will have more 
power, including the ability to impose larger administrative fi nes.28 Com-
panies cannot “divulge information that they have received for a par tic u lar 
purpose without the permission of the person concerned. Consumers  will 
have to give their explicit consent to the use of their data.”29 Consumers 
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 will have greater control over their data— being able to transfer it between 
providers, remove it from a database, and obtain information as to its 
usage.30

With greater control over our personal data, we could select third- party 
agents to negotiate on our behalf. Computer science professor Pedro Do-
mingos, for example, proposed creating a digital alter ego: “For a subscrip-
tion fee, such a fi rm would rec ord your  every interaction with the digital 
world, build and maintain a 360- degree model of you, and use it to nego-
tiate with other  people’s models.”31

So we can see how ex ante privacy protections can foster innovative ser-
vices, while limiting the ability and incentives of sellers to discriminate.32

New Entrants with Dif fer ent Incentives

To destabilize algorithm- enhanced tacit collusion or widespread behavioral 
discrimination, the government might promote entry by companies with 
diff  er ent economic incentives. One approach may involve subsidies to algo-
rithm providers that promote customers’ interest by, for example, de-
signing “ counter mea sures,” which may serve to restore competition. An-
other ave nue may involve entry by consumer- owned cooperatives, where 
the supracompetitive profi ts are redistributed to consumers in the form of 
rebates. Th e rebates could eff ectively return prices to competitive levels. 
Social purchasing sites, such as CrowdZap, which assem ble buying groups 
and achieve economies of scale in purchasing, including the “Big Switch” ini-
tiative to save money on energy bills,33 are injecting competition. Similarly, 
other sites, such as Groupon, Wowcher, and Living Social, distinguished as 
“group buying” rather than “collective purchasing,”34 off er consumers dis-
count vouchers when enough consumers sign up for an off er.35

A related approach involves sponsoring or supporting entry by a mav-
erick. A maverick may off er a disruptive technology or business model, take 
the lead in cutting prices (or resisting its rivals’ attempts to raise prices), or 
expand its production capacity. If consumers fl ock to the discounter, rivals 
 will likely respond. If successful, they end up, from the competitors’ per-
spective, with the nuclear option—an all- out price war. Mavericks might 
program their pricing algorithm to prefer market share growth over profi t-
ability within certain bounds, so as to enable them to expand quickly. 

Admittedly, our ability to design such maverick interventions— across 
markets—is not prob lem- free and may be limited. Cooperatives, subject to 



 The Enforcement Toolbox 229

weak corporate governance, may dissipate their profi ts on internal salaries, 
perks, or expansion into other markets. Beyond the diffi  culties in spon-
soring entry, the incumbents can develop counterstrategies that ultimately 
thwart the entrant’s market- share growth. In industries where competitors 
compete in multiple products and geographic markets, computers can 
learn to retaliate across markets (e.g., the incumbent off ers a steep discount 
in the maverick’s home market or markets sheltered from competition), 
which the maverick’s pricing algorithm can quickly learn is correlated with 
its discounting.

Incumbents can devise strategies to reduce the maverick’s incentive to 
discount, thus fostering coordinated be hav ior instead. With improvements 
in technology, companies can replicate Uber’s God View, seeing where 
their shoppers are currently located and what they are  doing. Using real- 
time geolocation data, companies  will know if their loyalty card shoppers 
have entered a rival’s store. Th ey  will know if their consumers are fre-
quenting a competing website that is promoting the same item at a discount. 
So, using this God View, companies could avoid an all- out price war. Instead, 
they target the maverick’s customers, and not their fellow Frenemies’, to 
marginalize the maverick while avoiding the nuclear option.

Reducing Price Transparency

We are accustomed to treating transparency as a condition for competi-
tion. But we want to design ways for companies to undercut the market 
price using nontransparent communications with buyers. Careful design 
of secret bids and sales could help destabilize algorithm- supported tacit 
collusion.

One way to decrease transparency is by off ering discount cards that pro-
vide secret discounts without collecting data on users (to avoid our behav-
ioral discrimination scenario). Dealers may engage in reverse auctions and 
sell below the market price. Such strategies already exist in some industries 
and sectors, from vehicle sales to  legal ser vices.36 Similarly, some websites 
allow buyers to solicit off ers from undisclosed sellers who compete against 
each other for the sale of electric appliances and other products.

Alternatively, the government may attempt to reduce the speed with 
which sellers can adjust prices. Such an approach has been implemented in 
the fuel sector in Austria and Western Australia, where sellers are limited 
in their ability to match each other’s price more than once a day. Such 
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provisions aim to reduce the number of price changes, open the way for 
competitors to undercut the collusive price, and promote a seller’s reputa-
tion as a discounter. Th e pricing algorithms, while continually monitoring 
the rivals’ pricing and business maneuvers, would now face a time delay 
in changing price.  Under this scenario, the maverick—if the delay  were 
long enough— could profi t from being the fi rst to lower prices.

Th is solution has its prob lems: competitors would soon complain that the 
government is preventing them from discounting. One alternative would be 
if the government allowed price decreases to be implemented immediately, 
but imposed a time lag for price increases. But pricing algorithms, like 
 humans, could game the system. For example, a dominant incumbent could 
punish the maverick by undercutting its price. Th e maverick could not im-
mediately raise its price, and would be forced to lower its price even further. 
Taking this into account, the maverick’s algorithm, before discounting, 
would likely calculate the probability of incumbents retaliating, its costs 
(including lost profi ts) in discounting, and the benefi ts (which would be 
slight if rivals could instantly match the maverick’s lower price). Th e govern-
mental pricing delay— rather than helping the maverick and consumers— 
would instead serve as a punishment mechanism for defecting from the 
supracompetitive price. In reducing the maverick’s incentives to lower 
prices in cases where retaliation is likely, the governmental pricing delay 
could unintentionally foster tacit collusion.

Auditing the Algorithm

Fi nally, we note the possibility of “enhanced ex- ante monitoring” of fi rms’ 
algorithms. Such a mechanism, in promoting greater transparency, may en-
able “public countermea sures” when industry- wide signaling and stabilizing 
features are identifi ed. Disclosure of algorithms may also help address pos-
si ble quality degradation or manipulation of search results. Companies may 
be required to change features in their algorithm, or, alternatively, the gov-
ernment may use the information to design its own market countermea-
sures. To safeguard the intellectual property rights of online companies, 
disclosure may be confi ned to a dedicated enforcement agency and handled 
 under strict confi dentiality.

Admittedly, the audit route has limited practical appeal. At least three 
challenges exist: First, algorithms are not likely to include  simple “collusive” 
instructions, but rather are used to observe market conditions and react 
in a profi t- maximizing way.  Running them in a “Sandbox”— a controlled 
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environment that tests their operation— may not always reveal their true 
eff ects. Th eir sophistication may make proof of an illicit aim or action dif-
fi cult. Auditing may thus fail to lead to meaningful intervention.

Second, even if one can show that algorithms facilitate tacit collusion, 
the remedy may be challenging. For instance, it may be impractical to re-
quire computers to ignore information that is available to every one online. 
One possibility may be to focus on commercially sensitive information 
that, although publicly available, is of  little or no value to customers but 
helps the competitors arrive at a supracompetitive price.37  Here the focus 
is on “cheap talk,” that is, data exchanges that facilitate conscious paral-
lelism but are of limited use to customers. One prob lem, however, is in 
identifying such information. Part of the value of Big Data is data fusion, 
whereby computers link data sets, from which new insights emerge.38 More-
over, the data for some applications— such as customers sharing their in-
ventory data with suppliers— can promote effi  ciency even while raising anti-
trust concerns.39 Even if the customers seek to limit what information can 
be shared, the algorithms—by analyzing a variety of data— could fi ll in the 
gaps. So it would likely be diffi  cult (and potentially welfare- reducing) for 
the government to specify what data the algorithms must ignore.

A third challenge concerns the ability to eff ectively audit an algorithm 
or intervene in the market. One risk is that the government  will re-
main several steps  behind. Competition authorities may have a diffi  cult 
time overseeing fi rms’ design and development of sophisticated algo-
rithms. Further, state countermea sures implemented following an 
audit are not likely to keep pace with the industry’s evolving, self- learning 
algorithms.

While limited in appeal in 2016, the audit route may become feasible as 
technology and enforcers’ profi ciency develop.

Refl ections

Th e enforcement challenges presented by the new market dynamics may 
be divided into four groups. Th e fi rst is ideology around how markets 
operate and the goals of competition law. Th e second is po liti cal  will. Th e 
eff ects of intellectual and regulatory capture, as the next chapter explores, 
cannot be underestimated. Th e third is ingenuity. Th e lack of tools may 
represent a policy failure— namely, the agency’s pursuit of what is readily 
quantifi able over what is impor tant. It is all the more startling that in the 
age of Big Data and Big Analytics, the government is the entity that claims 
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it lacks the data or analytical tools to assess a restraint’s impact. For the 
areas we identify where their current tools may be ill- suited, the agencies 
should study how they can refi ne them or develop alternatives.

Fi nally, the law at times is messy. Some competition agencies envision 
themselves as surgeons, removing the anticompetitive restraint while 
leaving intact the procompetitive (or competitively neutral) be hav ior. Th at 
is the ideal. Th e risks of  legal uncertainty and enforcement costs dictate a 
careful approach when designing new instruments. In designing and en-
forcing, one should be aware of our limited ability to predict the  future, 
the dynamics of the market, and changes in strategies. Still, we would argue 
that a blanket refusal to engage in a discussion of pos si ble new tools would 
be eff ectively allowing the patient to die on the  table. It stems from the 
misguided assumption that we are merely dealing with old wine in new 
bottles—that, while digital markets are new and diff  er ent, the competi-
tive dynamic remains the same and does not call for change.
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AS WE HAVE EXPLORED, the upsurge of algorithms, Big Data, and super- 
platforms  will hasten the end of competition as we know it— a decline 

of the market system to which we have become accustomed. But as we 
stated at the outset, the new market dynamic is not necessarily bleak. Th e 
innovations from machine learning and Big Data can be transformative— 
lowering our search costs in fi nding a raincoat or parking spot, lowering 
entry barriers, creating new channels for expansion and entry, and ulti-
mately stimulating competition.

Big Analytics and Big Data can be benefi cial, no doubt. As we saw,  these 
innovations are not inherently good, bad, or neutral: it  will depend on how 
the companies employ the technologies, on  whether the companies’ incen-
tives are aligned with our interests, and on their actions’ collective impact 
on markets.

Th e new competitive landscape, however, is not necessarily rosy  either. We 
explored three core dynamics— collusion, behavioral discrimination, and 
Frenemy— where the rise of sophisticated computer algorithms, artifi cial 
intelligence, and Big Data can change our competitive paradigm and 
market real ity for the worse.  Th ese dynamics require us to look beyond 
the façade of competitive pro gress, acknowledge its pitfalls, and explore 
smart intervention to promote our welfare. We conclude with the following 
refl ections.

The Descent from King to Slave on the Data Treadmill

How do we know when competition is a mirage? In competitive markets, 
the economist Ludwig von Mises observed, the customer, not fi rms, should 

Final Refl ections
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be supreme. In our purchasing be hav ior, we ultimately determine “what 
should be produced and in what quantity and quality.”1 Von Mises, in his 
belief in consumer sovereignty, was skeptical about the evils of private 
monopolies— rational consumers with willpower oft en can take care of 
themselves. However, the market realities raise doubt as to our  actual power 
and control.

If we reigned supreme, we would get products that advanced our privacy 
interests. We would not have to wait years to get ad blockers for our mobile 
phones. We would not have to search the web in hopes of fi nding some 
technology that promotes our privacy interest. If we believed behavioral 
discrimination was unfair, companies would not segment and target us 
with diff erential pricing. Nor could companies tacitly collude and charge 
us higher prices as a result.

In competitive markets, fi rms collaborate to innovate or lower produc-
tion costs.2 Yet, as the Frenemy scenario explores, the cooperation and 
competition are misdirected.  Th ese new dynamics change competition as 
we know it from “consumer welfare/surplus” competition, which seeks to 
improve our well- being, to “producer welfare/surplus” competition, where 
fi rms cooperate to extract as much consumer surplus as pos si ble, and then 
compete over the spoils. Importantly, in producer welfare/surplus compe-
tition, the perceived attributes of a competitive market may exist, yet we 
do not benefi t.

No doubt super- platforms invest in research and development and im-
prove the interface and ser vices available to us. Th is, at times, improves 
overall welfare. But what ever one thinks of the super- platforms, one does 
not think of them as the authors or artists of any notable work. Facebook 
does not supply original content that attracts users to its platform: the 
content comes from other  people we know. Th e same is true for Twitter, 
LinkedIn, and many of Google’s ser vices. We largely create the YouTube 
videos ourselves or upload other  people’s content. None of the super- 
platforms have written an outstanding novel, directed or produced an 
award- winning fi lm, scored a musical or opera, staged a play, or informed 
the public debate with any investigative journalism. Other  people and com-
panies provide the creative content, which the super- platforms’ algorithms 
identify to attract our attention.

What is remarkable is that consumers are oft en toiling away on the 
super- platform, providing content without compensation, which the super- 
platform uses to attract  others. Th e more content we create or the more 
in ter est ing our content is, the more likely  others  will visit the super- 
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platform, the more data we collectively generate, and the more we can be 
targeted with behavioral ads. Indeed, the super- platform enables us to 
compete for status over how many “likes” our posts receive, how many fol-
lowers we have, or how oft en our postings are viewed. We are competing 
against each other for a relative advantage in status.

Yes, one might say, but we get it all for  free.  Free, however, is only a price 
point on a spectrum. We would likely pay some amount if we did not pay 
with our data (and being targeted with ads). But this is not to say we are 
fairly compensated for our data and content. Indeed, our toil on the super- 
platforms and the data collected about us are worth far more than the cost 
of developing and providing the technology. As we have seen, some tech 
fi rms have put a value on our data. Google estimates $720 per person, per 
year when it talks to investors.3 One key metric for Facebook, among  others, 
is daily active users: “Trends in the number of users aff ect our revenue and 
fi nancial results by infl uencing the number of ads we are able to show, the 
value of our ads to marketers, the volume of Payments transactions, as well 
as our expenses and capital expenditures.” 4 As Figure 6 shows, Facebook’s 
average revenue per user (ARPU) has increased steadily since 2010.5

Google’s ARPU in the fi rst quarter of 2014 was even higher— six times 
higher than Facebook’s.6 Both companies earn billions of dollars in profi ts 
from their advertising platforms.7

In a consumer- oriented competitive market, we could conceivably de-
mand compensation for our data and our contributions to YouTube, Face-
book, LinkedIn, and Twitter. Yet in our online environment this power has 
been diluted. Indeed, Facebook users eff ectively become  free endorsers 
when they “like” a product, advertisement, or com pany; their photo and 
identity can now be used in that product’s advertisements targeted at friends, 
 family, and  others.8

Facebook notes how “[t]he size of our user base and our users’ level of 
engagement are critical to our success.”9 If Facebook users stopped toiling 
away for  free and hopped off  the data treadmill, then the quality and fre-
quency of postings would decrease, and Facebook’s profi ts would shrink. 
As Facebook tells investors, it is “ ‘vital’ to encourage a broad range of users 
to contribute content.”10 One fear at Facebook is that users  will provide less 
content to attract  others to its platform. In the third quarter of 2015, for 
example, a market researcher found that “34% of Facebook users updated 
their status, and 37% shared their own photos, down from 50% and 59%, 
respectively, in the same period a year earlier.”11 Facebook thus seeks to 
nudge us onto the data treadmill. For example, since May 2015, to spur 



236 Final Reflections

conversations, Facebook has drawn on users’ likes and location to place 
“prompts related to ongoing events at the top of some users’ news feeds.”12 
Facebook, some argue, taps into our fear of missing out with habit- forming 
technology, like Instagram.13

Th us Facebook has  every incentive to steer us onto its super- platform, and 
having us work—by posting content, commenting on other  people’s content, 
and supporting the advertisers. It is doubtful that Facebook would be as 
popu lar as a social network if another network compensated users for posting 
content and spending time on its platform. Nor would many of us be satisfi ed 
with a  free fl ashlight app if we knew how much the app maker was profi ting 
from our data. And yet, the allegedly power ful forces of the invisible hand 
and competition have yet to deliver such new entry despite likely demand.

The Positive Feedback Loop Where the Big Get Bigger

So consumers  aren’t necessarily reigning supreme. Th e negative develop-
ments we identify from the collusion, behavioral discrimination, and 

Figure 6. Facebook’s average revenue per user, in U.S. dollars (http:// www 
. statista . com / statistics / 251328 / facebooks - average - revenue - per - user - by - region / )
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Frenemy scenarios have already surfaced and  will likely continue. But from a 
policy perspective the harm is less concerning if it is episodic and fl eeting. So 
 will the market power in our three scenarios likely be fl eeting or durable?

While we can hope for the former, the market characteristics suggest the 
latter. One threat to this anticompetitive equilibrium is if mavericks quickly 
enter the market, restore competition, and improve our well- being. As our 
three scenarios take hold in diff  er ent markets, it may become harder for 
in de pen dent mavericks to curb the abuses and safeguard our privacy.

One reason, as we saw in Part II, is that greater market transparency cuts 
both ways. Granted, imperfect information and less transparency can 
foster market manipulation. Indeed, a seller may manipulate the market— 
engage in secret discounts and, like a stock trader, profi t from the ineffi  -
ciencies through arbitrage. And yet, as pricing is increasingly powered 
by algorithms, as the velocity in accessing and responding to market in-
formation increases, and as algorithms quickly adjust prices in response 
to discounts or increases, the increase in transparency can yield tacit 
collusion— where competitors perhaps off er more choices, albeit at higher 
prices and with  little diff erentiation.

With their data- generated God View, fi rms  will observe not only their 
competitors’ current prices, but any nascent competitive initiatives. Tesco’s 
or Kroger’s computers, for example, can discern from the infl owing data 
that a par tic u lar loyalty card customer is driven by milk prices and is likely 
to shop for milk and other food products on the weekends. From the in-
coming geolocation data, the supermarket knows  whether its customer is 
driving  toward a rival supermarket. It can text the customer a signifi cant 
milk discount to woo him to its store, and thereby blunt the competitor’s 
incentives to poach its customers. Th us in tracking customers and se-
lectively discounting, retailers can thwart their rivals’ efforts to woo 
customers with lower prices. If rivals persist in discounting, the nuclear 
option becomes a signifi cant threat; the pricing algorithms  will soon learn 
that they  can’t profi t by lowering prices. For homogeneous goods, one likely 
outcome  will be the collusion scenario. For diff erentiated goods, the 
likely outcome  will be behavioral discrimination. Or at times the fi rms 
 will off er the product or ser vice for “ free,” and the competition  will be 
over extracting wealth through behavioral advertising.

Another reason why market power  will likely be durable is network ef-
fects.14 Operating systems, we saw, are a classic example of network eff ects: 
the more  people that use the platform, “the more  there  will be invested in 
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developing products compatible with that platform, which, in turn rein-
forces the popularity of that platform with users.”15 Th us network eff ects 
help insulate Google’s and Apple’s market power over mobile phone oper-
ating systems. As Th e Economist reported, “Alphabet [Google], Facebook 
and Amazon are not being valued by investors as if they are high risk, but as 
if their market shares are sustainable and their network eff ects and accumu-
lation of data  will eventually allow them to reap mono poly- style profi ts.”16

Positive feedback loops and data- driven network eff ects can play a sig-
nifi cant role  here.17 Th e new currency in our Frenemy and behavioral dis-
crimination scenarios is data. As one consulting fi rm observed, “Big Data 
may well become a new type of corporate asset that  will . . .  function much 
as a power ful brand does, representing a key basis for competition.”18 Th e 
ability to gather data enables super- platforms’ and sellers’ algorithms to 
better classify and target individual users, and consequently allows them 
to foster an ongoing relationship entailing additional interactions. Suc-
cessful data harvesting and analy sis can have a snowball eff ect, enabling a 
provider to better target customers, thereby reinforcing its power by at-
tracting additional users.19 Th is enables a provider “to gather even more 
valuable data about consumer behaviour, and to further improve ser vices, 
for (new) consumers as well as advertisers (on both sides of the market).”20 
Firms with more users, more personal data, and better algorithms can better 
price discriminate or wield greater power in the Frenemy scenario, so 
fi rms  will seek a data advantage over rivals. In its 2015 report on Big Data, 
the White House noted that “even small improvements can have a large 
impact on profi tability, particularly for companies with a large customer 
base.”21 One example it gives is Netfl ix, which, a 2014 study described, 
could boost profi ts by using behavioral data for personalized pricing.22

Shielded by data- driven network eff ects, fi rms can use their data advan-
tage and greater opportunities to experiment to teach their algorithms to 
be smarter than their rivals’. In quickly accessing and analyzing our per-
sonal data, the super- platforms have power ful tools that the monopolies of 
yesteryear lacked, such as the ability to discern trends and threats well be-
fore  others, including the government.23

Th eir superior market position enables them to dictate the interaction 
not only with us— the customers— but also with small and medium size 
companies. Th e latter, just like us, may lack the resources, data, and algo-
rithms to eff ectively curb the power of the super- platforms when they ex-
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pand into their markets. Even Goliaths like General Motors are wary that 
with self- driving cars, the lion’s share of profi ts  will go to  those tech fi rms 
that develop the algorithms and collect the data.24 Th e auto manufacturers’ 
profi ts (and their  unionized workers’ salaries) are squeezed.

Th e winners in the data- collection arms race benefi t in several ways: fi rst, 
in improving their self- learning algorithms; second, in capturing greater 
value from the data ( either directly or indirectly through advertising- 
related ser vices or behavioral discrimination); third, in using the profi ts to 
expand their platform, thereby attracting more users, advertisers, and per-
sonal data; and fi  nally, as their platforms evolve into super- platforms, in 
becoming the lords of the new market order— keepers of the data— who 
can promote or disrupt competition at their  will.

Th us we enter a data- collection arms race, where fi rms have  little incen-
tive to protect our privacy interests.25 A data advantage over rivals can en-
able the com pany to achieve critical economies of scale, which could tilt 
the data— and the competitive balance—in its  favor. Indeed, leading com-
panies do not limit themselves to mere improvements in harvesting and 
analyzing data; they also compete on infrastructure and in emerging mar-
kets. As Evgeny Morozov noted, “Google and Facebook have fi gured out 
that they cannot be in the business of organ izing the world’s knowledge if 
they do not also control the sensors that generate that knowledge and the 
gateways through which it passes.”26

Mavericks, like Disconnect, may off er privacy technologies that seek to 
protect us from being tracked and our personal data from being collected. But 
they currently are swimming against the current. None of the super- platforms 
are promoting  these privacy technologies. Indeed, some super- platforms 
perceive  these privacy technologies as threats to their advertising- revenue 
business models. Th us the incentives and ability to innovate diminish, espe-
cially when a super- platform kicks  these mavericks out of its app store. Any 
maverick  will end up investing heavi ly to reach us— paying the tax levied by 
the new dynamic.

Technology and Wealth In e qual ity

Even if the harms we identify are real and per sis tent, they might be over-
shadowed by the procompetitive gains we identify in Chapter 1. Granted, 
consumers might lose in some markets, but overall they may benefi t  under 
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the new competitive dynamics, with more consumer surplus (and money) 
to spend or save. Overall their wealth may increase.

Th e fact that some online markets are competitive does not excuse anti-
competitive tactics in other markets. But assessing the gains and losses puts 
the prob lems we identify into perspective. Overall, all  else being equal,  will 
wealth in equality increase, decrease, or remain unchanged as we enter the 
age of virtual competition?

Th e current rec ord wealth in equality is a pressing issue. In January 2016, 
ahead of the Davos World Economic Forum, Oxfam released a report on 
global wealth in equality. According to the report, sixty- two billionaires 
own the same wealth as half the world’s population—3.6 billion  people.27 
As an Oxfam executive director said: “half of the world’s population— 
that’s three and a half billion  people— own no more than a tiny elite whose 
numbers could all fi t comfortably on a double- decker bus.”28

One  factor contributing to income and wealth in equality is market 
power.29 Consider, for instance, the state of competition in the United States. 
In 2016, the White House issued an executive order30 and report by its 
Council of Economic Advisers (“CEA Report”).31 Th e CEA Report high-
lighted several signs indicating a decline in competition in the United 
States since the 1970s. First, entry appears to be decreasing in many eco-
nomic sectors, including a decades- long decline in new business forma-
tion. Th e United States is seeing lower levels of fi rm entry and  labor market 
mobility. Second, many industries are becoming more concentrated. Th ird, 
increasing industry profi ts are falling into the hands of fewer fi rms. Basi-
cally, the CEA Report identifi es how more industries are dominated by 
fewer fi rms (increasing concentration).  Th ese few power ful fi rms are ex-
tracting greater profi ts (and wealth) from workers, sellers, and consumers. 
And it is getting harder for new fi rms to enter markets and for workers to 
change employers. Th e solution is more competition. Th is includes, the 
CEA Report noted, robust antitrust enforcement.32 Th e Council of Eco-
nomic Advisors also noted that as more sectors of the economy are digi-
tized, the government needs to consider how digitization is impacting 
competition, and  whether additional regulation is needed.33

Th us, in assessing  whether the emerging digitized hand is reducing 
market power and increasing consumer surplus, one metric is wealth 
in equality. It should decrease. But this  isn’t guaranteed. Th e increasing 
importance of Big Data, a UN panel of experts noted in a 2014 report, is 
creating the prospect that “a  whole new in equality frontier  will open up, 
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splitting the world between  those who know, and  those who do not.”34 Th e 
concern is that the boom in Big Data and information asymmetry perpet-
uates wealth in equality.35 As one writer has noted, “the data mining of in-
dividual privacy is fundamentally reshaping markets by transferring so 
much knowledge about user interests, be hav ior and desires into a few cor-
porate hands.”36

We can see how fi rms extract wealth in our three scenarios. In the col-
lusion scenarios, the money is extracted directly from purchasers’ pockets 
in the form of higher prices. Even where the collusion involves interme-
diary goods, the cost increase can translate to higher prices for the fi n-
ished goods that we buy.

Technology, in our behavioral discrimination scenario, may increase 
wealth in equality. As we saw, one defense for price discrimination is that it 
increases market access to poorer customers (such as university grants and 
scholarships). But the victims of behavioral discrimination  will not always be 
the wealthy who are willing to pay more. Th e victims  will oft en be the poor 
whose circumstances limit  viable outside options. Take, for example, Staples. 
It was discriminating against— rather than in  favor of— the poor. Th e Wall 
Street Journal, in examining Staples’ online price discrimination, found that 
customers living in wealthier communities generally paid lower prices.37 Th e 
wealthy (who presumably had more outside options, such as more competing 
stores nearby or greater ability to drive to alternatives) received discounts.

In our Frenemy scenario, wealth extraction can occur on several levels. 
First, the super- platforms extract wealth from users by getting their valu-
able data, including their likes, dislikes, intentions, and so on, without 
having to pay its fair market value. Second, the super- platforms extract 
wealth by getting content from users for  free. (In a competitive market one 
might expect rivals to off er valuable consideration to induce users to 
provide them content.) Th ird, the super- platforms help extract wealth by 
advancing behavioral advertising and discrimination. Fourth, the super- 
platforms extract wealth when they scrape valuable content from other 
websites and post it on their own.38

Th us, as super- platforms expand into personal assistants, the Internet of 
 Th ings, and smart technologies, the concern is that their data advantage 
increases their competitive advantage and market power. As their capacity 
to extract our wealth increases, more money  will fl ow to the few super- 
platforms. Interestingly, in early 2016, the growing profi tability of one 
super- platform, Google, sparked “an  aft er- hours [trading] rally that 
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propelled it past Apple Inc. as the world’s most- valuable com pany.”39 Th us 
the two mobile super- platforms in early 2016  were the world’s two most 
valuable companies.

Privacy and Trust

Wealth transfers, for some economists, are a nonissue.  Widows and or-
phans, they observe, could be shareholders in the monopolies. When the 
mono poly profi ts  don’t return to the poor and  middle class, the govern-
ment, through taxes and other programs, can redistribute the wealth. Th e 
economists’ concern is deadweight welfare loss, namely transactions that 
would have occurred in a competitive market but are forgone in the cartel-
ized or monopolized industry.

Competition offi  cials, at times, see the privacy issues we raise as unrelated 
to their competition concerns. In the Facebook/WhatsApp merger, the 
Eu ro pean Commission recognized that Facebook may weaken WhatsApp’s 
privacy commitments and start collecting and using personal data from 
WhatsApp users. Th e Commission, however, focused primarily on adver-
tisers, not individuals:

For the purposes of this decision, the Commission has analysed poten-
tial data concentration only to the extent that it is likely to strengthen 
Facebook’s position in the online advertising market or in any sub- 
segments thereof. Any privacy- related concerns fl owing from the in-
creased concentration of data within the control of Facebook as a result 
of the Transaction do not fall within the scope of the EU competition law 
rules but within the scope of the EU data protection rules.40

 Th ese privacy- related eff ects, for some, are unrelated to their notion of 
consumer welfare.41 Some argue, for example, that it is “impossible to fi nd 
any way in which consumer welfare is currently being harmed by Google.” 42 
 Others take the view that merely conducting a relatively narrow cost- 
benefi t analy sis of the issue “diminishes privacy’s status as a right.” 43

 Th ese views are mistaken. Just  because an app is  free, and continues to 
be  free  aft er the merger,  doesn’t mean that consumers  will necessarily ben-
efi t. Privacy protection can be a pa ram e ter of non- price competition, namely 
quality.44

Moreover, privacy at times fi ts within neoclassical economic theory’s 
concern over deadweight welfare loss. Th e virtual economy, as Chapter 1 
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discusses, can promote allocative effi  ciency. But it can also increase the 
deadweight welfare loss by increasing distrust. Market economies rely on 
trust.45 Fairness and trust, business and economic research shows, are 
highly interrelated. On a macro level, the empirical evidence does not iden-
tify greed as a prerequisite for a market economy.46 Socie ties with greedier 
residents do not necessarily have stronger economies. Instead, norms of 
fairness can play a far greater role than greed in supporting a market 
economy. As Professor Lynn Stout discussed, societal norms of fairness 
and prosocial be hav ior are both common in and necessary for a market 
economy.47 Violations of social norms of fairness decrease trust and in-
crease retaliation.48 How trusting can you be in a world where  people  will 
seek whenever pos si ble to profi t at your expense? Th e transaction costs in 
a world where greed runs amok would be astronomical. Many  people in 
behavioral economic experiments are trusting. However, their willingness 
to trust and cooperate is conditional, depending on the  actual or expected 
cooperation of  others.49

For online markets to deliver their benefi ts,  people must trust fi rms and 
their use of their data. But as technology evolves and more personal data is 
collected, we are increasingly aware that companies are using our personal 
information for their own benefi t, not ours.50  Th ere is growing mistrust of 
how fi rms use Big Data and Big Analytics.51 Take, for instance, the nu-
merous challenges involving Google’s alleged evasion of privacy protec-
tions,52 and the revelation that  owners of Nissan Leaf cars  were being 
tracked (and that other users could access the relevant data).53 Many  people, 
the U.K. competition agency recently found, are unhappy with how well 
fi rms explain why they collect data.54 As the agency concluded, “Consumer 
trust could be fragile and at risk if negative perceptions about new tech-
nologies or the way fi rms manage data take hold. We are concerned that 
 future changes in the way that data is collected and used (such as more pas-
sive collection via the [Internet of  Th ings]) could test how far consumers 
would be willing to continue to provide data.”55

If industries advance closer  toward perfect behavioral discrimination, 
consumers  will increasingly distrust ser vice providers, platforms, mobile 
devices, and wearables. Consumers may no longer use the technology— 
such as search engines, mobile technology, smart electric meters, smart 
watches, and other wearables—to  the same degree, out of privacy concerns. 
Th ey may forgo purchases that they other wise would have made if they had 
greater trust in the seller and the fairness of the market norms. Th us, as 
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the volume, variety, and complexity of personal data being collected ex-
pands, privacy issues  will likely become more pressing.56 As distrust in-
creases, so too  will the deadweight welfare loss.

Money, Power, and Politics

Besides the deadweight welfare loss, the rise of market  giants in control of 
data, analytics, and the ecosystems raises challenging questions about the 
concentration of power.57 To what extent does economic concentration 
aff ect enforcement?

Economic power can translate into po liti cal power. Corporations and 
trade groups spend billions of dollars lobbying the U.S. government.58 And 
with the rise of private economic power, the dividing line between corpo-
rate action and the po liti cal realm may easily fade.59 Th e extent of crony 
capitalism may surprise some. Many of us knew that the major fi nancial 
institutions had clout, but the economic crisis and subsequent U.S. tax-
payer bailouts exposed the extent to which they manipulated the regula-
tory environment in their  favor, and how the eco nom ically power ful have 
 every incentive to use the government to protect their economic interests. 
Not surprisingly, two- thirds of Americans, including a majority of Repub-
licans, believe that the economy “unfairly  favors power ful interests.” 60

Now the clout of the tech  giants and their infl uence on government pol-
icies are coming to light. Th e super- platforms and other interested parties 
are investing heavi ly in shaping the debate. Take, for example, Google’s 
lobbying, which captured the media’s attention in recent years. Th e week 
 aft er it became public that the U.S. Federal Trade Commission was inves-
tigating Google for monopolistic abuses, the com pany hired twelve addi-
tional lobbying fi rms61 and increased its lobbying expenses in 2012 by 
88  percent, becoming among “the top 10 of spenders seeking to infl uence 
the federal government.” 62 During this time, Google, the Wall Street Journal 
reported, “had a fl urry of meetings with top offi  cials at the White House 
and Federal Trade Commission.” 63 Google reportedly established a close 
relationship with the Obama administration: “Google representatives at-
tended White House meetings more than once a week, on average, from 
the beginning of Obama’s presidency through October 2015. Nearly 250 
 people have shuttled from government ser vice to Google employment or 
vice versa over the course of his administration.” 64 We  don’t know what 
was discussed;  these meetings might have been benign or involved an 
outsider’s perspective on impor tant policy issues. Still, they refl ect one 



 Final Reflections 245

fi rm’s unparalleled access to the highest levels of the Executive Branch, 
and the opportunities to align state policies with corporate interests.

With such infl uence in mind, eyebrows  were raised when it emerged that 
the FTC’s decision to close its Google investigation may have been incon-
sistent with the recommendations of its  legal staff .65 Th e story came to light 
in 2015 as the Wall Street Journal inadvertently received portions of the FTC 
 legal staff  report. Th e  legal staff  recognized the likely defenses and challenges 
in bringing a monopolization case, and opted to forgo challenging some of 
Google’s practices. But the FTC  legal staff ,  aft er a lengthy investigation, con-
cluded that Google’s conduct “has resulted— and  will result—in real harm 
to consumers and to innovation in the online search and advertising 
markets.” 66 Th us the  legal staff  recommended suing Google for abusing its 
mono poly power in several ways that harmed Internet users and rivals.67

 Aft er the FTC staff  report became public,  there was an outcry, especially 
among Eu ro pean policymakers, as Google was  under investigation by the 
Eu ro pean Commission. Google’s lobbyist e- mailed the FTC saying the 
com pany was “deeply troubled” 68— its rivals  were using the FTC staff  re-
port to “sow confusion and undermine the FTC’s conclusions, especially 
in Eu rope.” 69 It pressed the FTC to defend its decision in a press statement. 
“Two days  aft er the email was sent, and  aft er the Wall Street Journal pub-
lished another article about Google’s relationship with Washington,” the 
reporter who broke the story noted, “the FTC released a statement that pro-
vided the context [the Google lobbyist] had sought.”70

Moving beyond this story, it is impor tant to understand why lobbying 
by leading companies and key economic players  will likely intensify with 
virtual competition. Th e stakes are greater, as fi rms can extract even 
more wealth  under our collusion, behavioral discrimination, and Frenemy 
scenarios. Th eir increasing economic power  will likely translate to po liti cal 
power, infl uencing governmental policies to preserve the status quo.71 
Moreover, the  legal standards applicable to many of our scenarios invite 
lobbying. Let us explain why:

For hard- core antitrust violations, such as the Messenger and perhaps 
Hub and Spoke collusion scenarios, the per se illegal antitrust standard 
limits defenses (and discretion). But for our other scenarios, greater discre-
tion exists. It is basic economics that the more discretion the government 
has in bringing and determining violations, the more prone its policies are 
to distortion by lobbyists. Th e vaguer the  legal standard, the more subjec-
tive input it allows from lobbyists. Th e less transparent the review and its 
objectives, the less predictable the enforcement becomes.
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Consequently, the prob lem is not lobbyists. Th e prob lem is the combi-
nation of concentrated economic power, weakened limits on corporate po-
liti cal spending,72 and an amorphous  legal standard, such as the Supreme 
Court’s “rule of reason”  legal standard for most antitrust violations.73 Th e 
amorphous  legal standard is attractive to economists, lobbyists, and anti-
trust counsel who “know” and “can work” with the agency to dissuade it 
from intervening in our three scenarios.

Intellectual Capture

Closely linked to economic power is the ability to foster intellectual and reg-
ulatory capture. As anthropology professor David Graeber observed, “if 1% of 
the population controls most of the disposable wealth, what we call ‘the 
market’ refl ects what they think is useful or impor tant, not anybody  else.”74

Lobbying, discussed above, provides a central tool to shape opinions of 
governments and the public—to aff ect the public debate and our perception 
of right and wrong.75 Other means to capture the debate include the funding 
of articles, academic initiatives, and think tanks.76  Here one may harness the 
credibility of individuals and institutions to propagate certain ideas and 
create a pool of supportive media and writing that can cross- reference itself.

Google, for example, from the beginning of the FTC investigation through 
the end of 2013, reportedly gave George Mason University’s Law and Eco-
nomics Center $762,000 in donations.77 Why? Th e center “issued numerous 
studies supporting Google’s position that they committed no  legal violations, 
and hosted conferences on the same issues where Google representatives sug-
gested speakers and invitees.”78 Between 2009 and 2015, at least “66 published 
studies by over 45 academics”  were reportedly  either “ ‘commissioned by 
Google,’ ‘funded by Google,’ or ‘supported by a gift  from Google, Inc.’ ”79

Google is not alone. We should expect the benefi ciaries of our three sce-
narios to fund articles, academic initiatives, and think tanks to frame the 
“virtual competition” debate in ways that support their corporate agenda. 
When confronted with market realities— such as declining upward mo-
bility, diminishing rates of small- com pany creation, increasing market 
concentration and power, and widening wealth in equality— they  will likely 
pivot from the economic realities to the neoclassical economic theories of 
self- correcting markets. Th ey  will likely argue that any meaningful inter-
vention in our three scenarios would cause greater harm than good. Th e 
dynamic market’s self- policing powers,  we’ll be told,  will prevent compa-
nies from infl icting signifi cant harm and  will safeguard our welfare.



 Final Reflections 247

Similarly, arguments in  favor of any form of intervention are likely to be 
framed as opposing technology or innovation. For example, in his opening 
statement in the historic 1998 antitrust trial, Microsoft ’s lead attorney com-
pared the Justice Department to nineteenth- century Luddites who smashed 
 labor- saving machines “to arrest the march of pro gress driven by science 
and technology.” 80 Th e government’s case was “a repudiation of the basic 
princi ple in our society that creative commercial activity should be encour-
aged and rewarded.” 81 Of course, as Eu ro pean and U.S. courts have recog-
nized, monopolistic abuses  don’t foster innovation; rather, their abuses, left  
unchecked, can cause greater harm to technological innovation. But the 
doublethink is that hindering monopolistic abuses hinders innovation.

With the dominant fi rms’ many levers to aff ect public opinion, we cannot 
help but won der  whether competition enforcers and regulators can resist 
the intellectual capture skillfully propagated by  these  giants— through 
media, lobbying, po liti cal power, and funding. Is the controlled ecosystem 
limited to our online environment, or is it already capturing the main 
junctions in our po liti cal environment— leaving us with only the illusion 
of autonomy and in de pen dence?

The Road Ahead

We are oft en told how the technological revolution  will increase our wel-
fare through greater transparency, communication, choice, and value. 
Computer algorithms are constantly improving. Th e use of computers and 
their interface with  humans are rapidly evolving. Th e Internet of  Th ings 
 will expand, with more sensors in the home, car, work, and on our body.

Th e technologies’ potential benefi ts are oft en signifi cant and self- evident, 
from increasing our health to fi nding an available parking space. We cer-
tainly agree, and welcome  these transformative technologies. But  these 
exciting developments and their welfare benefi ts should not mask the 
potential risks.

Our aim was to show that data- driven online markets  will not neces-
sarily correct themselves. Even when markets are competitive, this pres-
sure may not necessarily improve our welfare. With the changing market 
real ity, new dynamics may change our ability to safeguard our welfare. It 
may become even harder to eff ectively resist the fl ow of our diminishing 
wealth to fewer, more power ful fi rms. As power shift s to the hands of the 
few, the risks this  will likely have for competition, our demo cratic ideals, 
and our economic and overall well- being  will increase accordingly.
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Th us, careful and mea sured intervention  will likely be warranted. Main-
stream competition, privacy, and consumer protection enforcement and 
regulation all have an impor tant role in safeguarding our welfare. As we 
illustrated, however, some remedies that traditionally come to mind are 
imperfect. As market dynamics evolve, new and carefully mea sured instru-
ments  will be needed—to deter the abuses by super- platforms and harms 
from the Frenemy dynamics, to prevent computers from colluding, and to 
block the road to perfect behavioral discrimination. Education should also 
play a key role. Th e notion that “ free may be expensive” should not be the 
preserve of the privileged few. Competition agencies and our elected gov-
ernments have a responsibility to educate customers as to the promises and 
perils of virtual competition.

Importantly, enforcement agencies must devote resources to under-
standing the changing market dynamics and incentives, the role and use 
of data and algorithms, and the implications for our welfare. In addition, 
faced with the limited utility of current  legal doctrines on agreement and 
intent in the age of pricing algorithms, agencies  will face the challenge of 
updating the enforcement toolbox to match the emerging challenges.

Th is task has never been easy. It is even harder in dynamic markets. Ill- 
advised or misguided intervention, without a clear and credible theory of 
harm, can carry signifi cant welfare costs. But so  will ignoring the scenarios 
we raise.

Even more worrying is the intellectual capture that may inhibit a critical 
look at market dynamics. Ultimately, it comes down to po liti cal  will. Th e 
most daunting challenge is getting government agencies to respond. Some 
agency offi  cials, in our discussions about this book,  were engaged and  eager. 
 Others  were somnolent. One was comatose. Th e siren song of power ful 
players both inside and outside the government may undermine change and 
discredit attempts to evaluate new market dynamics.

So po liti cal pressure is needed. Antitrust  under the Obama administra-
tion is perceived at best as mixed and at worst feeble. Despite having one of 
the older antitrust laws, the United States, as one former offi  cial noted, “is 
no longer viewed as the intellectual leader of antitrust.” 82

So to you, our dear readers who took the time to join this endeavor, we 
thank you. Few get excited about antitrust anymore. But apathy has a price. 
We cannot assume that the digitized hand  will always protect our welfare. 
It is ultimately up to us to start asking our elected offi  cials and agencies 
what they are  doing to prevent  these scenarios from happening.
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