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Introduction

icrosoft continues to improve on its server operating system with its

release of Windows Server 2022. Although Windows Server 2022 doesn’t

introduce any huge sweeping changes, it offers some great new features,
including advancements to security, services, and system administration.

Security features have been improved upon to offer better encryption support for
Server Message Block (SMB) protocol. A new offering with Windows Server 2022
is a secured core server, which essentially allows system administrators to harden
their system at the hardware/firmware level.

As more and more customers have moved to the Azure cloud, Microsoft has added
new features to better support Windows Server 2022 administration in the Azure
cloud, as well as on-premises for hybrid environments. One of the new features is
the ability to patch without reboots (yes, it’s a thing!).

About This Book

Windows Server 2022 & PowerShell All-in-One For Dummies provides something for
everyone — from the junior system administrator just getting their start, to the
seasoned system administrator looking to improve their skills.

I try to cover as many of the everyday topics that you would need to know as a
system administrator and explain things that are outside of your daily work. My
goal with this book is to help you understand not just the what and the how, but
also the why.

This isn’t the kind of book that you pick up and read from start to finish, and
it’s probably not the kind of book you’ll read on the beach. Instead, this book is
a reference — the kind of book you can pick up, turn to just about any page, and
start reading. It’s divided into eight minibooks, each covering a specific aspect of
working with Windows Server 2022 or PowerShell.

Introduction 1



You don’t have to memorize anything in this book. Pick it up when you need to
know something. After you find what you’re looking for, put it down and get on
with your life.

Within this book, you may note that some web addresses break across two lines
of text. If you're reading this book in print and want to visit one of these web
pages, simply key in the web address exactly as it’s noted in the text, pretending
as though the line break doesn’t exist. If you're reading this as an e-book, you’ve
got it easy — just click the web address to be taken directly to the web page.

Foolish Assumptions

I had to make some assumptions about you as I wrote this book:

¥ | assume that you want to know more about Windows Server 2022 and
PowerShell and you've worked with some version of Windows Server
in the past.

¥ | assume that you're a system administrator, and that you have the permis-
sions to do the things mentioned in this book. Some of the procedures
require you to have administrator access.

Icons Used in This Book

2

TIP

WARNING

o
S
TECHNICAL
STUFF

As you read through the book, you’ll see icons in the margin. I use those icons to
grab your attention. Here’s what each of these icons mean:

Anything marked with the Tip icon will save you time or frustration or just gen-
erally make your life easier — at least your system administrator life (I can’t do
anything about your relationship with your parents).

If you see a Warning icon, take heed! Anything marked with this icon could be
destructive or at the very least give you a major headache.

When you see the Technical Stuff icon, this is usually where I go full nerd and add
some more in-depth technical information. If you want to let your inner geek flag
fly, read these with gusto! But if you’re in a hurry and just want to get the infor-
mation you absolutely need, you can pass these by.
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If something is really important — important enough for you to commit it to
memory — I mark it with the Remember icon.

REMEMBER

Beyond the Book

In addition to what you’re reading right now, this product also comes with a free
access-anywhere Cheat Sheet that includes helpful tips and tricks to navigate
and administer Windows Server 2022. To get this Cheat Sheet, simply go to
www.dummies.com and type Windows Server 2022 & PowerShell All-in-One
For Dummies Cheat Sheet in the Search box.

Where to Go from Here

I’m a traditionalist, so I recommend starting with Book 1, Chapter 1. This is where
you find out about the new things that await you in Windows Server 2022. From
there, it’s entirely up to you! You can read the book in order, or skip around, let-
ting your curiosity be your guide.

One last note: I highly recommend that you create a test environment as you go
through this book and experiment with different components of the Windows
Server operating system. I try to call attention to potentially destructive proce-
dures, but it’s your responsibility to ensure that you’re practicing in a safe envi-
ronment, ideally not your production environment.
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IN THIS CHAPTER

» Getting an overview of the features
new to Windows Server 2022

» Making sense of the Windows Server
2022 editions

» Looking at the different Windows
Server 2022 user experiences

» Recognizing the benefits of Server
Manager

» Working with the Windows Admin
Center

» Making your data center bigger and
better

Chapter 1

An Overview of Windows
Server 2022

indows Server 2022 is the latest version of Microsoft’s flagship server

operating system. This chapter has something for everyone. If you’re

already familiar with Windows Server, I discuss the new features that
Windows Server 2022 brings to the table. If you haven’t worked with Microsoft
Server operating systems much before, you’ll appreciate the information on the
editions and user experiences that you can use, depending on your needs.
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Extra! Extra! Read All About It! Seeing
What's New in Windows Server 2022

With each new version of Windows Server, Microsoft introduces new and inno-
vative technologies to improve administration, add needed functionality, and
improve security. Here are some of the new features in Windows Server 2022:

¥ Secured-core server: These systems have special hardware that enables
them to use advanced security features. Trusted Platform Module (TPM) 2.0 is
a standard feature, for example, which can be used for a variety of things,
including secure key storage and improved boot time protection from
BitLocker. Microsoft also provides increased protections against firmware-
level attacks and virtualization-based security (VBS).

3 Improvements to Domain Name System (DNS) security: DNS requests can
now be made via Hypertext Transfer Protocol Secure (HTTPS), using an
encrypted channel. This new feature is referred to as DNS-over-HTTPS, which is
shortened to DoH. If you're like me, you probably pictured Homer Simpson
yelling “D'oh!”

3 Transport Layer Security (TLS): In Windows Server 2022, both HTTPS and
TLS 1.3 are enabled by default to better protect your network and Internet
activity. For more information on this feature, check out Book 5, Chapter 3.

3 Server Message Block (SMB) security: Windows Server 2022 brings several
improvements for SMB security. SMB can now be used over the QUIC protocol
instead of Transmission Control Protocol (TCP). This allows you to take advan-
tage of TLS 1.3 encryption. SMB Direct now supports encryption with little to no
performance impact. Previously, if you enabled SMB encryption, direct data
placement was disabled due to the impact to performance. Plus, traffic
between storage clusters in Storage Spaces Direct can now be encrypted.

3 Azure hybrid capabilities: In Windows Server 2022, you have Azure Arc,
which provides centralized management of servers, and Azure Automanage:
Hotpatch, which allows for rebootless updates. | discuss these features a bit
more toward the end of this chapter.

3 Windows Admin Center: Improvements have been made to Windows Admin
Center to add support for the new secured-core server features.

3 Improved support for Windows Containers: Container image sizes have
been greatly reduced, and increased support for Kubernetes has been added.
| discuss these subjects in greater detail in Book 8.

3 Network performance: TCP and User Datagram Protocol (UDP) performance
have both been improved in Windows Server 2022.

8 BOOK1 Installing and Setting Up Windows Server 2022



¥ Microsoft Edge browser: Microsoft Edge is now the browser of choice on
Microsoft products. It has replaced Internet Explorer as the default browser in
Windows Server 2022.

3 Storage improvements: Migrating data has been made simpler with
improvements to the Storage Migration Service. Storage Spaces Direct has
also gotten some love with two big improvements. The first new feature, user
adjustable storage repair speed, allows users to specify how many resources
should be allocated to repairing data or servicing active storage needs. The
second new feature is the storage bus cache being available on non-clustered
systems, which allows you to create tiered storage on a stand-alone server.

Deciding Which Windows Server
2022 Edition Is Right for You

Windows Server 2022 comes in three editions: Essentials, Standard, and Datacen-
ter. In the following sections, I walk you through each edition so you can deter-
mine which one is right for you.

Essentials

The Essentials edition is ideal for small organizations (usually no more than
25 to 50 users). It provides enough basic functionality to do most jobs and is a cost-
effective solution for small organizations. Features of the Essentials edition
include the following:

3 Supports up to two CPU cores

¥ Supports a maximum of 64GB of random access memory (RAM)

Standard

The Standard edition is ideal for environments with little to no virtualization or
when used as a guest operating system. Features of the Standard edition include
the following:

3 Up to two Hyper-V containers and unlimited Windows containers
3 HGS and Nano Server support

¥ Storage Replica (with some limitations)
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Datacenter

The Datacenter edition has the same features as the Standard edition and some
additional features that make it the ideal edition for organizations with a lot of
virtualization needs, the desire to do software-defined networking, or that need
advanced storage options. Some of these features include the following:

¥ Unlimited Hyper-V containers in addition to unlimited Windows containers

¥ Unlimited Hyper-V virtual machines and support for shielded virtual machines
¥ Storage Replica (unlimited) and Storage Spaces Direct

¥ Software-defined networking

3 Network controller

¥ Host Guardian Hyper-V support

Note: There is a specialized version of Windows Server Datacenter referred to
as the Azure Edition. Windows Server 2022 Datacenter: Azure Edition provides
greater integration with the Microsoft Azure cloud. You can only get this version
through Microsoft Azure by installing it as a virtual machine in Azure. You can’t
install it on your own on-premises systems or run it on your own hypervisors.
New features include the following:

¥ Azure Extended Network
¥ Hotpatching

¥ SMB over QUIC
¥ Shielded VM support

Note: You won’t see Datacenter: Azure Edition called out in this book specifically.
However, many of the topics I cover in this book can be applied to Datacenter:
Azure Edition.

Walking the Walk: Windows Server 2022
User Experiences

Windows Server 2022 has two user experiences to choose from. What you use
will depend on the workload you’re wanting to support, as well as organizational
requirements. In this section, I explain the Desktop Experience and the Server
Core experience, as well as some pros and cons of each.
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FIGURE 1-1:
Server with Desk-
top Experience.

Desktop Experience

Desktop Experience is what you would consider to be the standard graphical user
interface (GUI) that you may have used in previous versions of the Windows Server
operating systems. It allows you to interact with the system with buttons and
menus rather than through the command line. Server with Desktop Experience
can be managed through Group Policy if attached to an Active Directory domain,
and workgroup (non-domain) servers can be managed via local Group Policy.

Desktop Experience tends to be the easier form of server installation and admin-
istration for beginning system administrators, but I highly recommend that you
don’t rely on the GUI (shown in Figure 1-1). Become a PowerShell ninja instead!
PowerShell is a very versatile language and can be used on a variety of systems,
including some of the newer versions of Linux.

=

Recycle Bin

£ Type here to search

Server Core

Server Core (shown in Figure 1-2) provides a much simpler interface if you con-
nect to the console. You’re greeted by a somewhat familiar-looking command
window that prompts you for your username and password. After you’ve logged
in, by default you’re presented with the sconfig window. When you choose to
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FIGURE 1-2:
Server Core's
sconfig utility
is where you

perform initial
configuration.

exit to command line from sconfig, you’re given a PowerShell window to interact
with. Initial configuration is done with the sconfig utility, though it could be done
through a PowerShell script or PowerShell Desired State Configuration (DSC). This
experience can be managed through Group Policy if attached to an Active Direc-
tory domain or through local Group Policy if they’re workstation servers.

BB Select Administrator: CAWINDOWS\system32\cmd.exe

[=[o] &

Domain/workgroup:

Computer name:

Add local admin
Enabled
Download only

Disabled

Required

Enter number to select an option:

Nano

Nano provides an even simpler interface and a much more limited console, which
is referred to as the Recovery Console. It isn’t available through the regular
installer on the disc; instead, you have to download the container image from
Microsoft. Nano has a much smaller footprint, both in terms of disk and compute
needs, than Desktop Experience or Server Core. Because it has a smaller overall
footprint, the attack surface is also reduced. Windows Server Nano 2022 is avail-
able only as a container base operating system image and can only be run as a
container on a container host.

Nano can’t be managed through Group Policy. You need to use PowerShell DSC
instead if you want to manage Nano at scale. You may be asking why you would
even use Nano when it’s such a limited version of the operating system. If you
need to run container workloads that use .NET, Nano is an excellent candidate
because it has been optimized to run .NET Core applications.

If you want to check it out, you can download the Nano server images from Micro-
soft’s container registry on DockerHub with this command:

docker pull mcr.microsoft.com/windows/nanoserver

BOOK 1 Installing and Setting Up Windows Server 2022



You can also go to https://hub.docker .com/_/microsoft-windows-nanoserver
to see more information about the current Nano server container image. This
includes a description of the image, reviews, and additional resources.

If you want to find out more about containers and using Docker commands, check
out Book 8.

Note: You won’t really see Nano discussed in depth anywhere in this book because
you’re far more likely to encounter the Desktop Experience or Server Core instal-
lations of Windows Server 2022.

Seeing What Server Manager Has to Offer

FIGURE 1-3:
Server Manager is
the landing page
you get when you
log in to Windows
Server 2022.

When you first install Windows Server 2022 and you log in, the first screen that
you’re greeted with is Server Manager (see Figure 1-3). This screen gives you a
central area to do all the configuration tasks you need to do on your server. It
presents a handy menu to manage all the roles and features installed on your
server as well.

= Server Manager

Server Manager * Dashboard @1 vorage oo

I Dashboard WELCOME TO SERVER MANAGER

§ Local Server
5 Al Servers
= o Configure this local server
WE File and Storage Services b Y
QUICK START

2 Add roles and features

3 Add other servers to manage
WHAT'S NEW .
4 Create a server group
Connect this server to cloud services

Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles:1 | Servergroups:1 | Serverstotali 1

= Fil d St H
jrg File and Storage 1 § Local Server 1
Ml S cvice s M

@ Manageability (® Manageability
Events Events
Performance B services
BPA results Performance

BPA results

H £ Type here to search
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REMEMBER

FIGURE 1-4:
Managing
servers with
Server Manager.

Server Manager will allow you to manage remote servers, not just the local server.
The remote servers need to be added to Server Manager before they can be man-
aged, and some firewall ports may need to be opened to allow full functionality.
After remote servers are added, you can run PowerShell against them and per-
form basic management tasks like shutting down, connecting via Remote Desktop
Protocol (RDP), and so on. You can manage up to 100 remote servers with Server
Manager. This number may be lower depending on what you’re running on the
manage servers. If you’re running large workloads, then you may not be able to
manage as many.

Server Manager can be used to manage the same operating system it’s installed
on, as well as operating systems that are older than what is installed. It can’t
manage the operating system on a server that’s running a newer version of the
operating system. For example, a server running Server Manager on Server 2019
can’t manage a server running Windows Server 2022.

Figure 1-4 shows some of the options available through the Server Manager menu.
You may notice that Remote Desktop Connection is grayed out. This is because
I was logged on the server that is in the window.

I Server Manager - B3
@ v Server Manager * All Servers @1 F Moage  Toos
_ ==_ SERVERS
iEE Dashboard [ ] All servers | 1 total TASKS ~
I Local Server —
Filter L B @~ v
R File and Storage Services > Server Name  IPv4 Address Manageability Last Update vati

SERVEROT 100215  Ouline_Derformance countere not cort=d _0/5/2021 2:46:14PM  00454-40000-00001-AASE3 (Activated)
Add Roles and Features
Shut Down Local Server
Computer Management
Remote Desktop Connection
Windows PowerShell
Configure NIC Teaming
Manage As

Start Performance Counters

ElYENTS 13 total Refesn TASKs ¥
Copy I
pl By @~ O
SeverName |D Severity Source log  Dateand Time
SERVEROT 10016 Waming Microsoft-Windows-DistributedCOM System 9/5/2021 34603 PM
SERVEROT 10149 Waming Microsoft-Windows-Windows Remote Management System  0/5/2021 3:45:33 PM
SERVEROT 10016 Waming Microsof-Windows-DistributedCOM System 9/5/2021 24538 PM
SERVEROT 10749 Waming Microseft-Wind ows Remote System 9/5/2021 1:34:26 PM
SERVEROT 10016 Waming Microsoft-Windaws-DistributedCOM System 9/5/2021 1:34:01 PM
SERVEROT 10149 Waming Microsoft-Windows-Windows Remote Management System  9/5/2021 1:19:03 PM
SERVEROT 10016 Wamina _Microsoft-Windows-DistributedCOM Sustem9/5/2021 1:16:38 PM

H £ Type here to search
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Here’s a list of some of the more commonly used features of Server Manager:

¥ Managing local and remote servers

¥ Managing roles and features on servers (To install or remove roles and
features, the target system must be running at least Server 2012)

¥ Starting management tools like Windows PowerShell and MMC snap-ins

¥ Reviewing events, performance data, and results from the Best Practices
Analyzer

Windows Admin Center:
Your New Best Friend

Windows Admin Center is a newer server management tool from Microsoft.
Microsoft has been investing heavily in Windows Admin Center, and it shows.
You can use it to manage your on-premises systems, as well as your systems in
Azure. Windows Admin Center is accessible through your browser and allows you
to perform nearly all your administrative tasks through the same interface. Best
of all, it’s free! You just need to pay for the license of the operating system it’s
running on.

Admin Center can be used to administer Windows Server 2022, 2019, 2016, 2012R2,
and 2012 with full support for all functionality.

By default, Windows Admin Center uses TCP port 6516, so you need to allow this
through your server firewalls depending on how your network is architected. To
access the Windows Admin Center Dashboard, you need the hostname of the sys-
tem that Admin Center is installed on. In Figure 1-5, notice that the address is
localhost:6516. That’s because I've installed it on a Windows 10 client in Desk-
top mode. Desktop mode is typically used by a single system administrator, as
opposed to Gateway mode, which is available for a larger number of staff.

The first screen (refer to Figure 1-5) shows your connected devices.
If you click one of the devices in the list, you get a management view specific to
that device. For Figure 1-6, I clicked on server2022-dc. You see an overview of the

system as well as some management options. On the left side of the screen, there
are many more options you can work from.
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B & Windows Admin Center x | 4+ = *

> C 3 htipsy/localhost:6516 Y8 1=

o
-
Center | All connections &

Windows Admin Center

All connections

4+ Add =5 Connect i] Remove 3 items % | Search P
O Name 4 Managing as Tags

B server2019sometestorg.com Servers 9/5/2021, 8:38:29 PM SOMETESTORG\administr..

B server2022-dcsometestorg.com Servers 9/5/2021, 8:38:51 PM SOMETESTORG\administr...

& win10-client.sometestorg.com [localhost Windows 10 PCs HNever SOMETESTORG\administr..

FIGURE 1-5:
You can see all
your connected
devices on the

All Connections
H £ Type here to search
page.
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Search Tools Jel ‘ ) Restart () Shutdown @@ Enable Disk Metrics & Edit computer ID
Computer name Domain Operating system

= -
B Overview server2022-dc sometestorg.com Microsoft Windows Server

2022 Standard Evaluation
/A Azure hybrid center

b Azure Kubernetes Service Version Installed memory (RAM) Disk space (Free / Total)
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& Azure Backup
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Azure Monitor
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Installation of Windows Admin Center is simple. You download the Microsoft
Installer (MSI) package from the Microsoft Windows Admin Center website (www .
microsoft.com/en-us/cloud-platform/windows-admin-center). Before you
install it you need to decide if you’re simply going to install it on your desktop
client or if you want to install it on a server. My recommendation would be to use
your desktop if you’re just trying it out or if you manage only a few servers. If
you’re going to use Windows Admin Center in all its glory, install it on a server so
that all your administrators can get to it. You’ll be their hero!

You can install Windows Admin Center on a supported version of Windows 10 or
on Windows Server 2016 and newer. To manage older servers — including 2012
and 2012 R2 — you need to install Windows Management Framework 5.1 on each
of those servers.

When you install Windows Admin Center on Windows 10, it’s installed in Desk-
top mode, which means that you access it using https://localhost:6516. When
Windows Admin Center is installed on a server, it installs in gateway mode, which
can be accessed with the server name in the URL (for example, https://server—
name). No port number necessary!

Localhost refers to the local loopback address on a system which can also be
accessed at the IP address 127.0.0.1.

Installing Windows Admin Center onto a domain controller is not supported. As
you might imagine, this would be a terrible idea! Because Windows Admin Center
exposes its services via a web page, it provides a point of attack that would not
normally be there.

Some of the coolest features of Windows Admin Center include the following:

¥ Centralized server management

¥ Integration with Azure so you can manage on-premises and cloud resources
from the same console

¥ Cluster management tools built into Windows Admin Center

¥ Showscript, which allows you to see the PowerShell scripts that are being run
to do your administrative work

The only browsers currently supported are Microsoft Edge and Google Chrome.
Firefox and Internet Explorer have not been tested and are not officially supported.
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Extending and Improving Your Datacenter

18

Windows Server 2022 allows you to take advantage of some very powerful features
in the Azure cloud. Some of the functionality requires that you run Server 2022
Datacenter: Azure Edition; others are not so strict. I won’t go into a ton of depth
on these features because they’re a better topic for an Azure book, but you should
know what they are and what they’re capable of.

Azure Arc

Azure Arc is a newer service that allows you to manage both Azure and on-
premises assets with the Azure tool set. Windows Server 2022 is one of several
operating systems that can be managed by Azure Arc. You need only install the
Azure Connected Machine agent.

Azure Automanage: Hotpatch

Azure Automanage: Hotpatch is in preview at the time of this writing; you can
preview it on Windows Server 2022 Datacenter: Azure Edition. It works by estab-
lishing a baseline with the latest cumulative update (CU) that was published. From
there, each month hot patches are released that can be installed and require no
reboot. Let me repeat that: NO REBOOT! It’s pretty much the dream of a system
administrator to not have to reboot for patching. When the baseline is updated
with a new CU, which happens approximately every three months, then you’ll
have to reboot.
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Chapterz
Using Boot Diagnostics

s a system administrator, you’ll get the inevitable call one day about a
server that just won’t start. Maybe the server is in a continuous boot loop.
Maybe the server just hangs. Your mission, should you choose to accept
it, is to figure out why the system is having issues starting and then fix the issue.

This chapter discusses basic tools and techniques to troubleshoot issues that are
causing your system to not be able to boot properly.

Accessing Boot Diagnostics

The first step to figuring out what’s going wrong with your system is to access the
boot diagnostic utilities that ship with Windows Server operating systems.

From the DVD

If the server that is having boot issues is a physical server, you can use a DVD or a
USB flash drive to access the boot diagnostics menu. It’s very rare to have physical
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media on hand anymore, so, chances are, you’ll need to download the ISO file for
Windows Server 2022 from the Microsoft website and burn the image to the DVD
or USB flash drive.

%@3 An ISO file is a duplicate of what’s on a physical disc.

TECHNICAL After you have the disc ready to go, you need to insert the disc or the USB flash
drive into the server and boot from it. You may need to change the boot order
on the server so that the boot order will start with the DVD drive or the USB
flash drive before the hard drive. You can make this change by accessing the basic
input/output system (BIOS). On server systems, this option is available when the
system is booting. The key you have to press to access the BIOS will depend on
the firmware manufacturer that created the BIOS or Unified Extensible Firmware
Interface (UEFI). Some systems simply offer you a boot menu when you press F12,
which allows you to select the DVD drive or USB flash drive for a one-time boot.

When you’ve figured out how to boot from the DVD or USB flash drive, follow
these steps:
1. Boot from the DVD or USB flash drive.

2. When you see the message Press any key to boot from CD or DVD,
press any key.

The installation wizard for Windows Server 2022 runs.
3. On the first screen, click Next.

This screen is just asking for language, time and currency format, and key-
board or input method. You can safely accept the defaults.

4. onthenext screen, you see the big Install Now button. Don't click that!
Instead, look in the lower-left corner for the Repair Your Computer link
(see Figure 2-1), and click that.

5. onthenext screen, click Troubleshoot.
This gives you your available options (see Figure 2-2):

Command Prompt: Allows you to do advanced troubleshooting and is
especially helpful if you need to repair boot files. You can use the diskpart
utility to work with the drive, and the bootrec command to rebuild or
repair the boot files.

System Image Recovery: Allows you to restore your system from an
image created by a backup utility. You'll be asked to choose a target
operating system to restore, and then you'll be shown available backups
you can use.
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FIGURE 2-1:

Look for the
Repair Your Com-
puter link in the
lower-left corner.

FIGURE 2-2:
The Advanced
Options screen.
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Command Prompt
Use the Command Prompt for
advanced troubleshooting

System Image
Recovery

Recover Windows using a specific
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Using Advanced Boot Options

The Advanced Boot Options menu gives you, the system administrator, a number
of utilities to troubleshoot various system issues.

Advanced Boot Options is a menu that has been around in Windows operating
systems for a very long time. There are two ways to get to it:

3 The first option is the nightmare of every system administrator, in which the
system has an issue, reboots, and then enters into the Advanced Boot Options
menu, indicating that there was a problem.

¥ The second and less scary option is when a system administrator chooses to
boot into Advanced Boot Options menu. This may be done for a number of
reasons. |'ve done it to troubleshoot issues with drivers and to investigate and
remove malware from a potentially infected machine.

To enter into the Advanced Boot Options menu, follow these steps:

. Click the Start menu and then click the Settings icon.
. Click Update & Security and then click Recovery.

. Under Advanced startup, click the Restart Now button, shown in
Figure 2-3.

. Click the Troubleshoot button.

1
2
3
4. Click the Continue button.
5
6. choose Startup Settings.
7

. Click Restart.

When the Advanced Boot Options menu is up, you’re presented with a number of
options, shown in Figure 2-4. I describe these options in the following sections.

Safe Mode

Safe Mode is almost always my go-to when there are boot issues with a system.
Whenever new hardware or software has been installed, or if I suspect that a
system may be having issues because of a malware infection, I turn to Safe Mode.
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You may be asking, “What is Safe Mode, and why is it such a big deal?” Safe Mode
starts Windows with the bare-minimum services and drivers it needs in order to
run. Safe Mode is crucial for troubleshooting issues where a bad driver is causing
a boot loop. By going into Safe Mode, you can troubleshoot what’s wrong with the
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driver and uninstall or replace it. Safe Mode is also extremely useful with potential
malware infections because the malware may have dependencies it needs to run
that are not loaded, which allows you to run malware removal tools and destroy
the last bits and pieces of the malicious code from the operating system.

The type of Safe Mode I use depends on what I need to accomplish. For instance, if
I’m just troubleshooting an issue that I suspect may be related to drivers, most of
the time I use regular old Safe Mode. In the following sections, I walk you through
the different forms of Safe Mode and why you may want to use each of them.

Safe Mode

This is just regular old Safe Mode. It loads only the basic services and drivers
needed for Windows to function and for you to interact with it. Nothing more,
nothing less.

In most cases, this regular form of Safe Mode is all you need to troubleshoot and
resolve the issue at hand. It has a graphical interface like you’re used to seeing in
Windows Server, but it has no access to the Internet or other network resources.
In essence, it’s a stand-alone machine.

Safe Mode with Networking

Safe Mode with Networking is similar to regular Safe Mode, except the system
will also load the drivers needed for the network interface card (NIC) to function
properly. This is useful if you need to download software from the Internet (for
example, drivers or diagnostic software) or over a network share.

Safe Mode with Networking is most useful when you’re trying to resolve a soft-
ware or driver issue. It allows you to download replacement software or replace-
ment drivers while still in Safe Mode. Then you can replace the misbehaving driver
or incompatible software with a known good version and then boot successfully.

Safe Mode with Command Prompt

In Safe Mode with Command Prompt, you bypass the Explorer desktop environ-
ment. This can be especially useful if the desktop is not displaying properly for
whatever reason.

If you like Server Core, you’ll like this version of Safe Mode. If you aren’t as com-
fortable with the command window as you would like to be, having a cheat sheet
available may help you.

BOOK 1 Installing and Setting Up Windows Server 2022



WARNING

I recommend Safe Mode with Command Prompt when the issue that needs to be
fixed has something to do with graphics. The problem may be due to a driver,
graphics rendering, or removing a malware infection that relied on graphical
components like wallpapers and screensavers.

Enable Boot Logging

If you need to see which drivers were installed as the system started up, you
should choose Enable Boot Logging. This will create a file called ntbtlog.
txt, which lists all the drivers that were installed when the operating system
started. The file is stored in your Windows system directory; typically, this will be
C:\WINDOWS. Incidentally, this is the same list you see flash by on the screen when
you boot into Safe Mode.

Enable Low-Resolution Video

This setting is very useful if you’re having display issues, most commonly after
changing display settings to something your monitor doesn’t support. It uses the
currently installed video driver but starts with lower resolution (typically 640 x
480) and refresh settings.

Last Known Good Configuration

Last Known Good Configuration is helpful in fixing issues with booting that occur
because the Windows Registry has been damaged. Most commonly, this occurs
due to user misconfiguration or from updates or patches. When you choose Last
Known Good Configuration, the Registry is reverted so that it matches the settings
it had the last time the system booted successfully.

Any time you use something that modifies the Registry in any way, be extra cau-
tious. There’s no way to undo using Last Known Good Configuration. If it doesn’t
fix the issue, or it makes matters worse, you’ll need to restore from a backup.

Directory Services Restore Mode

This option only appears on a server that is a domain controller (and, therefore,
it isn’t shown in Figure 2-4). Directory Services Restore Mode (DSRM) is a spe-
cial form of Safe Mode made for domain controllers that allows you to repair or
recover an Active Directory database.
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To use this utility you need to know the DSRM password that was set when the
domain controller was initially created. If you don’t know the password, you can
use the ntdsutil tool to change the password. You need to have access to the Com-
mand Prompt on the system in question to run it.

If all of this is Greek to you, don’t worry! I cover Active Directory in depth in
Book 2, Chapter 5. For now, think of Active Directory like a special database that
stores information on users, computers, sites, and other objects in your network.
This database can be crucial to your organization, so knowing how to restore it if
it becomes damaged is a very useful skill.

Debugging Mode

If you’re a hard-core system administrator and you want to get your feet wet
using a kernel debugger, this option is for you!

The kernel is a program that is one of the first to run when your server boots (the
kernel loads right after the bootloader); it has total control over everything on
your system.

Debugging Mode turns on kernel debugging, which allows you to work with the
kernel debugger to examine states and processes that are running at the kernel
level. This can be very useful for troubleshooting issues with device drivers that
cause the infamous blue screen of death and issues with the central processing
unit (CPU). You can look at the kernel memory dump on the system that is having
the issue, or you can view the kernel memory dump remotely on another sys-
tem via a serial connection. The information from the Debugging Mode is typi-
cally made available over the COM1 port (assuming you have a serial port and it’s
assigned to COM1). On newer systems that don’t have a serial port, you can also
access this information over USB.

Kernel debugging is not for the faint of heart. For more information on how to set
up your system for kernel debugging with either serial or USB connectivity, check
out the following articles:

¥ Serial connection: https://docs.microsoft.com/en-us/windows—
hardware/drivers/debugger/setting-up-a-null-modem-cable-
connection

3 USB connection: https://docs.microsoft.com/en-us/windows—
hardware/drivers/debugger/setting-up-a-usb-3-0-debug—
cable-connection
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TIP

WARNING

COM ports were typically presented as serial ports with RS-232 connectors on
older systems. On newer systems, these have been replaced with USB ports. USB
stands for Universal Serial Bus — it’s still a serial connection.

Disable Automatic Restart on
System Failure

Eventually, every system administrator has a system that will continuously try to
start, fail, reboot, and then try to start, fail, reboot, and so on. This situation is
known as a boot loop. If you’re experiencing a boot loop on one of your systems,
you can get the system to stop automatically restarting by choosing Disable Auto-
matic Restart on System Failure from the Advanced Boot Options menu.

Disabling automatic restart can be very helpful if the system is getting the blue
screen of death and you need to get the information being displayed. When the
system halts on its next blue screen, you’ll have all the time you need to copy
down the information.

Disable Driver Signature Enforcement

By choosing the Disable Driver Signature Enforcement option, you’re basically
telling the system that it’s okay to load drivers that aren’t digitally signed. Micro-
soft requires drivers to be digitally signed by default, and it will prevent unsigned
drivers from running. Microsoft does this because, when a driver is digitally
signed, it’s seen as being authentic because you can verify from the digital sig-
nature that it came from the vendor it claims to be from. Digital signatures also
guarantee that the driver hasn’t been altered in any way since it was released by
the vendor.

Digital signatures use a code-signing certificate to encrypt the hash of a file.
(Hashes are unique thumbprints — any change to the file will change the hash.)
That encrypted hash is then bundled with the certificate and the executable for
the driver. When the end user installs the driver, the hash of the file is decrypted
with the public key in the certificate. The file gets hashed again on the end user’s
system, and the new hash is compared to the decrypted hash. If they match, the
driver hasn’t been tampered with.

If you choose to disable driver signature enforcement, you’ll be able to load

unsigned drivers. Choose this option at your own risk: You could end up installing
malware that presents itself as an unsigned driver.
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WARNING

Disable Early Launch Anti-Malware Driver

Malware that installs after Windows has booted will most likely be seen by the
antivirus software that is installed on the system. But the problem is, virus writers
began writing malware called rootkits. These rootkits can be very difficult to get rid of
because they install and execute before the operating system has booted. Many of the
more sophisticated rootkits began installing drivers that start really early in the boot
process of the system. This can make them extremely difficult to find and remove.

Microsoft does its best to evolve and respond to threats and prevent them when-
ever possible. In this case, it came up with the early launch anti-malware (ELAM)
driver. Certified antivirus vendors whose products support early launch can get
their products’ drivers to launch before the Windows boot drivers, which allows
them to scan for malicious processes on boot. Pretty cool, right?

But what happens if a legitimate boot driver for Windows gets flagged as mali-
cious? Your server won’t boot. So, Microsoft gives you the ability to turn off this
feature, by choosing Disable Early Launch Anti-Malware Driver, to allow the boot
driver to launch like normal.

This feature is a great one to have on. Only disable it if you absolutely have to, and
then only until the issue is resolved.

Performing a Memory Test

28

What happens if your server is crashing unexpectedly or throwing blue screens
when you least expect it? That can be a difficult question to answer. These symp-
toms could occur because of corrupted software or because of hardware failure.
Memory is a great place to start with your troubleshooting efforts, and Windows
Server 2022 includes a built-in memory diagnostic utility called the Windows
Memory Diagnostics Tool.

You can run the Windows Memory Diagnostics Tool by pressing the Windows
Key+R, typing mdsched.exe, and clicking OK. If you do nothing, the Windows
Memory Diagnostics Tool will run in Standard mode. You can interrupt it at any
time by pressing F1 to enter the Options screen and change the settings. Your
options are as follows (see Figure 2-5):

¥ Test Mix: The test mix is the set of tests you want the tool to run:

Basic: Runs three tests on your memory and is the fastest option.

Standard: Runs the same tests on your memory as Basic, and adds five
additional tests. It takes longer to complete than Basic.
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Extended: Runs the same tests as Standard and adds nine additional tests.
This test is the most detailed and takes the longest to complete.

If you don't know what each of these tests is looking for, Standard is a good

@ starting point for your tests. Extended takes longer, so if you don't need the
extra tests, you may not get any worthwhile information from running them.
TIP That said, it won't hurt your server to run any of the three tests.

¥ Cache: Cache sets the cache setting (cache is used to improve the speed of
memory access for things that are frequently accessed by the CPU) for each
test you're going to run. The cache should be disabled if you're running tests
that require direct access to the memory. Your options are as follows:

Default: In most cases, Default is the appropriate setting. It selects the
correct cache setting for the test that's being run.

On: Forces the cache on for the tests.
Off: Forces the cache off for the tests.

3 Pass Count (0-15): Pass count controls how many times the whole test mix
you selected will run. If it's set to 5, the selected test mix will run through its
tests five times. The default for this setting is to make two passes.

After you’ve made your selections, press F10 to apply the settings, and the scan
will restart.

Windows Memory Diagnostics Tool - Options

Test Mix:

Basic
Standard

Extended

Description: The Extended tests include all the Standard tests plus MATS+
(cache disabled), Stride38, WSCHCKR, WStride-6, CHCKR4, WCHCKR3,
ERAND, Strideé (cache disabled), and CHCKRS.

Cache:

Default
on
off

Description: Use the default cache setting of each test.

Pass Count (0 - 15): 2

FIGURE 2-5: Description: Set the total number of times the entire test mix will
Windows Memory repeat (Max = 15).
Diagnostics Tool
options. TADSHext F10=App 1y EsC=Cancel
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Using the Command Prompt

When all else fails, the Command Prompt is always there. I’ve had to troubleshoot
many issues over the years where I was saved because the Command Prompt
was available. Corrupted system files? Open the Command Prompt and run sfc
/scannow. Damaged hard drive? Open the Command Prompt and type chkdsk /f /r.

In Table 2-1, I list some of the most helpful tools that I’ve used over the years.
The majority of these commands need the Command Prompt to be running with
administrator credentials. To run the Command Prompt as an administrator,
choose Start->Windows System, right-click Command Prompt, click More, and
then select Run as Administrator, or if you can bring up Task Manager, you can
choose File<>Run New Task and type cmd.exe.

TABLE 2-1 Troubleshooting with the Command Prompt
Name Command Description
System sfc /scannow  This utility checks system files to see if they match
File Checker what's expected by comparing the signature of the

system file on the server with the signature of a
cached copy of the same file. The cached files
are stored in a compressed folder located at
C:\Windows\System32\dl1lcache. If a corrupt
system file is found, it's replaced.

Check Disk chkdsk /f /r This utility repairs file system errors and marks bad
sectors so the operating system doesn't use them
anymore. The /£ will tell the utility to fix any issues
it finds, and the /r will locate the bad areas (sectors)
on the disk. This can take a while. Kick it off, and grab
a cup of coffee.

Driverquery driverquery This utility queries the system for all the hardware
drivers that are installed on Windows. This can be
very helpful if you're running into issues with systems
that have similar hardware and you want to know if
they have a driver in common.

BCDEdit bcdedit This utility is covered in depth in Book 1, Chapter 4.
For now, just know that it allows you to edit the boot
configuration on your Windows server.
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Working with Third-Party Boot Utilities

TABLE 2-2

This chapter wouldn’t be complete without a brief look at third-party utilities
that are designed to help diagnose and resolve boot issues, or to at least assist
with recovery. Table 2-2 lists two of my favorites, along with their cost and a brief
description.

Third-Party Boot Utilities
Name Cost Description

Ultimate BootCD  Free This is one of my all-time favorite utilities. It includes
multiple diagnostic and recovery tools. To use
it, you boot to the disc. It's that easy! Go to www.
ultimatebootcd.com for more information.

Trinity Rescue Kit ~ Free Trinity Rescue Kit is full of great features, this is also a
very useful utility. Gotohttps://trinityhome.org
for more information.
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Chapter 3

Performing the Basic
Installation

ou’ve made the decision: You want to install Windows Server 2022. Great!

You may be wondering what’s next. One of the most important things you

can do to ensure a successful installation is make sure that you’re meet-
ing all the prerequisites for Windows Server 2022. By ensuring that you have the
appropriate hardware to meet the needs of the operating system, you can defi-
nitely save yourself some headaches later.

When you’ve got everything necessary to install Windows Server 2022, you’re
ready to go. In this chapter, I walk you through how to perform a clean install as
well as an upgrade install. I also explain how to do a network install with Windows
Deployment Services.

Desktop Experience anymore. This capability was removed in Windows Server
2016, in order to support the newer Windows 10 desktop experience on the

TIP server, rather than the older legacy desktop experience you had with Windows
Server 2012 R2. If you install Server Core, and then change your mind and decide
you actually want Server with Desktop Experience, you need to reinstall it. If you
try to use the Windows Server installation media to move between Core and Desk-
top experience, you won’t be given the option to keep anything.

; You should know that you can’t change between Server Core and Server with
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Making Sure You Have What It Takes

Microsoft publishes the prerequisites for each of its operating systems. Some of
the hardware requirements are independent of which edition of Windows Server
you’re planning to install; other hardware requirements vary based on whether
you’re installing Server with Desktop Experience or Server Core.

Windows Server 2022 is available only as a 64-bit operating system; there is
no 32-bit version available. When you run the installer, you’re presented with
options for the Standard edition or Datacenter edition. At the same time, you
choose whether you want to install Server Core or Server with Desktop Experience.

Where I discuss minimum requirements in this section, it’s important to under-

& stand that these are the bare minimums to successfully install Windows Server

2022. You should not expect your server to perform well if you give it the specs

warning  listed here. For any real workload, your server should have faster processors, more
processor cores, and more memory.

So, what are the absolute bare minimums that you have to meet in order to install
Windows Server 20222 Read on.

VERSION AND EDITION REQUIREMENTS

For the most part, there aren’t many differences between the minimum requirements
of Server Core and those of Server with Desktop Experience. The one very impor-

tant exception to that is the amount of random access memory (RAM). The minimum
requirement to install Server Core is 512MB of RAM; Server with Desktop Experience
needs a minimum of 2GB of RAM.

If you're installing Windows Server 2022 Standard, you should base the hardware speci-
fications on the requirements of the workload you're intending to run. If you choose to
run Windows Server 2022 Datacenter, you may want to look at installing better hard-
ware. A great example of a use case for the Datacenter edition is as a Hyper-V host. The
Datacenter edition doesn't limit you in terms of how many virtual machines (VMs) you
can run. Your hardware will really be the limiting factor. In this use case, you would want
multiple cores and a lot of memory.
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Central processing unit

The central processing unit (CPU) is the brains of the outfit. It processes instruc-
tions made by the program and/or applications. The CPU requirements for Win-
dows Server 2022 are pretty easily met by most modern processors:

3 1.4 GHz 64-bit processor: Considering that the operating system is an x64
system, it makes sense that the processor must also be an x64 processor.
Even a cheap server with a lower-end processor should be able to meet the
1.4 GHz requirement with flying colors.

3 Supports No Execute (NX): When the NX bit is enabled on certain areas of
memory, the processor will not execute anything in that memory space, which
can provide protection against malware. Areas protected by the NX bit usually
contain things like processor instructions or data storage.

Intel may refer to this technology as XD (short for Execute Disable), while AMD
processors refer to it as Enhanced Virus Protection (EVP).

3 Supports Data Execution Prevention (DEP): DEP provides additional
protection against malware that may target memory locations.

3 Supports CMPXCHG16b, LAHF/SAHF, and PrefetchW: These settings are
specific to the processor, and there are multiple whitepapers published on the
specifics. CMPXCHG16b is an instruction set supported by most modern
x86_64 processors. Load AH from Flags (LAHF)/Store AH into Flags (SAHF) is
needed to support virtualization. PrefetchW provides improvements to
performance when using AMD processors. You don't need to memorize these
things — just know that these processor features can speed up execution of
tasks and add some additional security features as well.

3 Supports Second Level Address Translation (Extended Page Table [EPT] or
Nested Page Table [NPT]): This feature is especially important if you're
planning on running Hyper-V. It improves the performance of the VMs on the
system and takes some of the pressure off the hypervisor, which can, in turn,
improve hypervisor performance.

You may be curious how you can tell if your CPU supports these requirements.
Microsoft offers a tool that is part of the Sysinternals suite named Coreinfo; this
tool tells you what your processor is capable of supporting. You can download
Coreinfo for free from the Microsoft website (https://docs.microsoft.com/
en-us/sysinternals/downloads/coreinfo). The file you download is a com-
pressed zip file, so you need to extract it first. Then launch a command prompt
to run the utility. To run Coreinfo, simply type coreinfo into the command win-
dow and you get a report of all available and unavailable features. Available fea-
tures are marked with an asterisk (*), and unavailable features are marked with a
hyphen (-), as shown in Figure 3-1.
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FIGURE 3-1:

Running the
Coreinfo utility
on a Windows

system.

topology

el-mode CET Enabled
CET Allowed
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4 MB pages
ge tabl

£ Type here to search

Random access memory

Random access memory (RAM) is used by the server to store things that you need
to access right now and things that you may need to access in the near future. RAM
is much faster than persistent storage, so a server that has lots of RAM will per-
form far better than a system with very little RAM. As I mention in the “Version
and edition requirements” sidebar, earlier in this chapter, Server Core requires
a minimum of 512MB of RAM, while Server with Desktop Experience requires a
minimum of 2GB of RAM. The RAM must also be Error Correcting Code (ECC)-type
memory. ECC-type memory is able to correct single-bit errors (for example, if
electrical interference flips a bit in error, using the parity bit can ensure that the
data in memory is corrected).

Storage

There’s no fancy formula or calculation here. If you want to install Windows
Server 2022, you need a minimum of 32GB of hard drive space. Remember that
this is the absolute bare minimum to install the operating system. If all you have
is 32GB, you won’t have room to install anything else. If you’re limited on storage
space, according to Microsoft, Windows Server Core is approximately 4GB smaller
than Windows Server with Desktop Experience.
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Network adapter

A server does you no good if you can’t access it. The network adapter, also referred
to as the network interface card (NIC), gives your server a way to talk on your
network. For Windows Server 2022, your network adapter will have to support
at least gigabit ethernet. Your network adapters may be onboard, meaning that
they’re a part of the motherboard, or they may be on a NIC, which plugs into a
PCI Express slot.

Your network adapter should support the Pre-boot Execution Environment (PXE).
This is what the majority of organizations use today to image systems from a
central imaging server like Windows Deployment Services or System Center Con-
figuration Manager.

DVD drive

Not all servers come with DVD drives anymore. There are so many more options
for installing operating systems like booting from flash drives or booting from the
network that many system administrators don’t bother with DVDs. That said, if
you want to install from a DVD, you need to ensure that you have a DVD drive. The
drive can be internal or external.

UEFI-based firmware

Unified Extensible Firmware Interface (UEFI) has replaced the traditional leg-
acy Basic Input/Output System (BIOS) at this point. I highly recommend that you
choose UEFI rather than BIOS. It’ll be required if you want to use some of the
advanced features like secure boot.

Trusted Platform Module

The majority of motherboards come with a Trusted Platform Module (TPM) chip
nowadays. If you plan on doing disk encryption with BitLocker, this is a must-
have item.

Monitor

It goes without saying that you need to be able to see what’s going on with your
server when you’re installing your operating system. Windows Server 2022
requires a Super Video Graphics Array (SVGA) connection with a minimum of 1024
x 768 screen resolution. You can accomplish this by attaching a physical monitor
to the server or by viewing the video stream through a KVM.
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KVMs allow you to use one keyboard, monitor (video, in the acronym), and mouse
to administer multiple servers. The older KVMs required you to be physically on
site to use the keyboard, monitor, and mouse. Modern KVMs allow you to admin-
ister your servers remotely through a web service, and they provide similar func-
tionality to what you would get if you physically plugged in a keyboard, monitor,
and mouse to your server.

Keyboard and mouse

You can connect a keyboard and mouse directly to the server during imaging or
you can present them to the system via a KVM. Either way, you need a keyboard
and a mouse of some kind to interact with the system.

Performing a Clean Install

FIGURE 3-2:

The first installa-

38

tion screen
for Windows
Server 2022.

Clean installs are my preferred way to go. By performing a clean install, you’re
far less likely to run into issues caused by bad drivers, corrupted system files, or
misconfigurations. In this section, I walk you through how to do a clean install of
Windows Server 2022.

In this section, I assume that you’ve already booted to whatever media you’re
going to use for the installation (DVD, flash drive, and so on), and you’re on the
starting installation screen for Windows Server 2022. If you’ve done this, you
should see a screen that looks like Figure 3-2. From this screen, follow these steps:

[=] B (s

“i Microsoft Server Operating System Setup

& Microsoft

Language to install: {English (United States) hd

AL ERE RIS ST BT English (United States) -

Enter your language and other preferences and click "Next” to cc

rporation. All ights reserved.
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FIGURE 3-3:
The Windows
Server 2022
Install Now
button.

1.

Select the appropriate settings for your locality and click Next.
In my example, I've chosen the following:

Language to Install: English (United States)

Time and Currency Format: English (United States)

Keyboard or Input Method: US

After you click Next, the screen shown in Figure 3-3 appears.

*i4 Microsoft Server Operating System Setup

[=] 3 (5]

& Microsoft

Install now

n. All rights reserved.

Click Install Now.

On the next screen, choose which version of the operating system you
want to install and click Next.

The default selection is for Windows Server 2022 Standard (shown in

Figure 3-4). If you prefer, you can select Windows Server 2022 Standard
(Desktop Experience), Windows Server 2022 Datacenter, or Windows Server
2022 Datacenter (Desktop Experience).

On the next screen, check the | Accept the License Terms box and click
Next.

On the next screen, choose Custom.

The other option is for upgrade installations.
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FIGURE 3-4:
Choosing your
desired edition
and experience

of Windows

Server 2022.

FIGURE 3-5:
Choose where to
install Windows.

\-.) é Microsoft Server Operating System Setup

Select the operating system you want to install

Operating system Architecture Date modified
ndard Evaluation

‘Windows Server 2022 Standard Evaluation (Desktop Experien... 64 8/7/201

Windows Server 2022 Datacenter Evaluation wbd 8/7/201

‘Windows Server 2022 Datacenter Evaluation (Desktop Experi.. w64 8/7/2021

Description

(Recommended) This option omits most of the Windows graphical environment. Manage with a
command prompt and PowerShell, or remotely with Windows Admin Center or other tools.

6. Onthe next screen, select the partition on which you want to install
Windows and click Next.

In Figure 3-5, you can see that this is Drive 0.

Windows Server 2022 begins installation and restarts after it's finished. That's
when the real fun begins!

@ é Microsoft Server Operating System Setup

Where do you want to install the operating system?

MName Total size Free space  Type
+ Drive 0 Unallocated Space 500 GB 500 GB
+3 Refresh /% Delete i Eormat MNew

&% Load driver j Extend
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Upgrading Windows

TABLE 3-1

Q

TIP

TIP

When considering an upgrade install, you need to ensure that the version of the
operating system you’re starting with is able to be upgraded to Windows Server
2022. Table 3-1 tells you which operating systems you can upgrade from and
which edition of Windows Server 2022 you can upgrade to.

As a general rule, you can update to the newest Windows Server operating system
directly as long as you’re within the last two major releases.

Windows Server 2022 Upgrade Compatibility Matrix

If you're running this edition . . . You can upgrade to these editions . ..
Windows Server 2016 Standard Windows Server 2022 Standard or Datacenter
Windows Server 2016 Datacenter Windows Server 2022 Datacenter

Windows Server 2019 Standard Windows Server 2022 Standard or Datacenter
Windows Server 2019 Datacenter Windows Server 2022 Datacenter

You also need to check with your application vendors to ensure that the applica-
tions on the server are compatible with Windows Server 2022. If they aren’t, then
you may need to upgrade your applications before you upgrade the server operat-
ing system.

There is no direct upgrade path from Windows Server operating systems that
are older than Windows Server 2016. If you’re migrating from an older server,
start with a clean installation. If you can’t use a clean installation, you’ll need
to upgrade to either Windows Server 2016 or Windows Server 2019 to be able to
upgrade to Windows Server 2022.

After you’ve verified that you’re on a compatible version, you can begin the
upgrade install. For this example, I'll start with a Windows Server 2019 Standard
installation and upgrade it to Windows Server 2022 Standard. Follow these steps:

1. Log in as the administrator on the system that you want to upgrade.

2. Insert the disc or other installation media into the system that you're
wanting to upgrade, and run setup . exe.

The next screen asks if you want to download updates and drivers ahead of
time (see Figure 3-6).
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5 Windows Server Setup - ®

Choose what to keep

Keep files, settings, and apps

® [Nothing;

FIGURE 3-6:
Choose to either
keep your files .
and settings or B Microsoft - Support - Legal Back

start fresh.

For more information on upgrading Windows Server, visit: https://aka.ms/windowsserverupgrade

3. On the Install Windows Server screen, click Next.

Any relevant updates will be downloaded. You may be required to reboot
before you're able to continue.

On the Install Windows Server screen, you'll see a Change How Setup

& Downloads Updates link. Clicking this link allows you to not patch the server at
the time of installation. | don’t recommend doing this unless the server doesn't
WARNING have an Internet connection, because it will be potentially vulnerable to attack

until it's patched.

4. select Windows Server 2022 Standard with Desktop Experience (or
whichever version you want) and click Next.

5. Read through the license terms if you have time on your hands, and then
click Accept.

On the next screen, you choose whether to keep your personal files and apps
or keep nothing. If you're sticking with the same experience (Core or Desktop),
you'll see both options. If you're changing the experience, the only option you'll
have will be to keep nothing.

6. i you have the option, select the Keep Personal Files and Apps radio
button, and then click Next.

If you want to start clean, you can select Nothing. Just be aware that you will
lose data if you choose this option. In my case, because I'm using evaluation
media, | can only choose Nothing. This screen is shown in Figure 3-6.
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If the Keep Files, Settings, and Apps option is grayed out, it may be because
T you're trying to change the user experience (for example, from Core to
6 Desktop), or you may be using evaluation media rather than retail media. In

TECHNICAL either case, you have to choose Nothing.
STUFF

The installer fetches any applicable updates and presents you with a summary
screen.

7. i everything looks correct, click Install.

The installer begins the upgrade install to Windows Server 2022. It may restart
several times during this process.

That's it — you're done!

Performing a Network Install with
Windows Deployment Services

Windows Deployment Services (WDS) is a role that can be installed on a
Windows Server operating system. It serves as a combination of a Preboot Execu-
tion Environment (PXE) server and a Trivial File Transfer Protocol (TFTP) server
and enables you to install Windows over a network connection by choosing the
network interface card as the boot device.

Installing WDS is fairly straightforward. You can choose to install it as a stand-
alone server or integrate it with Active Directory. You tell it what the boot file
is that you want to use. The easiest one to start with is the boot .wim file on the
Windows Server installation media, which contains the Windows Preinstallation
Environment (WinPE). This is typically located under the Sources directory on the
installation media.

From there, you need to create the installation files. The simplest way to get
started with this is to copy install.wim from the Windows Server 2022 instal-
lation media (again in the Sources directory) to the system that will serve as
your WDS server. You’ll have the same edition and experience options that you
would’ve gotten from the installation wizard on disc. After WDS is fully config-
ured, it serves images over the network. All you need to do is tell your new server
to boot from the network.
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If you’re doing a network install, and the server isn’t in the same subnet as the

v WDS server, you need to set Dynamic Host Configuration Protocol (DHCP) options

66 and 67. Option 66 specifies the hostname or IP address of the WDS server, and

tecunica  Option 67 is the bootfile name. You may also need to create a firewall rule to allow
STUFF UDP ports 67 and 68 if there is a firewall between the two networks.

deprecation notice, but you can proceed in configuring with the boot .wim. Future
versions of Windows Server won’t support this option. You can, however, use cus-

TIP tom boot . wim files. Microsoft recommends moving to either Microsoft Endpoint
Configuration Manager or Microsoft Deployment Toolkit products for more gran-
ular customization and deployment of images.

; If you use the default boot . wim option from the installation media, you’ll receive a
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Chapter 4

Performing Initial
Configuration Tasks

ow that you’ve installed Windows Server 2022, it’s time for the fun to
begin! As an administrator, your next task after installing the server oper-
ating system is to configure it to do what you want it to do.

Microsoft introduced the Server Manager feature in Server 2008, and it was
updated heavily in Windows Server 2012 to support Remote Management, as well
as multi-server management. Server Manager is your starting location for the
majority of the configuration tasks that you need to accomplish on your server if
you’re working on a server that has Desktop Experience.

If you’re working on a Server Core system, you won'’t use Server Manager on the

console. Instead, you’ll use the sconfig utility to do your initial configuration,
assuming that you aren’t deploying Server Core images that are already configured
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for your environment. Of course, you can use Server Manager to administer your
Server Core systems remotely, with a little setup initially to get things going. I
cover that subject in my overview of the configuration process.

Understanding Default Settings

When Windows Server 2022 is first installed, there are some settings that are cre-
ated or set by default. Typically, these are things that you’ll want to change, such
as setting the server’s name, setting an IP address, joining the server to a domain,
and so on. Table 4-1 covers these default settings and discusses what they’re set
to out of the box to give you a better idea of what you’re starting with.

TABLE 4-1 Windows Server 2022 Default Settings
Setting Default Value Description
Computer Name WIN-<randomstring> This will be a randomly generated

name starting with WIN-. You should
change the name based on your
organization’s naming standards.
When you change the name, you'll be
required to restart the system.

IP Address Assigned by DHCP By default, your brand-new server is
using DHCP to automatically receive an
IP address. If your organization uses
DHCP to manage IP addresses, you're
good to go. If not, you may need to set
a static IP address.

Domain Workgroup Windows Server 2022 begins life

or Workgroup named WORKGROUP joined to a workgroup named
WORKGROUP. If it's going to be a
standalone server, then that setting
may work well for you. Servers in
workgroups are not domain joined.
If your server needs to be joined to
a domain, you'll want to change this
setting. Doing so will require a reboot.

Windows Update Automatic Updates are downloaded
update download automatically, but they aren't installed
until you allow them to be.
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Setting

Microsoft
Defender Firewall

Default Value

Public and private
profiles: On

Core OS
functionality: Allowed

Description

In its default state Microsoft Defender
Firewall has a public and a private
profile. Core functionality needed for
the operating system to function is
allowed automatically. The domain
profile will appear if the server
becomes domain joined.

Microsoft
Defender Antivirus

Real-time
protection: On

Provides real-time virus/malware
scanning. It prevents malware from
installing and/or running on your
server. Automatic sample submission
is also enabled by default. This sends
sample files to Microsoft for analysis.

Roles and Features

Some roles/features
are installed

Some roles and features are enabled
out of the box to allow the server basic
functionality. It's important to note
that just because a role or feature is
selected, that doesn't mean that the
role as a whole is installed.

Remote
Management

Enabled

Allows the server to be managed by
PowerShell remotely. Also allows
applications or commands that
require Windows Management
Instrumentation (WMI) to manage
the server.

Remote Desktop

Disabled

Allows users to connect to the desktop
of the server remotely. Allowed users
can be configured individually or by
security groups.

Getting an Overview of the

Configuration Process

When you start with a freshly installed server, it isn’t configured to do much of
anything. You’ll need to take some basic configuration steps. Some of these steps
are the basics like setting the day and time; others are tasks that will allow you to
manage your systems remotely.

Here’s the basic process:

¥ Activate Windows Server 2022,

¥ Set the date, time, and time zone.
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3 Change the computer name.

3 Add to the domain (if there is one to join).

¥ Configure the networking.

¥ Configure the server to receive Windows updates.

¥ Add roles and features.

¥ Setup the Windows Server OS for remote administration.

¥ Configure the Windows Server firewall.

You can find the specifics on how to do each of these tasks in the following section.

Providing Computer Information

48

When you’re deploying new servers, you have to perform certain tasks, such as
activating the operating system with a valid Microsoft product key, setting the
time zone, changing the name, and adding the server to the domain. In this sec-
tion, I explain how to provide information for the server on both Windows Server
2022 with Desktop Experience and Server 2022 Core.

Windows Server 2022 with
Desktop Experience

Many system administrators got their start with the graphical user interface (GUI)
of a Windows Server operating system. Windows Server 2022 continues the tradi-
tion of the GUI with the Desktop Experience installation. Let’s take a look at what
is involved with configuring Windows Server 2022 with Desktop Experience.

Activation

One of the first things that you do after installing the Windows Server operating
system is activate it with a valid product key. You can do this through the desktop
interface or through PowerShell.

In this section, I cover activating through the desktop interface. I cover activation
through PowerShell in the later section on activation for Server Core.

1. Log into the server.

Server Manager opens automatically.
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FIGURE 4-1:
The Activation
screen showing
that Windows
Server 2022 is
activated.

N

In Server Manager, click Local Server in the navigation pane.

To start the activation process, click the Not Activated hyperlink next to
Product ID.

A dialog box launches automatically asking for the product key.
Enter your product key and click Next.

You're prompted to activate Windows.

Click Activate.

You get a confirmation that Windows has been activated.

Click Close.

You're left on the Activation screen shown in Figure 4-1, where you see that
your version of Windows is now activated.

Settings - ] x
@ Home Activation
Find a setting 02 Windows

Update & Security Edition Windows Server 2022 Standard Evaluation
Activation Windows is activated

S Windows Update Product ID 00454-40000-00001-AA%63
ProductKey  X00CO0X000M-X000C-X000(X-WBIDY

M Delivery Optimization
Update product ke

== Windows Security p P Y
To use a different product key on this device, select Change product

ﬂ Troubleshoot key.

ecovery Change product ke

& R ge p Y

@ Activation

B Ereomomes Where's my product key?
Depending on how you got Windows, activation will use a digital
license or a product key.
Get more info about activation

Time zone

Setting the time zone is a common task in the server provisioning process. You
may want to set the server to the time zone that you are in, or to the same time
zone as a corporate office located elsewhere. This is common if your servers are
in a co-location and you want them to be on the same time zone as your local

systems.
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In Server Manager, click Local Server in the left-hand menu.
2. Click the hyperlink next to Time Zone.

This may already be set to the correct time zone for your area.

w

Click the Change Time Zone button.

P

Select your time zone from the drop-down list.

n

If you're in an area that uses Daylight Saving Time, click the check box
next to Automatically Adjust Clock for Daylight Saving Time. If you do not
use Daylight Saving Time, leave the box unchecked.

6. Click OK to exit the Time Zone Settings dialog box, and then click OK
again to exit the Date and Time dialog box.

Computer name and domain

Setting the computer name is a must in an enterprise environment. Most orga-
nizations have a naming convention that you need to follow, but the names the
organization requires will certainly be easier to remember than the default ran-
domly generated name. Joining to the domain is one of the simpler steps, but also
one of the most important steps to enable centralized authentication management
and configuration capabilities.

1. Inserver Manager, click Local Server in the left-hand menu.

2. Click the hyperlink next to Computer Name.

This will be the default name that starts with WIN- and will be followed by a
random string of letters and numbers.

w

Click the Change button.

4. Inthe Computer Name field, enter the name that you want for your
server, and then click OK.

A dialog box appears telling you that you need to restart the server.
5. click ok.
6. Cclick the Close button in the System Properties dialog box.
You're prompted to either Restart Now or Restart Later.

7. click Restart Now if you want to reboot the server immediately. Click
Restart Later if you want to finish other administrative tasks you may
have first.

If you click Restart Later, you'll need to manually reboot the server when
you're ready.
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8. To join a domain, perform Steps 1 through 3.

9. Inthe Computer Name/Domain Changes dialog box, click the Domain

radio button, and enter the name of the domain you want to join.

10. click ok.

A dialog box appears telling you that you need to restart the server.

11. click ok.

12. click the Close button in the System Properties dialog box.

1 3 Click Restart Now or Restart Later.

After the restart, the server will be joined to the domain.

Configure networking

Your server will use a dynamically assigned IP address by default. If this is not
desirable, you’ll want to set a static IP address so that the server will continue to
use the same address.

1.

2.
3.
4

N o

0 %

In Server Manager, click Local Server in the left-hand menu.

Next to Ethernet, click the hyperlink that says IPv4 Address Assigned by
DHCP, IPv6 Enabled.

Right-click your network adapter (it should be called Ethernet), and click
Properties.

Click Internet Protocol Version 4, and then click the Properties button.

By default, the server is set to obtain an IP address automatically and obtain
DNS server addresses automatically. If this is what is desired, then no changes
are necessary.

If you need to make changes, select Use the Following IP Address.
Fill in the IP address, subnet mask, and default gateway.
Manually enter the addresses for the preferred DNS servers.

See Figure 4-2 for an example.

Click OK to close the dialog box.

Click OK one more time to exit out of Ethernet Properties.
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FIGURE 4-2:
The Internet

Protocol Version 4
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Properties
dialog box.

Internet Protocel Version 4 (TCP/IPvd) Properties X
General

You can get IP settings assigned automatically if your network supperts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(C) Obtain an IP address automatically
(@) Use the following IP address:

1P address: 192,168 . 1 .41
Subnet mask: 255,255 .255. 0
Default gateway: 192.168. 1 . 1

Obtain DNS server address automatically
(8) Use the following DNS server addresses:
Preferred DNS server: 8 .8 .8 .8
Alternate DNS server: 3.8 .4 .4

[Jvalidate settings upon exit Advanced. ..

Cancel

Windows Server 2022 Core

Many system administrators have configured a Windows Server with a GUI, but
not many have used Windows Server Core. As you see in this section, Windows
Server Core has a simple interface, and when you learn how to navigate it, you
may find it simpler to work with than Windows Server with Desktop Experience.

Activation

Windows Server Core gives you a few different options for activating your copy
of Windows Server 2022. In this section, I cover activating via sconfig, as well as
activating via PowerShell.

ACTIVATING WITH SCONFIG

Sconfig is the built-in configuration utility in Windows Server Core. It’s a text-
based menu that allows you to do the majority of your initial configuration tasks
all from one central location. By default, sconfig launches automatically after
you’ve logged in.

1. Fromthe sconfig utility, type 11 for Windows Activation and press Enter.

2. Type 3 to install your product key.

3. Enter your 25-character product key in the dialog box that pops up, and
then click OK.
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After the key is installed, you see a message saying the key was installed
successfully.

4. Close the window by clicking the red X, or by pressing Enter twice.

n

When you're back on the sconfig screen, type 2 to Activate Windows, and
then press Enter.

A Command Prompt window launches again with the simgr.vbs script to
perform the activation. Assuming there are no errors, this will complete with
no message.

6. Close the window by clicking the red X or by pressing Enter twice.

ACTIVATING FROM POWERSHELL

After you’ve logged into Windows Server Core, you’re presented with the sconfig
utility. From there, you can activate your copy of Windows. To set the license and
do the activation from the command line, you’ll need to select menu option 15,
“Exit to command line (PowerShell)”. To activate, you have to set the key. You do
this with the Windows Server License Manager script, slmgr.vbs.

The slmgr.vbs script allows you to work with your Windows Server product keys
in different ways depending on the parameter that you use along with it. In the
example in this book, I use both -ipk and -ato. The -ipk parameter is used
when installing product keys, and the -ato parameter is used to specify online
activation.

To install the product key that will be needed for your version of Windows Server
2022, use the following command with the parameter -ipk. Just replace <pro-
ductkey> with your 25-character license key, including the dashes.
slmgr.vbs -ipk <productkey>

You get a dialog box that tells you the product key installed successfully. Click OK.
After the license key is installed, you use the same script with the —ato parameter
to do an online activation of your copy of Windows. You do that with the following
command:

slmgr.vbs -ato

If the activation was successful, you get a dialog box that says the product was
activated successfully (see Figure 4-3).

CHAPTER 4 Performing Initial Configuration Tasks 53

Performing Initial

Configuration Tasks



Windows Script Host .

Activating Windows(R), ServerStandardEval edition
(c1a197b6-baSe-4394-b9bf-b65%abc1baT3) ...
Product activated successfully.

FIGURE 4-3:
Using slmgr.

vbs to activate
Windows Server.

Time zone

Much like activation in Windows Server Core, you can set the time zone via sconfig
or PowerShell. In this section, I cover both methods. The great thing about Pow-
erShell version is that it will work on Windows Server with Desktop Experience
as well.

SETTING THE TIME ZONE WITH SCONFIG

Sconfig is the built-in configuration utility in Windows Server Core. Because it’s a
simple text-based menu, it provides a simple way for administrators to configure
the time zone without needing scripting knowledge to do so.

1. Fromthe sconfig utility, type 9 to go into the settings for Date and Time.

The Date and Time dialog box appears.

N

Click the Change Time Zone button.

W

Select your time zone from the drop-down list.

4. you're in an area that uses Daylight Saving Time, click the check box
next to Automatically Adjust Clock for Daylight Saving Time. If you do not
use Daylight Saving Time, leave the box unchecked.

5. click OK to exit out of the Time Zone Settings dialog box, and click OK
once more to exit out of the Date and Time dialog box.

SETTING THE TIME ZONE FROM POWERSHELL

If you prefer to work in PowerShell, you can also set the time zone from there. This
utilizes the control command to call the Control Panel’s Date and Time screen.

In PowerShell, type the following:

Set-TimeZone -Id <Time Zone Id>
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TIP

If you aren’t sure what your time zone ID is, you can run Get-TimeZone
-ListAvailable to see all the time zones you can choose from.

Computer name and domain

Setting the name and adding a server to a Windows domain are some of the most
common activities that system administrators do with new servers. With Win-
dows Server Core, there are two methods that you should know to complete this
task: sconfig (the configuration utility in Windows Server Core) and PowerShell.

SETTING THE COMPUTER NAME WITH SCONFIG
The sconfig utility in Windows Server Core makes it simple to change the name of
your server with its text-driven menus. Follow these steps:
1. Inthe sconfig utility, type 2 to change the computer name.
You're prompted to enter a new name.
2. Enterthe new name, and press Enter.
You need to restart your computer to apply the change.

3. Type yes to reboot now or no to reboot later.

ADDING TO A DOMAIN WITH SCONFIG

When the server has the correct name, you may want to add it to a Windows
domain. You can do this with the sconfig utility as well.

1. Inthe sconfig utility, type 1 to change the domain.

2. Type D to join a domain and press Enter.

. Give it the name of the domain you want to join and then press Enter.

Enter the name of an authorized user and press Enter.

ViAW

. Enter the password of the user and press Enter.
You need to restart your computer to apply the change.

6. click yes to reboot now or no to reboot later.

SETTING THE COMPUTER NAME FROM POWERSHELL

Although sconfig is a nice utility, you may want to be able to script the changes
that you want to make. Whenever this is the case, PowerShell can be very help-
ful. From running batch scripts in the Command Prompt, to running PowerShell
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scripts in PowerShell, both methods work regardless of whether you’re on Win-
dows Server Core or Windows Server with Desktop Experience.
1. Fromthe sconfig utility, type 15 to exit to command line (PowerShell).
The PowerShell window opens on your Server Core box.
2. Usethe Rename-Computer command to change the name of your server:
Rename-Computer —-NewName <new-name>

3. You get a message stating that the NetBIOS name will be truncated if your
name is longer than 15 characters.

4. you receive this message, type Y and then press Enter to accept.

ADDING TO A DOMAIN FROM POWERSHELL

The ability to script the joining of the domain is a useful skill if you’re going to be
deploying any quantity of servers. Not only does adding a domain via PowerShell
make it simpler to do, but it also helps to ensure that there are no mistakes in the
process of joining the domain.
1. Fromthe sconfig utility, type 15 to exit to command line (PowerShell).

The PowerShell window opens on your Server Core box.
2. Uusethe Add-Computer command to add the server to the domain.

Here's an example:

Add-Computer -DomainName "your_domain_name" -Restart
A dialog box appears asking for a username and password.

3. Enter a username that is authorized to add systems to your Active
Directory domain and enter the corresponding password.

4. Cclick OK.

The server restarts.

Configure networking

Before you can set the IP address for the adapter with PowerShell, you need to find
out what the index of your interface is. You can do this by typing the following:

Get-NetAdapter
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FIGURE 4-4:
Setting the IP
address with

PowerShell.

The output lists all network adapters. In this case, you want the one that says
Ethernet. After you have the index number, you can set the IP address and the DNS
servers. On my server, the index is 4.

Use the following command to set the static IP address. InterfaceIndex is the
index number for my network card, IPAddress is the IP address I want to assign,
PrefixLength is the subnet mask that I want to use, and DefaultGateway is the
gateway address for the local network (see Figure 4-4).

New-NetIPAddress -Interfacelndex 4 -IPAddress 192.168.1.50
—Prefixlength 24 -DefaultGateway 192.168.1.1

I haven’t discussed PowerShell much at this point, and this is a more complex
bit of PowerShell. The New-NetIPAddress is a cmdlet that allows you to work
with IP addresses on Windows Server systems. The parameters that come after-
ward, like -Inter faceIndex, help to identify the object you want to work with
(the network adapter, in this case) or to make changes to the settings, like the
-IPAddress parameter where you specify the IP address you want to set on the
network adapter.

[ o G mdexe ==

PS C:\Users\Administrator> Get-NetAdapter

Name InterfaceDescription ifIndex Status

Intel(R) PRO/168@ MT Desktop Adapter

PS C:\Users\Administrator> New-NetIPAddress 192.168.1.50
192.168.1.1

1 192.168.1.50

1 4

: Ethernet

: IPv4

: Unicast

1 24

: Manual

: Manual

: Tentative

: Infinite ([TimeSpan]::MaxValue)
PreferredLifetime : Infinite ([TimeSpan]::MaxValue)
SkipAsSource : False
PolicyStore : ActiveStore

IPAddress : 192.168.1.50
InterfaceIndex : 4
InterfaceAlias : Ethernet
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Setting the DNS

To set the DNS Server after that, the command uses the same index number for
my network card. ServerAddresses is used to identify the DNS servers that the
system should use (see Figure 4-5). If you have more than one, you can separate
them with a comma.

Set-DNSClientServerAddress -Interfacelndex 4 -ServerAddresses
8.8.8.8, 8.8.4.4

= e e [=[= %]
PS C:\Users\Administrator> Set-DnsClientServerAddress .
8.8.8, 8.8.4.4

PS C:\Users\Administrator>

Updating Windows Server 2022

58

After you have installed your brand-new Windows Server, and maybe even done
some of the basic configuration work like changing the name and joining the
domain, you’ll want to update the server. Updates contain fixes for security vul-
nerabilities and new features, and should always be installed before turning a
server over to the team that requested it.
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Windows Server 2022 with
Desktop Experience

Considering how important it is to stay up to date on Windows Server updates,
most organizations are going to set up automatic updates. You may have a server
that can’t be set to receive updates automatically, or there may be an emergency
patch that was issued and you want to apply it right away. In this section, I explain
how to do automatic updates and manual updates.

Automatic updates

Most organization use automatic updates. The following directions walk you
through setting up your server to reach out to Microsoft’s update servers (the
default behavior).

e Many organizations have patching solutions that handle the scheduling of

\ updates, and could still be considered an automatic update because the tool will
tecunicar  Schedule the deployment of approved patches.

STUFF

1. click the Start menu and type gpedit.msc.
2. Navigate to the Windows Update section by clicking on Computer

Configuration, then Administrative Templates, then Windows
Components, and finally Windows Update.

W

Double-click Configure Automatic Updates.
4. select Enabled.
You're given configuration options.

Under Configure Automatic Updating, you can see that it's set to Auto
Download and Notify to Install. This is the default setting.

5. clickthe drop-down box and select the setting that works best for your
environment.

In my case, I've chosen Auto Download and Schedule the Install. See Figure 4-6
for an example.

6. Click OK to save the change.
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Configure Automatic Updates O >
g P

E Configure Automatic Updates D Next Setting

(O Not Configured Comment:
@) Enabled
() Disabled
Supperted @0t [yindows XP Professional Service Pack 1 or At least Windows 2000 Service Pack 3
Optien 7 only supported on servers of at least Windows Server 2016 edition
Cptions: Help:

>

| | Specifies whether this computer will receive security updates and
other important downloads through the Windows autematic
4 - Auto download and schedule the install updating service,

Configure automatic updating:

The following settings are only required and applicak Note: This policy does not apply to Windows RT.

4 is selected,
This setting lets you specify whether automatic updates are
[] Install during automatic maintenance enabled on this computer. If the service is enabled, you must
. select one of the four optiens in the Group Policy Setting:
Scheduled install day: | 0 - Every day

2 = Motify before downloading and installing any updates.

FIGURE 4-6: | scheduled install time: [ 03:00 v
Using the Local ¥ vou have selected “4 — Auto download and sched: When Windows finds updates that apply to this computer,
f o " X users will be notified that updates are ready to be downloaded.
GrOUp POI|Cy the install” for your scheduled install d.a‘;.aﬂd spe.cn‘u After going to Windows Update, users can download and install
Editor to Change schedule_.you also have the opticn to limit uPdatmg any available updates.
> weekly, bi-weekly or menthly occurrence, using the
the automatic options below: 3 = (Default setting) Download the updates automatically
i d notify when th dy to be installed
upd'ates'settlng [ Every week . and notify when they are ready to be installe
in Windows < > Windows finds updates that apply to the computer and v

Server 2022.

Downloading and installing updates

You hear about the next big security vulnerability on the news media, and vendors
release patches to the vulnerability very quickly after that. When a security vul-
nerability impacts your Windows Server systems, you may want to start a manual
update — that way, your systems are protected outside of your normal patching
windows. If your organization uses a patching solution, the patch may be pushed
from that system, but there are always a few systems that don’t take the patch for
whatever reason. You may have to manually update when that occurs.
1. with server Manager open, click Local Server in the left-hand menu.
2. Clickthe hyperlink next to Last Checked for Updates.

This may say Never if it hasn't been run yet.
3. Click the Check for Updates button.

The server will check to see if there are any updates available.

Windows Server 2022 Core

Windows Server Core has the same needs when it comes to receiving updates from
Microsoft that Windows Server with Desktop Experience does. In this section, I
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show you how to set up automatic updates and how to perform manual updates
from PowerShell.

Automatic updates

There are two ways you can enable automatic updates on Server Core: using the
sconfig utility and using PowerShell.

SETTING UPDATES TO AUTOMATIC VIA SCONFIG

The text-driven menu provided by the sconfig utility makes enabling automatic
updates very simple. You can set up automatic updates in just four quick steps:
1. Fromthe sconfig menu, type 5 to configure Windows Update settings,

and then press Enter.

You're given the choice of selecting A for automatic download and install, D for
download only (which is the default), or M for manual updates.

2. Type A for automatic download and installation of Windows updates.
You get a text confirmation that the change was successful.

3. Press Enter to exit the updates section.

SETTING UPDATES TO AUTOMATIC VIA PowerShell

To set updates to automatic via PowerShell, you need to navigate to C: \Windows\
system32 and stop the Windows Update service. It may already be stopped. Then
you can use the script program to execute scregedit.wsf. Adding the switch /AU 4
enables automatic updates, /AU 1 would disable automatic updates. The following
example enables Windows updates:

1. Stop the Windows Update Server service.
net stop wuauserv

2. Setautomatic updates to 4 which is enabled.
cscript scregedit.wsf /AU 4

3. start the Windows Updates Server service.
net start wuauserv

If you would like to see an example of what this looks like and what the responses
should be, please see Figure 4-7.
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[ select c md.exe ==/
PS C:\Windows\System32> net stop wuauserv

The Windows Update service is stopping.

The Windows Update service was stopped successfully.

PS C:\Windows\System32> cscript scregedit.wsf /AU 4
Microsoft (R) Windows Script Host Version 5.812
Copyright (C) Microsoft Corporation. All rights reserved.

Registry has been updated.

Registry has been updated.

PS C:\Windows\System32> net start wuauserv

The Windows Update service is starting.

The Windows Update service was started successfully.

PS C:\Windows\System32> _

FIGURE 4-7:
Setting auto-
matic updates in
PowerShell.

Downloading and installing updates

To force Server Core to then detect and install any available updates, simply type
the following command and press Enter.

wuauclt /detectnow

Customizing Windows Server 2022

After your Windows Server operating system is installed, the next step is to cus-
tomize it and make it your own! This involves things like installing roles and fea-
tures, setting up remote administration, and configuring the firewall.

Windows Server 2022 with Desktop
Experience

I'll start the customization discussion with the Desktop Experience. When you
log into a server with Desktop Experience enabled, by default Server Manager will
launch. A lot of the configuration and customization tasks you may have can be
accomplished from Server Manager.
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FIGURE 4-8:

The select Server
Roles Screen
with File Server
selected.

Adding roles and features

Roles and features are added in Windows Server 2022 with Desktop Experience

through Server Manager.

OUVAWN==

Next.

. Open Server Manager.

Choose Manage~>Add Roles and Features.
On the Before You Begin page, click Next.
On the Select Installation Type page, click Next.

On the Select Destination Server page, click Next.

. Check the check box next to the role that you want to install and click

For this demonstration, I've chosen File Server under File and Storage Services

(see Figure 4-8).

Fﬁ'. Add Roles and Features Wizard

Select server roles

Before You Begin

Roles

Confirmation

Select one or more roles to install on the selected server,

[] DHCP Server
[] DNS Server
[ Fax Server
4 W] File and Storage Services (1 of 12 installed)
a File and iSCSI Services

[] BranchCache for Network Files

[] Data Deduplication

[] DFS Namespaces

[] DFS Replication

[] File Server Resource Manager

[] File Server VSS Agent Service

[] iSCSI Target Server

[] iSCSI Target Storage Provider (VDS and V5SS
[ Server for NFS

[] Waork Folders

| Storage Services (Installed)
[] Host Guardian Service
71 Hvper-V

< Previous Next > nsta

- [m] X

DESTINATION SERVER
SERVER2022-DC

Description

File Server manages shared folders
and enables users to access files on
this computer from the network.

Cancel
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7. oOnthe next screen, select any features you may want to install and then
click Next.

8. i you want the server to restart automatically if needed for the role you
installed, you can select the Restart the Destination Server Automatically
if Required check box. If a restart is not needed, or you don't want it to
restart, leave the check box unchecked.

9. Cclick Install to install the roles and/or features you selected.

Enabling remote administration

Remote Management is enabled by default and allows for remote administration
through PowerShell. Remote Desktop is a separate setting that allows you to con-
nect to the server and work with it directly.
REMEMBER

When a server has Desktop Experience, administrators often prefer to work with
the server over Remote Desktop. This is disabled by default; you enable it to use it.
If the firewall on the server is enabled and does not have Remote Desktop enabled,
you won’t be able to connect to it. You need to enable the Remote Desktop — User
Mode (TCP-In) rule listed in the Inbound Rules of your server’s firewall.

1. with server Manager open, click Local Server in the left-hand menu.

2. Click the hyperlink next to Remote Desktop that says Disabled.

3. Inthe dialog box that appears, select Allow Remote Connections to This
Computer.

A dialog box appears telling you that a firewall exception will be made for
Remote Desktop.

4. click OK.

5. you want to set remote access for specific people or groups, click the
Select Users button.

6. click Add, choose your person or group, and click OK.

7. click oK again on Remote Desktop Users to close out of it.

8. Click OK one more time on the System Properties screen to enable

Remote Desktop.

Configure Windows Firewall

Assuming that you’re going to use the Windows Firewall on your server, you need
to know how to enable applications through the firewall. By allowing inbound
traffic, you enable the server to do the job you plan on using it for.
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FIGURE 4-9:
Allowing an app
through Micro-
soft Defender
Firewall.

-_—

From Server Manager, select Local Server on the left-hand side.

2. Click the Private: On link next to Microsoft Defender Firewall.
The Firewall & Network Protection app opens.

3. Cclick Allow an App through Firewall.

4. selectFile and Print Sharing and enable it for the Private profile by
selecting the check box under Private (see Figure 4-9).

5. click oK to save your changes.

@ Allowed apps - m} X

1 @ < Windows Defender Firewall > Allowed apps v D »

Allow apps to communicate through Windows Defender Firewall
To add, change, or remove allowed apps and perts, dick Change settings.

What are the risks of allowing an app to communicate? G-:henge settings

Allowed apps and features:

Name Private  Public *
O COM+ Network Access ] O
[ COM+ Remote Administration O O
Core Metworking
[ Core Metworking Diagnostics | [m]
Delivery Optimization
DiagTrack
DIAL protecol server O
[ Distributed Transaction Coordinator m} O
File and Printer Sharing O
[ File and Printer Sharing over QUIC O [m]
[IFile and Printer Sharing over SMBDirect m} m}
File Server Remote Management h
Details... Remaove

Allow another app...

QK Cancel

Windows Server 2022 Core

Whether you’re running PowerShell commands against your Windows Server Core
system while connected to the console or through remote PowerShell, you can do
much of your configuration work with just a few PowerShell commands.

Adding roles and features

To get really good working with Server Core, half of the battle you face is learning
how to find the things you want. In Server with Desktop Experience, you have the
GUI to guide you. Not so with Server Core.
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Let’s look at the example I used with the Desktop Experience server. You want
to install the File Server role. Before you can install the role, you need to find out
what to call it. By using Get-WindowsFeature, you can find the names of the roles
and features you’re interested in. If you have an idea of what the name is, you can
do a wildcard search. In the following example, I've used xfilex to indicate that
I want the Get-WindowsFeature cmdlet to return results that have the word file
in them.

Get-WindowsFeature xfilex

When you type the preceding command, you get three results of items that have
file in their names. You can see File Server under Display Name. For the installa-
tion command, you need the name under the Name column. In this case, it’s FS-
FileServer. Now you’re ready to install it! Use the following command to install
the File Server (see Figure 4-10):

Install-WindowsFeature FS-FileServer

WARNING: To launch Server Configuration tool again, run "SConfig"
PS C:\Windows\System32> Get-WindowsFeature *file*

Display Name Name Install

[X] File and Storage Services FileAndStorage-Services Installed
[ ] File and iSCSI Services File-Services Available
[ ] File Server FS-FileServer Available

PS C:\Windows\System32> Install-WindowsFeature FS-FileServer
Success Restart Needed Exit Code Feature Result

Success {File and iSCSI Services, File Server}

PS C:\Windows\System32> Get-WindowsFeature *file*
Name Install

[X] File and Storage Services FileAndStorage-Services Installed
[X] File and iSCSI Services File-Services Installed
[X] File Server FS-FileServer Installed

FIGURE 4-10:
Using PowerShell
to install roles
and features.

PS C:\Windows\System32> _
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You see a progress bar as the feature is installed. After it’s installed, if you run
the first command again, you see that all three results are now installed. File and
iSCSI Services was installed because File Server relies on it.

Enabling remote administration

Remote Management is enabled by default in Windows Server 2022. If it was
disabled in your environment, you can enable it by running the Configure-
SMRemoting command. This allows you remotely administer your server with
Server Manager.

Configure-SMRemoting -Enable

To be able to administer the server remotely with PowerShell, you need two addi-
tional commands. Enable-PSRemoting configures PowerShell to receive remote
commands that are sent to your system. Winrm quickconfig will analyze and
automatically configure the WinRM service for you. This is very helpful when you
just want it to work and don’t need to customize it. The command starts the
WinRM service if it isn’t already started, and ensures that WinRM is set to auto-
matically start. It also configures listeners for HTTP and HTTPS, and ensures that
the Windows firewall is allowing HTTP and HTTPS traffic inbound.

The Enable-PSRemoting command will not give you any output if it succeeds.
You’ll simply be presented with the PowerShell prompt again.

Enable-PSRemoting —force

Running winrm quickconfig is a little different. After it runs its analysis, it tells
you what needs to be changed and asks for a yes or no as to whether it can make
the necessary changes. Select Y and press Enter. If everything looked good during
the analysis, you’ll be told that WinRM is already running and is already set up for
Remote Management instead of the yes/no question.

winrm quickconfig

Configure Windows Firewall

Working with the Microsoft Defender Firewall on Server Core is pretty simple. You
need to find the name of the rule you want to work with first. You can do that with
the Get-NetFirewallRule command (see Figure 4-11). Using the Format-table
command at the end makes the output more easily readable. Try the command
without it — you’ll see what I mean!

Get-NetFirewallRule xremotex | Format-table
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= e e == %]
PS C:\Windows\System32> Get-NetFirewallRule *remote* | Format-table

Name DisplayName

RemoteEventlLogSvec-In-TCP Remote Event Log Management (RPC)
RemoteDesktop-In-TCP-WS Remote Desktop - (TCP-WS-In)
RemoteEventLogSvc-NP-In-TCP Remote Event Log Management (NP-In)
RemoteFwAdmin-RPCSS-In-TCP Windows Defender Firewall Remote Management (RPC-EPMAP)
RemoteDesktop-In-TCP-WSS Remote Desktop - (TCP-WSS-In)
RemoteSvcAdmin-In-TCP Remote Service Management (RPC)
RemoteSvcAdmin-RPCSS-In-TCP Remote Service Management (RPC-EPMAP)
RemoteDesktop-Shadow-In-TCP Remote Desktop - Shadow (TCP-In)
RemoteSvcAdmin-NP-In-TCP Remote Service Management (NP-In)
RemoteTask-RPCSS-In-TCP Remote Scheduled Tasks Management (RPC-EPMAP)
RemoteFwAdmin-In-TCP Windows Defender Firewall Remote Management (RPC)
RemoteTask-In-TCP Remote Scheduled Tasks Management (RPC)
RemoteDesktop-UserMode-In-TCP Remote Desktop - User Mode (TCP-In)
RemoteDesktop-UserMode-In-UDP Remote Desktop - User Mode (UDP-In)
RemoteEventLogSvc-RPCSS-In-TCP Remote Event Log Management (RPC-EPMAP)

PS C:\Windows\System32>
FIGURE 4-11:

Using Get—
NetFirewall-
Rule to find
rules.

The preceding command looks for any rules that have remote in the name. You
can see each rule and whether it’s enabled.

Let’s enable the Remote Firewall Management rules. These would allow you to
administer this server’s firewall from another system. The rules you’re interested
in are RemoteFwAdmin-In-TCP and RemoteFWAdmin-RPCSS-In-TCP.

Here are the commands you’ll use to enable these (see Figure 4-12):
Set-NetFirewallRule —-Name "RemoteFwAdmin-In-TCP" -Enabled True
Set-NetFirewallRule —-Name "RemoteFwAdmin-RPCSS-In-TCP" -

Enabled True
If the commands complete successfully, you’ll get no response. You’ll be returned

to the PowerShell prompt. If you run your search again, you’ll see that these rules
are now enabled.
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FIGURE 4-12:
Using PowerShell
to set firewall
rules and
validate that
they're enabled.

=] or G md.exe ==/
PS C:\Windows\System32> Set-NetFirewallRule
PS C:\Windows\System32> Set-NetFirewallRule
e

PS C:\Windows\System32>

Configuring Startup Options with BCDEdit

©

REMEMBER

A

WARNING

With Windows Server 2008, Microsoft introduced a utility called BCDEdit, which
allows you to manipulate the Windows boot configuration data (BCD) store.
The BCD is used to tell the operating system how it should boot; it contains
all the boot configuration parameters needed to support that function. This
replaced the older bootcfg.exe utility that was used to edit the boot . ini file pre—
Windows Vista. You must be a member of the local Administrator’s group on a
system to use BCDEdit. This is an advanced utility that is useful in troubleshooting
issues that are preventing a server from booting properly.

You may need to disable or suspend both BitLocker and Secure Boot on a system
before you can use BCDEdit.

Mistakes made using the BCDEdit utility could leave your system unable to boot at
all. Always make sure that you either have a good backup of the system, or if you
don’t have a good backup, export the current settings from BCDEdit so that you can
restore them if needed. You can export the current boot configuration database by
typing BCDEdit /Export <export_path>. If you need to restore from that export, the
command is very similar. You need only type BCDEdit /Import <path_to_export>.

Table 4-2 lists some of the more common options available for BCDEdit.
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TABLE 4-2 BCDEdit Common Options

Option Description

/bootdebug Enables or disables boot debugging.

/dbgsettings Configures the type of debugging connection.

/debug Enables or disables kernel debugging.

/delete Deletes boot entries from the datastore — use with caution!

/deletevalue Deletes or removes a boot entry option — use with caution!

/displayorder Sets the order used by the boot manager when displaying the
multiboot menu.

/enum Lists all the entries in the boot configuration datastore.

/export Exports the contents of the BCD; can be used as a backup to

restore the BCD.

/import Imports the contents of an exported file; can be used as a
restore option if needed.

/set Sets a value in a boot option.

Most often, you’ll use bcdedit /set to make changes to your boot configuration
datastore. Before you make any changes, you need to know what your BCD looks
like currently. You can use the /enum option to do that. In Figure 4-13, you can see
the current settings for the Windows Boot Manager and the Windows Boot Loader.

You may notice that the description in the Windows Boot Loader just says Windows
Server. Maybe you want it to be more descriptive than that. You can change it with
bcdedit /set. You need the ID of the object that you’re wanting to work on. In this
case, you’re wanting to edit the Windows Boot Loader; the identifier that you can see
in Figure 4-13 is {current}. The full command you type will look something like this:

bcdedit /set {current} description "Windows Server 2022
Standard"

This command will work perfectly in a command prompt, but if you try to run it in
PowerShell, you’ll need to put quotes around the identifier. For instance, if I were
to run the command in PowerShell I would type it like this:
TIP
bcdedit /set "{current}" description "Windows Server 2022
Standard"

When you get the message The operation completed successfully, use bcde-
dit /enum again. You’ll see your new description. See Figure 4-14 for my example.
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FIGURE 4-13:
Using bcdedit
/enum to see
the current set-
tings of the boot
configuration
datastore.

FIGURE 4-14:
Using bcdedit
/set to alter the
description of the
Windows Boot
Loader entry.

& or: C 2\cmd.exe ==/
PS C:\Windows\System32> bcdedit /enum

Windows Boot Manager

{bootmgr}
partition=\Device\HarddiskVolumel
Windows Boot Manager
en-Us
{globalsettings}

bootshutdowndisabled Yes

default {current}
{77de14bb-0e91-11ec-b6d8-b8a5b92ed459}
{current}

toolsdisplayorder {memdiag}

timeout 30

Windows Boot Loader

{current}
partition=C:
\Windows\system32\winload.exe
Windows Server
CLES
{bootloadersettings}
recoverysequence {77de14bd-0e91-11ec-b6d8-b8a5b92ed459}
displaymessageoverride Recovery
recoveryenabled Yes
allowedinmemorysettings ©x15680075
partition=
\Windows
{77del4bb-0e91-11ec-b6d8-b8a5b92ed459}

@ Admimirton C cmd =[]
x optin
32> bededit /enum

\Device\HarddiskVolumel
Joot Manager

bootshutdowndisabled
default

ettings}
-1lec-b6d8-b8a5b92ed459}

partition=C:
\Windows
{77del4bb- -1lec-b6d8-b8as5b92ed459}
OptOut
PS C:\Windows\Sys 32> bededit /set description

The operation
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Why would you want to change the name on the Windows Boot Loader? Consider
the example of a multiple boot system that has the same operating system on both
disks. The disks are used for very different purposes, so you want to ensure that
you remember which is which. Being able to change the descriptions will sim-
plify choosing the appropriate disk in the boot menu. BCDEdit can also be used to
change the order of the boot menu. This is useful if you want to set one of your
disks to be first in the list and the default disk to boot to after a certain amount
of time.
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IN THIS CHAPTER

» Using Server Manager to administer
your server

» Understanding the server roles
available in Windows Server 2022

» Understanding the server features
available in Windows Server 2022

Chapter 1

Configuring Server Roles
and Features

eing familiar with Server Manager, and how to find the tools that you need

will make your life as a system administrator much simpler. From knowing

how to access the basic information about your server (like its hostname,
IP address, and activation status) to installing new roles and features, Server
Manager offers you a central administration point to start from.

This chapter starts with an introduction to Server Manager and discusses where
the tools are located that will enable you to be able to perform your job. Then I
explain the roles and features that are available in Windows Server 2022.

Using Server Manager

Server Manager is where you’ll spend a great deal of time with a brand-new
server. It launches right after you log in and is a central management area for the
server you’re logged into.

When you first log in, Server Manager will launch with the Dashboard selected.
The Dashboard has a large tile at the top, called a Quick Start tile, that has typical
initial server configuration tasks available as hyperlinks, shown in Figure 1-1. If
you want this large tile to go away, you can click Hide in the lower-right corner.
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FIGURE 1-1:
The Server

Manager Dash-

board with the

Quick Start tile at

76

the top.

I Server Manager

@ ~  Server Manager * Dashboard @1 I'. Manage  Tools

B8 Dashboard WELCOME TO SERVER MANAGER

I Local Server
li All Servers . .

= o Configure this local server
g File and Storage Services b -

‘QUICK START

2 Addroles and features

Add other servers to manage

‘WHAT'S NEW

Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups:1 | Servers total: 1

= Fil d St H
ifg Fileand Storage 1 # Local Server 1
i c1vice s B

@ Manageability @ Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results

: 824PM
E £ Type here to search i g ® 971272021 )

Below the Quick Start tile are tiles for all the roles that are installed on the server.
With a fresh installation of Windows Server 2022 with no customizations made,
you’ll have tiles for File and Storage Services and Local Server. These tiles are very
useful because they can tell you very quickly if your server is healthy. If the tile
is green and has a little up arrow, that means that the service is up and running
properly. If the tile is red and it has a little down arrow, that means that the ser-
vice either ran into problems or isn’t running. You can click the individual tiles to
get more information on the individual roles. For instance, if I click the File and
Storage Services role tile, I can see events related to the services running that are
supporting this role, shown in Figure 1-2. On the left side are the configuration
options for the local server’s storage, including volumes, disks, and pools.

Roles and features

Roles and features allow you to add functionality to your server. A role is some-
thing you want to use your server to do. For instance, you may install the Active
Directory Domain Services role so that you can make this server a domain control-
ler. A feature is typically used to support a role. In this case, you would also install
the management tools for Active Directory Domain Services (you’ll be prompted to
install this feature when you select the role). The management tools are a feature.
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FIGURE 1-2:

The File and
Storage Services
management
window.

[F Server Manager

SERVERS

Volumes
Disks

Filter s B @~ O

Storage Pools Server Name IPv4 Address  Manageability Last Update Windows Activation

Shares

SERVER2022-DC  192.168.143  Online - Performance counters not started 9/12/2021 8:21:14 PM  00454-40000-00001-AA963 (Activate]

iSCS|
Work Folders

EVENTS
All events | 0 total TASKS ¥

Server Name |D Severity Source Log Date and Time

&26PM

£ Type here to search i ~ s 9/12/2021 &

Diagnostics

Server Manager gives you quick and easy access to many of the diagnostic tools
that you may need over your career. To access them, simply click Tools in the top
menu, shown in Figure 1-3.

Here are a few of the items in the Tools menu that have helped me over the years:

»

»

»

Event Viewer: When I'm troubleshooting an issue, my first stop is almost
always the Event Viewer. | start with the System, Application, and Security logs,
and then | get into role- and/or component-specific logs if needed.

Performance Monitor: Performance Monitor is a very useful tool when you
need to be able to measure very specific metrics in relation to performance
like central processing unit (CPU) idle time, interrupt time, user time, and so
on. It provides hundreds of counters out of the box and can be set to start
when a certain criteria or threshold is met. This tool is most useful for
troubleshooting issues related to performance like slowness and/or freezing.

Resource Monitor: If you just want a quick look at how your system is doing,
Resource Monitor is great for that. It has a simple summary screen that gives
you information on your CPU, disk, network, and memory usage. This tool
focuses on resource utilization and could help troubleshoot issues like low
disk space, an overutilized disk, or insufficient network bandwidth.
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FIGURE 1-3:
The Tools

menu in Server H B
Type here to search
Manager. e

3 System Configuration: | use System Configuration when I'm having boot
issues. The Boot tab gives me several helpful options, including whether |
want to use safe boot, if | want to create a boot log, and if | want to use a very
basic video setting.

3 System Information: When you need to know what your hardware specs are
or what some of your settings are, this should be your go-to utility. It can even
tell you what version of BIOS you're running and what mode it's running in.

3 Windows Memory Diagnostic: This is the same memory diagnostic that |
cover in Book 1, Chapter 2. You're simply launching it from the menu rather
than typing in the name of the program.

3 Windows PowerShell: PowerShell is always handy. You can query settings
and export to a text file if need be.

Configuration tasks

The majority of your configuration tasks will be done in the Local Server section in
Server Manager. When you click Local Server, you’re presented with a Properties
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FIGURE 1-4:

The Server
Manager's Local
Server properties
screen.

page that displays current server information, shown in Figure 1-4. The great

thing about this page is that every setting is a clickable hyperlink. If you click

it, you’re taken to where you can configure that individual setting. Pretty cool,
right? When you have a freshly built server, it simplifies the configuration process
because you can change the hostname and IP address from here, as well as update
the server, add it to a domain, even activate the operating system.
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Configure and Manage Storage

I mention earlier that, by default, all Windows Server 2022 systems have the
File and Storage Services role installed. This gives you an easy-to-access menu
to work with your server’s storage. When you click File and Storage Services in
the navigation menu, you’re presented with several options; select Disks. This is

rver 2022 Standard Evaluation  Processors

emory (RAM)

Total disk spac

Log
System
System

System

TASKS +

Never
Download u
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Real-Time Py
Settings
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where you can bring new disks online, initialize the disks, and create volumes,

shown in Figure 1-5.
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Understanding Server Roles

As I mention earlier, a role is something that we want the server to do. By install-
ing roles, you make servers useful. Maybe you’re building out an Active Directory
infrastructure, or maybe you’re creating a robust virtualization platform. Regard-
less of what you’re trying to accomplish, you’ll most likely start by installing a role.

Let’s take a look at the roles that are part of Windows Server 2022.

Active Directory Certificate Services

Active Directory Certificate Services (AD CS) is a role that allows you to create a
public key infrastructure (PKI) in your organization that will allow you to issue
your own internal certificates. This may include certificates for your domain con-
trollers so they can support Lightweight Directory Access Protocol (LDAP) over
Secure Sockets Layer (SSL), or certificates for internal web servers, or even code-
signing certificates for scripts that will run on your organization’s systems. You
can install certificate authorities (CAs) and provide additional services like Online
Certificate Status Protocol (OCSP), which provides lookups for certificate revoca-
tion information, and Network Device Enrollment Service (NDES), which allows
network devices to enroll for certificates without domain credentials.
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AD CS has a lot of moving pieces. If you’re interested in learning more about AD
CS, including how to install and configure it, check out Book 5, Chapter 6.

Active Directory Domain Services

Active Directory Domain Services (AD DS) gives you the ability to store informa-
tion about users and other network objects in a directory service. You can organize
these objects in a hierarchical structure with forests, domains, and organizational
units (OUs).

Active Directory contains a global catalog, which contains information about every
single object in the directory, and is required for successful logon to the domain.
With Active Directory, it’s simple to search for and locate specific objects if you
know a little information about them.

If you’re interested in AD DS, you can learn more about installing and configuring
AD DS in Book 2, Chapter 5.

Active Directory Federation Services

Active Directory Federation Services (AD FS) can provide single sign-on capabili-
ties to organizations that are utilizing AD DS. It allows those with an Active Direc-
tory account to use that account on applications that are outside the boundaries
of their Active Directory (for example, a web application hosted by a business
partner), or applications that don’t rely on Active Directory accounts for authenti-
cation at all. By creating a federation (the sharing of identity information), the user
can be authenticated via his company’s Active Directory and can then be authenti-
cated to the business partner’s web application with a claim. The business partner
simply has to configure their web application to trust the incoming claims.

Active Directory Lightweight
Directory Services

Active Directory Lightweight Directory Services (AD LDS) is a Lightweight
Directory Access Protocol (LDAP)-based directory service similar to AD DS. It’s
designed to be used with directory-enabled applications, and it’s especially handy
for an organization that may want to establish a directory of customer accounts,
but keep that directory separate from the organization’s AD DS infrastructure.

It can be used as an identity provider with AD FS for both authentication and

the generation of claims to web applications that are configured to understand
federation.
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Active Directory Rights Management
Services

Active Directory Rights Management Services (AD RMS) allows businesses to cre-
ate and enforce policies to protect their data. The rules are created on the AD
RMS server but continue to protect documents even if they leave the premises.
For example, you can set the policy to allow documents to only be accessible for a
brief amount of time, after which the recipient can no longer open them. You can
take away the ability to print the document or copy text out of it with copy/paste.

AD RMS is not perfect. It won’t prevent someone from taking a screenshot of the
data in a sensitive document (there aren’t many rights management products that
can prevent this activity). Plus, the applications on the client side must support
RMS. The functionality exists in the Microsoft Office suite of applications, Share-
Point, and Exchange Server. You can also make Internet Explorer compatible with
an add-on.

Device Health Attestation

The Device Health Attestation role was added in Windows Server 2016. It gives
administrators a way to verify that a device is healthy as it boots. It can measure
several different settings and is configured with whichever settings the system
administrator or network administrator wants to track. This role is often used for
systems to validate that they’re safe before they’re allowed to connect through
remote access services like DirectAccess or other virtual private network (VPN)
services.

The settings Device Health Attestation can validate include the following:

¥ Is BitLocker enabled?
¥ Is Early Launch Anti-Malware (ELAM) enabled?
¥ Is Secure Boot enabled?

¥ Is Code Integrity enabled?

Dynamic Host Configuration Protocol

Dynamic Host Configuration Protocol (DHCP) is a system administrator’s best
friend for sure. Without DHCP, you had to manually assign an IP address and track
which IP addresses were assigned. DHCP automates that process. It can automati-
cally assign IP addresses out to systems on a lease-based system. When the lease
has gotten to 50 percent of the configured lease duration time, the client will
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request that the IP address be renewed. If a system needs to keep the same IP
address, you can set a reservation for that IP address. For as long as the system
in question has the same network interface card, it will get the same IP address.
As an additional bonus, you can set DHCP options for each scope that is defined.
These options may tell the systems in the scope where they can find their gateway
server, their DNS servers, where an imaging server might reside, and so on.

If you’re interested in finding out more about DHCP, check out Book 2, Chapter 5,
where I cover installing DNS and DHCP. Be sure to also check out Book 2, Chapter 6.

Domain Name System

Domain Name System (DNS) is a very useful service that helps map hostnames
to IP addresses. It’s because of DNS that you can type www.dummies.com in your
web browser, which is really easy to remember, instead of having to remember an
IP address like 13.32.254.23. Let’s face it, the human brain remembers words and
phrases better than numbers.

DNS can resolve hostnames to IP addresses and also can do reverse lookups, which
map IP addresses to hostnames. When dealing with network devices that deal only
with IP addresses, this can be extremely useful.

If you’re interested in finding out more about DNS, check out Book 2, Chapter 5,
where I cover installing DNS and DHCP. Be sure to also check out Book 2, Chap-
ter 6. In addition, there is a whole section on securing your DNS infrastructure in
Book 5, Chapter 7.

Fax Server

The Fax Server role can give a server the ability to act as a fax machine. The server
enables users on the network to send and receive fax messages. The server is
handling the actual message transmission and requires a fax modem with a con-
nection to a telephone line, as well as a network connection so that it can commu-
nicate with your users on the network.

This type of setup is far more efficient than having multiple physical fax machines
hanging around the office. The coolest thing about this role is that it can be con-
figured to send faxes to your users by email, and they can send an email or Word
document to the server and have it faxed out.

CHAPTER 1 Configuring Server Roles and Features 83

Configuring Server

Roles and Features


http://www.dummies.com

84

File and Storage Services

The File and Storage Services role has quite a few components that you can install.
By default, on a fresh install of Windows Server 2022, the Storage Services com-
ponent is installed. None of the following components under File and iSCSI Ser-
vices is installed:

»

»

»

»

»
»

»

»

»

»

»

File Server: Manages folder shares and lets users access those shares from
the network.

BranchCache for Network Files: A bandwidth optimization technology that
caches the contents of servers at your main site with servers at branch sites.

Data Deduplication: Saves disk space by eliminating duplicate data on drives;
a single copy is left intact and links are put in place of the file in the other
locations.

DFS Namespaces: Allows you to use a logical namespace to access groups of
shared folders on different servers, but it appears to be a single folder with
multiple subfolders to end users.

DFS Replication: Synchronizes folders across multiple servers.

File Server Resource Manager: Allows you to manage and classify data on
your file servers.

File Server VSS Agent Service: Allows you to enable volume shadow copies
on your system, which will take backup copies (snapshots) of your files and/or
volumes even if something is using them.

iSCSI Target Server: Services and management tools for iSCSI targets. iSCSI
allows you to send SCSI commands for storage over regular TCP/IP networks
and enables organizations to have a storage area network (SAN) that is not
cost prohibitive.

iSCSI Target Storage Provider: Allows applications connected to an iSCSI
target to make volume shadow copies of the data on virtual iSCSI disks.

Server for NFS: Allows the server to serve files to Unix and Linux systems that
use the NFS protocol.

Work Folders: Synchronizes files across multiple computers.

Host Guardian Service

This role was introduced for the first time in Windows Server 2016. It manages
and releases keys for Hyper-V hosts that are considered trusted (known as guarded
hosts). This allows the guarded hosts to power on shielded virtual machines (VMs)
and perform live migrations. It uses two services to do its work:
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¥ Attestation Service: Validates the identity of the hosts that are communicat-
ing with it as well as their configuration

3 Key Protection Service: Gives access to the encrypted transport keys that
allows the guarded hosts to work with the shielded VMs

If you want to learn more about shielded VMs, check out Book 7, Chapter 2.

Hyper-V

Installing the Hyper-V role installs a hypervisor on to the Windows Server operat-
ing system. On Server Standard edition, you’re limited to two VMs; you can run
an unlimited number of VMs on Server Datacenter edition. Datacenter edition also
includes the ability to work with shielded VMs.

I cover Hyper-V in great detail in Book 7.

Network Controller

Network Controller is a newer role that was introduced in Windows Server 2016.
It’s only available in the Datacenter edition, not the Standard edition. Network
Controller allows you to configure, monitor, program, and troubleshoot your
physical and virtual network infrastructure. To do this work, it can leverage Win-
dows PowerShell or the Representational State Transfer (REST) application pro-
gramming interface (API) to communicate with the devices. If your organization
wants to begin exploring Software-Defined Networking (SDN), this is a great way
to start. Being able to use PowerShell to work with the Network Controller could
be very powerful, but the REST API will allow you to build integrations with other
products, including those that would not understand PowerShell. The communi-
cation is done through HTTP/HTTPS, so you don’t have to worry about opening
any uncommon network ports to support REST APIs either.

Network Policy and Access Services

Network Policy and Access Services installs the Network Policy Server (NPS).
This provides services like RADIUS and offers authentication, authorization, and
accounting (AAA). NPS is very commonly used for authentication of network
devices and VPN clients.

Note that you can only install this role on Server with Desktop Experience.

If this sparked your curiosity, check out Book 4, Chapter 3, where I cover the
installation and configuration of NPS as a RADIUS server.
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Print and Document Services

By installing the Print and Document Services role, you can turn your server
into a network print server. This centralizes the management of printing, from
working with queues to setting your desired default configurations for network
printers. These are commonly things like printing in black and white or printing
double-sided.

Remote Access

The Remote Access role allows you to do a few different things. It can provide
connectivity to your network with DirectAccess and VPNs, and also offers a web
application proxy. At its core, Remote Access is designed to be a VPN solution.
Routing and Remote Access Service provides a traditional VPN service to sup-
port connectivity to your internal network, while DirectAccess offers end users a
more seamless experience with VPN-like functionality. Your users will not have to
stop or start their VPN connections; with DirectAccess, they’re connected to your
organization when they have a good Internet connection. If you install the web
application proxy, you can publish HTTP- and HTTPS-based web applications to
devices on and off your network. The Routing functionality provides very similar
functionality to a traditional router, including network address translation (NAT)
and other methods needed to perform routing on an IP network.

Remote Desktop Services

Previously known as Terminal Services, Remote Desktop Services lets users access
virtual desktops to run software just as they would if they were on their own
desktops. This can be very helpful when you have limited licenses for applica-
tions, and the application can be used in this way. It can be especially helpful for
client/server-style applications where upgrades can be an overwhelming effort
due to configuration changes that need to occur after an upgrade. You can make
the changes on each RDS server once, instead of having to do it on hundreds of
desktops.

Volume Activation Services

This role creates a Key Management Service (KMS) server, which can manage
all the keys for your Windows products and take care of automatic keying and
activation for domain-joined systems, servers and clients alike. You can even set
requirements like requiring systems to check in with the KMS server every 15 days
or the key will no longer be valid. This can help to ensure that laptops find their
way back on premises for patches and other things at least every 15 days as well.
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Web Services

Web Server installs the Windows-based web server known as Internet Informa-
tion Services (IIS). IIS can be used to host multiple websites and supports many of
the server-side languages you know and love, like PHP and ASP. It also provides
support for FTP services. With the Microsoft Web Platform installer, setting up
applications like ASP.NET, Microsoft SQL Server, and non-Microsoft applications
like WordPress or Joomla is very simple.

Windows Deployment Services

Windows Deployment Services (WDS) makes managing images for servers and
desktops very simple. WDS is part Preboot Execution Environment (PXE) server
and part Trivial File Transfer Protocol (TFTP) server with a nice, user-friendly
graphical user interface (GUI) console to manage it. If you aren’t familiar with
PXE, it allows a server with no operating system to boot from the network so that
a system administrator can configure it and choose an operating system image for
it. TFTP is used to transfer the image over the network. Images are saved as .wim
files and can be kept up to date with tools already available on the system. Sys-
tems that are imaged by WDS are booted from their network interface card (NIC)
and are able to get the settings for the WDS server from DHCP options 66 and 67.

Windows Server Update Services

Windows Server Update Services (WSUS) is exactly what the name implies: a
server role that installs software, which allows you to centrally manage security
patches and other updates for all your Microsoft products. It scales well and can
be deployed as a single server that does it all, or as an upstream server that down-
loads updates from Microsoft and then makes those updates available to other
downstream WSUS servers.

Understanding Server Features

TIP

Roles get a lot of attention, but features provide the necessary support for roles
and other applications to perform their functions. Features can provide everything
from frameworks to support applications to management tools and encryption
functionality.

If you aren’t seeing a feature that you’re wanting to use, check whether you’re

using Standard or Datacenter. Several features are only available in the Datacenter
edition of Windows Server 2022.
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.NET 3.5

Provides support for .NET 3.5 and legacy support for .NET 2.0 and .NET 3.0
APIs. APIs allow applications to interact with the operating system or services.
This may be required for the application you’re are trying to install; vendor
documentation will usually be very explicit in telling you what needs to be
installed as a prerequisite for the application.

.NET 4.8

Windows Server 2022 ships with the newer .NET 4.8, which is installed by default.
This feature can also add support for ASP.NET 4.8 and adds support for WCF Ser-
vices. Many newer applications are taking advantage of these features. Check with
your application vendor to see if it supports .NET 4.8.

Background Intelligent Transfer Service

Background Intelligent Transfer Service (BITS) is used to transfer files between
servers and clients and will provide progress information on the status of those
transfers. It’s very commonly used by the Windows operating system to download
updates.

The cool thing about BITS is that if the connection is for some reason lost, BITS
will suspend the transfer. When the connection is back up, BITS will resume the
transfer as if something happened.

There is a service installed by default with the Windows Server 2022 OS, so you
don’t need to install this feature unless an application requires the feature to serve
its purpose.

BitLocker Drive Encryption

BitLocker Drive Encryption is responsible for encrypting the entire hard drive and
its contents on systems where it has been enabled. On modern systems with a TPM
1.2 or later chip, BitLocker ensures that the system has not been tampered with
while the system was offline. Assuming the hardware checks out okay, it will boot.

Systems with older TPM chips can still use BitLocker, but it is not as user-friendly.
Older TPM chips (pre-1.2) do not check for system integrity like the newer TPM
chips do either.
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TPM stands for Trusted Platform Module. It’s a chip on your computer’s mother-
board, and it’s what generates the keys that BitLocker uses to provide the full disk
encryption. It keeps half of the key, and the other half of the key is stored on disk.
This prevents a thief from stealing a BitLocker-encrypted hard drive and booting
it in another system.

BitLocker can lock the startup process until the user enters a PIN. This ensures
that the user is the authorized user and will prevent data loss from an unen-
crypted drive if the system is stolen while offline.

BitLocker Network Unlock

The BitLocker Network Unlock feature was introduced in Windows Server 2012.
It gives systems the ability to automatically unlock BitLocker if the system is on
the corporate network. This can make patch management simpler if a company
is using a Wake on LAN technology to wake systems up for patching or software
installations.

BitLocker Network Unlock does have some dependencies on DHCP, so make sure
that you’re running DHCP in your environment if you want to use it.

BranchCache

You may recall from the File and Storage Service role that BranchCache is a band-
width optimization technology that copies files from main office file servers and
caches the content locally at remote (branch) locations. For users at the remote
locations, this means that they can access files with decreased latency. This also
means that their network traffic is not crossing the network to the main office to
retrieve files, which can improve bandwidth utilization significantly.

Turning on the BranchCache feature on a server enables you to turn your server
into a hosted cache server or a BranchCache-enabled content server.

Client for NFS

If you have Unix- or Linux-based file servers in your environment that are using
the NFS protocol, installing the Client for NFS feature will allow your server to
access the NFS shares, so long as the shares allow anonymous access.
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Containers

If you want to run Hyper-V Containers or Windows Server Containers, you need
to enable this feature. If you want a higher degree of isolation and want to go
with Hyper-V containers, you need to enable the Hyper-V role in addition to the
Containers feature.

When the containers feature is installed, you have more steps to getting to a
working container host like installing Docker and pulling base images. In the
Standard edition, you can have unlimited Windows containers, but you can only
have two Hyper-V containers. In the Datacenter edition, both Windows containers
and Hyper-V containers are unlimited.

Containers are an exciting new technology that was first introduced in Windows
Server 2016. For more on containers, check out Book 8.

Data Center Bridging

If your server is going to be used for clustering or for storage, you should consider
enabling Data Center Bridging (DCB). DCB allows you to prioritize certain kinds of
traffic over others (think of it like a traffic cop). It allows you to utilize your hard-
ware for better bandwidth allocation as well.

Direct Play

Direct Play is a part of the DirectX API and has been deprecated. You must have
Desktop Experience enabled to be able to enable the Direct Play feature. You may
still run into applications that require the Direct Play API, though, this is unlikely
to be found on a server because it was traditionally used for gaming.

Enhanced Storage

Enhanced Storage enables support for additional functions that are available when
you use Enhanced Storage—compatible devices. These devices have built-in safety
features that can require you to authenticate before you can access the data on the
drive. This is very commonly used in USB flash drives.

Failover Clustering

Failover Clustering is a feature used to provide high availability to server roles.
It’s often used for file servers, Hyper-V hosts, and database applications like
Microsoft SQL Server. If a server in a failover cluster fails, services can be moved
almost seamlessly to another server in the cluster. Systems in a failover cluster
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are referred to as nodes. Failover clusters take advantage of shared storage so that
all nodes have access to the same data. If a failover event occurs, the transition
from node to node can be as seamless as possible, because each node has access
to the same storage.

For more on high availability with the Failover Clustering feature, check out Book 7,
Chapter 5. There, I discuss Failover Clustering in relation to Hyper-V, but the way
it works is pretty similar regardless of which application is using it.

Group Policy Management

Group Policy Management is a Microsoft Management Console (MMC) for man-
aging group policies across your environment. It allows you to create, edit, delete,
and assign group policies all the way down to an OU level. It can also be used to
enforce a Group Policy Object.

Host Guardian Hyper-V Support

If you want to provision shielded VMs on your Hyper-V hosts, you need to install
this feature. It’s available in the Datacenter edition only. This allows the Hyper-V
server to communicate with the Host Guardian Service.

1/0 Quality of Service

Enabling this feature will allow you to set quality of service settings for your
applications, including maximum I/0 and bandwidth limitations.

11S Hostable Web Core

The IIS Hostable Web Core feature allows you to write your own custom applica-
tions that can host core IIS functionality on their own. Your application will be
able to serve HTTP requests and use its own configuration files (application-
Host.config and web.config) instead of the configuration files used by the tra-
ditional full Web Server (IIS) role installation. After the IIS Hostable Web Core
is installed, you can open a browser and type http://localhost. This will load the
traditional IIS splash screen even though the Web Server role is not installed.

Internet Printing Client

Internet Printing Client allows you to connect to and print to printers on the net-
work or Internet using the Internet Printing Protocol (IPP). It does require that
Desktop Experience be installed and, as such, is not available in Server Core.
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IP Address Management Server

IP Address Management (IPAM) was a breath of fresh air to network adminis-
trators and system administrators who had to manage multiple DNS and DHCP
servers. It provides a centralized management pane for both DNS and DHCP and is
able to help you locate available IP addresses, available subnets, and so on. Best of
all, it supports multiple Active Directory forests, so it really can be a single pane
of glass for your organization.

You can read more about IPAM in Book 2, Chapter 6.

LPR Port Monitor

Line Printer Remote (LPR) Port Monitor enables your server to print to a printer
that is shared using Line Printer Daemon (LPD). This will typically be a Unix or
Linux server being used as a print server.

Management OData IIS Extension

This feature gives you the ability to expose PowerShell cmmdlets through an OData-
based web service that runs on IIS. OData is a data access protocol that allows you
to query and update data. To use this feature, you need to install the Web Server
role.

Media Foundation

Media Foundation allows you to work with media files. You can transcode. You
can analyze media files. You can even generate thumbnail images for media files.
It also offers DirectX Video Acceleration and an enhanced video renderer (EVR).
Media Foundation supports many of the codecs, sources, and sinks that you would
expect, including AVI, DV, H.264, MP3, and MP4.

Message Queueing

Message Queueing is often used by applications to deliver messages to other appli-
cations. It guarantees message delivery and provides routing, security, and mes-
saging based on priority between applications. Applications are able to send and
receive messages from the queues. This is very useful when you need the guaran-
tee that the message will get to its end destination, or when an application may not
be able to get the message right away because it’s busy or offline. If your applica-
tion requires Message Queueing, your vendor will list it as one of its requirements.
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Microsoft Defender Antivirus

This feature is installed by default and was previously known as Windows Defender.
It’s a built-in next-generation antivirus solution that’s able to look at files and
process behaviors for things that appear malicious. It gets regular updates from
signatures and through machine learning and threat research.

Multipath 1/0

What happens if your server is connected to its storage through a network switch,
and that switch goes down? Your server can’t communicate with its storage any
longer. With Multipath I/O, you can allow your server to use multiple paths to your
SAN — you could have connections through two separate switches, for instance.
If you have connections to two separate switches, your server will still be up and
able to access its storage even if one of the switches goes offline. This allows you
to build a truly fault-tolerant storage network.

Multipoint Connector

If you’re using Multipoint Services, the Multipoint Connector allows the system to
be managed by the Multipoint Manager and the Multipoint Dashboard.

Network Load Balancing

Network Load Balancing (NLB) allows you to spread traffic across multiple serv-
ers, which can improve response times because the traffic is evenly distributed.
It’s popular with web servers, especially with a stateless application, where the
user’s request can be served by a server in the NLB cluster. As load increases, you
can simply add more servers to the cluster, and when you need to do maintenance
on a particular server, you do so while keeping the other servers in the NLB cluster
up. An NLB cluster focuses on reliability and performance, not high availability or
fault tolerance.

Network Virtualization

Network Virtualization allows you to create virtual network overlays on the same
physical network. If you want to start working with software-defined networking
(SDN), this is an important feature to examine. By taking advantage of network
virtualization, you can automate the provisioning of networking resources, in
addition to other server automation projects you may be working on.
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Peer Name Resolution Protocol

Peer Name Resolution Protocol allows applications to register and resolve names
on your computer so that other computers on the network can also communicate
with these applications. This is especially helpful for systems that are in work-
groups, rather than being domain-joined.

Quality Windows Audio Video Experience

Quality Windows Audio Video Experience, also known as qWave, is a networking
platform for A/V streaming applications on home IP networks. When it’s installed
on a Windows Server 0S, it only provides rate of flow and prioritization services.

RAS Connection Manager
Administration Kit

The RAS Connection Manager Administration Kit (CMAK) feature serves a very
simple purpose: to create profiles for connecting to remote servers and remote
networks. This feature is only available in the Desktop Experience.

Remote Assistance

The Remote Assistance feature allow you, as the support person, to offer remote
assistance to your end users. You can view and control the user’s desktop from the
server. Remote Assistance requires Desktop Experience.

Remote Differential Compression

Remote Differential Compression can help to optimize bandwidth. It’s able to look
at a source and destination object and will only transfer the differences between
the objects, rather than transfer the object as a whole.

Remote Server Administration Tools

Remote Server Administration Tools (RSAT) is your best friend as a system admin-
istrator. Installing the RSAT feature will give you all the snap-ins and command
line management tools to manage roles and features. Typically, when you install a
role or a feature that has a management tool in RSAT, you’ll be prompted to install
the management tool at the same time. Installing RSAT is traditionally reserved for
client-side devices to aid in remote administration tasks, so unless you’re going to
administer roles and/or features on the server, you shouldn’t install the tools there.
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To install RSAT on your client device, you can download the RSAT installation
package from the Microsoft website. For Windows 10 client systems that are not on
the October 2018 update, you can download RSAT at www.microsoft.com/en-us/
download/details.aspx?id=45520. If you’re using Windows 10 and have the
October 2018 update, you don’t need to download the RSAT installer. It’s included
as a Feature on Demand, which you can install from the operating system directly.

If you install the role or feature through PowerShell, you have to specify the man-
agement tools to get RSAT to install — for example, Install-WindowsFeature
—Name Web-Server -IncludeManagementTools.

RPC over HTTP Proxy

This feature is typically used to support VPN clients that need to communicate
over HTTP. It relays RPC traffic over HTTP, as the name suggests.

Setup and Boot Event Collection

This feature was first introduced in Windows Server 2016. With this feature
enabled, you can set up your server as a collector, which can be used to gather
lots of different types of events from other systems as they boot up or as they go
through the setup process. You can view the events once they’re collected with
Event Viewer as you’re used to.

Simple TCP/IP Services

This feature is provided for backwards compatibility and should not be installed
unless it’s required. It’s a collection of utilities used on the command line. The
utilities respond to telnet requests on specific ports. Quote of the Day, for exam-
ple, will give you a random quote when you telnet to port 17.

SMB 1.0/CIFS File Sharing Support

If you enable this feature, you’re enabling support for Common Internet File Sys-
tem (CIFS) clients and/or CIFS servers to connect over SMB v1.0, which is an inse-
cure protocol at this point. Only use this feature if absolutely necessary. At this
point, it’s a huge security vulnerability and should never be enabled. If you have
devices or applications that require SMB v1.0, you need to work with your organi-
zation to get those devices and/or applications replaced.
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SMB Bandwidth Limit

The SMB Bandwidth Limit feature allows you to categorize your SMB traffic and
limit the amount of traffic you want to allow by category. This is especially help-
ful when you’re doing live migrations on Hyper-V hosts and you want to limit the
amount of bandwidth that the live migrations are able to use so that you don’t
negatively impact your other VMs or your end users.

SMTP Server

The SMTP Server in Windows Server 2022 is a basic email server. It can be used as
an organization’s main email server so long as the organization is small. Just keep
in mind that it’s nowhere near as robust as Exchange Server.

Simple Network Management
Protocol Service

Simple Network Management Protocol (SNMP) is used by many organizations to
monitor devices for events and status. Enabling the SNMP Service gives you the
ability to accept events from other servers and devices.

To configure SNMP after installation, launch the Service Control Manager MMC
console (services.msc) and locate the SNMP Service. In the Properties for the
service, you can set the community string and which hosts you want to receive
SNMP packets from.

Software Load Balancer

This feature provides outbound network address translation (NAT), provides
inbound NAT, can load-balance between multiple instances of applications, and
can check to make sure that an instance of the application is healthy before send-
ing traffic to it. This is excellent for SDN because you can configure it though
PowerShell. It operates at Layer 4 of the OSI model, the Transport Layer.

Storage Migration Service

Storage Migration Service is new to Windows Server 2022. It allows you to pain-
lessly inventory your data and settings on a server and then transfer that data and
the configuration settings to a newer server. The new server can then take over the
identity of the old server. Applications and users don’t need to change anything
on their end.
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This is a great new feature! Think of that old Windows Server 2008 system that’s
still hanging around because everyone is afraid to touch it. Storage Migration Ser-
vice is your answer to that old server. You can migrate data from systems as old as
Windows Server 2003, but the destination server has to be Windows Server 2012
R2 or newer.

Using a Windows Server 2022 system as the destination is recommended because
you can install the Storage Migration Service Proxy, which can double the transfer
performance over older versions of Windows Server.

Storage Migration Service Proxy

When this feature is installed on the destination server, the transfer performance
of the Storage Migration Service is almost doubled. This is only available on Win-
dows Server 2022.

Storage Replica

Storage Replica adds the capability to replicate synchronously or asynchronously
across servers or clusters. This is great for disaster recovery!

When Storage Replica was first introduced, it was only supported in the Datacen-
ter edition. With Windows Server 2022, Storage Replica was made available in the
Standard edition as well, though it does have some limitations when it’s installed
on Standard: It can only replicate a single volume, volumes can have only one
partner, and volumes can only be a max size of 2TB.

System Data Archiver

This feature is installed by default on Windows Server 2022 and is also new to
Windows Server 2022. Its job is pretty simple: It’s responsible for collecting and
archiving system data from the server.

System Insights

One of the challenges of being a system administrator is forecasting what your
compute and storage needs are. New to Windows Server 2022 is System Insights.
This cool new feature includes analytics and machine learning to predict based
on usage what your needs may be. It’s a very useful tool when doing capacity
forecasting, and can cover compute, storage, and networking needs. No more
guesswork!
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WARNING

Telnet Client

The Telnet Client allows you to connect to a Telnet Server using the Telnet protocol.

Use this carefully! It can be very useful for troubleshooting, but because it sends
information in plain text, you don’t want to send usernames or passwords
through it.

TFTP Client

The TFTP Client feature allows you to interact with a TFTP server. With this fea-
ture installed, you can read from and write to a remote TFTP server. This may be
beneficial for network administrators in particular to pull/push images on net-
work equipment.

VM Shielding Tools for Fabric Management

Fabric in this context is referring to a guarded fabric, which provides a more
secure infrastructure for shielded VMs to run on.

This feature should be installed on the Fabric Management Server. It includes
utilities that can be used by solutions that manage the fabric.

WebDAYV Redirector

The WebDAV Redirector allows you to connect to WebDAV sites and access files on
the sites through a mapped drive. This is great from a compatibility standpoint
because some applications don’t support WebDav, but they can absolutely under-
stand how to access files on a mapped drive.

Windows Biometric Framework

The Windows Biometric Framework allows you to use fingerprint devices or facial
recognition to authenticate to Windows. This includes the Windows Biometric
Service, which supports the Windows Biometric Framework API. Client applica-
tions are able to leverage the API to take advantage of biometric authentication.

Windows Identity Foundation 3.5

The Windows Identity Foundation 3.5 feature provides a .NET 3.5 framework for
building claims-aware applications. You should only use this if for some reason
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you need to code against .NET 3.5 or .NET 4.0. Windows Identity Foundation is
included in .NET 4.5 and is no longer a separate feature that needs to be installed.

Windows Internal Database

The Windows Internal Database is a relational database intended to support Win-
dows roles and features such as AD RMS, WSUS, and Windows System Resource
Manager. This is not designed to replace SQL Server. It’s really only intended to
support roles and features in the Windows Server operating system.

Windows PowerShell

Windows Server 2022 includes both PowerShell 5.1 and the PowerShell ISE
installed by default. In most cases, this is all you need to work with the server
with PowerShell. You can also install the older PowerShell 2.0 Engine, PowerShell
Web Access, and PowerShell Desired State Configuration (DSC).

PowerShell is such a broad topic that Book 6 is devoted to it.

Windows Process Activation Service

When you install the Windows Process Activation Service, you can provide fea-
tures you would normally get with IIS and HTTP applications to non-HTTP appli-
cations using Windows Communication Foundation (WCF) services. Additionally,
IIS 10.0 takes advantage of Windows Process Activation Service to do message-
based activations over HTTP.

Windows Search Service

Windows Search Service (WSS) can analyze a set of documents and extract useful
information, typically metadata, which can then be queried later on. The process-
ing of indexing can be pretty CPU intensive, but the service will throttle itself or
even pause indexing if the user experience might be impacted by indexing. By
leveraging the indexing, your users will notice a performance improvement when
they do a search on your file server.

Windows Server Backup

Windows Server Backup is a built-in backup utility. It can be used to back up and
restore data, and can perform full backups, system state backups, volume back-
ups, and specific folder backups. You can even do a bare metal backup, which will
allow you to completely restore your system should it need to be rebuilt.
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Backups can be saved on a local drive or on a remote server share, and they can be
run once or scheduled to run as often as needed.

Windows Server Migration Tools

Microsoft tried to make migrating to a newer version of Windows Server as
painless as possible with Windows Server Migration Tools. This feature, when
installed, can migrate roles, features, OS settings, and shares. I think that the
greatest value of this tool is being able to move roles from several versions of
the operating system back. This can be a very scary proposition for some system
administrators, but Windows Server Migration Tools really simplifies the process
and reduces the risk of things going wrong.

Windows Standards-Based Storage
Management

Do you need to discover, manage, and monitor your storage devices? Are the
management interfaces using the SMI-S standard? If you answered yes to both
questions, then this is the feature for you. Installing this feature will add several
Windows Management Instrumentation (WMI) classes and Windows PowerShell
cmdlets to the server and will allow you discover, manage, and monitor compat-
ible devices.

Windows Subsystem for Linux

The Windows Subsystem for Linux (WSL) originally gave you the ability to run a
form of an Ubuntu-based bash shell on Windows. It has been enhanced since that
early start and now allows you to install a full version of Linux from the Windows
Store. It should be noted that WSL does not give you the full graphical Linux expe-
rience. It gives you terminal access and was primarily designed with developers
in mind.

Windows TIFF IFilter

When the Windows TIFF IFilter is enabled, you can search TIFF files for text using
optical character recognition (OCR). The IFilter can be used by the Windows search
utility and will allow you to do full text searches of the TIFF files on your systems.
It’s worth noting that the text needs to be clear. If the TIFF image is the result of
a scan and the scan quality is poor, or includes images, the IFilter may not be able
to read the TIFF file as well.
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WinRM IIS Extension

Enabling WinRM IIS Extension allows you to manage the server remotely from
a client that is using WS-Management (WS-Man), like PowerShell remoting for
example.

WINS Server

WINS Server maps out NetBIOS names to IP addresses. A Windows system could
register itself with WINS, and then other systems in the workgroup could query
the WINS server for that system’s IP address. This has, for the most part, been
replaced by DNS in most organizations.

Wireless LAN Service

If your server needs to connect to a wireless connection, you’ll need to install this
feature. Wireless LAN Service allows the server to find wireless network adapters
and manages both the wireless connections and wireless profiles.

WoWe64 Support

WoW64 Support is installed by default on Windows Server 2022 and allows you to
run 32-bit applications on a 64-bit system.

XPS Viewer

The XPS Viewer is installed by default on Windows Server 2022 with Desktop
Experience. It allows you to read XPS documents and assign permissions or digi-
tally sign XPS documents as well.
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configuration tasks

» Performing other configuration tasks

Chapter 2

Configuring Server
Hardware

henever you’re working with a brand-new server, and sometimes when
you’re working with an older one, you’ll have configuration tasks you
need to perform. Some of these tasks are related to the operating system
and the applications you want to install; others are related to the server hardware.

When you first install a new server, one of the first things that you’ll want to do
is verify that all the hardware is functional. This means checking to ensure that
there is a driver present for each piece of hardware and that none of the devices
is having issues.

With an older server that is having issues, you need to be able troubleshoot
whether the hardware is the issue. This is especially important if the software
has not been changed, but the server has suddenly started freezing, crashing, or
performing slowly.

In this chapter, [ walk you through some different methods of working with server
hardware and explain your options.
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Working with Device Manager

Device Manager has been front and center for working with hardware in Windows
operating systems for a very long time. In fact, it was introduced for the first time
to the Windows Server operating system with Windows Server 2000. Its strength
comes from its simple interface that makes it very easy to spot hardware devices
that are having difficulties. Icons next to each section and driver tell you at a
glance if there is an issue with a device in that section and which device is having
the issue. Here are the icons you may run into:

3 An orange triangle with an exclamation point in the middle: Indicates that
the device is having a problem. It may still be functioning but should be
checked out.

3 Awhite circle with a black arrow pointing down: The device is disabled.
You can enable the device by right-clicking the device and choosing Enable
Device.

3 Awhite circle with a lowercase i in blue: This does not mean thereis a
problem of any kind. Instead, it indicates that the device was manually
configured and is not using Use Automatic Settings.

3 A white circle with a blue question mark: This means that a driver has
been installed that should be compatible with the device, but it is not the
device's intended driver, because that driver could not be located.

Opening Device Manager

There are multiple methods to open Device Manager. In this section, I present one
of the shortest methods to open it. Microsoft simplified getting to many of the
administrative tools that are commonly used on the Windows Server operating
system, and this is one of those tools.

1. Right-click the Start menu.

2. Select Device Manager from the menu.

Device Manager looks similar to Figure 2-1.

Configuring how Device Manager displays

The View menu in Device Manager gives you different ways to visualize the hard-
ware in your system. You can logically group your hardware in different ways that
make sense to you, which can make it easier to troubleshoot.
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FIGURE 2-1:
Device Manager
on Windows
Server 2022 will
look familiar

to those

who have worked
with Windows in
the past.
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When you choose the View menu, you have the following options:

3 Devices by Type: This groups the hardware logically by the type of hardware.

For instance, if your server has multiple network interface cards, they will all
be grouped under Network Adapters. If you have multiple hard drives, they'll
be grouped under Disk Drives. This is the default view that Device Manager
opens up to.

3 Devices by Connection: The devices in your server are able to do their jobs
because they're all connected to each other somehow. This view sorts them
by how they're connected. Many of your storage devices and network
adapters will show up under the PCl Bus because that's typically how they're
connected.

3 Devices by Container: This view groups devices by container IDs. These
container IDs may be assigned to the device, or the device may inherit a
container ID from a parent object. For instance, one of the parent containers
is your server. Some of the items grouped under that container may be
communications ports, ATA channels, processor cores, and so on.

3 Resources by Type: This view will sort all your server’s devices into resource
types. The types are direct memory access, input/output, interrupt request,
and memory. | discuss these in more detail in this chapter, in the
“Understanding resources” section.
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3 Resources by Connection: This view sorts your system'’s resources by how
they're connecting and interacting with one another. This view was very
helpful back when it was common to have to research interrupt request (IRQ)
conflicts but may not be as widely used now.

You can also customize what information you’re shown in Device Manager. Choose
Viewr>Customize and the Customize View dialog box appears (see Figure 2-2).
From here, you can change which items are displayed to you. I’ve never really had
a good reason to change from the default view.

Customize View
Select or dear the ched: boxes to show or hide items in the
console window.

MMC

[Jconsole tree

Standard menus (Action and View)

Standard toolbar

Status bar

[ pescription bar

Taskpad navigation tabs

[ Action pane
Snap-n
Menus
FIGURE 2-2: [ Toalbars
Customizing
your Device

Viewing devices that are
not working properly

Typically, if a device is broken, it will show up in one of two ways:

¥ If the device is having issues but is still somewhat functional, it will have an
orange triangle on it with an exclamation point in the middle.

¥ If the device is not working at all and has a white circle with a black downward-
facing arrow, that means the device is disabled.

When you have a device that’s having an issue, it will automatically be expanded
in Device Manager when you open it. That makes it much simpler for you as the
system administrator to find the device that’s having problems. In Figure 2-3, you
can see I have a device with an issue. The DVD/CD-ROM drive is disabled, which is
evident because you can see the downward-facing arrow next to its name.
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FIGURE 2-3:
Device Manager
makes it simple

to identify devices
with problems.
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The DVD/CD-ROM can be re-enabled to see if it’s having issues. I can simply
right-click it and choose Enable Device. In my case, it will function properly
because I disabled it to take the screenshot.

When I view the Properties screen for a broken device, I can find out more about
what the issue is. In the case of a missing driver, I can have Windows automati-
cally search to see if it’s able to find a compatible device. Most often this will fix
the problem. If not, then your best bet is to go to the vendor’s website to download
the drivers manually.

Understanding resources

Understanding the resources that are represented in Device Manager can be very
helpful when troubleshooting technical issues on the system. In some cases,
like input/output (I0) and IRQ, having duplicate addresses can cause issues with
devices. The devices may stop working or may cause your system to freeze or crash.

If you’ve gone through the content for the A+ certification, this section will prob-

ably be old news and you can feel free to skip it. If you haven’t worked on your A+
certification yet, or you’re new to servers and computing, read on!
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Direct memory access

Direct memory access (DMA) allows attached devices to communicate directly to
the memory, taking the central processing unit (CPU) out of the equation as the
middleman. This can speed up communication significantly. Typically, around
16MB of memory can be used for DMA.

Input/output

1/0, at its simplest, is defined as any device that can transfer data to or from your
server. This could include input devices like keyboards and mice, output devices
like printers and monitors, and other devices that are capable of both input and
output (like disk drives). In the context of Device Manager, on the Resources tab
you can see which I/0 addresses have been assigned to specific devices by looking
at I/O Range.

Interrupt request

An IRQ is essentially a signal sent to your CPU that “interrupts” what it’s doing so
that the device or software that sent the interrupt can get attention. This is used to
support multitasking as the processor is told when it’s needed, instead of having
the CPU ask (poll) while it’s idle. Interrupts are assigned to specific devices and
are not shared. If two devices have the same IRQ, you’ll get an IRQ_conflict. This
used to be an issue that system administrators needed to be aware of, but because
most devices today are plug and play, it’s not really an issue most system admin-
istrators have to work on.

Memory

Random access memory (RAM) is great for loading things quickly because it’s a
solid state technology. In Device Manager, you can view the memory ranges that
are assigned to the individual devices under the Resources tab for each device.

Viewing hidden devices

Sometimes devices aren’t visible in Device Manager when you first open it. Devices
that are not currently connected and devices that are not plug and play are exam-
ples of devices that won’t show up in Device Manager by default.

For devices that are not plug and play, choose View=>Show Hidden Devices. This
causes the non-plug-and-play devices to show up.
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TIP

To view devices that were once installed but are no longer attached to the server,
you need to open a Command Prompt or PowerShell window as an administrator
and enter the following command:

SET DEVMGR_SHOW_NONPRESENT_DEVICES=1

Then in the same window, launch Device Manager by typing devmgmt.msc. When
Device Manager opens, choose View=>Show Hidden Devices. You see “ghost”
entries for the devices that once existed. This is helpful if old device drivers are
causing issues with new devices or applications because you can remove them
when you can see them.

Scanning for new devices

If you’ve installed a new device but it isn’t showing up in Device Manager, you can
start a scan for new hardware by choosing Action=> Scan for Hardware Changes.
This will scan for new hardware, and if it locates it, attempt to locate and install
a driver for the hardware.

Working with older devices

As a system administrator, you may be asked to install a device that is older and
not recognized by the computer when it’s plugged in. For these non-plug-and-
play devices, your best bet is to use the Add Legacy Hardware option in Device
Manager. You can get to it by choosing Action=>Add Legacy Hardware from inside
the Device Manager window.

Viewing individual device settings

While in Device Manager, viewing the settings of individual devices is simple. You
can double-click the device, or you can right-click the device and choose Proper-
ties. On most devices, you have a minimum of four tabs:

3 General: The General tab (shown in Figure 2-4) contains basic information
regarding the device, such as the name of the device, the type of device, who
manufactured it, and the device's location on the system.

One of my favorite parts of this tab is the Device Status box at the bottom. If
you're troubleshooting an issue, the Device Status box can be very helpful.
When your device is working properly, it will look like what you see in

Figure 2-4.
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FIGURE 2-4:

The General tab
for a VirtualBox
CD-ROM drive.

VBOX CD-ROM Properties x
General Volumes Drver Detals Events

VBOX CD-ROM

Device type: DVD/CD-ROM drives
Manufacturer. (Standard CD-ROM drives)
Location: Bus Number 1, Target 1d 0. LUN 0

Device status

[This device is working property

Cancel

3 Driver: The Driver tab gives you information regarding the installed driver and
allows you to perform several driver-related management tasks. It starts out
with the name of the driver and then lists the provider of the driver, the date
the driver was made available, the version of the driver, and if the driver is
signed it includes the identity of the organization that signed it.

The following buttons allow you to manage the drivers on your system from
this tab:

Driver Details: Provides more details regarding the driver, including where
the driver files live and what their names are.

Update Driver: You can click this button to update your drivers. You're
given two options. You can search automatically for updated drivers, which
searches your system and the Internet for updates, or you can browse to
the driver software if you know where the updated drivers are located on
your system.

Roll Back Driver: Say you updated you driver, and now your device isn’t
working properly. You can click Roll Back Driver to go back to the previ-
ously installed driver.

Disable Device: Clicking Disable Device disables the device in Device
Manager. When you disable a device, the icon next to the device name will
have a downward-facing arrow indicating that it is currently disabled.
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Uninstall Device: If you need to uninstall the device altogether, you can
press this button. This option is useful for removing stale drivers that
weren't removed when hardware was uninstalled, for removing drivers
that have become corrupted, or for manually removing device drivers that
are causing stability issues on your system.

3 Details: The Details tab doesn't look like much when you first click it, but it
actually contains a wealth of information regarding your device. By default,
the drop-down box will have Device Description selected, but you can choose
from many other properties to get more information on the specifics of your
device.

¥ Events: The Events tab contains events that have occurred to the specific
device. On a new system, there won't be much to look at — you have the
initial Device Started and Device Configured entries. If the server has been
around for a while and you're trying to troubleshoot an issue, click View All
Events, and the Event Viewer appears with a custom filter so that you can look
at events specific to the device.

Some devices have additional tabs that add further management capabilities, such
as Power Management and Resources. Power Management gives you the ability to
allow the computer to shut off a device to conserve power, or allow the device to
wake the computer if it’s in Sleep mode. The Resources tab, when it’s available,
tells you which memory ranges a device is using, which IRQ it’s using, and if there
are any conflicting devices.

Updating drivers

Updating drivers from Device Manager is pretty simple. You have two options: You
can right-click the device and choose Update Driver, or you can right-click the
Device, choose Properties, and click the Drivers tab.

After you select Update Driver through either method, you see the dialog box shown
in Figure 2-5. Here, you’re presented with the choice to search automatically for
the driver or browse the computer for the software. Searching automatically is
typically the easiest method; it searches the local computer and then searches the
Internet for updated drivers. If for some reason it isn’t able to locate the drivers
and you know where they’re located, choosing to browse your computer for the
driver software may be the best option.
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FIGURE 2-5:
You have two
options when

updating drivers

in Windows
Server 2022

through Device

112

Manager.

B Update Drivers - VBOX CD-ROM

How do you want to search for drivers?

—> Search automatically for drivers
s will search your computer for the best available driver and install it on

—> Browse my computer for drivers
Locate and install a driver manually.

Cancel

Configuring power management

Some of the devices in Device Manager have a Power Management tab. This tab
lets you configure the behavior of the device in regards to — wait for it — power
management. You have two or three options, depending on what the device is:

»

»

»

Allow the Computer to Turn Off This Device to Save Power: This option is
most useful on devices that will run off battery power like laptops. You most
likely don't want components of your server to turn off, though, so you may
want to uncheck this box.

Allow This Device to Wake the Computer: A device with this check box
selected is able to wake the server if it has gone to sleep. This feature is used
by network cards that need to be able to wake a server for patching, and by
input devices like mice and keyboards so that they can wake up the attached
system.

Only Allow a Magic Packet to Wake the Computer: This setting is available
on network adapters and is only available if Allow This Device to Wake the
Computer is enabled. The magic packet is also known as a Wake-on-LAN
packet and is a special broadcast packet designed to wake the system.
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Using the Add Hardware Wizard

FIGURE 2-6:
The Add
Hardware Wizard.

With most devices being plug and play, you shouldn’t ever need to use the Add
Hardware Wizard. In fact, it was removed from the Control Panel back in Windows
7, because driver installation is handled automatically. If for some reason the
device driver is not being installed, maybe because the device is too old or because
it’s too new, you can manually launch the Add Hardware Wizard. Download the
drivers from the manufacturer’s site first, and then follow these instructions:

1 . Right-click the Start menu and choose Windows PowerShell (Admin).
2. Type hdwwiz.exe and press Enter.

The Add Hardware Wizard launches (see Figure 2-6).

Add Hardware

Welcome to the Add Hardware Wizard

This wizard helps you install driver software to support older
devices that do not support Plug-and-Play and which are not
automatically recognized by Windows.

You should only use this wizard if you are an advanced user or
you have been directed here by technical support.

your hardware came with an installation CD, it is

A If hard ith an installation CD, it i
recommended that you click Cancel to close this wizard
and use the manufacturer's CD to install this hardware.

To continue, click MNext.

< Back Nead > Cancel

. Click Next.

Select the radio button next to Search for and Install the Hardware
Automatically (Recommended) and click Next.

If the wizard finds new hardware, it will tell you what it found and you
can install the driver.

. Ifthe wizard did not find new hardware, it will ask you to choose a
hardware category. Choose one and click Next.

N o U AW

Choose the manufacturer and the model of your device and click Next.

The wizard installs the driver.
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It is worth noting that there are multiple ways to get to the Add Hardware Wizard
that are not documented in steps that I’ve just described. Find the way that works
best for you to access these items — don’t be afraid to experiment.

Performing Hard-Drive-Related Tasks

Central to most of the work you’ll do on your servers is the hard drive. Hard drives
store the operating system and the data that your organization needs to do what
it does best. There are two main types of storage in use today.

3 Hard disk drives (HDDs): For quite a few years, magnetic storage (known as
hard disk drives) were the only option. These drives were available at varying
speeds and capacities; higher-speed and higher-capacity drives were more
expensive. Because they were mechanical drives, they were prone to wearing
out, and as technology improved, magnetic storage was no longer able to
keep up with some of the more storage-intensive workloads because of their
physical constraints. Magnetic storage hasn't gone away — it's still around.
Due to their lower cost, HDDs are still an excellent choice for data storage
when high speed and high performance aren't as important as keeping
cost down.

3 Solid state drives (SSD): Solid state drives have no moving parts; they store
data on non-volatile flash memory chips. As technology improves, their
lifespans increase, their capacities continue to grow, and their prices come
down. For most system administrators, SSD drives are the staple of operating
system drives because they're so fast. If you have an application that needs
constant steady performance and high input/output operations per second
(I0Ps), SSDs will meet that need.

In many scenarios, system administrators and storage administrators take a
@ best-of-both-worlds approach: They create tiered storage. Higher-tier storage
is composed of the faster and more expensive SSD drives, while lower-tier stor-

TIP age, which is used for infrequently accessed data, is made up of the less expensive
HDDs.

Choosing basic or dynamic disks

When you first initialize a disk, it’s a basic disk. For most users, this works just
fine. Basic disks are a simple solution and, by default, how new disks are created.
However, if your organization wants to use more advanced disk features, you need
to upgrade to a dynamic disk. Dynamic disks support
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¥ Simple: A simple dynamic disk is very similar to a basic disk. When you first
convert a basic disk to a dynamic disk it will be a simple volume.

¥ Striping: Data is written across multiple drives (or striped). This can improve
write performance, but it's not a fault-tolerant solution. You need a minimum
of two disks to take advantage of this functionality, and if you lose one disk
you have lost the entire striped set. Striping is sometimes referred to as
RAID 0.

¥ Spanned: A spanned volume is a logical volume created from combining
multiple physical hard drives. This can be really cool if you have a couple of
smaller hard drives, but you need one big hard drive. The downside to this
approach is that, like striping, there is no fault tolerance if one of the drives
ceases to function. You lose all the data on the drive.

¥ Mirroring: Data is written identically to two or more drives. This provides fault
tolerance because there is no data loss if one of the drives becomes inopera-
ble. Mirroring is sometimes referred to as RAID 1.

3 RAID 5: ARAID 5 volume is also referred to as a parity volume. It requires a
minimum of three disks, one of which is used for parity. That parity bit
guarantees that if one of the drives goes down, there will be no data loss. Of
course, if you lose more than one drive, you'll suffer data loss.

Using multipath I/0

Picture yourself in the datacenter working on installing a new server. You’re
working on getting it cabled in, grumbling about the inevitable rat’s nest of cables

TALKING THE DISK TALK

Before | continue into the exciting world of storage, here's a quick rundown on some
terms | use in this chapter:

® Disk: The physical or virtual storage device that is presented to the server to allow
for the storage of data.

® Partition: A disk can be broken into multiple partitions. These partitions are
smaller chunks of the disk that may or may not contain a file system.

® Volume: Volumes have names and are what you present to your users. They have
a file system and can store data of all kinds. You can have multiple volumes on
disks and in partitions.
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FIGURE 2-7:
Installing the

MPIO feature in

Windows Server

116

2022.

in the way, when you realize you accidentally unplugged the power from the rack
switch that is used for connections to the Internet Small Computer Systems Inter-
face (iSCSI) storage. You brace yourself for the inevitable slew of angry phone
calls, but nothing happens. Then you realize that every system has a second net-
work cable going to the iSCSI switch in the rack next door. You breathe a sigh of
relief — you have multipath I/0 (MPIO).

MPIO is a technology that allows a server to recognize more than one path to its
storage area network (SAN) storage. This is commonly set up for Fibre Channel
and iSCSI storage networks to provide fault tolerance for the storage network. In
addition to that, depending on how it’s configured, it can help increase perfor-
mance because you can use both connections at the same time.

Installing MPIO is pretty straightforward, but the configuration can be a little
more complex. MPIO is offered as a feature in Windows Server 2022. Here’s how
to install MPIO:

1. with server Manager open, choose Manage~>Add Roles and Features (as
shown in Figure 2-7).

[ Server Manager

Server Manager * Dashboard @1 P Monage Toos  view hep

Add Roles and Features *

Remove Roles and Features

WELCOME TO SERVER MANAGER

IZ= Dashboard Add Servers

0 Local Server Create Server Group

H& Al Servers :
o 0 Configure this local server Server Manager Properties
WE File and Storage Services b Y

QUICK START

2 Add roles and features

3 Add other servers to manage
WHAT'S NEW P 3

4 Create a server group

ver to cloud services

Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups:1 | Servers total; 1

=g Fil d St H
g File and Storage 1 # Local Server L
Services

@ Manageability (® Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results

R - 503 PM
H £ Type here to search i ~ s 9/19/2021 8
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FIGURE 2-8:
Select the Mul-
tipath 1/0 check
box on the Select
Features screen.

On the Before You Begin screen, click Next.

On the Select Installation Type screen, select Role-Based or Feature-
Based Installation and then click Next.

On the Select Destination Server screen, your server will be highlighted;
click Next.

. On the Select Server Roles screen, click Next.

ol A WN

. On the Select Features screen, scroll down and select Multipath 1/0 (as
shown in Figure 2-8) and click Next.

[ Add Roles and Features Wizard — O *

: ﬁ‘ At Eay DESTINATION SERVER
>elect Teatures SERVER2022-DC
Select one or more features to install on the selected server.

Features Description

[ Message Queuing Multipath I/O, along with the

| Microsoft Defender Antivirus (Installed) Microseft je"_‘CE Specific Medule
) - DSM} or a third-party DSM, ]
I [ MultiPoint Connector provides support for using multiple
Confirmation [] Network Load Balancing it nathelio/atorageldeacelon
[ Metwork Virtualization Windows.

[] Peer Name Resclution Protocol
[ Quality Windows Audic Video Experience
[[] RAS Connection Manager Administration Kit (CMA
[] Remote Assistance
[] Remote Differential Compression
I [] Remate Server Administration Tools
[] RPC over HTTP Proxy
O Setup and Boot Event Collection
O Simple TCP/IP Services
1 [[] SME 1.0/CIFS File Sharing Support
[] SMB Bandwidth Limit
[] SMTP Server
b [ SNMP Service

7. On the Confirm Installation Selections screen, click Install.

8. When the installation is finished, click Close.

With MPIO installed, you can configure it to work with your iSCSI storage or even
Serial Attached SCSI (SAS) storage.

Working with storage area networks

For years, the local storage on the server was all you had to work with. Being
limited to the storage in the server had several problems. It wasn’t fault tolerant
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(unless you used RAID, with the exception of RAID 0), it wasn’t easily scalable,
and the capacity was limited to however many disks would fit in the server.

Somebody came up with the idea of creating drive arrays to alleviate those issues.
The drive arrays could have expandable trays of disks. Those trays could be used
to mirror other trays or to use RAID if fault tolerance was the main goal. These
large drive arrays needed a network that could support the growing amount of
data being pushed into them. And so the SAN was born.

There are many different protocols in use in SANs, but here are the two most fre-
quently used in enterprise environments today:

¥ iSCSI: iSCSI became a favorite of small to medium businesses because the
business could use the existing network infrastructure to support the storage
traffic. This made iSCSI a smaller upfront investment because there was no
need to purchase special cards and switches to support iSCSI traffic. The
business simply needed an iSCSI storage device, and it could use iSCSI. The
iSCSI protocol encapsulates SCSI commands inside a Transmission Control
Protocol (TCP) packet. That data is then transferred over traditional Ethernet
cabling to its destination.

3 Fibre Channel: Fibre Channel is still the more popular of the two protocols,
mainly due to speed and reliability. It requires the purchase of special network
cards and special switches to support the Fibre Channel protocol. Although
Fibre Channel offers fast data transfers, it's limited by distance, far more so
than iSCSl is. Fibre Channel uses fiber-optic cable to transmit data. Data is
transmitted as flashes of light down a glass fiber.

What happens if you want the best of both worlds? Some companies sell what is
referred to as unified storage. These storage devices are capable of supporting both
iSCSI and Fibre Channel.

Understanding Storage Spaces Direct

Storage Spaces Direct is a feature that was introduced in Windows Server 2016
Datacenter edition. It was a great way for organizations that couldn’t afford a SAN
to be able to achieve the dream of highly available and highly scalable storage. It
took advantage of the local storage on the servers to create a pool of storage that
the entire cluster of servers, called nodes, could take advantage of.

To use Storage Spaces Direct on multiple servers, you need to install the Failover
Clustering and Hyper-V roles on each server. You need a minimum of 10 Gb Ether-
net between the clustered systems, and remote direct memory access (RDMA) is
recommended.
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Setting up the storage is fairly straightforward. You create a storage pool from
the physical disks, and from there you create logical disks and then volumes. I’ll
show you how to do this on a standalone server, but the process is very similar
with clustered servers. First, you’ll create a storage pool. Then you’ll create logical
disks and volumes.

Creating the storage pool
The storage pool is the starting point when building out the storage for Storage
Spaces Direct. Here’s how to create the storage pool:
1. From Server Manager, click File and Storage Services in the left-hand
menu.

2. click Storage Pools.

If you have available disk drives, they show up under Physical Disks on the
lower-right side. Notice under Storage Pools that there is an entry called
Primordial. This is created by default with the available disks (see Figure 2-9).

I Server Manager — E3
@ ~  «Volumes * Storage Pools @1 F vemge Tool  view map
Filter »p Sy @ <
= Servers
i Volumes A Name Type Managed by Available to Read-Write Server
[ Disks 4 Windows Storage (1)
m Primordial Available Disks SERVER2022-DC SERVER2022-DC SERVER2022-DC
Shares
iscs|
Work Folders
Last refreshed on 9/19/2021 52039 PM
VIRTUAL DISKS PHYSICAL DISKS
No related data is available. TASKS ¥ Primordial on SERVER2022-DC TASKS ¥
No related virtval disks exist Filter s Ev
To create a virtual disk, start the New Virtual Disk Wizard. A slot Name Ststus Capacity
FIGURE 2-9:
The Storage Pools
screen showing
available physical p
disks H £ Type here to search =) > m % = ]
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Right-click where it says Primordial and choose New Storage Pool.

4. 0n the Before You Begin screen, click Next.
5. onthe Specify a Storage Pool Name and Subsystem Screen, enter a name
for the pool and click Next.
I'm naming our pool “Pool1.” Notice in Figure 2-10 that the primordial pool is
selected by default.
T New Storage Pool Wizard — [m] x

Specify a storage pool name and subsystem

Before You Begin Mame:  |Pooll

Description:

Select the group of available disks (also known as a primordial pool) that you want to use:

Managed by Available to Subsystem Primordial Pocl
SERVER2022-GUI SERVER2022-GUI Windows Storage  Primordial

FIGURE 2-10:
Choose a name
for your storage
pool and choose
the primordial
pool to select

physical disks

from.

On the Select Physical Disks for the Storage Pool screen, you see all the disks
that were in the primordial pool. You can choose some of the disks or all of the
disks.

6. Forthis example, select all the disks.

7. Change the Allocation drop-down box on the last drive to Hot Spare, as
shown in Figure 2-11, and click Next.

8. 0n the Confirm Selections screen, click Create.
If all goes well, the View Results screen should say Completed.

9. Click Close.
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FIGURE 2-11:
Configuration
of the physical
disks in the
storage pool.

Stor;

e New Storage Pool Wizard — [m] x

Select physical disks for the storage pool

Before You Begin On select storage subsystems you can additionally allocate disks as hot spares that can replace failed disks.

age Pool Name Physical disks:

Slot Name Capacity Bus RPM Model  Allocation Chassis
Confirmation Msft Virtual Di..  160GE SAS Virtual Disk Integrated : Bus 0 : Device 63667 : Fund

Msft Virtual Di...  160GB SAS Virtual Disk Integrated : Bus 0: Device 63667 : Fund

Msft Virtual Di.. 160GB S.. Virtual Di... Integrated : Bus 0: Device 63667 : Fund

Total selected capacity: 480 GB
0 selecting these disks will create a local pool.

Creating a logical disk

Now that the pool is created, you can create a logical disk. Follow these steps:

1.

dWN

o wm

Right-click Pool1 and choose New Virtual Disk, or click the To Create a
Virtual Disk, Start the New Virtual Disk Wizard hyperlink in the Virtual
Disks box.

You will be asked to select the storage pool you want to work with. You should
only see the one pool that we created so far, Pool1.

Select Pool1 and click OK.
On the Before You Begin screen, click Next.

On the Specify the Virtual Disk Name screen, name the disk Disk1,
as shown in Figure 2-12.

Click Next.

On the Specify Enclosure Resiliency screen, leave the Enable Enclosure
Awareness check box unchecked and click Next.

The next screen is the Select the Storage Layout screen. You have three
options: Simple, Mirror, and Parity. These are very similar to the RAID levels as
far as what they do. Simple is a non-RAID disk, Mirror is similar to RAID 1, and
Parity is similar to RAID 5.

Select Simple, as shown in Figure 2-13, and click Next.
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FIGURE 2-12:

You have to name
your virtual disk
before you can
use it.

fas New Virtual Disk Wizard - O X

Specify the virtual disk name

Before You Begin Name: [Disk1

Storage Layout

Description:

Create storage tiers on this virtual disk
Storage tiers enable automatic movement of the most frequently accessed files to faster
storage.

© To use storage tiers, the storage pool requires a minimum of one automatically allocated
g ge p q ¥
physical disk of each media type (55D and HDD).

< Previous Create Cancel

FIGURE 2-13:
Selecting the stor-
age layout can be

very important if
you need it to be
fault tolerant.

2 Mew Virtual Disk Wizard - [m] x

Select the storage layout

Before You Begin Layout: Description:
Virtual Disk Name Data is striped across physical disks, maximizing capacity and
Mirror increasing throughput, but decreasing reliability. This storage
layout requires at least one disk and does not protect you from
Parity 3 disk failure.

Storage Layol

Provisioning

< Previous Next > Create Cancel

On the Specify the Provisioning Type screen, Select Thin for the
Provisioning Type, and click Next.

On the Specify the Size of the Virtual Disk screen, tell it how big you want
the disk to be and click Next.

In my example, I've chosen to make the virtual disk 5GB.
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FIGURE 2-14:
Creating a
volume that the
operating system
can use is simple
after the virtual
disk has been
created.

10. on the Confirm Selections page, click Create.

1.0 everything succeeded, click Close.

Creating a volume

Now that you’ve created a storage pool and a virtual disk, you’re ready to create a
volume. Follow these steps:

1. Right-click Disk1 and choose New Volume, as shown in Figure 2-14.

= Server Manager

@ ¥ *Volumes * Storage Pools @ | Mansge  Tous

@) STORAGE POOLS

= Servers [ Al storage pools| 1 total TAS
i Volumes
- Fitter o [ORJNCIE 4
| Disks
m Storage Pools A Name Type Managed by Available to Read-Write Server

4 Windows Storage (1)

Storage Pool  SERVER2022-GUI SERVER2022-GUI SERVER2022-GUI

Last refreshed on 9/20/2021 2:51:30 AM

New Volume..
VIRTUAL DISKS Repair Virtual Disk ISKS
Pool1 on SERVER2022-GUI Detach Virtual Disk ER2022-GU
Mask or Unmask Virtual Disk...
Filter el
Extend Virtual Disk.
= Delete Virtual Disk |
A Name Status Layout Provisi slete Virtual Ui ame Status

Properties

Simple Thin wisft Virtual Disk (SERVER2022-GUI)

Msft Virtual Disk (SERVER2022-GUI}
Msft Virtual Disk (SERVER2022-GUI)

H £ Type here to search

2. On the Before You Begin screen, click Next.

3. On the Select the Server and Disk screen, you should only have one
server and disk at this point, so you can simply click Next.

4. Onthe Specify the Size of the Volume screen, enter a size and click Next.
I've entered 3GB.

5. On the Assign to a Driver Letter or Folder screen, select a drive letter or
specify a folder and click Next.

I've kept it simple and chosen a drive letter. | was automatically given the letter
F, as you can see in Figure 2-15.
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FIGURE 2-15:

Choosing a drive
letter for my new

124

volume.

= New Volume Wizard — [m] x

Assign to a drive letter or folder

Assign to:
Letter or Folder ® Drive letter: | F -
File System Settings ) The following folder:
() Don't assign to a drive letter or folder.

Select whether to assign the volume to a drive letter or a folder, When you assign a volume to a
folder, the volume appears as a folder within a drive, such as DAUserData.

6.

N

On the Select File System Settings screen, select the file system settings
and click Next.

I'll stick with the default NTFS and the default allocation unit size, and I'll name
the volume, Volume1.

On the Confirm Selections screen, if everything looks good, click Create.

If everything on the Completion screen says Completed, you're good to
g0, so click Close.

Working with Storage Replica

Storage Replica is a great tool for disaster recovery scenarios. It can do synchro-
nous or asynchronous block-level replication of volumes between servers or clus-
ters. By implementing stretch clusters, you could even replicate across distant

sites.

Storage Replica was initially released in Windows Server 2016 Datacenter edition.
As of Windows Server 2019, you could also take advantage of Storage Replica if
you were using the Standard edition. This is still true in Windows Server 2022,

although it does have a few limitations:

¥ Storage Replica is only able to replicate one volume, not an unlimited number

of volumes.

BOOK 2 Configuring Windows Server 2022



3 Avolume can have only one replication partnership, unlike Datacenter where
a volume can have an unlimited number of partners.

¥ Storage Replica will only support sizes up to 2TB, while Datacenter has no limit
on size.

Using Storage Quality of Service

Storage Quality of Service (QoS) allows you to centrally monitor the storage per-
formance of virtual machines (VMs) when you’re using Hyper-V and the Scale-
Out File server roles. Note that you can use cluster shared volumes instead of
Scale-Out file server if desired. Storage QoS accomplishes a few things:

¥ Itensures that one VM can't use up all the storage bandwidth.
¥ It monitors storage performance.

¥ Ituses policies to determine minimum and maximum I/0 for VMs.

One of the simplest ways to experiment with Storage QoS is to set up a failover
cluster and create a cluster shared volume. If you do this, then Storage QoS is set
up automatically. You can view it under the Cluster Core Resources.

Encrypting with BitLocker

Securing data has never been more critical than it is today. With BitLocker, you
can protect your data from would-be thieves by encrypting your entire data drive.
BitLocker can encrypt both fixed drives and removable drives. Fixed drives will in
general use a Trusted Platform Module (TPM) chip to save the cryptographic key,
while BitLocker To Go utilizes either a password or a smart card to unlock it.

In the following sections, I explain t what a TPM is, and walk you through install-
ing BitLocker as well as configuring BitLocker To Go and BitLocker.

Understanding Trusted Platform Modules

A Trusted Platform Module is a special chip on the motherboard designed to store
passwords, certificates, and cryptographic keys. For the most seamless BitLocker
experience, you’ll want a TPM chip that is version 1.2 or newer. If your system
doesn’t have a TPM, you can still use BitLocker, but you’ll have to use Group
Policy to override the TPM requirement. You’ll have to enter a password to unlock
the system. I cover how to setup BitLocker without a TPM later in this chapter in
the section called, “Knowing what to do if there’s no TPM module.”
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FIGURE 2-16:
Adding features
that are needed

for BitLocker
Drive Encryption

to work its magic.

Installing BitLocker

To install BitLocker on Windows Server 2022, you need to install the BitLocker

feature. Follow these steps:

With Server Manager open, choose Manage=>Add Roles and Features.
On the Before You Begin screen, click Next.

On the Select Installation Type screen, click Role-Based or Feature-Based

Installation and click Next.

On the Select Destination Server screen, click Next.
On the Select Server Roles screen, click Next.

On the Select Features screen, click select the BitLocker Drive Encryption

check and click Next.

You'll be asked if you want to install additional features that are required for
BitLocker Drive Encryption, as shown in Figure 2-16.

&2, Add Roles and Features Wizard x

Add features that are required for BitLocker Drive
Encryption?

You cannot install BitLocker Drive Encryption unless the following
role services or features are also installed.

Enhanced Storage
4 Remote Server Administration Tools

Include management tools (if applicable)

4 Feature Administration Tools
4 BitLocker Drive Encryption Administration Utilities
[Tools] BitLecker Recovery Password Viewer
[Tools] Bitlecker Drive Encryption Tools
4 Role Administration Tools
4 AD DS and AD LDS Tecls
4 AD DS Tools
AD DS Snap-Ins and Command-Line Tools

Add Features

7.
8.

9.

Click Add Features and then click Next.

On the Confirm Installation Selections screen, select the Restart the
Destination Server Automatically if Required check box.

The BitLocker Drive Encryption feature requires a reboot.

Click Install.
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After the server reboots, you can move on to configuring BitLocker.

Anytime you look at encrypting your data, be sure that you have a good backup
& to recover from in case something goes wrong. If you don’t have a good backup,
and the encryption process runs into an issue, you will need to restore from your

warNING  backup.

Configuring BitLocker To Go

To configure BitLocker To Go, you need to navigate to where the management
utilities are hidden and then you can start to play. Follow these steps:

1. click Start, scroll down to Windows System, and choose Control Panel.

2. Cclick System and Security.

3. Under BitLocker Drive Encryption, click Manage BitLocker (see
Figure 2-17).

Q. System and Security - O X

« v 4 W > ControlPanel > System and Security v |0 L

Control Panel H : :
el Faneireme ' Security and Maintenance
Review your computers status and resolve issues
W) Change User Account Control settings | Troubleshoot commen computer problems

System and Security

Network and Internet
Hardware ﬁ Windows Defender Firewall

Check firewall status Allow an app through Windows Firewall
Programs

User Accounts Iy System ) .
= View amount of RAM and processor speed | @l Allow remote access

Appearance and Launch remote assistance | See the name of this computer

Personalization

Clock and Region \13 Power Options

Ease of Access Change what the power buttonsdo | Change when the computer sleeps

%‘ BitLocker Drive Encryption
Y& Manage BitLocker

Administrative Tools
[E=] Defregment and optimize your drives | ®) Create and format hard disk partitions
W) view event logs | @ Scheduletasks | @ Generate 3 system health report

FIGURE 2-17:
Getting to the
BitLocker Man-
agement screen
from the Control
Panel.

4. on my system, BitLocker is currently off, so I'll click Turn on BitLocker for
Volume1 (see Figure 2-18).

Because VolumeT is considered a removable disk, the TPM is not used, and
you have to set a password or tell it to use a smart card. This is to support
BitLocker To Go.
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Set a password, as shown in Figure 2-19.

6. Click Next.

You're asked how you want to back up your recovery key. You can save to a file
or print the recovery key.

B BitLocker Drive Encryption - [m] x
« v 4 g « Syctem and Security > Bitlocker Drive Encryption v | ® | SearchControl Panel o
Control Panel Home 9

BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker,

Operating system drive
Windows (C:) BitLocker off

& Tum on BitLocker

I

Fixed data drives
Temporary Storage (D)) BitLocker off
Volume1 (F:) BitLocker off

G Turn on BitLocker

See also -
FIGURE 2-18:
. & TPM Administration
Turning on &) Disk Management Removable data drives - BitLocker To Go
BitLocker for Privacy statement Insert a removable USE flash drive to use BitLocker To Go.
Volume1.
X
% BitLocker Drive Encryption (F:)
Choose how you want to unlock this drive
Use a password to unlock the drive
Passwords should contain uppercase and lowercase letters, numbers, spaces, and symbols,
Enter your password | LITTYTTYY |
Reenter your password | ssssssny |
[JUse my smart card to unlock the drive
You'll need to insert your smart card. The smart card PIN will be required when you unlock the drive.
FIGURE 2-19:
Setting a
‘ password for = Cancal
BitLocker To Go.
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7. Save it, and then click Next.

You're asked how much of your drive you want to encrypt.

8. choose Encrypt Used Disk Space Only and click Next.

9. on the Choose Which Encryption Mode to Use screen, select Compatible

Mode and click Next.
It's generally safest to go with Compatible Mode for removable media.

You're asked if you're ready to encrypt the drive.

10. click start Encrypting.

After the encryption is complete, you see the status of BitLocker on the
BitLocker To Go drive. It should say BitLocker On.

Configuring BitLocker

To configure BitLocker, you need to navigate to where the management utilities
are. These steps are the same as Steps 1 through 3 in “Configuring BitLocker To
Go,” so I’ll start the instructions after Step 3. If you need a refresher on how to
get to the BitLocker Management screen, review steps 1 through 3 in “Configuring
BitLocker To Go” before proceeding.

1.

o UuhAWw

On my system, BitLocker is currently off on the C drive, so I'm going to
click Turn on BitLocker for the C drive.

On the How Do You Want to Back Up Your Recovery Key screen, you can
choose to save to a file or print the recovery key.

Save the file and click Next.

You're prompted to choose how you want to encrypt your drive. You can
encrypt the entire drive, or just the used space only. You should choose
whatever your organization requires.

I'll choose Encrypt Used Disk Space Only.
Click Next.

On the Choose Which Encryption Mode to Use screen, select New
Encryption Mode and click Next.

On the final screen, select the Run BitLocker System Check check box.
This ensures that BitLocker can read the keys before it encrypts the drive.
Click Continue.

You're dropped back out to the BitLocker screen and asked to restart your
system.
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FIGURE 2-20:
Configuring
BitLocker to work
without a TPM
module involves
editing the local
security policy.

130

8. Click Restart Now.

After the system comes back up, BitLocker will begin the drive encryption. After
the encryption is done, it will say BitLocker On.

Knowing what to do if there’s no TPM module

You may run into a server that doesn’t have a TPM module. When you try to turn
on BitLocker, you get an error saying that a compatible TPM could not be found.
This doesn’t mean that you can’t use BitLocker; it just means that there will be
more work involved to get it to encrypt the data drive. Follow these steps:

1 . Click the Start Menu and choose Run.

2. Type gpedit.msc.

3. Click Local Security Policy, click Computer Configuration, click
Administrative Templates, click Windows Components, click BitLocker
Drive Encryption, and click Fixed Data Drives, as shown in Figure 2-20.

| Add features to Windows 10
7| App Package Deployment
7 App Privacy
7 App runtime
| Application Compatibility
| AutoPlay Policies
| Biometrics
~ [ BitLocker Drive Encryption
. Fixed Data Drives
| Operating System Drives
7| Removable Data Drives
7 Cemera
| Cloud Content
7 Connect
| Credential User Interface
| Data Collection and Preview Builds
| Delivery Optimization
| Desktop Gadgets
| Desktop Window Manager
| Device and Driver Compatibility
| Device Registration
| Digital Locker
Edge Ul
Event Forwarding
Event Log Service
Event Logging
Event Viewer
File Explorer
File History
Find My Device
Handwriting
HomeGroup

<

7 setting(s)

£ Type here to search

=/ Local Group Policy Editor E3
File Action View Help
e w3 Em T
~ [ Windows Components " Fixed Data Drives
| ActiveX Installer Service State

Select an item to view its description.  Setting

i| Configure use of smart cards on fixed data drives

Deny write access to fixed drives not protected by BitLocker
Configure use of hardware-based encryption for fixed data ...
Enforce drive encryption type on fixed data drives

Configure use of passwords for fixed data drives

] Choose how BitLocker-protected fixed drives can be recover...

Allow access to BitLocker-protected fixed data drives from e...

Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured

% Extended { Standard /
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FIGURE 2-21:
Enabling
software-based
encryption for
BitLocker.

4. bouble-click Configure Use of Hardware-Based Encryption for Fixed Data

Drives.

5. select Enabled and ensure that the Use BitLocker Software-Based
Encryption When Hardware Encryption Is Not Available check box is

selected (see Figure 2-21).

[ Configure use of hardware-based encryption for fixed data drives

E] Configure use of hardware-based encryption for fixed dats drives

Previous Setting | | Mext Setting

) Not Configured ~ Comment:

available

Restrict encryption algerithms and cipher suites allowed for
O
hardware-based encryption

Restrict crypto algorithms or cipher suites to the following:

|215EAD.T.TDT.351 2:2.16.840.1.101.3.4.1

(® Enabled
O Disabled
Supported an: | ¢ least Windows Server 2012 or Windows &
Options: Help:
Use BitLocker software-based encryption when hardware encryption is not This policy setting allows you to manage BitLocker's use of hardware-based encryption on fixed data
drives and specify which encryption algorithms it can use with hardware-based encryption. Usin
P ryption alg yp g

reading or writing of data to the drive.

cipher suites used with hardware-based encryption.

encrypted.

of hardware-based encryption availabiliy.

of hardware-based encryption.

Encryption algorithms are specified by object identifiers (OID). For example:
- AES 128in CBC mode OID: 2.16.340.1.101.3.4.1.2

- AES 256 in CBC mode OID: 2.16.840.1.101.3.4,1.42

hardware-based encryption can improve performance of drive operations that involve frequent

If you enable this policy setting, you can specify additional options that control whether BitLocker
software-based encryption is used instead of hardware-based encryption on computers that do not
support hardware-based encryption and whether you want to restrict the encryption algorithms and

If you diszble this policy setting, BitLocker cannot use hardware-based encryption with operating
system drives and BitLocker software-based encryption will be used by default when the drive is

If you do not configure this policy setting, BitLocker will use software-based encryption irespective

Note: The "Choose drive encryption method and cipher strength” policy setting does not apply to
hardware-based encryption. The encryption algorithm used by hardware-based encryption is set
when the drive s partitioned. By defautt, BitLocker uses the algorithm configured on the drive to
encrypt the drive. The "Restrict encryption algorithms and cipher suites allowed for hardware-based
encryption” optien enables you to restrict the encryption algorithms that BitLocker can use with
hardware encryption. If the algorithm set for the drive is not available, BitLocker will disable the use

H £ Type here to search

6. Click OK.

Cancel

7. Click Local Security Policy, click Computer Configuration, click

Administrative Templates, click Windows Components, click BitLocker

Drive Encryption, and click Operating System Drives, as shown in

Figure 2-22.

8. Double-click Require Additional Authentication at Startup.

9. Choose Enabled.

10. Make sure the Allow BitLocker without a Compatible TPM check box is

selected, as shown in Figure 2-23.
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FIGURE 2-22:
Allowing alternate
authentication
methods for the
system drive.

FIGURE 2-23:
Letting the
operating system
drive encrypt or
decrypt without a
TPM requires this
setting.
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H £ Type here to search

[=7 Local Group Policy Editor = X
File Action View Help
LL ] |=H
~ [] Windows Components A\ Operating System Drives
7| ActiveX Installer Service h _— ;
“ Add festures to Windows 10 Select an item to view its description.  Setting State
| App Package Deployment [£5] Allow network unlock at startup Nt configured
3 App Privacy Allow Secure Boot for integity validation Nt configured
| App runtime Require additional authentication at startup Not configured
| Application Compatibility Require additional authentication at startup (Windows Serve... Mot configured
7| AutoPlay Policies Disallow standard users from changing the PIN o password  Not configured
| Biometrics | Allow devices compliant with InstantGo or HSTl to opt out o... Not configured
~ [ BitLocker Drive Encryption Enable use of BitLocker authentication requiring preboot ke.. Not configured
~| Fixed Data Drives Allow enhanced PINs for startup Not configured
| Operating System Drives | Configure minimum PIN length for startup Mot configured
-] Removable Data Drives Configure use of hardware-based encryption for operating s... Not configured
=] Camera Enforce drive encryption type on operating system drives Mot configured
| Cloud Content Configure use of passwords for operating system drives Not configured
- E’”;";(;al VeerIntertace Choose how BitLocker-protected operating system drives ca... Not configured
2 Dotn Collection and Preview Euilis Configure TPM platform validation profile for BIOS-based fir... Not configured
) Delery Optimisstion Configure TPM platform validation profile (Windows Vistz, .. Not configured
) Desktop Gadgets -] Configure TPM platform validation profile for native UEFIfir... Not configured
| Desktop Window Mansger Configure pre-boot recovery message and URL Mot configured
= Device and Driver Compatibilty Reset platform validation data after BitLocker recovery Nt configured
3 Device Registration 2| Use enhanced Boot Configuration Data validation profile Mot configured
| Digital Locker
7| Edge Ul
| Event Forwarding
| Event Log Service
% Event Logging
7| Event Viewer
) File Explorer
| File History
| Find My Device
- Handwriing . <
< > | Extended  Standard
19 setting(s)

& Require additional authentication at startup

[} Require additional authentication at startup

Previous Setting

Next Setting

) Not Configured ~ Comment:

(® Enabled

O Disabled

Supported an: [ ¢ least Windows Server 2008 R or Windows 7

Options:

Help:

Allow BitLocker without a compatible TPM {requires a password or 2
startup key on a USB flash drive)

Settings for computers with a TPM:

Configure TPM startup: | Allow TPM v
Configure TPM startup PIN: | Allow startup PIN with TPM
Configure TPM startup key: | Allow startup key with TPM
Configure TPM startup key and PIN:

Allow startup key and PIN with TP v

This policy setting allows you to configure whether BitLocker requires additional authentication each
time the computer starts and whether you are using BitLocker with or without a Trusted Platform
Module (TPM). This policy setting is applied when you tum on BitLocker.

Note: Only one of the additional authentication options can be required at startup, otherwise  policy
error occurs.

If you want to use BitLocker on a computer without a TPM, select the "Allow BitLocker without
compatible TPM" check box. In this mode either a password or a USB drive is required for start-up.
When using  startup key, the key information used to encrypt the drive is stored on the USB drive,
creating a USB key. When the USE key is inserted the access to the drive is authenticated and the
drive is accessible, If the USE key is lost or unavailable o if you have forgotten the password then you
will need to use one of the BitLocker recovery options to access the drive,

0On a computer with a compatible TPM, four types of authentication methods can be used at startup
to provide added protection for encrypted data. When the computer starts, it can use only the TPM
for authentication, o it can also require insertion of a USE flash drive containing a startup key, the
entry of a 6-digit to 20-digit personal identification number (PIN), or bath.

If you enable this policy setting, users can configure advanced startup options in the BitLocker setup
wizard.

If you disable or do not configure this policy setting, users can configure enly basic options on
computers with 2 TPM.

Note: If you want to require the use of  startup PIN and a USE flash drive, you must configure
BitLocker settings using the command-line tool manage-bde instead of the BitLocker Drive
Encryption setup wizard.

H £ Type here to search




11. click ok.
12. close out of Local Group Policy Editor.
13. Now go ahead and go back in to the BitLocker screen.

You should have no issue getting it to work now.

Performing Printer-Related Tasks

Printers are a pretty important resource. If your print server goes down, you’ll
start getting calls very quickly. Conversely, if users are trying to print, they’ll get
very cranky if they can’t.

There are a few different ways you might install a server. A locally attached printer,
for example, will most likely be connected through a USB cable. That printer may
be used by one user or, in a small office setting, it may be shared from that work-
station so that multiple users can print to it. Network-attached printing is very
common as well, from homes with a wireless printer to large organizations that
have printers on their local area networks (LANs). Some organizations may use a
print server to manage their print queues centrally. You print to the server’s print
queue, and it sends the job to the printer through the network.

Using the Printer Install Wizard

The Printer Install Wizard walks you through the installation of your printer.
You can launch it by going to Settings (the gear in the Start menu) and selecting
Devices and then Printers & Scanners. From there, you simply click Add a Printer
or Scanner and the wizard launches.

If your printer is found, the wizard is a nice easy type of install. If your printer is
not found, you have a little more work to do. Here’s how to add a printer that just
doesn’t want to cooperate:

1 . Click The Printer That | Want Isn't Listed.

. In my case, my printer is on my network so | choose Add a Printer Using a
IP Address or Hostname, as shown in Figure 2-24.

2
3. Click Next.
4. Fillin the IP address of your printer (as shown in Figure 2-25).

Your IP address will be different from mine, so you'll need to check your printer
to see what IP address it's using. Make sure you choose TCP/IP Device from the
Device Type drop-down list.
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X
= Add Printer
Find a printer by other options
() My printer is a little older. Help me find it.
(_) Select a shared printer by name
Browse...
Example: \\computermame\printername or
http://computername/printers/printername/.printer
(® Add a printer using an IP address or hostname
(O Add a Bluetooth, wireless or network discoverable printer
(C) Add a local printer or network printer with manual settings
FIGURE 2-24:
Selecting how
£
you'll flnd-your o —
printer.
X
& o= Add Printer
Type a printer hostname or IP address
Device type: TCP/IP Device w
Hostname or [P address: | 19?..16&1‘71 |
Port name: [ 19218817 |
[] Query the printer and automatically select the driver to use
Autodetect detects WSD and TCP/IP printers.
To search for IPP printers, please select IPP from the drop down box
FIGURE 2-25:
Configuring the IP
address of'your = r—
printer.

5. Click Next.

If all goes well, the system will be able to contact the printer and figure out
which driver it needs.

6. Click Next.

On the Printer Sharing screen, you can decide if you want to share the
computer with another system.
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TIP

FIGURE 2-26:
Advanced
Options gives you
more settings to
work with.

N

8. Click Next.

The last page gives you the option to set the new printer as the default printer.

9. Leave that check box selected and click Finish.

I'm going to select Do Not Share This Printer.

If you need to use the more advanced print features that are available from your
printer, but the Windows drivers aren’t giving you the options you need, you may
need to download the drivers from the manufacturer’s website. The drivers are

typically packaged in an executable file to aid in installation.

Configuring print options

To get to the printer management screen, start in the Printers & Scanners menu
(see the preceding section). In the Printers & Scanners section, you see the printer
you just added. Select it by clicking it, and then click the Manage button. When

configuring individual printers, there are two options to look at:

¥ Printing Preferences: Printing Preferences allows you to set what the default
print settings will be for you printer. From here, you can set the orientation of
your printing. If you click the Advanced button, more settings are available —
those settings depend on the driver that is installed for your printer. My
printer settings are shown in Figure 2-26.

Microsoft IPP Class Driver Advanced Options

mn Microsoft IPP Class Driver Advanced Document Settings
£-44] Paper/Output

Copy Count: 1 Copy
B--@ Graphic

Print Quality: 600 x 600
E--EE Document Options
Color Printing Mode: Color
=- ‘g% Printer Features
: Borderless printing: Off
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3 Printer Properties: The Printer Properties option gives you configuration
items for the printer. For instance, if you choose after installation to share the
printer or change the driver, or if you need to change the IP address, you can
do that with Printer Properties. You get a screen similar to Figure 2-27.

= HPDYG3E2 (HP Officelet Pro 6960) Properties X

General Sharng Ports  Advanced Color Managemert  Secuity Device Settings

o= HPDSRSE2 (HP Officelet Pro 6960

Location: | http://192,168.1.7:3911/ ‘
Comment:
Model: Micresoft IPP Class Driver
Features
Color: Yes Paper available:
Double-sided: Yes Letter
Staple: No
FIGURE 2-27: Specc: 10ppm
. Mazximum resclution: 600 dpi
The Printer "
Propertles screen Preferences... Print Test Page
allows you to
change configura-
conf o ] come | [ ool
tion items.

Configuring the Print Server role

In Windows Server 2022, Print Server is a role that can be installed and then
configured.

Installing the Print Server role
Here’s how to install the Print Server role:
. With Server Manager open, choose Manage->Add Roles and Features.

. On the Before You Begin screen, click Next.

Based Installation and click Next.

3. Onthe Select Installation Type screen, choose Role-Based or Feature-
4. o0n the Select Destination Server screen, click Next.

. Scroll down and select Print and Document Services.
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FIGURE 2-28:
Install the Print
and Document
Services role to

set up your print
server.

6. click Add Features when you're prompted to do so.

Your screen should look like Figure 2-28.

&2, Add Roles and Features Wizard x

Add features that are required for Print and Document
Services?

The following tools are required to manage this feature, but do not
have to be installed on the same server,

4 Remote Server Administration Tools

4 Role Administration Tools
[Tools] Print and Document Services Tools

Include management tools (if applicable)

Add Features

7. Click Next.
8. On the Select Features screen, click Next.
9. On the Print and Document Services screen, click Next.

10. on the Role Services screen, select Print Server, as shown in Figure 2-29,
and then click Next.

11 . On the Confirm Installation Selections screen, select Install.

12. on the Installation Progress screen, click Close after the installation is
complete.

Configuring the Print Server role

Now that you’ve got the Print Server role installed, you can configure it. Here’s

how to add your first printer:

1. From server Manager, choose Tools=>Print Management.

2. Expand Print Servers, right-click your print server, and choose Add
Printer, as shown in Figure 2-30.
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FIGURE 2-29:
Select Print
Server for the
role that you
want to install.

FIGURE 2-30:

Adding a printer

to the Print
Server.

Fﬁ Add Roles and Features Wizard

Select role services

Select the role services to install for Print and Document Services

Role services

[ Internet Printing
[] LPD Service

— O x

DESTINATION SERVER
SERVER2022-DC

Description

Print Server includes the Print
Management snap-in, which is used
for managing multiple printers or
print servers and migrating printers
to and from other Windows print
servers.

[ Print Management

File Action View Help
e

|2 HE

s Print Management
~ [ Custom Filters
T Al Printers (3)
71 Al Drivers (5)
7| Printers Not Ready
7| Printers With Jobs
~ & Print Servers
~ 3 SERVER2022-DC flnraht
1] Drivers
£ Forms
U Ports
= Printers
=4 Deployed Printers

Name

) All Printers (3)

%] All Drivers (5)

7 Printers Not Ready

[%! Printers With Jobs

- X
Actions
Custom Filters -
Mare Actions »

Add Printer...

Export printers to a file.
Import printers from a file...
Set Notifications.

Properties...

Help

£ Type here to search

nvokes the add printer wizard against the selected server.,
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FIGURE 2-31:
Naming the
printer and add-
ing a location
makes it easier
for your users to
find the printer.

3. Select Add an IPP, TCP/IP or Web Services Printer by IP address or
hostname and click Next.

4. Enter the IP address and click Next.

On the next screen you can name your printer. In an enterprise, | recommend

doing this.

5. rican my printer Main Office Printer #1, as shown in Figure 2-31.

o= Network Printer Installation Wizard x

Printer Name and Sharing Settings
“fou can give the printer a friendly name and specify whether other people can use the printer.

Printer Mame: ain Office Printer #1

Share this printer

Share Name: [ Main Office Printer #1 |

Location: | |

Comment:

< Back Next > Cancel

6. Click Next.

If the wizard finds the printer, the next screen tell you that the printer was
found and shows you a summary of the printer information.

7. click Next.
The server installs the drivers for the printer.

8. After the drivers are installed, click Finish to exit the wizard.
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Connecting to a Printer on a Print Server

Connecting to a printer on a print server is pretty simple. You can add the printer
with a Universal Naming Convention (UNC) path like \\servername\printer-
name. For this to work, the server’s name must resolve in DNS. If you don’t have
the printer name in DNS, you can do the UNC with the IP address instead of the
server name. In enterprise environments, it’s common to use Group Policy to
manage printers for users and/or computers.

Using the UNC path to an object, like a share on a file server or a printer, is a
convenient way to access resources without knowing where they’re located.
In the example of a file server, for instance, the local path to a file might be
E:\SomeFolder\SomeShare\SomeFile.txt. The UNC path would be \\Server
Name\SomeShare\SomeFile.txt. If the share was ever moved to a different disk,
the UNC path would remain the same.

Performing Other Configuration Tasks

140

I’ve covered a lot of configuration steps in this chapter, and I’'m almost done. The last
few configuration tasks are more important to your experience when working with
the server then they are for your users, who will consume a service from the server.

Keyboard

From the Settings menu, go to Devices and then Typing. Right-click the keyboard
you want to manage and select Keyboard Settings. The Typing screen (shown in
Figure 2-32) appears. From here, you can configure your keyboard to match what
you need it to do.

Mouse

From the Settings menu, go to Devices and then Typing. The Mouse screen (shown
in Figure 2-33) appears. From here, you can adjust button configuration, cursors,
and the behavior of the scroll wheel.
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FIGURE 2-32:
You can adjust
the keyboard
settings to work
better with your
typing speed.

FIGURE 2-33:
You can adjust
the mouse
settings to
customize your
experience.

< Settings

i Home

Devices

Ef  Bluetooth & other devices
£ Printers & scanners

0 Mouse

Typing

o Pen & Windows Ink

@ AutoPlay

fi use

H £ Type here to search

Typing

Spelling

Autocorrect misspelled words
@D on

Highlight misspelled words

@ o

Typing

Show text suggestions as | type on the software keyboard

@ o

Add a space after | choose a text suggestion

@ o

Add a pericd after | double-tap the Spacebar

@ o

How Al has helped you

Typing insights

Multilingual text suggestions

<« Settings

it Home

Find a setting

Devices

Ef Bluetooth & other devices
=5 Printers & scanners

D Mouse

Typing

P Pen & Windows Ink

(&) AutoPlay

B use

H £ Type here to search

Mouse

Select your primary button

Left

Mouse pointer speed

Roll the mouse wheel to scroll

Multiple lines at a time

Choose how many lines to scroll each time

1

Scroll inactive windows when | hover over them

@ o

Related settings

Adjust mouse & cursor size

Additional mouse options

Help from the web
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FIGURE 2-34:
Advanced Power
Settings lets you
create a granular

power manage-
ment scheme.
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Power management

From the Settings menu, go to System and then Power & Sleep. You’ll be presented
with some very basic settings. However, you can get very granular by clicking
Additional Power Settings (see Figure 2-34). This will allow you to choose power
plans to customize how your system will balance power and performance.

<« Settings — x
@ Home Power & sleep
Find a setting el Screen
System ‘When plugged in, turn off after
10 minutes ~
[ Display
) Sound

Save energy and battery life

L] Notifications & actions Make your battery last longer by choosing shorter times for screen and sleep settings.

& Focus assist

Related settings
@ Power & sleep
Additional power settings

= Storage

Help from the web

=

Tablet

Changing power mode

o

i Muititasking

& Projecting to this PC

3 Remote Desktop

Sound

From the Settings menu, click System, and then click Sound. With this screen, you
can customize your default sound devices and recording devices. You can trouble-
shoot your sound devices from here as well.

Language

From the Settings menu, click Time & Language and then click Language. From
this screen, you can add new languages, set new default languages, and change
keyboard layouts if desired. The Language screen on your server should look sim-
ilar to Figure 2-35.
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FIGURE 2-35:

The Language
screen allows you
to adjust settings
for language and
keyboard layouts.

< Settings

i Home

Find a setting

Time & Language

B Date & time
@ Region
AF language

0 Speech

H £ Type here to search

Language
Windows display Apps & websites Regional format
English {United States) English (United States) English (United States)
i}
Keyboard Speech
English {United States) English (United States)

Windows display language

English (United States) ~

Windows features like Settings and File Explorer will appear in this
language.
Preferred languages

Apps and websites will appear in the first language in the list that they
support.

Add a language
+

B
=)
B
<&

A-; English (United States) i~

Fonts

You may need to install new fonts on the server. This may happen because the
company standard requires a different font than normal. I’ve even had to install

barcode fonts before. To work with Fonts, open the Settings menu. Click Person-

alization and then click Fonts. What I love most about the new interface is that it
gives you visual samples of each of the fonts and the ability to get more fonts from

the Microsoft Store. Figure 2-36 shows the Fonts screen.
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<« Settings x
G Home Fonts
Find a setting pel Add fonts
B e
Drag and drop to install
Drag font files from Fi
B Background to install fonts on yor
Colors B Get more fonts in Microsoft Store
L3 Lockscreen
Available fonts
@ Themes Type here to search. pal
A4 Fonts
Filter by: All languages
B8 Start
Over the A cool summer  The aroma of
O Taskbar horizon comes  breeze baking bread fills
the break of awakens the..  theair.
dawn.
Arial Bahnschrift Calibri
5 font faces 15 font faces 6 font faces
FIGURE 2-36:
Samples of the
R P P The fanfare of They waltzed The fanfare of
installed fonts birds announces  gracefully birds announces

available on the
H £ Type here to search
server.
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IN THIS CHAPTER

» Finding your way to the
Settings menu

» Seeing what's in the Settings menu

Chapter 3
Using the Settings Menu

or many years, the Control Panel was the main management area of Windows
Server operating systems. It was where you configured devices, set up time
and language settings, changed the appearance of the server, worked with
installed programs, and managed Windows Update and setup accessibility options.

Microsoft has made an active effort to replace the aging Control Panel with the
newer Settings menu. The Settings menu breaks out settings into categories, sim-
ilar to what was done in the Control Panel. However, new features for the most
part are put into Settings, but not necessarily in the Control Panel. In this chapter,

I explain how to access the Settings menu and where to configure items in the
Settings menu.

Accessing the Settings Menu

You can access the Settings menu in two ways:

¥ Click the Start menu and select Settings (the gear icon).

¥ Right-click the Start menu and then select Settings.

The Settings menu opens and should look similar to Figure 3-1.
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FIGURE 3-1:
The Settings
menu in all its

glory.

< Settings - *

Windows Settings

g System 5"-' Devices @ Network & Internet
Display, sound, notifications, 21 Bluetooth, printers, mouse Wi-Fi, airplane mode, VPN
power

@ Personalization 8= Apps R Accounts
Background, lock screen, colors 8= Uninstall defaults, optiona Your accounts, email, sync,

features

(§$ Time & Language ('17. Ease of Access /C) Search
Speech, region, date ~=" Marrator, magnifier, high Find my files, permissions

contrast

& Privacy Ty Update & Security
Location, camera, microphone R~ o

Windows Update, recover,

backup

. 2 ! I
E £ Type here to search = e 9/20/2021

Understanding Settings Menu Items

TIP

The items in the Settings menu are used to configure functionality on your server.
In the following sections, I walk you through the items that are available on a
fresh install of Windows Server 2022.

The Settings menu contains the majority of your administration tools at this point
and is where new features are introduced. If you’re a new system administrator,
I recommend getting familiar with this menu. If you’ve been around for a while
(remember when zip drives were cool?), I recommend transitioning to the Set-
tings menu rather than continuing to use Control Panel at this point.

System

The System menu (see Figure 3-2) shows you many of the things you may want to
configure on your system, including the following:

¥ Changing display settings

¥ Adjusting your sound settings

¥ Configuring system notifications
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FIGURE 3-2:
The System menu

contains a lot of

configuration
choices.

¥ Adjusting your power and sleep settings

¥ Accessing disk optimization utilities like disk cleanup

¥ Handling multiple windows (also known as multitasking)

¥ Configuring Remote Desktop

< Settings

Y Home

System

L3 Display

) Sound

[ Notifications & actions
D Focus assist

) Power & sleep

™ Storage

[d Tablet

i Multitasking

&1 Projecting to this PC

¥ Remote Desktop

Display
Color

Night light
@D or

Night light settings

Windows HD Color

and more vibrant picture for videos, games and apps that
support HDR.
Windows HD Color settings

Scale and layout

100% (Recommended) ~

Advanced scaling settings

1024 =< 768 ~

Devices

The Devices menu (see Figure 3-3) is exactly what you would expect. This menu
allows you to work with Bluetooth devices, printers, and scanners, as well as key-
board and mouse settings. You can also change autoplay behavior and adjust how

the system communicates USB issues.

Network & Internet

The Network & Internet menu (see Figure 3-4) gives you a status on your network
connection, as well as the ability to set up or configure ethernet, dial-up, virtual

private network (VPN), and proxy connections.
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FIGURE 3-3:
The Devices
menu allows
you to install

and configure
peripherals.

FIGURE 3-4:

The Network &
Internet menu
provides options
to configure
server network
connections.

<« Settings

it Home

Find a setting

Devices

Ef Bluetooth & other devices

=5 Printers & scanners
0

Mouse

Typing
P Pen & Windows Ink
(&) AutoPlay

B use

H £ Type here to search

Bluetooth & other devices

+ Add Bluetooth or other device

Mouse, keyboard, & pen
C’J USB Tablet
Connected

Other devices

Generic Non-PnP Monitor
Connected

D Download over metered connections

To help prevent extra charges, keep this off so dev
info, and apps) for new device:
metered Internet connections.

e software (drivers,

won't download while you're on

Turn on Bluetooth even faster

To turn Bluetooth on or off without apening Settings, open action center and select the Bluetaoth icon.

< Settings

i Home

Network & Internet

Status
¥ Ethernet
Dial-up
°F VPN

@ Proxy

H £ Type here to search

Status

Network status

Metwork 2
Private network

You're connected to the Internet

You're an a metered network. Some apps might work differently to help
you save data while on this network.

@ Show available networks

the connection aptions around you.

Advanced network settings

Q Change adapter options

network adapters and nnectio

settings.

% Network and Sharing Center
For the networks you connect to, decide what you want to share.

A Network troubleshooter
Diagnose and fix v rk

View hardware and connection properties
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FIGURE 3-5:

The
Personalization
menu gives you
many options to
make your server
your own.

Personalization

The Personalization menu (see Figure 3-5) allows you to make your server your
own. This is where you can adjust background pictures and colors, configure the
picture on the lock screen, set themes and manage fonts, as well as customize the
Start and Taskbar settings.

< Settings - *

@ e Background

| Find a setting |

Personalization

Background

g

Lock screen

%]
Colors
o
=]

Themes

. Background

| Picture v |

58 Start

Choose your picture

e .;."
1 i )

Browse

Choose a fit

Fill v |

L . 805PM
H £ Type here to search i ~ T e g0 i~

I can hear you saying, “Why would I adjust these things on my server. I don’t need
backgrounds or custom colors on my server. That’s crazy-talk!” I've seen organi-
zations use wallpapers or color schemes to provide a visual indicator that you’re
on a production (red) system versus a test (green) system. They can be handy
when you have multiple Remote Desktop windows open.

Apps

The Apps menu (see Figure 3-6) allows you to specify where you can install pro-
grams from, uninstall applications that are no longer needed, and choose which
applications are started automatically. Additionally, if you have a website that
can open in either an app or a browser, you can adjust this behavior with apps for
websites.
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<« Settings

it Home

Find a setting pal

Apps

i=  Apps & features

i

Default apps

[ Apps for websites

Apps & features

Choose where to get apps

Installing apps only from Microsoft Store helps protect your device.

Anywhere v

Apps & features
Optional features

App execution aliases
Archive apps

Search, sort, and filter by drive. If you would like tc uninstall or move an
app, select it from the list

Search this list el

Sort by: Name ~  Filter by: All drives

3 apps found

A‘ Micresoft Edge
Microsoft Corporation 971972021
Microsoft Edge Update
9/5/2021

& Startup
FIGURE 3-6:
The Apps
menu allows
you to work
with installed
applications. H £ Type here to search

The Accounts menu (see Figure 3-7) allows you to work with local user accounts
and authentication methods. The operating system (OS) supports a number of
options, including Windows Hello, physical security keys, and, of course, the tra-

ditional password scenario.

Time & Language

The Time & Language menu (see Figure 3-8) is where you can adjust the date and
time. You can also adjust the region, which changes multiple settings including
calendar types and date/time format. You can install new languages and set the
default language to use for various services. You can also choose which voice you
would like the system to use if you interact with it in that way.
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FIGURE 3-7:

The Accounts
menu allows you
to set up vari-
ous methods of
authentication.

FIGURE 3-8:

The Time & Lan-
guage menu lets
you determine
how date and
time should be
formatted.

< Settings

@t Home

Find a setting

Accounts

A= Yourinfo
@, Sign-in options

R, Other users

H £ Type here to search

Sign-in options
=Some of these settings are hidden or managed by your organization
Manage how you sign in to your device

Select a sign-in option to add, change, or remove it.
« s Windows Hello Face

“~ This option is currently unavailable—click to learn more

Windows Hello Fingerprint
This option is currently unavailable—click to learn more

»

Windows Hello PIN
This option is currently unavailable—click to learn more

ﬁ Security Key
Sign in with a physical security key

Password
Sign in with your account’s password

“A Dynamic lock
Windows can use phones that are paired to your PC to know when

you're away and lock your PC when those phones go out of range.

] Atlow Windows to automatically lock your device when you're away

Bluetoath & other devices

< Settings

1 Home

Find a setting

Time & Language

B Date &time
@ Region
#F  Language

0 Speech

ﬂ £ Type here to search

Region
Country or region

United States ~
Windows and apps might use your country or region to give you local
content.
Regional format
Current format: English (United States)

Recommended [English (United States)] ~
Windows formats dates and times based on your language and regional

preferences.

Regional format data

Select Change data formats to switch ameng calendars, date, and time
formats supported by the region.

Calendar: Gregorian Calendar

First day of week:  Sunday

Shert dlate: 9/21/2021

Long date: Tuesday, September 21, 2021
Short time: 817 PM

Long time: 81716 PM

Change data formats
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Ease of Access

The Ease of Access menu (see Figure 3-9) contains all the accessibility tools that
are included in the Windows OS. You can do lots of different things here, such as
the following:

¥ Optimize your experience if you're blind or visually impaired.
¥ Optimize your experience if you are deaf or have hearing loss.
¥ Configure your mouse with larger or different-colored pointers.

¥ Choose different colored text cursors and manipulate the size of the text
cursor.

¥ Adjust settings on the keyboard.

¥ Set up an onscreen magnifier.

¥ Setup a screen reader (called Narrator).
¥ Setup an onscreen keyboard.

¥ Set up high-contrast settings for visibility.

& Settings - X
@ e Display
| [ | Make your display easier to see.
Ease of Access
Make text bigger

Vi Sample text

Drag the slider until the sample text is easy to read, then click Apply
Al A

Apply

O Display
kg Mouse pointer

I Textcursor

Make everything bigger

®

Magnifier

Change the size of apps and text on the main display

]

Color filters
100% (Recommended) ~

£
% High contrast Change the size of apps and text on other displays

[2  Narrator Change the size and color of your cursor and mouse pointer
FIGURE 3-9:
The Ease of (g Make everything brighter
Access menu &) fos Change brightness automatically or use night light

allows you to con-

figure accessibil-
ity options. H £ Type here to search
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FIGURE 3-10:
The Privacy
menu allows
you to config-
ure tracking and
advertisements
in both Windows
and installed
applications.

Search

The Search menu is relatively small. It allows you to change settings for Safe-
Search, which protects you from unwanted images on the Internet, as well as how
content is searched on your system and any linked cloud account storage.

Privacy

The Privacy menu (see Figure 3-10) is where you can adjust the permissions
granted to both the OS and installed applications. It’s pretty straightforward, and
there are a ton of settings you can adjust. Be sure to spend some time looking
through the submenus.

<« Settings — x
f Home General
Find a setting £ Change privacy options

Frirs Let apps use my advertising ID for experiences across apps

@D or

Let websites provide locally relevant content by accessing my language
Windows permissions list

@ o
8 General

Let Windows track app launches to improve Start and search results
R) Speech @ o

Inking & typing personalization . .
Know your privacy options

a7 Diagnostics & feedback Learn how this setting impacts your privacy.

Learn more

Privacy dashboard

- R
Bi  Activity history Privacy statement

App permissions

Help from the web
A Location Changing my child's privacy settings
Changing privacy settings

Camera X
Managing Microsoft account privacy settings

0 Microphone

H £ Type here to search

Update & Security

The Update & Security menu (see Figure 3-11) is where you can configure Win-
dows Updates and manage Windows security settings like antivirus, firewall, app
and browser control, and device security. This menu also gives you access to trou-
bleshooting utilities and recovery options. You can activate your copy of Windows
and enter into development mode if that’s your happy place.
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& Settings - -
i Home Windows Update

*Some settings are managed by your organization (View policies)

Find a setting pal
~ | Updates available
Update & Security K/! Last checked: Today, 7:54 PM
— Security Intelligence Update for Microsoft Defender Antivirus - KB2267602 (Version 1.349.1192.0)
= Windows Update Status: Pending install

o N o Windows Malicious Software Removal Tool x64 - v5.93 (KB890830)
& Dl Oy imieiT Status: Pending install

2021-09 Cumulative Update for Microsoft server operating system version 21H2 for x64-based Systems
(KB5005575)

Status: Pending install

' Windows Security

Troubleshoot
Updates are ready to install

Install now

I
fis) Recovery
@

Activation . §
“We'll automatically download and install updates, except on metered connections (where charges may

apply). In that case. we'll automatically download only those updates required to keep Windows running

i For developers smoothly.
FIGURE 3-11:
The Update & Pause updates for 7 days
Security menu Visit Advanced options to change the pa
is where you @, Change active hours
can manage the S Currently 8:00 AM to 5:00 PM
security-related T) View update history
aSpeCtS Of yOUr see updates installed on yeur d
server H £ Type here to search i s 73‘195;'1'1 ]
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» Defining workgroups

» Weighing the pros and cons of
workgroups

» Knowing the difference between
centralized and group sharing

» Understanding how to configure a
server for a workgroup

» Keeping your workgroup running
smoothly

» Examining how Peer Name
Resolution Protocol helps
workgroup communications

Chapter 4

Working with
Workgroups

or some networks, it doesn’t make sense to have a domain controller with

Active Directory running. In these networks, however, it’s still considered

desirable to be able to share things from system to system. This is where
workgroups come into play.

In this chapter, I explain what workgroups are and how to create them. I also fill

you in on the Peer Name Resolution Protocol, what it does, and why it’s important
for workgroups.

CHAPTER 4 Working with Workgroups 155



Knowing What a Workgroup Is

TIP

WARNING

A workgroup is a peer-to-peer group of computers that share resources but that do
not belong to an Active Directory domain. A workgroup may have a central server
that it uses to consume various services, or it may simply share data from individ-
ual workstations. A workgroup can be as small as two computers, or it can scale up
to be larger (though the larger it gets, the more difficult it is to administer). The
key point is that there is no Active Directory domain involved.

For a workgroup to work properly, all the systems must share the same work-
group name. By default, in Windows, a non-domain-joined system will belong to
a workgroup called WORKGROUP.

The biggest difference to keep in mind between peer-to-peer and client-server
relationships like those made in Active Directory is that peer-to-peer are decen-
tralized in every way. You have to explicitly set up access for users and resources
on each server that they want to connect to. Systems in a client—server relation-
ship like Active Directory have a centralized database that handles authentication
and authorization for access to resources.

One of the key advantages to workgroups is that they can be very simple to man-
age as long as they’re small. You simply configure a resource for sharing and
define who you want to share that resource with. You don’t have to worry about
complex group policies, because everything is set locally. Workgroups can also
be an inexpensive option because you don’t need multiple servers to support a
workgroup; in fact, you don’t technically need servers at all, you could create
a workgroup with just client systems. This chapter focuses on workgroups on a
Windows Server 2022 system.

However, because user accounts are managed on each individual system, security
is a concern with workgroups. Passwords may not be changed very often. If they
are changed, a user may update his password on a few systems but not on all of
them, and then end up out of sync. Plus, some applications may require Active
Directory; you won’t be able to use these applications if you’re using workgroups.

Knowing If a Workgroup Is Right for You

156

When you’re considering creating a workgroup, you need to understand what
you can and cannot do with a workgroup. This will determine whether a work-
group is really a good fit for your environment. For instance, if you have a small
network with less than 15 systems, a workgroup may be a good route to go. If you
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have 200 systems, a workgroup probably won’t be a good choice because it would
result in a very large amount of administrative overhead.

In a workgroup, you can share files, databases, and printers. If this is all you need
to do, and you have a small pool of systems (ideally 15 or less), then a workgroup is
a good fit. This saves organizations the expense of setting up domain controllers,
which will consume another server operating system license, as well as the cost
of hiring a system administrator who knows how to take care of Active Directory.

However, you don’t have centralized authentication — every user must have an
account on the system on which he wants to access resources. You can’t manage
systems with Group Policy — you have to use local security policies only. Finally,
you can’t run applications that require Active Directory.

Comparing Centralized and Group Sharing

If you’ve decided a workgroup is right for you, the next thing you need to decide
is whether you want to use a centralized sharing model or a group sharing model.

In the centralized sharing model, all your data is stored on one system —a work-
station or a server. All the other members of the workgroup connect to this central
location to use the shared resources. The centralized sharing model is the simplest
to sustain, because you can set up accounts for the workgroup members on the
server and they’ll be able to share the resources.

In the group sharing model, all the workstations in the group share different
resources. The group sharing model can be far more complex to manage because
the users all need to have access to every system on which they need to access a
resource.

Configuring a Server for a Workgroup

When configuring a server to be a workgroup server, you need to add groups,
users, and whatever resources you want to share. Before you do any of these
things, though, you need to change the name of your workgroup.
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FIGURE 4-1:
Configuring the
workgroup begins
in the Local
Server screen in
Server Manager.
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Changing the name of your workgroup

The Windows default workgroup name is WORKGROUP. You should change this to
something that’s meaningful to you. Here’s how:
1 . InServer Manager, click Local Server.

2. Click the WORKGROUP link, below the computer name, shown in
Figure 4-1.

The System Properties dialog box appears (see Figure 4-2).

= Server Manager

- @l r Manage

Server Manager * Local Server

i PROPERTIES

IEE Dashboard For SERVER2022-DC TASKS_~
§ Local Server
= Computer name SERVER2022-DC Last installed updates Never
B All Servers Workgroup WORKGROUP Download u
FE File and Storage Services b Last checked for updates Today at 7:51
#= Print Services
Microsoft Defender Firewall  Private: On Microsoft Defender Antivirus Real-Time Py
Remote management Enabled Feedback & Diagnostics Settings
Remote Desktop Enabled E Enhanced Security Configuration On
NIC Teaming Disabled Time zone (UTC-08:00)
Ethemet 1Pv4 address assigned by DHCP, IPv6 enabled Product ID 00454-4000f
Operating s Microsoft Windows Server 2022 Standard Evaluation  Processors
Hardware information innotek GmbH VirtualBox nstalled memo

Total disk space

EVENTS

All events | 7 total
Fier s @~ @~ v

Server Name D Source Log Date and Time

SERVER2022-DC 10016 Waming Microsoft-Windows-DistributedCOM System 9/21/2021 7:53:10 PM
SERVER2022-DC 10016 Waming Microsoft-Windows-DistributedCOM System 9/21/2021 7:53:10 PM
SERVER2022-DC 10016 Waming Microsoft-Windows-DistributedCOM System 9/21/2021 7:53:10 PM

3. Click the Change button.
Change the workgroup name to whatever you want it to be, and click OK.
In my example, | changed the name to NOTWORKGROUP (see Figure 4-3).
You see a message welcoming you to your workgroup.
5. click ok.
You see a message saying that the server needs to restart.

Click OK.
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System Properties *
Computer Name  Hardware Advanced Remate

Windows uses the following information to identify your computer
= onthe network.

Computer description: ||

For example: "1IS Production Server” or
"Accounting Server”.

Full computer name: SERVER2022-DC
Workgroup WORKGROUP

To rename this computer or change its domain or

workgroup, click Change. Change...
FIGURE 4-2:
The System
Properties dialog
box allows
you to set the — o —

workgroup name.

7. Inthe System Properties dialog box, click Close.

8. When prompted to restart the server, click Restart Now.

Changing the workgroup name is simple, and it follows a security best practice of
changing the defaults.

Computer Name/Domain Changes X
You can change the name and the membership of this

computer. Changes might affect access to network resources.

Computer name:
SERVER2022-DC

Full computer name:
SERVER2022-DC

Member of
(O Domain

@ Workgroup:
[NOTIWORKGROUP

FIGURE 4-3:

Setting the Cancel

workgroup name.
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Adding groups

You grant permissions for the shared resources to the group rather than directly
to user accounts. This ensures that the users get access to everything they need —
and it’s far easier to manage than individual user permissions. For this reason,
you should create groups before you create users.

Here’s how to create a group:

1. inserver Manager, choose Tools=>Computer Management.
2. Click Local Users and Groups.
3. Double-click Groups.

Windows Server 2022 includes several groups out of the box. In this example,
I'll create a simple group called Workgroup Users.

4. Click More Actions on the right-hand side of the screen and choose New
Group.

The New Group dialog box appears (see Figure 4-4).
5. Enter anamein the Group Name field and click Create.

6. click Close to close the New Group dialog box.

MNew Group ? *
Group name: |‘.‘\|'0rkgr0up Users |
Description: | |
Members:
FIGURE 4-4: Add_ Remove
Creating a group
to allow access
to workstation Help T Close
resources.
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access to work-
station resources.

Creating users and adding
users to the group

In order for a user to access a workgroup, she must have a local account on the
system she’s trying to connect to. When you create the user account, you can
grant permissions directly, but adding the user to a group with the correct per-
missions is much simpler. Imagine if you have to create five users: You can set
permissions for each of them, or simply add them to the group.

Here’s how to create a user and add the user to a group:

1. inserver Manager, choose Tools=>Computer Management.
2. Click Local Users and Groups.
3. Double-click Users.

Windows Server 2022 includes a few user accounts out of the box. In this
example, I'll create a user account called User1.

4. Click More Actions on the right-hand side of the screen and choose New
User.

The New User dialog box appears.
5. Fill in the User Name, Full Name, and Password fields (see Figure 4-5).

In a Production environment, you'll want to leave the User Must Change
Password at Next Logon check box selected.

MNew User ? *

User name: | Userl |

Full name: |U33|' 1 |

Description: | |

Password: |"""" |

Confirn password: |"""u| |

User must change password at next logon
User cannot change password
Password never expires

[ Account is disabled
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6. Click Create.
7. click Close to close the New User dialog box.
8. Right-click the newly created user and choose Properties.

The User Name Properties dialog box appears (where User Name is the name of
the user whose properties you're looking at).

9. click the Member Of tab, and click Add.
The Select Groups dialog box appears.

10. In the Enter the Object Names to Select field, type the name of the group
that you created earlier and click Check Names.

If the group is found, it will be underlined and will start with the server name,
as shown in Figure 4-6.

11. click OK to close the Select Groups dialog box.

12. click OK to close the User Name Properties dialog box.

Select Groups *

Select this object type:
|Gn:|ups | Object Types...

From this location:
[SERVER20220C | | Locations...

Enter the object names to select (gxamples):

SERVER2022-DC'\Workaroup Users| Check Names
FIGURE 4-6:
Selecting the
group for your Advanced... Cancel

user account.

Adding shared resources

The most common things that are shared in a workgroup scenario are printers and
files. In Book 2, Chapter 2, I explain how to install and configure the print server
role. Here’s how to share files and folders:

1. Inserver Manager, choose Tools~>Computer Management.

2. Click Shared Folders.

3. Double-click Shares.
4

. Click More Actions on the right-hand side of the screen, and choo