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Preface

Many IT leaders and professionals know how to get data in a particular type of database and derive
value from it. But when it comes to creating an enterprise-wide holistic data platform with purpose-
built data services, all seamlessly working in tandem with the least amount of manual intervention,
it is always challenging to design and implement such a platform.

This book covers end-to-end solutions of many of the common data, analytics and AI/ML use-cases
that organizations want to solve using AWS services. The book systematically lays out all the building
blocks of a modern data platform including data lake, data warehouse, data ingestion patterns, data
consumption patterns, data governance and AI/ML patterns. Using real world use-cases, each chapter
highlights the features and functionalities of many of the AWS services to create a scalable, flexible,
performant and cost-effective modern data platform.

By the end of this book, readers will be equipped with all the necessary architecture patterns and
would be able to apply this knowledge to build a modern data platform for their organization using
AWS services.

Who this book is for

This book is specifically geared towards helping data architects, data engineers and those professionals
involved with building data platforms. The use-case driven approach in this book helps them
conceptualize possible solutions to specific use-cases and provides them with design patterns to build
data platforms for any organization.

Technical leaders and decision makers would also benefit from this book as they will get a perspective
of what the overall data architecture looks like for their organization and how each component of the
platform helps with their business needs.

What this book covers

Prologue, Data and Analytics Journey so far, provides a historical context around what a data platform
looks like in the on-prem world. In this prologue we will discuss the traditional platform components
and talk about their benefits; then pivot towards their shortcomings in meetings new business objectives.
This will provide context for the need to build a modern data architecture.

Chapter 1, Modern Data Architecture on AWS, describes what it means to create a modern data
architecture. We will also look at how AWS services help materialize this concept and why it is
important to create this foundation for current and future business needs.
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Chapter 2, Scalable Data Lakes, lays down the foundation of the modern data architecture by establishing
a data lake on AWS. We will also look at different layers of the data lake and how each layer has a
specific purpose.

Chapter 3, Batch Data Ingestion, provides options to move data in batches from multiple source
systems into AWS. We will explore different AWS services that assist in migrating data in bulk from
variety of source systems.

Chapter 4, Streaming Data Ingestion, provides an overview of the need for a real-time streaming
architecture pattern and how AWS services assist in solving use-cases that require streaming data
ingested and consumed in the modern data platform.

Chapter 5, Data Processing, provides options to process and transform data, so that it can eventually
be consumed for analytics. We will look at some AWS services that help provide scalable, performant
and cost-effective big data processing; especially for running Apache Spark based workloads.

Chapter 6, Interactive Analytics, provides insights around ad-hoc analytics use-cases along with AWS
services that help solve it.

Chapter 7, Data Warehousing, covers a wide range of use-cases that can be solved using a modern
cloud data warehouse on AWS. We will look at multiple design patterns, including data ingestion,
data transformation and data consumption using the data warehouse on AWS.

Chapter 8, Data Sharing, provides context around how data can be shared within a modern data
platform, without creating complete ETL pipelines and without duplicating data at multiple places.

Chapter 9, Data Federation, provides mechanisms of data federation and the types of use-cases that
can be solved using federated queries.

Chapter 10, Predictive Analytics, covers a whole range of use-cases along with services, features and
tools provided by AWS to solve AI, ML and deep learning-based business problems; with the common
goal of achieving predictive analytics.

Chapter 11, Generative Al, provides variety of use-cases across multiple industries that can be solved using
GenAI and how AWS provides services and tools to help fast-track building GenAI based applications.

Chapter 12, Operational Analytics, introduces the need for operational analytics, especially log analytics
and how AWS helps with this aspect of the data platform.

Chapter 13, Business Intelligence, provides context around the need for a modern business intelligent
tool for creating business friendly reports and dashboards, that support rich visualizations. We will
look at how AWS helps with such use-cases.

Chapter 14, Data Governance, lays ground work for the need for a unified data governance and covers
many dimensions of data governance along with AWS services that assist in solving for those use-cases.
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Chapter 15, Data Mesh, introduces the concept of a data mesh along with its importance in the
modern data platform. We will look at the pillars of data mesh and provide AWS services that help
solve use-cases that require a data mesh pattern.

Chapter 16, Performant and Cost-Effective Data Platform, covers a wide range of options to ensure the
data platform built using AWS services is cost-effective as well as performant.

Chapter 17, Automate, Operationalize and Monetize, wraps up the book with concepts around automating
the data platform using DevOps, DataOps and MLOps mechanisms. Finally, we will look at options
to monetize the modern data platform built on AWS.

To get the most out of this book

The book is geared towards data professionals who are eager to build modern data platform using
many of the AWS data and analytics services. A basic understanding of data & analytics architectures
and systems is desirable along with beginner’s level understanding of AWS Cloud.

Conventions used

There are a number of text conventions used throughout this book.

Code in text:Indicates code words in text, database table names, folder names, filenames, file
extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: “Mount
the downloaded WebStorm-10* . dmg disk image file as another disk in your system”

A block of code is set as follows:

INSERT INTO processed cloudtrail table
SELECT *

FROM raw cloudtrail table

WHERE conditions;

Bold: Indicates a new term, an important word, or words that you see onscreen. For instance,
words in menus or dialog boxes appear in bold. Here is an example: “Select System info from the
Administration panel”

Use-cases
Appear like this.

XV
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Part 1: Foundational Data Lake

In this part, we will explore what a modern data architecture entails and how AWS embraces this
architecture pattern. We will then expand on how to setup a foundational data platform by building
a data lake on AWS.

This part has the following chapters:

o Chapter 1, Modern Data Architecture on AWS
o Chapter 2, Scalable Data Lakes







Prologue

The Data and Analytics Journey
So Far

“We are surrounded by data but starved for insights”

- Jay Baer

We have been surrounded by digital data for almost a century now and every decade has had its
unique challenges regarding how to get the best value out of that data. But these challenges were
narrow in scope and manageable since the data itself was manageable. Even though data was rapidly
growing in the 20" century, its volume, velocity, and variety were still limited in nature. And then
we hit the 21* century and the world of data drastically changed. Data started to exponentially grow
due to multiple reasons:

o The adoption of the internet picked up speed and data grew into big data

o Smartphone devices became a common household entity and these devices all generated tons
of data

 Social media took off and added to the deluge of information

« Robotics, smart edge devices, industrial devices, drones, gaming, VR, and other artificial
intelligence-driven gadgets took the growth of data to a whole new level.

However, across all this, the common theme that exists even today is that data gets produced, processed,
stored, and consumed.

Now, even though the history of data and analytics goes back many decades, I don’t want to dig
everything up. Since this book revolves around cloud computing technologies, it is important to
understand how we got here, what systems were in place in the on-premises data center world, and
why those same systems and the architectural patterns surrounding them struggle to cater to the
business and technology needs of today.



The Data and Analytics Journey So Far

In this prologue, we will cover the following main topics:

 Introduction to the data and analytics journey
« Traditional data platforms
o Challenges with on-premises data systems

o What this book is all about

If you are already well versed with the traditional data platforms and their challenges, you can skip
this introduction and directly jump to Chapter 1.

Introduction to the data and analytics journey

The online transaction processing (OLTP) and online analytical processing (OLAP) systems worked
great by themselves for a very long time when data producers were limited, the volume of data was
under control, and data was mostly structured in tabular format. The last 20 years have seen a seismic
shift in the way new businesses and technologies have come up.

As the volume, velocity, and variety of data started to pick steam, data grew into big data and the data
processing techniques needed a major rehaul. This gave rise to the Apache Hadoop framework, which
changed the way big data was processed and stored. With more data, businesses wanted to get more
descriptive and diagnostic analytics out of their data. At the same time, another technology was gaining
rapid traction, which gave organizations hope that they could look ahead to the future and predict
what may happen in advance so that they could take immediate actions to steer their businesses in
the right direction. This was made possible by the rise of artificial intelligence and machine learning
and soon, large organizations started investing in predictive analytics projects.

And while we were thinking that we got the big data under control with new frameworks, the data
floodgates opened up. The last 10 to 15 years have been revolutionary with the onset of smart devices,
including smartphones. Connectivity among all these devices and systems made data grow exponentially.
This was termed the Internet of Things (IoT). And to add to the complexity, these devices started to
share data in near real time, which meant that data had to be streamed immediately for consumption.
The following figure highlights many of the sources from where data gets generated. A lot of insights
can be derived from all this data so that organizations can make faster and better decisions:
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Figure 00.1 - Big data sources

This also meant that organizations started to carefully segregate their technical workforce to deal
with data in personas. The people processing big data came to be known as data engineers, the people
dealing with data for future predictions were the data scientists, and the people analyzing the data with
various tools were the data analysts. Each type of persona had a well-defined task and there was a strong
desire to create/purchase the best technological tool out there to make their day-to-day lives easier.

From a data and analytics point of view, systems started to grow bigger with extra hardware.
Organizations started to expand their on-premises data centers with the latest and greatest servers
out there to process all this data as fast as possible, to create value for their businesses. However, a
lot of architecture patterns for data and analytics remained the same, which meant that many of the
old use cases were still getting solved. However, with new demands from these businesses, pain areas
started popping up more frequently.

Traditional data platforms

Before we get into architecting data platforms in a modern way, it is important to understand the
traditional data platforms and know their strengths and limitations. Once we understand the challenges
of traditional data platforms in solving new business use cases, we can design a modern data platform
in a holistic matter.

5



The Data and Analytics Journey So Far

Three-tier architecture

Throughout the 1980s and 1990s, the three-tier architecture became a popular way of producing,
processing, and storing data. Almost every organization used this pattern as it met the business needs
with ease. The three tiers of this architecture were the presentation tier, the application tier, and
the data tier:

o 'The presentation tier was the front-facing module and was created either as a thick client
- that is, software was installed on the client’s local machine - or as a thin client - that is, a
browser-based application.

« The application tier would receive the data from the presentation tier and process this data
with business logic hosted on the application server.

« The data tier was the final resting place for the business data. The data tier was typically a
relational database where data was stored in rows and columns of tables.

Figure 00.2 represents a typical three-tier architecture:

Presentation Tier Application Tier Data Tier

Database
Server

App Server

Figure 00.2 - A traditional three-tier architecture pattern

This three-tier architecture worked well to meet the transactional nature of businesses. To a certain
extent, this system was able to help with creating a basic reporting mechanism to help organizations
understand what was happening with their business. But the kind of technology used in this architecture
fell short of going a step further - to identify and understand why certain things were happening
with their business. So, a new architecture pattern was required that could decouple this transitional
system from the analytics type of operations. This paved the way for the creation of an enterprise
data warehouse (EDW).

Enterprise data warehouse (EDW)

The need for a data warehouse came from the realistic expectations of organizations to derive business
intelligence out of the data they were collecting so that they could get better insights from this data
and make the necessary adjustments to their business practices. For example, if a retailer is seeing a
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steady decline in sales from a particular region, they would want to understand what is contributing
to this decline.

Now, let’s capture the data flow. All the transactional data is captured by the presentation tier, processed
by the application tier, and stored in the data tier of the three-tier architecture. The database behind
the data tier is always online and optimized for processing a large number of transactions, which come
in the form of INSERT, UPDATE, and DELETE statements. This database also emphasizes fast query
processing while maintaining atomicity, consistency, isolation, and durability (ACID) compliance.
For this reason, this type of data store is called OLTP.

To further analyze this data, a path needs to be created that will bring the relevant data over from the
OLTP system into the data warehouse. This is where the extract, transform, and load (ETL) layer
comes into the picture. And once the data has been brought over to the data warehouse, organizations
can create the business intelligence (BI) they need via the reporting and dashboarding capabilities
provided by the visualization tier. We will cover the ETL and BI layers in detail in later chapters, but
the focus right now is walking through the process and the history behind them.

The data warehouse system is distinctly different from the transactional database system. Firstly,
the data warehouse does not constantly get bombarded by transactional data from customer-facing
applications. Secondly, the types of operations that are happening in the data warehouse system are
specific to mining information insights from all the data, including historical data. Therefore, this
system is constantly doing operations such as data aggregation, roll-ups (data consolidation), drill-
downs, and slicing and dicing the data. For this reason, the data warehouse is called OLAP.

The following figure shows the OLTP and OLAP systems working together:

OoLTP
Presentation Tier Application Tier Data Tier
o
Database
App Server
i Server
ETL
Visualization Tier Analytics Tier
Business Data
Intelligence Warehouse
OLAP

Figure 00.3 - The OLTP and OLAP systems working together
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The preceding diagram shows all the pieces together. This architectural pattern is still relevant and
works great in many cases. However, in the era of cloud computing, business use cases are also rapidly
evolving. In the following sections, we will take a look at variations of this design pattern, as well as
their advantages and shortcomings.

Bottom-up data warehouse approach

Ralph Kimball, one of the original architects of data warehousing, proposed the idea of designing the
data warehouse with a bottom-up approach. This involved creating many smaller purpose-built data
marts inside a data warehouse. A data mart is a subset of the larger data warehouse with a focus on
catering to use cases for a specific line of business (LOB) or a specific team. All of these data marts
can be combined to form an enterprise-wide data warehouse. The design of data marts is also kept
simple by having the data model as a star schema to a large extent. A star schema keeps the data in sets
of denormalized tables. There are known as fact tables, and they store all the transactional and event
data. Since these tables store all the fast-moving granular data, they accumulate a large number of
records over a short period. Then, there are the dimension tables, which typically store characteristics
data such as details about people and organizations, product information, geographical information,
and so forth. Since such information doesn’t rapidly get produced or changed over a short period,
compared to fact tables, dimension tables are relatively smaller in terms of the number of records
stored. The following figure shows a bottom-up EDW design approach where individual data marts
contribute toward a bigger data warehouse:

Staging Area

External Sources

Datawarehouse Consumer

Figure 00.4 — Bottom-up EDW design
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Benefits of the bottom-up approach

Let’s look at a few benefits of the bottom-up approach:

The EDW gets systemically built over a certain period with business-specific groupings of
data marts.

The data model’s design is typically created via star schemas, which makes the model denormalized
in nature. Some data becomes redundant in this approach but overall, it helps in making the
data marts perform better.

An EDW is easier to create since the time taken to set up individual business-specific data
marts is shorter compared to setting up an enterprise-wide warehouse.

An EDW that contains data marts also makes it better suited for setting up data lakes. We will
cover everything about data lakes in subsequent chapters.

Shortcomings of the bottom-up approach

Now, let’s look at the shortcomings of the bottom-up approach:

It is challenging to achieve a fully harmonized integration layer because the EDW is purpose-
built for each use case in the form of data marts. Data redundancy also makes it difficult to
create a single source of truth.

Normalized schemas create data redundancy, which makes the tables grow very large. This
slows down the performance of ETL job pipelines.

Since the data marts are tightly coupled to the specific business use cases, managing structural
changes and their dependencies on the data warehouse becomes a cumbersome process.

Top-down data warehouse approach

Bill Inmon, widely recognized as the father of data warehouses, proposed the idea of designing the
data warehouse with a top-down approach. In this approach, a single source of truth for the data in the
form of an EDW is constructed first using a normalized data model to reduce data redundancy. Data
from different sources is mapped to a single data model, which means that all the source elements are
transformed and formatted to fit in this enterprise-wide structure that’s created in the data warehouse.
The following figure shows a top-down EDW design approach where the warehouse is built first before
smaller data marts are created for consumers:
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Figure 00.5 — Top-down EDW design

Benefits of the top-down approach

Let’s look at a few benefits of the top-down approach:

The data model is highly normalized, which reduces data redundancy

Since it’s not tied to a specific LOB or use case, the data warehouse can evolve independently
at an enterprise level

It provides flexibility for any business requirement changes or data structure updates

ETL pipelines are simpler to create and maintain

Shortcomings of the top-down approach

Now, let’s look at the shortcomings of the top-down approach:

A normalized data model increases the complexity of schema design

A large number of joins on the normalized tables can make the system compute-intensive and
expensive over time

Additional logic is required to create a business-specific data consumption layer, which means
additional ETL processes are needed to create data marts from the unified EDW
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Challenges with on-premises data systems

As data grew exponentially, so did the on-premises systems. However, visible cracks started to appear
in the legacy way of architecting data and analytics use cases.

The hardware that was used to process, store, and consume data had to be procured up-front, and
then installed and configured before it was ready for use. So, there was operational overhead and
risks associated with procuring the hardware, provisioning it, installing software, and maintaining the
system all the time. Also, to accommodate for future data growth, people had to estimate additional
capacity way in advance. The concept of hardware elasticity didn’t exist. The lack of elasticity in
hardware meant that there were scalability risks associated with the systems in place, and these risks
would surface whenever there was a sudden growth in the volume of data or when there was a market
expansion for the business.

Buying all this extra hardware up-front also meant that a huge capital expenditure investment had to
be made for the hardware, with all the extra capacity lying unused from time to time. Also, software
licenses had to be paid for and those were expensive, adding to the overall IT costs. Even after buying
all the hardware upfront, it was difficult to maintain the data platform’s high performance all the
time. As data volumes grew, latency started creeping in, which adversely affected the performance of
certain critical systems.

As data grew into big data, the type of data produced was not just structured data; a lot of business use
cases required semi-structured data, such as JSON files, and even unstructured data, such as images
and PDF files. In subsequent chapters, we will go through some use cases that specify different types
of data.

As the sources of data grew, so did the number of ETL pipelines. Managing these pipelines became
cumbersome. And on top of that, with so much data movement, data started to duplicate at multiple
places, which made it difficult to create a single source of truth for the data.

On the flip side, with so many data sources and data owners within an organization, data became
siloed, which made it difficult to share across different LOBs in the organization.

Most of the enterprise data was either stored in an OLTP system such as an RDBMS or an OLAP
system such as a data warehouse. What this meant was that organizations tried to solve most of their
new use cases using the systems they had invested so heavily in. The challenge was that these systems
were built and optimized for specific types of operations only. Soon, it became evident that to solve
other types of data and analytics use cases, specific types of systems were needed to be in place, to
meet the performance requirements.

Lastly, as businesses started to expand in other geographies, these systems needed to be expanded to
other locations. And a lot of time, effort, and money was spent scaling the data platform and making
it resilient in case of failures.

1
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What this book is all about

Before we wrap up this prologue and dive into more details in subsequent chapters, I want to lay the
foundation for what you should expect from this book and how the content is laid out.

When you think of a data platform in an organization, it contains a lot of systems that work in tandem
to make the platform operational. A data platform contains different types of purpose-built data stores,
different types of ETL tools and pipelines for data movement between the data stores, different types
of systems that allow end users to consume the data, and different types of security and governance
mechanisms in place to keep the platform protected and safe.

To allow the data platform to cater to different types of use cases, it needs to be designed and architected
in the best possible manner. With exponential data growth and the need to solve new business use
cases, these architectural patterns need to constantly evolve, not just for current needs but also for
future ones. Every organization is looking to move to the public cloud as quickly as they can to make
their data platforms scalable, agile, performant, cost-effective, and secure.

Amazon Web Services (AWS) provides the broadest and deepest set of data, analytics, and AI/ML
services. Organizations can use AWS services to help them derive insights from their data. This book
will walk you through how to architect and design your data platform, for specific business use cases,
using different AWS services.

In Chapter 1, we will understand what a modern data architecture on AWS looks like, and we will
also look at what the pillars of this architecture are. The remainder of this book is organized around
those pillars. We will start with a typical data and analytics use case and build on top of it as new
use cases come along. By doing this, you will see the progressive build-up of the data platform for a
variety of use cases.

One thing to note is that this book won't have a lot of hands-on coding or other implementation
exercises. The idea here is to provide architecture patterns and how multiple AWS services, along
with their specific features, help solve a particular problem. However, at the end of each chapter,
I will provide links to hands-on workshops, where you can follow step-by-step instructions to build
the components of a modern data platform in your AWS account.

Finally, due to limited space in this book, not every use case for each of the components of the modern
data platform can be covered. The idea here is to give you a simple but holistic view of what possible
use cases might look like and how you can leverage some key features of many of the AWS services to
get toward a working solution. A solution can be achieved in many possible ways, and every solution
has pros and cons that are very specific to the implementation. Technology evolves fast and so do many
of the AWS services; always do your due diligence and look out for better ways to solve problems.



Summary

Summary

With that, this short introduction has come to an end. The idea here was to provide a quick history of
how data and analytics evolved. We went through the different types of data warehouse designs, along
with their pros and cons. We also looked at how the recent exponential growth of data has made it
difficult to use the same type of system architecture for all types of use cases.

This gives us a perfect launching pad to understand what modern data architecture is and how it can
be architected using different AWS data and analytics services.
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Modern Data Architecture
on AWS

Before we dive deep into the actual data and analytics use cases and how to design and build them, let’s
address the elephant in the room—what is a modern data architecture, and why build it on Amazon
Web Services (AWS)?

One of the fundamental tenets of a modern data architecture on AWS is to seamlessly integrate your
data lake, data warehouse, and purpose-built data stores. In the previous prologue, we looked at
what a data warehouse is and what it does. We also looked at the data tier in a three-tier architecture,
typically referred to as a relational database management system (RDBMS) and considered a type of
purpose-built store. The type of system we haven't really explored in much detail yet is the data lake.
The next chapter is completely dedicated to data lakes, but before we go any further in this chapter, it
is important to get some context around the need for data lakes in the first place.

In this chapter, we will cover the following main topics:

« Data lakes
o The role of a modern data architecture
e Modern data architecture on AWS

« Pillars of a modern data architecture

Data lakes

Simply put, a data lake is a centralized repository to store all kinds of data. Data can be structured
(such as relational database data in tabular format), semi-structured (such as JSON), or unstructured
(such as images, PDFs, and so on). Data from all the heterogenous source systems is collected and
processed in this single repository and consumed from it. In its early days, Apache Hadoop became the
go-to place for setting up data lakes. The Hadoop framework provided a storage layer called Hadoop
Distributed File System (HDFS) and a data processing layer called MapReduce. Organizations
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started using this data lake as a central place for storing and processing all kinds of data. The data
lake provided a great alternative to storing and processing data outside relational databases and data
warehouses. But soon, the data lake setup on-premises infrastructure became a nightmare. We will
look at those challenges as we build upon this chapter.

The following diagram shows at a high level a data lake being the central data repository for all kinds
of data:

Databases (Cloud/
On-Premises)

I g

Data Lake ’
Cloud Sources - Audio/

\A A/ Video Documents
ww

WwWwW
Ww

A ™~

Web Apps,
Sensors, loT

Files

Social Feeds

Figure 1.1 — A data lake conceptualization

Why the need for a data lake?

At a high level, we all now know what a data lake is. But we didn’t really get to the core question
—Why do we need it in the first place?

Let’s look at some of the main reasons why data lakes play a key role:

 Asdata grew, so did the variety of data. Databases and data warehouses were designed to store and
process structured data in rows and columns of tables. Deriving insights from semi-structured
and unstructured data gained traction, which gave a push to build data lakes.

 In the prologue, we touched upon the data silo problem and how businesses struggle to get
a complete view of data in a single place. Data lakes solve this problem by making all the
enterprise-wide data available in a centralized location for analytics so that businesses can
derive value from this data. This enables data democratization.
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« For data to be stored in databases and data warehouses, a schema needs to be designed first. Table
and column definitions need to be created before data can be loaded into these structures. But
a lot of times, the data structures are defined by how the data eventually gets consumed. Data
lakes allow a schema-on-read mechanism, which makes it easy to create schemas depending
on data consumption patterns.

o Asthe data lake storage is in a centralized location, the data ingestion process becomes easier by
simplifying the extract, transform, and load (ETL) pipelines. This allows for quicker ingestion
of data into the data lake.

« Since databases and data warehouses are built for specific operations, they tend to perform
better for specific use cases. However, the dedicated hardware/software makes these systems
expensive and slow for all other types of analytics. A data lake decouples the storage from
compute, which means that you don’t have to keep the compute allocated to the process all the
time. This helps lower setup and operating expenses.

The list of advantages could run into multiple pages, but it’s obvious that data lakes are here to stay.
Along the way, while data lakes looked promising for solving many use cases, their adoption hit some
challenges, specifically in on-premises infrastructure.

Challenges with on-premises data lakes
The following are some of the challenges encountered so far with data lakes:

o Since data lakes are the central repository for all kinds of data from all types of systems in the
entire organization, it becomes difficult to manage the security and governance of the data.
Unless there are strong guardrails put around the data lake, there is always the fear of turning
the data lake into a data swamp, which could lead to a security breach, with sensitive and
confidential data being leaked out.

« With large amounts of data being collected, processed, and consumed, a lot of infrastructure
and tools need to be put in place to make the data lake operational. So, the scalability, durability,
and resiliency of this system are always a challenge, specifically in the on-premises world.

So, by now, we have understood some of the key data systems that make up a data platform—databases,
data warehouses, and data lakes. We also now know how they help businesses to derive value from their
data. While these systems come with a lot of promise and possibilities, the challenges we discussed
around all of them are real. These challenges get amplified by the rigid constraints of on-premises
infrastructure. Ultimately, it’s the business that feels the pain from all the technological challenges.

We are now in the era of cloud computing, and just in the last decade, so much has changed and
evolved. We are at a stage where we have the freedom to rearchitect entire systems to take advantage
of the cloud. We no longer have to make all the compromises we made in the on-premises way of
architecting data platforms.
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This brings us to the focal point of this book, around what a modern data architecture looks like and
why we need it.

The role of a modern data architecture

A modern data architecture removes the rigid boundaries between data systems and seamlessly
integrates the data lake, data warehouse, and purpose-built data stores. A modern data architecture
recognizes the fact that taking a one-size-fits-all approach leads to compromises in the data and
analytics platform. And we are not just referring to seamless integration between data systems; it also
has to encompass unified governance, along with ease of data movement.

A modern data architecture is a direct response to all the challenges we have seen so far, including
exponential data growth, performance and scalability issues, security and data governance nightmares,
data silo issues, and—of course—pinching high expenses.

The following diagram shows a modern data architecture at a high level:
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Figure 1.2 — Modern data architecture

All the data an organization collects plays a huge role in reinventing its business. The faster it can derive
analytical insights from this data, the quicker it will make the right decisions to steer the business
forward. However, as the data grows in volume and complexity, it sometimes slows down the business.
To give an analogy, the bigger an object on Earth is, the more difficult it is to move it around. This is
partly due to the role gravity plays in holding these objects down. In the same way, as data grows in
organizations, either in data lakes or in purpose-built stores, the harder it becomes to move all this data
around. So, in short, data also has its own gravity. So, in a modern data architecture, there should be
mechanisms in place to allow for easy movement of data, with the eventual goal of deriving insights
from it, using the right set of tools and services. The data movement can be inside-out, outside-in,
around the perimeter, or shared across.
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Inside-out

In this pattern, the data is first ingested and processed in the data lake, and then portions of this data,
depending on the use case, are moved into a purpose-built store. For example, you have data from
multiple Software-as-a-Service (SaaS)-based applications come to a data lake first, where it is ingested
and processed using ETL tools, and a portion of this data is then moved into a data warehouse for
daily reporting.

In the following diagram, the arrows show the outward movement of the data from the data lake into
the purpose-built stores:
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Figure 1.3 - Inside-out data movement

Outside-in

In this pattern, the data is ingested into a purpose-built store first, and then the data is moved over
to a data lake to run analysis on this data. For example, in the three-tier architecture pattern we went
through in the prologue, the application data is stored in a relational database. This data is then moved
into the data lake for analytics purposes. There may be many such purpose-built systems from which
the data can be brought into a centralized data lake.
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In the following diagram, the arrows show the inward movement of the data from the purpose-built

stores into the data lake:
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Figure 1.4 — Outside-in data movement
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Around the perimeter

In certain situations, data needs to be passed along from one purpose-built store to another, for solving
specific use cases. Since data is moving around, without the need to place it inside a data lake, this
pattern is called data movement around the perimeter. For example, in our three-tier architecture,
data can directly be loaded from a transactional database into a data warehouse for analytics.

In the following diagram, the arrows show the movement of data between the purpose-built stores:
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Figure 1.5 - Around the perimeter data movement
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Sharing across

Finally, data holds little value if it cannot be shared where its value can be unlocked. A modern data
architecture allows easy sharing of data, inside as well as outside the organization. For example,
portions of data produced in one line of business (LOB) need to be shared with another LOB so that
the whole organization can benefit from them.

Now that we have looked at the different patterns for data movement in a modern data platform,
it leads us to the next section on how a modern data architecture looks like on AWS.

Modern data architecture on AWS

AWS has been a pioneer in cloud computing; it provides a broad and deep platform to help organizations
build sophisticated, scalable, and secure applications and data platforms.

Here’s a quick recap of why millions of customers choose AWS:

o Agility: Allows organizations to experiment and innovate quickly and frequently

« Elasticity: Takes away the guesswork around hardware capacity provisioning, allowing it to
scale up and down with demand

« Faster innovation: This is possible because organizations can now focus on implementing
things that matter to their businesses and not worry about IT infrastructure

o Cost saving: This is significant due to the economies of scale of cloud computing, coupled
with pay-as-you-go models

« Global reach: This is now possible in minutes due to AWS’ most extensive, reliable, and secure
global cloud infrastructure

o Service breadth and depth: With over 200 fully featured services to support any cloud
workload globally

There is a wealth of information on how AWS has transformed the whole technology space, and
multiple books have been published capturing all this knowledge. However, we will zoom in on the
data and analytics space and discuss how AWS helps to achieve a modern data architecture.

With a modern data architecture on AWS, customers have the option to leverage purpose-built tools
and services to build their data platforms. Security and data governance can be applied in a unified
manner. The modern data architecture on AWS also allows organizations to scale their systems at a
low cost without impacting the overall system performance. Data can be easily shared data across
organizational boundaries so that businesses can make decisions with speed and agility at scale.

To achieve all of this, AWS has provided five pillars for building a modern data architecture.
Let’s look at them in detail.
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Pillars of a modern data architecture

A modern data architecture is required to break down data silos so that data analytics, descriptive
as well as predictive using artificial intelligence/machine learning (AI/ML), can be done with all
the data aggregated into a central location. In order to meet all the business needs around deriving
value out of the data in a fast and cost-effective manner, the architecture requires certain pillars to
be in place, as follows:

o Scalable data lakes

o Purpose-built analytics services

o Unified data access, including seamless data movement
o Unified governance

e Performance and cost-effectiveness

The following diagram illustrates these pillars for you:

Scalable Purpose-built Seamless Unified Performance and
data lakes analytics services data movement governance cost-effectiveness

Figure 1.6 - Pillars of a modern data architecture on AWS

Let’s explore each of the pillars in more detail.
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Scalable data lakes

A data lake is the foundation of a strong modern data platform. Data lakes get pretty big in a short
period of time since all the business data from multiple sources is brought to this central repository
for analysis. Imagine if the IT team had to manage this infrastructure in terms of its scalability,
reliability, durability, and high availability (HA), at the same time making sure it was performant
and cost-effective.

This is where Amazon Simple Storage Service (S3) comes into the picture. S3 is an object storage
service. It provides out-of-the-box features needed for managing a data lake, such as scalability, HA,
and high-performance access to data operations. We have the entire next chapter dedicated to building
scalable data lakes, and we will go through use cases and design patterns for building them on AWS.

The following diagram shows Amazon S3 as the central service for storing all the data in a data lake:
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Figure 1.7 — Scalable data lakes on AWS

S3 is supported by other AWS analytics services that complement each other to create an end-to-end
data platform. We will go through each of these components in the chapters to come.

Purpose-built analytics services

Leveraging the right tool for the right job is at the forefront of building a modern data architecture
on AWS. And to achieve this pillar, AWS provides a wide range of data and analytics services, being
able to cater to specific use cases so that the best price/performance is achieved.
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The following diagram shows the purpose-built services that help to build a modern data platform:
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Specific AWS services are used at every stage of building the data platform. We have separate chapters
to go into details of each section around data ingestion, data processing, data lakes, data analytics,
and data prediction.

Unified data access

When you drive a luxury car, you can feel a difference in every aspect of the ride—plush interiors, a
powerful engine, smooth handling, and so on. Similarly, a modern data platform is no good if only the
consumers of the platform see its value. All the mechanisms by which you hydrate the platform with
data have to be easy to build, operate, and maintain. The movement of data has to be made seamless
and easy to operate. This topic has so many use cases and complexities that we have dedicated multiple
chapters to it in this book.

Unified governance

If we all lived in a utopian society, what a waste of a topic security and data governance would be.
Unfortunately, we live in a harsh reality where bad actors are everywhere, which makes the topic of
unified governance and security the topmost priority focus area, always to be taken seriously.

Unified governance in a modern data architecture provides organizations with the simplicity and
flexibility of managing access to datasets inside the data platform in one place. Equally important is
the ability to conduct an audit of all access trails to ensure compliance. We have a dedicated chapter
to understand which capabilities AWS provides to manage data governance across the platform.

Performant and cost-effective

And finally, what good is a data platform if it performs sluggishly or if you have to spend a fortune
to keep it running? That’s why it’s important to understand and implement the right product feature
in the right context, to make the platform operate in an optimal manner. Again, we have a chapter
dedicated to this, where we go into detail on how AWS helps with this and which architectural best
practices you should implement to keep the price/performance at a highly desirable level.

Before we conclude this chapter, as you may have noticed, most of our focus has been on technical
topics so far, and the majority of the book is also geared toward technologists. However, a modern
data strategy is successful only if it solves a business need, alleviates business pain points, and allows
the business to use the data for maximizing its profits. By using a modern data architecture, you
may be modernizing your data systems, creating a unified platform that breaks down data silos, or
innovating for solving cutting edge use cases; just remember that it all ties back to the business and
how the data platform helps it to stay ahead of the curve. So, in the following chapters, we will present
use cases from a business point of view first and then get into the technical details of how to architect
these using AWS services.
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Summary

In this chapter, we looked at what data lakes are, why they are important, and what some of the
challenges of on-premises data lakes are. We had enough context to pivot toward what a modern data
architecture looks like and why it’s important to build data platforms using this architecture pattern.
And, as the climax was building up, AWS made a grand entry. We looked at the pillars of a modern
data architecture on AWS. The stage is now set to get into details of each of these pillars. The flow of
this book going forward is in line with these pillars.

With this chapter, our rollercoaster has just reached the top at cruising speed. Now, in the subsequent
chapters, hang tight for all the thrills of the actual use cases and how the whole modern data platform
slowly starts to take shape.
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Scalable Data Lakes

In this chapter, we will look at how organizations can build a data platform foundation by creating
data lakes on AWS.

We will cover the following main topics:

Why choose Amazon S3 as a data lake store?
Business scenario setup

Data lake layers

Data lake patterns

Data catalogs

Transactional data lakes

Putting it all together

Why choose Amazon S3 as a data lake store?

Before we dive deep into the actual data and analytics use cases and explore how to design data lakes
on AWS, it is first important to understand why Amazon Simple Storage Service (Amazon S3) is
the preferred choice for building a data lake and why it is used as a storage layer to store all kinds of
data in a centralized location.

If you recall from the discussions we had in Chapter 1, an ideal storage for building a data lake should
inherently be scalable, durable, highly performant, easy to use, secure, cost-effective, and integrated
with other building blocks of the data lake ecosystem. So, we ask a very important question: why
choose Amazon S3 as a data lake store?
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S3 checks all the boxes on what we look for in a store for building data lakes. Here are some of the
features of S3:

o Scalable: S3 is a petabyte-scale object store with virtually unlimited storage

+ Durable: S3 is designed for 99.999999999% (11 9s) of data durability

 Available: S3 standard storage is designed for 99.99% availability

« Consistent: Provides strong read-after-write consistency

o High-performing: Provides multiple upload and parallel requests

« Easy to use: Provides APIs, SDKs, event notifications, and lifecycle policies

o Integrated: Provides integration synergies with other AWS services

 Security: Security, compliance, and audit capabilities
In fact, there are a lot more features and advantages of using S3 as the storage layer for building data

lakes, but our focus is on solving business use cases with data lakes, so we will not go into the weeds
of how S3 works under the covers.

We are now at a stage where we can dive deep into designing and building data lakes as the foundation
layer in a modern data platform.

Business scenario setup

The flow of this book is kept in such a way that it helps you get to the end state of building a modern
data platform using AWS, with the ultimate goal of solving business use cases. To demonstrate all the
building blocks of the data platform, it is important that I assume a fictitious entity and build a story
around it. It’s easier to understand concepts if there is steady progression and continuity in the storyline.

For this book, I will consider a financial organization and all its use cases. You can apply most of the
design and architecture techniques to other sector use cases too. The bottom line is that organizations
may have different business models, but the concepts that go into building a modern data platform
on AWS, to a large extent, remain the same irrespective of the business domain. In other words, the
same AWS services and functionalities will be leveraged in building any kind of data platform.

Let’s consider a fictitious financial services company, GreatFin Corporation. It is a large enterprise
organization having many lines of business (LOBs). Banking, mortgages, asset management, credit
cards, and investment are some of the key areas in which it provides services to its customers. The
following diagram shows some of the key segments served by GreatFin:



Business scenario setup

We will slowly build a modern data platform by looking at specific use cases. So, let’s dive straight
into a business use case for GreatFin. The following use case is a broad and overarching one; we will
eventually break it down into individual use cases, based on the specific functionalities desired from
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Figure 2.1 - Service areas of GreatFin, a fictitious financial company

the data platform.

Vs

Use case for building a data lake

GreatFin has hundreds of source systems that collect, process, and serve data for its LOBs.
Every system maintains its own data, and there is no effective mechanism in place to share all
this data easily.

Due to the data silo problem, GreatFin, as an enterprise organization, struggles to accurately
report information to its management. Due to fragmented data, the business also struggles to
accurately identify a single source of truth (SSOT) for the data. Due to this, it is difficult for
them to channel their efforts toward customer acquisition and retention, regularity compliance,
fraud detection and prevention, monitoring for portfolio exposures to certain factors, uncovering
market sentiments, minimizing exposure to companies with financial risks, and so forth.

The business desires to get faster insights from the data so that it can make quick decisions
desires to get accurate data so that it can make better decisions; desires a self-service mechanism
to discover, consume, and publish data so that it can be more independent and Agile; and, most
importantly, desires the ability to handle customer data with care and integrity. The end goal of
the business is to improve customer experiences, stay ahead of the competition by innovating,
and always be prepared for future unknowns.
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The business goals are quite broad but clear from the preceding use case. Business requests often
drive technology decisions. From an IT point of view, these goals can be achieved in multiple ways;
platform architectures can be designed in so many ways.

In the traditional pattern, you could solve this use case by building a data warehouse. In fact, you
can still solve it that way even today, but we get reminded of the principles of building modern data
architecture on AWS. The foundational principle is that a one-size-fits-all approach should be avoided.
So, even though a data warehouse can solve many components of this use case, it will not provide
an optimal solution for all aspects of the current use case, and it will add to the rigidity as newer use
cases come up in the future.

So, from an IT point of view, to deal with the data silo problem, we first want to build a centralized
data platform that can serve as the foundation for many other use cases to follow. And we also want
to build it keeping scalability, durability, resiliency, performance, cost, and flexibility in mind. This
leads us to design our data lake on AWS as the foundation. Let’s look at the different layers that we
may have to design and build in our data lake on S3.

Data lake layers

Now that we have a broader business use case for setting up a data lake, let’s look at a use case that will
help us define what the different layers of a typical data lake are and why they are required.

( A
Use case for creating data lake layers

GreatFin has different LOBs, and within each of these LOBs, multiple personas have different
tasks to perform on the data. Each persona may need specific access to different sets of data.
They will all need the data to be formatted and stored in a certain way for them to do their
day-to-day operations easily. For example, data engineers may need access to the raw source
data so that they can profile the data and understand the quality of the data. Data scientists
may need access to a standardized form of datasets so that they can do feature engineering for
creating machine learning (ML) models. Data analysts may need access to business-friendly
datasets so that they can derive insights from the data.
- J

Before we get into the details of designing different layers in a data lake, let’s understand what these
layers are and why we need them. A layer of a data lake is just a logical separation of data, stored in
multiple S3 buckets and prefixes. Before we design a data lake in AWS, it is important to understand
why these layers are needed and what role each layer plays in the data lake.

Each layer has a well-defined purpose, and the data flows from one layer to the other in an organized
manner. You can design as many layers as you want; the idea is that by clearly assigning a purpose
behind each layer, it allows for clear segregation for the type of data each layer should hold, and also
allows for the implementation of persona-based access patterns to the data in these layers. If you
remember from our previous chapter, if a data lake is not well thought out and designed, it quickly
becomes an unmanageable data swamp, and we want to avoid that.
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The following diagram shows the key layers of a data lake on S3. The number of such layers along
with their nomenclature may vary by implementation, but the core concepts behind them hold true
for all types of design:

Raw Standardized Conformed Enriched Consumers
Layer Layer Layer Layer

Figure 2.2 - Layers of a data lake on S3

il

We will go through each of these layers, one by one.

Raw layer

All the data that resides in the source systems first needs to be brought over into S3, using a suitable
data ingestion mechanism. We have multiple chapters coming up on different ways to ingest data into
a data lake, but for now, our focus is on setting up the storage layer in S3. As the name suggests, the
raw layer acts as a common location where data from all the source systems is brought over without
any changes.

How you organize data in the raw layer will be defined by your data governance strategy, but here
are some possibilities:

o You could create just one bucket in S3 for all the raw data and then create a hierarchy of prefixes
for each source system, database, schema, table, and so forth

« You could create separate buckets to store raw data from each of the source systems

« You could also create separate buckets/prefixes even within the raw layer, one to land the source
data and another to archive the raw data after it’s processed

Keeping data in the raw layer helps in many ways, as set out here:

o Firstly, there is the data traceability aspect, where at any stage in the data flow, if there is a need
to find out the original source data value/type, you don’t have to trace it all the way back to the
original source systems. It’s a lot easier to locate and find the lineage of the data if all the raw
data resides in a centralized data lake.

o Secondly, since there is no fixed schema in the raw layer, it’s easier and faster to build data
pipelines to meet the consumption pattern.

o 'Thirdly, it gives data engineers, data analysts, and data scientists the ability to analyze, profile,
and leverage the source datasets from a single location.
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The data in the raw layer is source-centric, which also means that all data issues found in the source
will also be present in the raw layer. The data in the S3 bucket, designated for the raw layer, may just
be in the form of large files inside a single S3 prefix in unoptimized formats such as text, CSV, or
JSON. And, at this point, the raw data is just in the form of files without a clear mechanism to query
the data inside them. This is where the standardized layer comes to the rescue.

Standardized layer

There is a whole chapter on data processing ahead in the book, but in essence, when we create a data
transformation pipeline, the data is read from the raw layer, transformed, and put in the standardized
layer. The standardized layer, again, may be a single S3 bucket or multiple ones, depending on the
governance strategy adopted.

When data is put in the standardized layer of the data lake, it undergoes certain validations and data
quality checks along the way. The data in the standardized layer is put in optimized files such as Parquet
files, and these files are partitioned in multiple S3 prefixes.

The files in the standardized layer then get their own schema. This is done by extracting the metadata of
the data stored in files and storing it in a central data catalog. The raw layer, along with the standardized
layer, is also referred to as the staging zone since these two layers together are used to iron out all data
issues pertaining to the source systems, and it also shields the final consumers from these issues. The
following diagram depicts the staging zone:

Staging

-,e i Raw Standardized || Conformed Enriched Consumers
Eﬁ | Layer Layer | Layer Layer
— ' !

Figure 2.3 — Staging zone

Since the metadata of the data in the standardized layer is added to a data catalog, it becomes easy to
access the data by writing SQL queries. At this point, you don’t have to deal with files in S3 buckets,
even though certain personas may want access to this data directly. The standardized layer serves as
a self-service interface for data exploration and business intelligence (BI). As and when the data
pipeline refreshes the data from the raw to the standardized layer, this data is available for making
any kind of business decision.

There is one more thing the standardized layer helps with—the issue of schema evolution. The source
system may introduce schema changes at any time—a new column gets added to a table, an existing
column type gets changed, and so forth. Schema changes create issues in a data lake setup since data
lakes are created with a schema-on-read setup. If we don’t adapt to source schema changes, the data
pipelines will break down or the consumers will have issues with data.
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The standardized layer shields the consumers from schema drift by introducing schema validation logic
and by adding schema evolution controls. You can create a process to automatically fix the schemas
in the standardized layer or have it flagged so that an administrator can take appropriate actions.
Optionally, you can also have a separate bucket/prefix to store invalid data that fails the data quality
checks, and a separate bucket/prefix to archive standardized datasets if they are no longer relevant.

The following diagram shows the key responsibilities that happen between the raw layer and the
standardized layer. The landing zone inside the raw layer can be used as a placeholder for all the
initial and incremental files from the source system. You can then copy it to the raw zone partitioned
by dates, for easy search and archival:

/ \ / Schema Validation / \

Raw Layer /' Schema Evolution Standardized Layer
Control
v/ Data Quality Checks

Landing Standardized

Standardization

Ingest Archived

i

py)
[

Raw - Archived Invalid

\ / \_ /

Figure 2.4 - Activities in a standardized layer

Once the data is cleansed, optimized, partitioned, and cataloged in the standardized layer, it is ready
to take the shape of what the business wants to see. A conformed layer is another logical separation
in the data lake, using separate S3 buckets and new prefixes.

Conformed layer

The conformed layer stores common entities that the business understands and is interested in.

The data from the conformed layer can be used for self-service reports and BI. For example, you may
have a person entity with name, age, address, profession, income, status, and so forth. Basic information
about this person, such as name and age, can be a straight pull from the standardized layer; however,
status may be a derived field based on some business rules. For example, it may be based on someone’s
past and present business dealings with the organization.
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Enriched layer

In any organization, data is used to either monetize the business or to make the business operationally
better. In either case, businesses want to leverage data as a product. The enriched layer can be used
to create final datasets that are directly used by the business, either internally or externally, to drive
toward monetization or gain insights for operational excellence. An example could be a dashboard
that is used by the LOB owners to make daily operational decisions.

So, we've been through the logical layers for setting up a data lake. In reality, these are just ways of
organizing data in Amazon S3. There is no hard and fast rule that all these four layers must exist as is.
Sometimes, three layers are created, and you may also name them bronze, silver, and gold layers. As
long as each layer has a clear and well-defined purpose, along with governance strategy, the number
of layers and their nomenclature doesn’t really matter.

All four layers we created have a clear purpose, and all four layers are created for specific personas
in the organization who would use the data in those layers for their day-to-day job. The raw and
standardized layers are more source-system-centric and mainly used by data analytics, data engineers,
and data scientists, whereas the conformed and enriched layers are business-centric. Organizations
may want a single view of the data in the business layers across the whole enterprise. But sometimes
when the organization is very large with lots of LOBs, it’s easier to divide and conquer the business
data. This brings us to data lake patterns.

Data lake patterns
There are two types of data lake patterns, as follows:

« Centralized pattern

o Distributed pattern

Let’s discuss each of them. Note that you can use a hybrid pattern too, depending on your use case.

Centralized pattern

In a centralized pattern, the business data is stored and accessed from a central location, to be used
throughout the enterprise. For example, it may be easy to manage entity information in a centralized
location; entity information such as name, address, gender, age, and profession of a person. It’s easier
to manage such datasets in a centralized way, from a governance point of view as well as to avoid
data duplication.



Data lake patterns

Certain LOBs may have additional properties of the data that are relevant only to their use cases.
For example, the marketing department may also want to see customer lifetime value (CLV), net
promoter score (NPS), marketing preferences, and so on for a person. These additional attributes
can then be derived inside the enriched layer of the marketing domain. The following diagram shows
a centralized pattern for the conformed layer:
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Figure 2.5 - Centralized pattern for the conformed layer

A centralized pattern can become a bottleneck for large organizations with lots of independently
operated LOBs. Centrally managing and deriving specific datasets relevant to each LOB may
become cumbersome.

Distributed pattern

A distributed pattern allows each LOB to operate its own conformed and enriched layers. This way, they
can build and curate the datasets relevant to their business, independent of the centralized datasets.
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The following diagram shows an example of a distributed pattern where the conformed layer and the
enriched layer are both decentralized and put in the hands of individual LOBs:
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Figure 2.6 - Distributed pattern for the conformed layer

What we have discussed so far is all about the logical separation of data in a data lake. We discussed
how each layer plays a distinct role in the data platform and how you can either have a centralized
pattern or a distributed pattern for segregating the data. It’s all theoretical up to this point. The actual
implementation of it in AWS is where all the fun is. And in the next few sections, we will dive deep
into the details.

Another thing to clarify here is that the concept of centralized versus distributed data lakes takes many
different forms when it comes to actual implementation on AWS. Depending on the use cases, some
of the data layers may be hybrid during actual implementation, meaning both raw and standardized
layers in an S3-based data lake and both conformed and enriched layers in a purpose-built store such
as a data warehouse.

An AWS account is a logical boundary that all AWS customers use to constrain the activities they
want to do inside that boundary. Many customers use multiple AWS accounts to logically separate
how each LOB operates. All resources created inside that account belong to that account owner, and
eventually, all accounts come under a root account for billing and an overall governance point of
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view. Setting up infrastructure the right way on AWS is a broad topic, but for the purposes of setting
up data lakes, a centralized pattern may have all the data and metadata managed inside a single AWS
account, whereas a distributed pattern may entail setting up data lake resources in multiple such AWS
accounts. We have a chapter on data mesh architecture later in the book, which talks about creating
distributed data platforms using multiple AWS accounts.

All the data in the data lake is stored in S3 as files, but to easily access the data inside them, we need
to create some kind of metadata that will allow us to easily query the data inside the files, without
having to understand the underlying format of the files. This brings us to the topic of data catalogs.

Data catalogs

We talked about a data lake in AWS being a combination of the data in S3 buckets and the metadata
of this data stored in a catalog. We will solve the mystery of creating a technical catalog in AWS by
introducing another critical service for building a modern data platform, AWS Glue—a serverless data
integration service. Now, Glue is actually an umbrella service consisting of multiple parts. It has the
Glue ETL part, which is used for building data integration work, and we have multiple chapters on data
ingestion and integration. The component of Glue that is relevant to our data catalog discussion is Glue
Data Catalog. Let’s unfold more about the catalog in Glue and how it helps with our data lake in S3.

Glue Data Catalog

As the data passes through layers of the data lake in S3, the metadata of the data is captured and stored in
Glue Data Catalog. It creates and stores the technical metadata in the form of data definition language
(DDL) statements. Glue Data Catalog becomes a central repository that stores all the metadata of the
data lake so that different personas do not have to deal with file operations to get the required data
from S3; instead, they would just query the data via SQL statements.

There are multiple ways to populate the data catalog in Glue. The most common way, in the context
of a data lake in S3, is to scan the data inside a given S3 bucket or prefix and automatically populate
the metadata in Glue Data Catalog. This is achieved by running a Glue crawler. A crawler is a
heuristics-based mechanism by which Glue is able to infer the schema of the underlying datasets.
It uses classifiers to determine the format, schema, and its associated data properties. Glue provides
some in-built classifiers for common file formats such as JSON, CSV, Parquet, and so forth. If there
are file formats that are different from what the built-in classifier can recognize, then you can build a
custom classifier to specify the rules of the file format.
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The following diagram shows the sequence of Glue using a crawler to populate Glue Data Catalog
with the metadata of the underlying data in S3:
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Figure 2.7 — Sequence of populating Glue Data Catalog

The sequence is as follows:
1. When the Glue crawler is triggered, it first looks for any custom classifiers that can infer the
data format in the data source you provided—in our case, the data is in the S3 data lake.
If no custom classifiers are provided, then it uses the built-in classifiers.
It then connects to the data store—in our case, it’s the S3 data lake.

It infers the schema.

AR

And finally, it populates Glue Data Catalog with the schema information.

At the end of this whole process, you will see one or multiple tables being created in the database you
select in Glue Data Catalog.
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The following screenshot shows a sample glue crawler. It requires a name, source type, source location,

role, and schedule to run:

Crawlers > nyctaxi-crawler

Run crawler

‘ Edit ‘

Name

Description

Create a single schema for each S3 path
Security configuration
Tags

State

Schedule

Last updated

Date created
Database

Table prefix

Table level

Service role

Selected classifiers
Data store

Include path
Connection

Exclude patterns

Configuration options

Schema updates in the data store
Object deletion in the data store

nyctaxi-crawler
false

Ready

Wed Jan 29 16:50:10 GMT-500 2020
Wed Jan 29 16:50:10 GMT-500 2020
glue-demo

s3_

LF-GlueServiceRole

S3
3./ 2/

Update the table definition in the data catalog.
Mark the table as deprecated in the data catalog.

Figure 2.8 — Glue crawler in action

The crawler is run either on demand, scheduled to run at a specific time, or created as a trigger step
in a data workflow. Once it completes its run, it either creates a new table in the catalog if the table
didn’t exist before, or it updates the existing table if the schema has evolved. You can also control what
to do when the crawler discovers a new schema in the datasets.

Once the crawler run is complete, you can check the metadata of the table created in the Glue console.
The following screenshot shows different components of the table captured from the underlying data
in S3. Some of the key fields are the type of classification, input/output format, table properties, and
the actual data types identified from the S3 data files:
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Name
Description
Database
Classification
Location
Connection
Deprecated
Last updated
Input format
Output format
Serde serialization lib

s3_nyctaxi

glue-demo
csv

No

Wed Jan 29 16:51:11 GMT-500 2020
org.apache.hadoop.mapred.TextinputFormat
org.apache.hadoop.hive.qgl.io.HivelgnoreKeyTextOutputFormat
org.apache.hadoop.hive.serde2.lazy.LazySimpleSerDe

Serde parameters field.delim

skip.headerline.count 1 sizeKey 1800343 objectCount 1

Table properties averageRecordSize 142 CrawlerSchemaDeserializerVersion 1.0

typeOfData  file

Schema
Column name Data type
1 vendorid bigint
2 Ipep_pickup_datetime string
3 Ipep_dropoff_datetime string
4 store_and_fwd _flag string
5 ratecodeid bigint

Figure 2.9 - Glue table created after the crawler has run

When we talk about building data lakes, it’s usually all the components of the platform, including data
ingestion, data transformation, data consumption, and data governance. However, the core foundation
of a data lake is the storage layer in S3 and the metadata layer in Glue Data Catalog; therefore, this
chapter just focuses on these two aspects. As we get into other chapters, we will unfold specific areas
of data lakes and other purpose-built data stores, and continue our use-case-driven journey toward
solving business problems.

In recent times, as use cases have changed, data lakes also have evolved. Online transaction processing
(OLTP) systems such as relational databases and online analytical processing (OLAP) systems such
as data warehouses both have the ability to maintain transactions, which means that both systems
are ACID-compliant systems. However, as data started to grow inside data lakes, organizations were
looking for a simplified, single type of system that could provide the best of both worlds—OLTP and
OLAP type of support from the data lake itself. This need gave rise to frameworks on the data lake to
support transactional use cases. Let’s dive into this in a bit more detail.
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Transactional data lakes

Let’s introduce this topic with a use case from GreatFin.

Use case for a transactional data lake

GreatFin wants to comply with the right to be forgotten General Data Protection Regulation
(GDPR) compliance in Europe. It wants to have the ability in all its systems, including its
analytics environments, to easily locate, update, or delete records as and when required.

The need to create transactional data lakes came about due to many business use cases and the
challenges associated with them, such as the following:

Use Case Challenge

Compliance and privacy laws—for example, the
Compliance requirements GDPR requires the deletion of certain data within
a specific timeframe and/or across all datasets

CDC from the source databases and incremental
data processing into the target data lakes—that
is, support for insert, create, update, and delete
operations on the data lake

Change data capture (CDC)

ACID-compliant transactions to support multiple
ACID transactions concurrent read and write operations on the
same data lake table

Support for streaming data ingestion, which
Streaming data ingestion includes late event handling and small
file compaction

Data quality support, data versioning, time travel,

Data quality and so forth

To change the content of any file, the file has to be first opened, specific content needs to be located and
updated with a new value, and finally, the whole file needs to be saved again. Since all the data in an
S3 data lake is stored in files, achieving all these new requirements meant that new frameworks were
required, and this gave rise to prominent open source table formats such as Apache Hudi, Apache
Iceberg, and Delta Lake.

In this section, we will focus on the use cases for using these frameworks and not get into a philosophical
debate about which is better than the other. All of them have their own strengths and are widely
used by many organizations. And we rather not get into the weaknesses of any, simply because these
frameworks are constantly evolving, to plug in gaps that are discovered during various implementations.
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We will also not get into the technical details of how each framework works under the covers since
our focus is on when to use them and how they help in building a modern data platform on AWS
using data lakes on S3.

Since in this chapter, we are just unfolding the storage and metadata aspects of the data lake, we will
focus on how these transactional data lake table formats store the data on S3 and how the metadata
gets created in Glue Data Catalog. In subsequent chapters, as we unfold the data processing layers,
we will again visit this topic.

Transactional data lakes using Apache Hudi

Hudi table format was first built by Uber as an incremental processing framework that can perform
low-latency data operations on data stored in data lakes. It was open sourced to the Apache Software
Foundation (ASF) in 2017 and ever since has gained popularity with many organizations, including
AWS. Some of the key features of Apache Hudi are presented here:

o Provides upsert and delete data operations with fast and pluggable indexing
o Incremental queries support

 Transaction support along with rollbacks and concurrency control

o Built-in CDC and data streaming

o Auto file sizing and compactions

o Built-in metadata tracking

o Schema evolution support

o Support for multiple execution engines such as Spark, Trino, and Hive

The best thing about using Hudi for transactional data lakes on S3 is that it works seamlessly with open
file formats such as Parquet. So, when you are processing the data from the raw to the standardized
layer in S3, the raw files are converted into Parquet by the Hudi framework. Hudi logic can also create
a table in Glue Data Catalog.

Datasets on S3 created by any Hudi-supported execution engine are called Hudi datasets. Hudi creates
three types of files on S3, as follows:

« Data files in open file formats such as Parquet
« An index to efficiently locate rows in the file

o The timeline metadata to support time travel and incremental read/write
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Also, to assist in different types of use cases, Hudi offers two types of tables, as follows:

o Copy-on-Write
o Merge-on-Read

The following screenshot (which is also available on the Hudi portal) provides a quick summary of the
trade-offs between the two types of tables. You can use either of them to meet specific requirements
for the use case:

Figure 2.10 — Trade-off between the two types of Hudi tables

There is a lot to Apache Hudi, but in this
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Iceberg table format has also found its support in multiple AWS services, and we will explore them
in our following chapters. When you store Iceberg datasets in Parquet file format in S3, you can use
Glue Data Catalog to create a tabular structure that then can be used by other AWS services for data
operations. Iceberg also stores some metadata/manifests files in S3 to manage transactional and other
operations support.

From a use case point of view, Apache Iceberg table format is a good fit when tables on the data lake
are very large in size, and also when the partition strategy or schema may evolve constantly.

Transactional data lakes using Delta Lake

Delta Lake table format was developed by Databricks and eventually got open sourced. Delta Lake
table format also supports most of the key features such as ACID transactions, time travel, and schema
evolution and enforcement. It also supports unified batch as well as streaming data processing, along
with support for major execution engines, and works well with Parquet file format.

The following diagram shows a typical data lake setup in S3 using Delta Lake data layers and mechanisms:
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Figure 2.11 - Delta Lake representation of a data lake on S3

Delta Lake uses a transactional log-based approach, also called a DeltaLog, to track and maintain the
operations of the table. Delta Lake support has also made it into multiple AWS services, which we
will explore as we get to the specifics of it in the following chapters.

Putting it all together

So far, we have discussed the different storage layers in a typical data lake in S3 and defined the purpose
of each of the layers. We also introduced the concept of creating metadata using a Glue crawler and
storing it in Glue Data Catalog. Finally, we looked at use cases for building transactional data lakes.
This is a good time to pivot back to the GreatFin business requirements we introduced earlier and
apply these data lake foundational concepts to our use case.
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( 7
Marketing use case

Suppose the marketing department at GreatFin wants to find certain top leads for offering a
new type of certificate of deposit (CD) with a higher interest rate to select a few high-net-
worth customers only. In this case, the customer data will be stored in multiple systems, from
different LOBs.

- J

Let’s walk through what each layer in the data lake might look like.

Raw layer example

The following diagram is a depiction of data stored in a raw layer bucket in S3. Since we keep the data
in the raw layer as close to the source data, we would simply ingest the relevant datasets from the
source database into their respective database prefixes in S3, followed by the S3 prefix representing
the schema, followed by the prefix representing the table, and finally, the data files inside it:

Raw Layer

unique_bucket

L» database
L» schemal
L» tablel

—» filel.csv

—» file2.csv

—» file3.csv

Figure 2.12 — Data stored in the raw layer of S3

Once we ingest and organize all the source data in the raw layer, we can then proceed to check for schema
validation and evolution, data quality, and CDC and also apply any other technical transformation to
the raw datasets before they are moved into the standardized layer—that is, another S3 bucket structure.
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Standardized layer example

The standardized layer structure may resemble that of the raw layer since the data structures in the
standardized layer are still geared toward source database structures. The major difference in this layer
is that the data files are stored in an optimized Parquet file format and possibly compressed using a
Snappy algorithm.

And, of course, the metadata from this layer is cataloged and stored in Glue Data Catalog in the
form of tables. The following diagram shows a sample hierarchy of how data can be organized in the
standardized layer of S3:

Standardized Layer

unique_bucket

L database

L schemal
L» tablel

— filel.parquet

—» file2.parquet

—» file3.parquet

Figure 2.13 - Data stored in the standardized layer of S3

There is another very important concept I will introduce here, but we will go into details of it in the next
chapter. When we store the data in the standardized layer, often this dataset is ready for consumption
by multiple personas in the organization. For them to efficiently locate the data files and/or efficiently
query the data via the catalog, the data in S3 may need to be partitioned into specific prefixes, depending
on the usage patterns for the data. This separating of datasets into S3 prefixes based on certain values
from the datasets is called data partitioning. For the catalog to be aware that the data is partitioned
in S3, the DDL in the Glue Data Catalog will also have partitioning information. We will look at the
table metadata details in our next chapter.
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The following diagram shows a sample hierarchy of how data can be organized in the standardized
layer of S3 when it’s partitioned by a customer identifier value from that dataset. In this case, all data
files related to customer ID 1 will be stored in that prefix:

Standardized Layer

unique_bucket

L» database

L» schemal
L» tablel

L» customerld=1

—» filel.parquet

—» file2.parquet

—» file3.parquet

Figure 2.14 - Data stored in the standardized layer of S3 using partitions

The next layer is the conformed layer, which takes the data from the standardized layer and gives it
some business meaning.

Conformed layer example

In this use case, the marketing team wants to get top leads by offering them a new CD option. Now, in
our conformed layer on S3, we may want to organize datasets for the marketing department, followed
by a leads table, followed by data partitioned by region and year, followed by the data files having
those datasets. These datasets will have a corresponding table in Glue Data Catalog. In essence, we
have applied certain business rules to the data and created a brand new dataset that provides direct
value to the business—in this case, the marketing department.
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The following diagram shows a sample hierarchy of how data can be organized in the conformed layer
of S3, structured for consumption by the marketing department:

Conformed Layer

unique_bucket

L» marketing
L leads
Lv region=US
L» year=2022

— filedl.parquet

—» file2.parquet

—» file3.parquet

Figure 2.15 — Data stored in the conformed layer of S3

Finally, the business may want to augment the leads dataset with some external data attributes so that the
final results provide it with all the necessary information to complete the use case it intended to solve.

Enriched layer example

This resultant dataset is stored in the enriched layer, and it becomes a data product. The following
diagram shows a sample hierarchy of how data can be organized in the enriched layer of S3:
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Enriched Layer

unique_bucket

L» marketing
L top_leads_by_region

— filel.parquet

—» file2.parquet

—» file3.parquet

Figure 2.16 — Data stored in the enriched layer of S3

Before we wrap up this chapter, one thing to note is that we could have very well derived the final
outcome on the fly from the standardized layer itself. However, we chose to store the derived datasets
in conformed and enriched layers because on-the-fly computation/transformation for large datasets
would degrade the performance of such operations. Also, doing it that way makes the whole security
and governance of the platform a laborious process. That is why each layer of the data lake is actually
geared toward different personas and how they interact with the data on a day-to-day basis.

Summary

In this chapter, we went through why so many organizations prefer to build their data lakes on Amazon
S3. We then went through different layers of data lakes in S3 and the purpose of each of them. Along
with the layers of data, we also looked at how Glue Data Catalog helps to capture the metadata about
the data in the form of tables. We also touched upon a new trend around having to build a transactional
data lake, which involves selecting a table format that aligns closely with the specific use case being
solved. Finally, we put it all together to solve a specific use case and saw it all come together, at least
from the data storage and catalog side of things.

We have the data in S3 and we have the catalog of this data in Glue Data Catalog in the form of tables.
The real value of this setup is that businesses can easily consume this data to derive insights from it.
This leads us to the next section of this book around different purpose-built services and how each
of them plays a role in building a modern data platform on AWS.
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Part 2: Purpose-Built Services
And Unified Data Access

In this part, we will explore the eco-system of purpose-built AWS analytics services that help build a
modern data platform. We will have a use-case driven discussion around each of these services and
how all these services work in tandem to create a holistic data platform. We will also look at how
certain AWS services help in achieve seamless data movement across the data platform.

This part has the following chapters:

o Chapter 3, Batch Data Ingestion

o Chapter 4, Streaming Data Ingestion
o Chapter 5, Data Processing

o Chapter 6, Interactive Analytics

o Chapter 7, Data Warehousing

o Chapter 8, Data Sharing

o Chapter 9, Data Federation

o Chapter 10, Predictive Analytics

o Chapter 11, Generative AI

o Chapter 12, Operational Analytics

o Chapter 13, Business Intelligence
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Batch Data Ingestion

In this chapter, we will look at the following key topics:

o Database migration using AWS DMS
o SaaS data ingestion using Amazon AppFlow
« Data ingestion using AWS Glue

« File and storage migration

So far, we have looked at creating scalable data lakes using Amazon S3 as the storage layer and AWS
Glue Data Catalog as the metadata repository. We looked at how you can create layers of a data lake
in S3 so that data can be systematically managed for specific personas in your organization. The very
first layer we created in S3 was the raw layer, which is meant to store the source system data without
any major changes. This also means that we need to first identify all the source systems that we need
data from so that we can create a centralized data lake.

The mechanism by which we bring the data over into the raw layer of the data lake in S3 is also termed
data ingestion. Data ingestion can either be in batches, where we bring the data over in bulk at regular
intervals, or in near real time, where we bring the data over as soon as an event occurs. In this chapter,
we will dive deep into the batch mechanisms of ingesting data into our data platform, which includes
the data lake built on S3 and other purpose-built data stores on AWS.

If you recall the pillars of modern data architecture from Chapter 1, one of the pillars was Seamless
data movement. Ingesting data from external systems into AWS, typically the raw layer of the data lake
in S3, is the first step of this data movement. In any data platform, the movement of large amounts
of data from one system to another is always a complex undertaking that involves building and
orchestrating multiple data pipelines.

When you build a modern data architecture on AWS, the data movement mechanism should be as
seamless as possible. To achieve this, AWS provides a variety of data ingestion and data migration
services. In this chapter, we will look at some of these services and their use cases for batch data ingestion.
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Database migration using AWS DMS

In the prologue, we saw how in recent times, types and volumes of data have exponentially grown.
However, a vast amount of data still resides in relational data stores, such as databases and data
warehouses. So, let’s get going with relational data stores as the low-hanging fruit for data migration,
and tie it back to our GreatFin corporation’s use cases.

( R

Use case for database migration and replication

All lines of business (LOBs) at GreatFin have their transactional data sitting in on-prem
databases such as Oracle and SQL Server, and they want the data all centralized in a data lake
for them to have self-service analytics and derive insights from the data across all these systems.

Some reports need to get the latest data for analytics as soon as the source databases commit
the transaction. This will allow the business to see near-real-time dashboards in order for them
to make quick decisions.

At the same time, some LOBs want their existing on-prem databases to be migrated to cost-
effective open source databases in AWS.

Finally, some legacy data warehouses are not able to adapt to the rapid changes in business
requirements, and the LOBs want to modernize those data warehouses.
. J

The reason I clubbed all three use cases together is simply that the solution to all of them revolves
around data movement into a different data store, and all three can easily be solved by using AWS
Database Migration Service (AWS DMS). Let’s look at this further:

o The first use case is basically asking for data stored in one set of data stores to be migrated to
an S3-based data lake, and then have an ongoing data replication so that any ongoing data in
the source gets synced up in the data lake

o The second use case requires a source database to be migrated to a new target database, preferably
a lower-cost, open source one

o The third use case revolves around modernizing an existing data warehouse by migrating the
existing data warehouse to a modern one in AWS

Before we get into the architecture for leveraging DMS for all of the use cases, let’s quickly do an
overview of the service and why it’s so popular for database migration.

AWS DMS overview

AWS DMS is a service that allows easy migration and replication of databases and data warehouses to
AWS. One of the primary reasons for its popularity is that it's a no-code/low-code service that allows
for easy setup and operations. Some typical use cases for using DMS are presented here:
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o Migrating databases and data warehouses
o Upgrading major versions of a database
o Ingesting data in an S3 data lake
o Creating cross-region read replicas, and so forth
DMS is a managed service, which means there are no clusters to create or software to install. You
can choose a replication instance yourself if the workload state is known and steady or just pick the
serverless replication option if the workload state is unknown and uneven. So, in essence, all you
have to do is this:
1. Create source and target endpoints.
2. Select a replication instance or pick a serverless replication.

3. Create a task that will do the mapping between the source and the target.

The rest is all configuration-based.

One cool feature of DMS is its ability to process change data capture (CDC). When you set up a task,
you can select an option that allows the DMS task to turn into CDC mode, after it has completed the
initial data migration. The following screenshot shows the migration types that DMS supports, which
includes the CDC mode:

Task configuration

Task identifier
demo-task

Descriptive Amazon Resource Name (ARN) - optional
A friendly name to override the default DMS ARN. You cannot modify it after creation.

demo-task

Replication instance

Choose a replication instance v

Source database endpoint

sqlserver-source v

Migrate existing data v

Migrate existing data and replicate ongoing changes

Replicate data changes only

Migrate existing data A

Figure 3.1 - DMS migration types
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DMS pulls the initial data from the source tables into the target destination, and after the initial data
is loaded, it then looks for any data commits in the log system of the underlying database. This makes
DMS a perfect fit for continuous data replication to the target without any user intervention. The
following diagram shows a typical deployment of a DMS service, where the replication instance has
an implicit backup, for high-availability (HA) purposes:

((

Replication
Backup

Amazon S3
Master

N\ | Y

VPC subnet

Availability Zone

Figure 3.2 - DMS deployment

Now that we have some background in DMS as a service to migrate/replicate datasets, let’s see how
we could use it to apply it to the use cases we introduced earlier.

AWS DMS usage patterns

We now know that DMS assists in migrating/replicating data from many source data stores to
many target ones. A complete list of supported lists of sources and targets can be found in the AWS
documentation. The source and target can be the same, which makes such migrations homogeneous,
whereas in many cases they may be different, which makes such migrations heterogeneous. The
following diagram shows an example of both types of migrations:
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Homogeneous migration

e G

AWS DMS

Heterogenous migration

SQL Server <
:—H—B
IR

AWS DMS Amazon Aurora

Figure 3.3 - Types of migrations

The reason I bring this up is that for heterogeneous migrations, before we can migrate the data, we
have to deal with the complexity of making sure all the schemas and other source-specific structures
are mapped to the target data store. Some of it might be an easy conversion, but some other changes
may need manual intervention. In this case, another standalone tool comes in handy, which is AWS
Schema Conversion Tool (AWS SCT).

SCT helps to convert the schema from source into target structures by automatically converting the
structures it can correlate. For other things, it will provide suggestions on what needs to be manually
changed. SCT also has the ability to copy the data over after schema conversion, but we will use SCT
just for schema conversion and prefer DMS to copy the data over.

The following diagram shows the two-step process for heterogeneous migrations, where SCT and
DMS are both used in tandem:

Step 1: Convert or Copy your schema

Copy ©f Conv‘er‘t_ -

T--o -
Copy * ceemm T
Source DB or DW oy Destination DB or DW

Native tool

Step 2: Move your data

Database_ - - -

Da a g, TTe-»
I'eh . .
Source DB or DW Ouse Destination DB or DW

AWS SCT

Figure 3.4 — Data migration process
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A new serverless schema conversion solution has also been added inside the DMS service itself.
Depending on the supported source and target systems, you can choose the standalone SCT tool or
the DMS Schema Conversion (DMS SC) workflow.

This legwork on DMS now sets the stage for the three use cases we introduced earlier in this chapter.
The following architecture diagram depicts a fan-out approach, where a single DMS instance may be
used to migrate multiple sources to multiple targets:

@ \ AWS ST Amazon Redshift

&>
¢
IR
SQL Server | AWS DMS Amazon Aurora

Amazon S3

Figure 3.5 — Fan-out migration/replication

For the use case where data from Oracle and SQL Server, as the source systems, needs to be migrated/
replicated to open source databases such as PostgreSQL and MySQL in AWS, the target will be
Amazon Aurora, which is a fully managed database service from AWS supporting both PostgreSQL
and MySQL databases.

For the use case where the existing source Oracle data warehouse needs to be migrated to an
AWS-managed data warehouse, the target will be Amazon Redshift, which is a fully managed data
warehouse service from AWS. We have a chapter dedicated to building a data warehouse on AWS and
will revisit data ingestion in that chapter.

For the use case where the source Oracle and SQL Server database data needs to be brought into a
data lake in S3, the target will be set as S3. DMS will put files in S3 when the tasks run. Let’s explore
a bit more how the data lake gets hydrated with data using DMS.

A DMS task when run will first pull the relevant data from the tables of the source database and put
it into the S3 bucket/prefix assigned. After the initial tables are copied into S3 as files, it will switch
into CDC mode where any new commits that happen on the source database are directly pulled in
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from the log system and put into S3 again as individual files. The following screenshot shows how the
structure of the files will look on S3:

Bulk dump File Ongoing CDC Files

83://uniquebucket/schemaName/tableMame s3://uniquebucket/schemaName/tableName
83://uniquebucket/hr/femployee
<time-stamp>.csv
/schemaName /tableName/LOADOOL . cav <time-stamp>.csv
/schemaName /tableName /LOADDOZ . csv <time-stamp>. csv
/ schamaNama/tableNama/LOAD003 . csv “as

101,8mith,John, 7-Jun-15 ,New York I,101,8mith,John,7-Jun-15, Hew York
102,58mith,John, 9-0ct-16,Los Angeles 0,101, 8mith, John, 9-0ct-16,Los Angelas
103,8mith,John,12-Mar-1%, Tampa U,101,8mith,John,12-Mar-19, Tampa

104 ,8mith,John,l16-Mar-19, Tampa D,101,Smith,John,l6-Mar-19, Tampa

Figure 3.6 - S3 file structures with DMS

The preceding examples show files in CSV format but you can use Parquet format too. The initial
data from the tables that get loaded in the raw layer of S3 have larger file sizes, but as soon as it gets
into CDC mode, you will get plenty of small files containing CDC data. Inside the files, you will find
a flag that will indicate whether the record was an insert, an update, or a delete in the source. Based
on these flags, you can perform the relevant operations while moving the data from the raw layer into
the standardized layer of the data lake. In the data processing chapter, we will dig into details of how
the data is transformed and consolidated in the data lake.

In this section, we went through the use case for using DMS to ingest data into the data lake as well
as any of the supported purpose-built stores. DMS is well suited for ingesting data from a variety of
relational and NoSQL data stores. But what if the data resides in a SaaS-based application? This leads
us to our next section.

SaaS data ingestion using Amazon AppFlow

We are in an era where a lot of applications are SaaS based. Every SaaS-based application is different
and has its own mechanism for capturing and storing data. Many Saa$ applications also allow for
reporting inside them, but many times, organizations want a holistic view across the whole data
platform, which means they may want to join different datasets from multiple such applications, to
derive the right level of insights from the data.

Let’s try to correlate this with a use case from GreatFin. If you recall from Chapter 2, the marketing
department wanted to find top leads for offering a new type of certificate of deposit (CD) account to
select a few high-net-worth customers. Let’s use that example to build our Saa$ data ingestion use case.
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( N
Use case for data migration from a Saa$ application

The marketing department ran a campaign to identify top leads who would be a great fit for
offering a new CD account. The lead information is stored in salesforce. com, which is

a ubiquitous customer relationship management (CRM) Saa$ application. The consumer
banking org now wants to join this dataset with datasets it has in its internal systems to identify
and send offers to the relevant individuals.

- J

In our data migration using AWS DMS section, we already ingested transactional data into the data
lake from Oracle and SQL Server. This dataset includes information about customers and how they
interact with the bank. Now, the missing piece of the puzzle is the leads data that was collected in
the Salesforce CRM system. Once we ingest this leads data into the data lake, we can join different
tables to figure out an exact list of individuals who should get an invitation for the new CD account.

This is a perfect time to introduce Amazon AppFlow, which is a fully managed, low-code, and
serverless service for ingesting Saa$ data into AWS data stores, including S3 data lakes. Let’s get into
the details of AppFlow.

AppFlow overview

AppFlow is specifically designed to migrate data from Saa$ applications into AWS data stores. The
best thing about AppFlow is that it does not require a lot of technical heavy lifting to make it work.
Because of its low-code/no-code approach, it is the go-to service for technical as well as non-technical
personas, for ease of data movement from Saa$ applications. AppFlow comes with out-of-the-box
connectors for many SaaS-based applications, and it also has a connector SDK that allows the creation
of custom connectors. Now, let’s get into the details of our use case.

AppFlow usage patterns

Our use case required the data from salesforce. comto be extracted and migrated to the S3 raw
layer first, and it will flow through the remaining layers before being finally joined with other datasets
and consumed using a reporting tool. The following diagram shows the flow, with AppFlow extracting
the Salesforce data using its built-in connector and pushing this data into the target S3 raw bucket:
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AWS Cloud

salesforce

.

5,

Amazon AppFlow Amazon S3

,,,,,,,,,,,,,,,,,,,,,,,

AWS Glue

Figure 3.7 — AppFlow data ingestion into S3 data lake

Once the data is standardized, conformed, and enriched with other datasets, it’s ready for reporting
using any of the reporting tools. In our case, we are using Amazon Athena, which is a serverless
service for ad hoc interactive analytics. We have a full chapter dedicated to Athena later in the book.

There are many such use cases where AppFlow comes in really handy, as follows:

o Zendesk is a Saa$ application that helps with support tickets and case management. You can
use AppFlow to migrate this data to the S3 data lake for reporting and analytics.

o SAP ERP data can easily be ingested into the S3 data lake using AppFlow.

« Datadog is well known for its log-/metric-gathering capabilities. AppFlow also helps here to
get the data over to the S3 data lake for analytics.

o Marketo is a popular Saa$S application for new leads/email responses. AppFlow comes in handy
here too.
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Likewise, there are many other Saa$ applications that are supported out of the box, and many more
keep getting added. You can always check the list from the AppFlow documentation on AWS. The
following diagram shows a typical topology for using AppFlow:

AWS

AppFlow

VPC Saa$ Provider’s Amazon VPC

a0 3 0sc-

PrivateLink Endpoint PrivateLink | PrivateLink PrivateLink | PrivateLink | PrivateLink N

Snowflake i i i i i
Service Connection | Endpoint APREIOWEIoW Endpoint | Connection | Endpoint
Manager '
AWS Direct
Connect
:

AppFlow automatically creates Saas Vendor Data Center

PrivateLink endpoints and execute flow ;

through them

Figure 3.8 — AppFlow topology with PrivateLink enabled

With PrivateLink enabled, the data does not traverse over the public internet, thus creating a more
secure networking route for the data flow from the Saa$ application into the target data store; in our
case, it is the S3 data lake.

So far, we looked at DMS and AppFlow for batch ingestion of data into the data lake. Both tools cater
to an admin type of persona in the organization who is not required to be very technical. Both these
AWS services are low-code types of services that allow for quick ingestion of data into the data lake
without a lot of coding. However, data ingestion is sometimes a lot more complex and requires some
sort of ETL pipelines to be built, hence the data engineers come into the picture. This is a perfect time
to introduce another component of Glue that helps perform data ingestion operations.

Data ingestion using AWS Glue

In our data lake in Chapter 2, we introduced Glue Data Catalog, which is one of the key components
of data lake design. Glue is also a popular ETL tool for data engineers, who want to ingest data from
the source systems and transform the data as it flows between the different layers of the data lake. Glue
provides complete flexibility to deal with any kind of data engineering complexity. In essence, Glue
ETL can help extract data from any source system, transform it, and load it into any target system.

Since this chapter is all about batch data ingestion and we want to keep most of our focus on ingesting
data into the data lake in S3, we will focus on those use cases. We have a dedicated chapter for data
processing later, where we will revisit Glue ETL.
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Use case for data ingestion using modern ETL techniques

The business at GreatFin wants to derive value from all the data available in its existing data
stores; some are stored in older-generation data stores, some in niche data stores, and some
data schemas in the data stores are not modeled in the best way to take advantage of the data
stored inside those structures.

The IT team at different LOBs has a challenge at hand to create a data ingestion mechanism
that can periodically bring all this data into a data lake, for data analytics.
- J

From a use-case point of view, it’s not very different from the other use cases we've seen in this chapter.
The business wants to get access to all the data; however, the devil lies in the details. DMS and AppFlow
solved a specific type of low-hanging fruit, which is migrating/replicating data from a certain set of
databases and Saa$ applications respectively. But Glue ETL comes into the picture in the following
scenarios: when some of the data sources are not supported out of the box by other services; if there
is a lot of customization in the source data store; if there are certain types of data structures that are
not supported; if there is some level of data processing that needs to be done to even bring the data
into the raw layer of the data lake.

The one important aspect of using Glue ETL as the mechanism for data ingestion is that it’s a versatile
service that allows for a high degree of custom work, which means that data engineers can build
complex data pipelines and make them part of the end-to-end data flow across all layers of the data
lake. So, in essence, Glue ETL can be a one-stop shop for all things data engineering, including data
ingestion. Let’s get started with an overview of Glue ETL.

Glue ETL overview

Glue ETL is a fully managed serverless service that makes it easy for data engineers to author and
execute ETL jobs. Data engineers can script their own jobs and schedule them to run at a specific
time or after a particular event. The jobs can either be written in PySpark, Scala Spark, or just as pure
Python code. Glue now also supports Ray (Ray . 10), a new open source framework that helps scale
Python workloads. Spark jobs in Glue can also be authored to leverage streaming ETL, which we will
cover in our next chapter.

Batch data ingestion requires a connection to the source data store. For the purpose of ingesting data
into the S3 data lake, the target will be an S3 bucket that will be set up in the raw layer of the data
lake. Since the data in the raw layer of the lake is close to the source data, it does not undergo any
major data processing.

To make the life of data engineers easy, Glue ETL has a few key components—Glue Studio, Glue
connectors, and Glue workflows.
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Glue Studio is a drag-and-drop UI that makes ETL jobs easier to create and less time-consuming, as
it takes away the level of effort required to write scripts from scratch. The best thing about it is that
you can use it to generate boilerplate code just by using the drag/drop features, and then you can even
customize jobs by adding your own code.

Glue connectors make it easy to connect to external systems so that source and target mapping can
be done inside the Glue Studio without having to write all the code from scratch for connectivity.

Glue workflows make it easy to orchestrate all jobs and their dependencies in a single location. The
Glue workflow UT allows you to design workflows using drag-and-drop features.

Glue Studio

The whole purpose of Glue Studio is to make data engineers’ life easier, so when you get into the studio
console, you will see three sections, as shown in the following screenshot:

ELL | I

Connect external data stores

Create and manage jobs Monitor job runs

isuall h . d edi Di deb d check th Create and manage connections to
Visually aut| o, run, view, and edit iagnose, debug, and check the external data stores for AWS Glue
your AWS Glue jobs. status of your AWS Glue jobs. Studio.

Figure 3.9 — Glue Studio options

Using Glue Studio, you can create and manage your jobs along with connectors to external systems,
and you can also monitor those jobs for success/failure. As a data engineer, the first job you would
create will always be that of data ingestion into the target store. When the target store is an S3 data
lake, the immediate task is to put the data in the raw layer without much processing.

There will be a series of Glue ETL jobs in a data pipeline that will move the data between the different
layers of the data lake, doing specific operations along the way. Since the focus of this chapter is batch
data ingestion, let’s keep our usage patterns limited to getting the data from the source systems into
the data lake.



Data ingestion using AWS Glue

The following screenshot shows the different ways in which you can author a job using Glue Studio:

AWS Glue Studio Jobs

JObS Info

Create job info

© Visual with a source and target

Start with a source, ApplyMapping transform,
and target.

Python Shell script editor

Write or upload your own Python shell script.

Visual with a blank canvas Spark script editor
Author using an interactive visual interface. Write or upload your own Spark code.
Jupyter Notebook

Write your own code in a Jupyter Notebook for
interactive development.

Figure 3.10 - Glue Studio job authoring options

Data engineers get many options to create their jobs, either through visual drag-and-drop features,
by writing their own scripts, or via Jupyter notebooks.

Glue connectors

Connectors in Glue play a big part in allowing easy connectivity to different systems. This is especially
true for data ingestion jobs where we want to connect to source systems and get the data into the target
systems. Connectors will make this operation easier to implement as all the boilerplate connection
logic is hidden inside the connectors.

Another cool thing about connectors in Glue is that it’s integrated with AWS Marketplace, so any
vendor can publish its connector for users to discover and implement. The following screenshot shows

a few of the connectors in the marketplace; you can search for other connectors too:

AWS Glue Studio AWS Markeyplace

Featured Products

Google BigQuery Connector
aws for AWS Glue

By Amazon Web Services | Ver 0.24.2

Easily connect to Google
BigQuery from AWS Glue

[ View product [4 ‘

Apache Hudi Connector Delta Lake Connector for
aWS for AWS Glue aWS AWS Glue
By Amazon Web Services | Ver 0.10.1 By Amazon Web Services | Ver 1.0.0-2
Apache Hudi connector with Easily connect to Delta Lake
shaded dependencies to work tables from AWS Glue
with AWS Glue
View product [ ] View product [4

Figure 3.11 — Glue Studio connectors via AWS Marketplace
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Glue workflows

Workflows in Glue make it easy to bring all individual data pipeline components into a single pane
of glass (SPOG). You can have multiple Glue components such as Glue ETL jobs, Glue crawlers, and
trigger conditions in a single workflow, each with dependencies baked in so that when the workflow
executes, all the individual components execute one by one on their own and the whole data pipeline,
along with error handling, gets processed without manual intervention.

Now that we understand all the critical parts needed for Glue ETL, let’s get into the usage patterns
for using Glue ETL for data ingestion.

Glue ETL usage patterns

At the heart of Glue ETL is Apache Spark, which allows for large-scale distributed data processing.
Spark also has APIs that allow the source connectors to work easily so that the job can fetch data
from the source and sink into the target. The following diagram summarizes typical usage patterns
for AWS Glue:

\

@ Build Data Lakes for scalable data analysis
Migrate from expensive traditional ETL solutions
H OW | to gain flexibility and reduce costs
u Se Catalog data assets to make them available
to AWS analytics services

AWS Glue

Process petabytes of data both in batch and
real-time using Apache Spark
Prepare data for Machine Learning

Figure 3.12 - Typical usage patterns for AWS Glue

AWS Glue is a multi-purpose service, and Glue ETL is just one component of it. Even with Glue ETL,
you can do many functions such as data migration/ingestion using source and target connectors, data
processing, data streaming, data exploration, and so forth. Since this chapter is about data ingestion
into the raw layer of the data lake in S3, let’s look at Glue ETL usage patterns to ingest data from
various data sources into the data, so as to satisfy the use case for GreatFin we introduced earlier in
the Glue ETL overview section.

The following diagram shows a high-level architecture of how you can use Glue ETL to connect to
the required source system and migrate data in the raw layer of the data lake in S3:
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Figure 3.13 - Typical Glue ETL data ingestion architecture

Glue connectors make it easy to connect to many of the source systems so that it’s easy to pull the
data from those systems into the data lake. Many connectors are available in AWS Marketplace, and
you can even bring your own connector too. The following diagram highlights Glue ETL versatility
by connecting to many applications:
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Figure 3.14 - Glue ETL connector ecosystem example
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Now, let’s touch base on Glue workflows again. You can have multiple jobs that you can orchestrate
in a workflow that will pull data from multiple data sources/schemas/tables. However, if there are
many such databases or tables in a source, it becomes tedious to create workflows for individual
tables. Of course, you can use Glue crawlers to crawl and discover the source database structures. But
the complexity of incremental data pulls also needs to be baked in. To make this whole experience
seamless, AWS Lake Formation provides a concept called blueprints.

Blueprints take care of the boilerplate logic of data ingestion by providing templates that you can use
to fast-track the data ingestion task. The following diagram highlights how the blueprint sits at the top
of all Glue activities to create a wrapper around all the individual tasks you would otherwise create
manually for a data ingestion workflow:

o Blueprints
=
% Workflow AWS Glue Data Catalog
2
AWS Glue Jobs AWS Glue Crawlers Connectl_?:giézatabases,

Figure 3.15 — Lake Formation blueprint for Glue workflows

Depending on the type of ingestion you want to execute, you can select that type from the Lake
Formation console, and it will further guide you through a series of steps including source and target
connections, database/schema/table, and so forth. Here is a screenshot of the Lake Formation Blueprints
console where you can pick the type of blueprint you want for your data ingestion:

AWS Lake Formation Blueprints Use a blueprint

Use a blueprint

Blueprint type

Configure a blueprint to create a workflow.

© Database snapshot
Bulk load data to your data lake from MySQL, PostgreSQL, Oracle, and Microsoft SQL Server databases.

Incremental database

Load new data to your data lake from MySQL, PostgreSQL, Oracle, and SQL Server databases.
AWS CloudTrail

Bulk load data from AWS CloudTrail sources.

Classic Load Balancer logs

Load data from Classic Load Balancer logs.

Application Load Balancer logs
Load data from Application Load Balancer logs.

Figure 3.16 — Lake Formation blueprint types
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If anything is not available in the blueprint, you can always do your own Glue job setup with a connector
from the marketplace and orchestrate those jobs on your own. Once the blueprint is executed, under
the covers it just creates and executes a Glue workflow. The following screenshot shows an executed
Glue workflow that was auto-created by a Lake Formation blueprint:

Legend: + Succeeded & Running X Stopped X Failed X Timeout & Eror Warning C Resume [l Not started

v v v v v

Figure 3.17 - Glue workflow created by a Lake Formation blueprint

We will get into Glue ETL again in our data processing chapter later in the book, but so far, we have
seen mechanisms by which you can connect to source systems and quickly ingest data using some of
the AWS purpose-built data ingestion services.

But what if the data on your on-prem system is stored in files or in storage devices? Files are everywhere
and are generated by multiple mechanisms. So, we need to discuss ways by which we can ingest files
into our data lake in S3. Let’s dig into that in the following section.

File and storage migration

A lot of data still resides in files for many reasons. When the data resides in files, we just need an easy
transfer mechanism to bring it over into the raw layer of the data lake in S3. In this section, we will
explore some of the AWS services that make it easy to transfer files into the AWS ecosystem.

AWS DataSync

AWS DataSync makes it easy to continuously migrate on-prem data into many AWS storages, including
Amazon S3. DataSync has an agent that needs to be deployed that will help do all the heavy lifting
for the data migration. Before we look at the usage patterns, let’s look at a use case at GreatFin that
makes DataSync very appealing.
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( N
Use case for data migration using AWS DataSync

Multiple LOBs at GreatFin want to save costs by retiring multi-terabyte data stored on their
on-prem storage systems. They want to continuously replicate new data as it arrives on their
on-prem storage. Also, because of regulatory requirements, they have to retain this data and
make it available for reporting purposes.

- J

The use case is straightforward, and it needs a mechanism to seamlessly migrate data stored in on-prem
storage as files into S3 so that it’s part of the data lake for retention as well as for reporting. Let’s look
at the usage patterns for DataSync.

DataSync usage patterns

Typical usage patterns for DataSync involve migration of application data into AWS, archival of
on-prem storage, and replication for data protection and recovery. The following diagram represents
a typical migration pattern for data from on-prem storage systems into S3, where it can then be
processed for data lake operations such as reporting. This way, we can also keep costs lower and meet
the regulatory requirements:
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Figure 3.18 - DataSync architecture pattern

Now, let’s look at another file transfer mechanism that AWS provides.



File and storage migration

AWS Transfer Family

AWS Transfer Family makes the tedious task of secure file transfers easy. If you use FTP, SFTP, or FTPS
protocols for transferring data, then this AWS service will make it easier to manage those transfer
workloads in S3. Let’s add some more color by bringing up a use case from GreatFin.

Use case for file transfer using AWS Transfer Family

GreatFin wants to simplify its file transfer workflows by reducing the complexity of setting
up its own infrastructure. The current solution is error-prone with inconsistent alerting and
doesn’'t always meet the service-level agreements (SLAs).

Sometimes IT problems bleed into the business, and that’s what this use case suggests. GreatFin, at an
enterprise level, needs a managed file transfer service that can be automated with low code.

AWS Transfer Family usage patterns

Typical usage patterns involve transferring files for data lake operations, digital media content
aggregation and distribution, subscription-based data products, and any other use case that would
use the FTP, SFTP, or FTPS protocols. The following diagram shows an architecture setup for using
SFTP using the AWS Transfer Family service:
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! running SQL

Figure 3.19 - AWS Transfer Family architecture pattern

Finally, let’s look at another file transfer mechanism that AWS provides that comes to your doorstep
as a hardware device.
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AWS Snow Family

When you have petabytes of data that needs to be moved one time in the fastest possible time and
without using a lot of network bandwidth, that’s where AWS Snow Family comes in handy. It’s a service
that provides different types of storage hardware that gets shipped to your address. You can plug those
devices into your data source, transfer the data into the devices and even ship it back to AWS. AWS
will then load this data into the final AWS storage of your choice.

The Snow devices come in two major types based on configuration and use case, as follows:

o AWS Snowcone is a small and rugged device that is ideal for secure portable computing

o AWS Snowball Edge has bigger hardware capacity and also comes with its own built-in compute

Let’s look at the usage of Snow devices in a use case from GreatFin.

( N
Use case for one-time large data migration using AWS Snow Family

GreatFin wants to migrate its multi-petabyte data store from on-prem to AWS. It has limited
network bandwidth, and based on calculations from IT teams, this migration would take many
months to complete over the wire. GreatFin wants to do the initial data migration in a faster,
cheaper, and more efficient manner.

- J

The key words in the use case are multi-petabytes of data and one-time migration. This makes a great
use case for getting the data into a snowball and shipping it back to AWS for transferring the data into
the target data store in AWS. Let’s get into the details of solving this use case.

AWS Snow Family usage patterns

One of the most common patterns for solving the extremely large data stores from on-prem to AWS
is using a combination of AWS DMS and AWS SCT along with AWS Snowball Edge. SCT and DMS
work in tandem to copy the data over to the Snow device and later help to get this data loaded into
the target store in AWS. The following architecture diagram shows this whole process in detail:
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Figure 3.20 - Large data store migration using AWS Snow Family

I've provided a link to the step-by-step procedure for this migration in the References section at the
end of this chapter.

Summary

In this chapter, we looked at how you can migrate data in batches into different AWS storage systems,
especially a data lake in S3. Data ingestion is mostly the first step in data migration, and it can get really
complicated if the correct set of tools is not leveraged for appropriate source and target data stores.

We also looked at how you can use DMS and SCT to migrate/replicate on-prem databases into AWS
data stores and how you can bring over data into the data lake built on S3. We then looked at how you
can use AppFlow to migrate data from SaaS-based applications into the data lake. We also looked at
how the versatility of Glue ETL helps during the initial data ingestion stage. And finally, we looked at
all the other storage and file transfer services, including DataSync, Transfer Family, and Snow Family.

This brings us to the end of an important chapter where we were able to hydrate data stores in AWS
with purpose-built modern data ingestion services. Since this book is around design and architecture,
I'm providing some reference links next for anyone who wants to try out some hands-on exercises
in their AWS accounts.
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References
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Streaming Data Ingestion

In this chapter, we will look at the following key topics:

o The need for streaming architectures and its challenges
o Streaming data ingestion using Amazon Kinesis
o Streaming data ingestion using Amazon MSK

« Streaming services usage patterns

Chapter 3, Batch Data Ingestion, was all about batch data ingestion, where we saw multiple ways of
ingesting data in batches. Batch data ingestion is still the bedrock of many data pipelines since it
helps to serve so many business use cases. For many such use cases, data analytics can be performed
with data that’s not fresh - that is, data is not available for consumption in the analytics environment
as soon as it’s produced in the source system. For a very long time, deriving reactive insights from
data was fine as OLAP systems were meant to perform analytics on data that was typically a day old.

However, data in these modern times gets generated in large volumes and moves fast from one system
to another. With the onset of cloud computing, the use cases have evolved too, where the faster
businesses can analyze the data and take action, the better outcomes they can achieve.
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The need for streaming architectures and its challenges

Many times, as time passes by, the value of insights from data diminishes. Figure 4.1 represents the
value of data to the decision-making process where, as time passes by, its value decreases:
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Figure 4.1 - Time value of data toward decision making

For organizations to do real-time analytics, data needs to be ingested from the source, processed
immediately, and stored in the destination as soon as the event occurs. This allows organizations to
derive insights from the data in real time. The need to get data in real time has many advantages:

+ Getting data in real time for analytics helps businesses make faster decisions and stay ahead
of the competition

 Analyzing real-time data allows early detection of security threats and anomalies in the data

o IoT systems continuously send data in the form of events, and all this data needs to be captured
and stored for analytics

« Log data needs to be proactively monitored to detect any failures that may affect critical applications

There are many more reasons why organizations want real-time data for analytics and that’s where
streaming ingestion data has become a critical part of the overall modern data architecture.

Before we discuss the challenges of setting up a streaming platform, let us discuss the critical components
of a real-time streaming architecture. Figure 4.2 shows the key components of real-time analytics:

Data
sink

Stream
process

Stream
storage

Data
source

Figure 4.2 — The key components of real-time analytics
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Let’s briefly understand, with the help of the following table (Figure 4.3), what these components do
in the streaming process:

Stage Description

Sources can be any device or application that

Data source .
produces real-time data.

Stream ingestion is where the real-time data is
Stream ingestion onboarded in a streaming platform in real time
as the events occur.

The streaming platform needs to have the ability
to store real-time data in the order it receives it.
Stream storage The duration can be set so that consumers can
replay any of the real-time data whenever they
want within that period.

The streaming data also can undergo
Stream process transformations so that it can be consumed in
the format the consumer wants.

Finally, the data gets stored in a target store, most
commonly in a data lake or a data warehouse, so
that it can be used by the consumers to derive
real-time insights from the data.

Data sink

Figure 4.3 — Real-time streaming component details

Based on these components, it may seem straightforward to create streaming data pipelines, but
in reality, building such pipelines comes with its own set of challenges, specifically in on-premises
systems. Some of the challenges of data streaming are as follows:

o The streaming platform is difficult to set up and maintain

« It’s not easy to scale since the data in the stream have different velocities

o It’s difficult to build a fault-tolerant and highly available system

o It’s complex to manage the platform and expensive to maintain its operations

o Integration with other tools and services requires additional development work

This brings us to the central theme of this chapter: how do we ingest data into our data platform
without going through all these challenges? This is where real-time data streaming using AWS services
comes into the picture, and in this chapter, we will look at those AWS services that make it easy for
organizations to build streaming data pipelines.
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Our focus is on how to solve streaming use cases, so we will focus on architectural patterns instead
of going into the weeds of how these services work. Let’s get started with a very popular AWS service
for streaming.

Streaming data ingestion using Amazon Kinesis

Amazon Kinesis was created specifically to alleviate all the pain points associated with setting up
and operating a streaming platform. Organizations want to build real-time streaming data pipelines
that make it easy to collect, process, and analyze data in real time. That’s what Kinesis brings to the
table. It’s a serverless, fully managed, and scalable service for handling real-time streaming use cases.
It seamlessly integrates with other AWS services and you only pay for what you use.

There are a lot of use cases that do different things with streaming data. Some use cases require the
data to be processed and analyzed with the lowest latency possible; some use cases can withstand some
delays in getting the data but expect the data to be compacted and aggregated for query efficiency;
and some use cases require the data to be analyzed as it’s passing through the stream itself.

As you may recall, one of the tenants of modern data architecture on AWS is to leverage purpose-
built services for specific types of use cases. Amazon Kinesis also has multiple services that cater to
specific types of streaming use cases.

Figure 4.4 lists the four Kinesis services that cater to specific types of streaming use cases. All of them
can be chained together in a particular architectural pattern to solve the problem at hand:

Amazon Kinesis Amazon Kinesis Amazon Kinesis Amazon Kinesis
Data Streams Data Firehose Data Analytics Video Streams
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streams for analytics AWS data stores Amazon Kinesis Data Analytics streams for analytics
Studio or Apache Flink

Figure 4.4 - Different Kinesis services
Let’s discuss the first three since they are the main ones that are used for structured and semi-structured

data analytics. We will introduce them by covering a use case from GreatFin to better understand
their purpose.
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Amazon Kinesis Data Streams

Amazon Kinesis Data Streams (KDS) is a streaming service that allows you to ingest, process, and
store streaming data at any scale. It’s a serverless service, which means there is no software or hardware
to provision or manage. We will briefly touch on how it works but more importantly, our focus is when
to use it and what use cases it solves. So, let’s kick things off with a use case from GreatFin.

' N
Use case for Amazon KDS

Being a financial organization, GreatFin has customer-facing web applications that provide
critical services. These applications are designed to be highly available and fault tolerant.
However, even with the best of systems, sometimes, things go wrong. Businesses want to make
sure that in the event of issues with the application, the IT team proactively monitors issues
and tracks such errors in real time so that widespread issues can be detected early; this early
intervention would avoid complete system breakdown. This will help keep customer satisfaction
high, which, in turn, helps the business grow.
. J

In IT terms, what the business is saying is to monitor all the critical application logs in real time and
catch issues with the service. These errors need to be monitored proactively and notifications need to
be sent to the admin team for action.

Before we solve this problem, let’s quickly go over some basic concepts of how KDS works. This will
give you a better context as we solve the given use case and other similar ones.

KDS overview

KDS makes it easy to ingest, store, and consume streaming data. The following diagram summarizes
the components of KDS and its ecosystem:
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Figure 4.5 - KDS components
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KDS provides the mechanisms to capture streaming input data, ingest it into the stream, store it, and
finally allow output-consuming systems to read from the stream. KDS consists of one or more shards,
where each shard provides a fixed capacity to the stream. Depending on the expected volume of data
that’s produced and consumed, you can allocate appropriate units of shards. With KDS’s on-demand
mode, you don’t need to worry about allocating a specific number of shards; the system will scale on
its own.

KDS also has many other functional aspects, such as partition keys, sequence numbers, data records,
and so forth. I won't go into the functionality details of KDS here as this book is about when to use
KDS and what design patterns to use for particular use cases.

The best thing about KDS is its ability to integrate with different kinds of producer and consumer
services. The following figure shows some of the predominantly used tools and services that integrate
with KDS:

Sending Consuming
Put* APIs @ Kinesis Data Streams @ Get™ APIs
Kinesis Producer Kinesis Consumer
Library Library
AWS Fe.
Mobile SDK | " ios \ & AWS Lambda
Vo Amazon Elastic
¥
LOG4J | 1oy MapReduce (EMR)
" Apache St
Flume | 7k &8 | Apache Storm
Fluentd %7 fluentd spaik’ | Apache Spark

Figure 4.6 - KDS integration tools/services

If you are curious about how the service works and wish to understand all its features and functionalities,
the best place to go would be the AWS documentation portal for KDS. We would rather spend our
time-solving use cases, so let’s get back to the use case we introduced earlier in this section around
proactively monitoring critical applications of GreatFin.

The challenge with the use case we introduced - which is also true for most enterprise applications
- is that some of these applications provide low-latency high-volume services to the customers. The
infrastructure is usually a farm of scalable servers that serve the web traffic and return the response to
the customers. With such a setup, the volume of logs that gets generated is huge, and combing through
such high-volume rolling logs for errors in real time is even more challenging.
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Even though this problem can be solved in multiple ways, one of the easier ways would be to stream
the logs in Amazon KDS, filter the data using a Lambda function, and send all the HTTP 500 error
details in a Slack channel that’s being monitored by a team of system admins. The following figure
shows a simple architecture pattern for this data flow:

Amazon Kinesis
Data Stream

Apache

Web Server Apache log
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Filter 500
errors
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Consumer

Figure 4.7 — Web application real-time log monitoring using KDS

In this use case, the Kinesis agent can be used to send the logs into the stream and the Lambda function
can be the mechanism that processes this data and funnels the appropriate error codes into the Slack
channel. We will look into a few other use cases in our streaming usage patterns section later in this
chapter, but for now, let’s move on to the next Kinesis service.

Amazon Kinesis Data Firehose

The main purpose of Amazon Kinesis Data Firehose is similar to KDS - that is, to provide a platform
for streaming data. However, the key differentiation is that Firehose provides a white-glove service when
it comes to specific destinations. What this means is that for certain destinations such as Amazon S3,
Amazon Redshift, Amazon OpenSearch Service, Splunk, and some other HT'TP endpoints, Firehose
will do all the heavy lifting to ensure that the data, when delivered to these target destinations, is
directly ready for consumption by the users.

Let’s look at a use case so that the purpose of Firehose is clearer.

' N
Use case for Amazon Kinesis Data Firehose

GreatFin wants to store and analyze all financial applications’ log data promptly. The purpose
should be to extract, format, and store critical elements from the logs so that this data can easily
be queried and the necessary reports can be generated. As the data volume will be huge, the
business wants the final solution to be very cost-effective but near real-time at the same time;
a delay of up to 3 minutes is tolerable.
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The key terms in this use case are ingesting a large volume of log data, cost-effective storage, and
near real-time consumption. Let’s quickly understand the basics of Firehose before we provide the
solution for this use case.

Kinesis Data Firehose overview

Firehose provides a zero-administration streaming platform that allows direct-to-datastore integration.
The streaming data in Firehose can be buffered, partitioned, transformed, and even reformatted before
it goes to its destination. This makes Firehose a perfect choice for streaming near real-time data for
analytics operations, where sub-second latency is not required but the process needs to be efficient.
The following diagram summarizes Firehose’s components and its ecosystem:
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Figure 4.8 — Firehose components

As you can see from Figure 4.8, Firehose is a natural choice of streaming platform if the destination is
one of the five displayed. Buffering in Firehose can be configured either as a time-based buffer, which
is between 1 and 15 minutes, or it can be configured as a volume-based buffer, which is between 1 and
128 MB. The buffer gets flushed to the destination upon whichever threshold is hit first.

Firehose also lets you transform/normalize the streaming data by letting you configure a Lambda
function. It can easily convert the final output in Parquet/ORC format for optimized operations. There
are many other features of Firehose that you can easily read about in the official AWS documentation.
For now, I'll move on 