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Preface

Palo Alto Networks firewalls are powerful, flexible, and deeply capable—but they’re not always intuitive,
especially when you're just getting started. Whether you’re brand new to network security or already
working in the field, this book is here to guide you through the ins and outs of Palo Alto’s Strata suite,
from the ground up.

We start at zero. No assumptions, no skipped steps. You'll learn how the technology works, how to
configure it, and—just as important—how to troubleshoot it when things go sideways. The content
covers everything up to PAN-OS 11.2, walking through core features, real-world deployment practices,
and common pitfalls that tend to trip people up.

Though the focus is on the firewall, the skills you build here will give you a strong foundation for any
role involving Palo Alto gear. Experienced readers will find best practices, deeper insights, and prac-
tical tips woven throughout, while new users will get a structured path to proficiency.

I've always enjoyed teaching through dialogue—answering real questions with real context. That
mindset shaped how this book was written: not as a dry reference, but as a practical guide to help you
work through challenges, build confidence, and actually understand what’s going on under the hood.

If this book helps you solve a problem faster, avoid a bad config, or just see how it all fits together,
then it’s done its job.

Who this book is for

This book is for anyone looking to build solid, practical skills with Palo Alto Networks firewalls. No
prior experience with Palo Alto gear is required—if you're starting from scratch, you’ll be fine. A
basic understanding of networking concepts (IP addressing, routing, NAT) will help, but even that is
reviewed where needed.

It’s also a useful resource for experienced firewall admins looking to sharpen their skills, adopt best
practices, or get up to speed on PAN-OS 11.2. Whether you’re studying for a certification, deploying
in production, or just trying to understand what your firewall is actually doing, this book is for you.



xvi Preface

What this book covers

Chapter 1, Understanding the Core Technologies, is an introduction to the logic behind the firewall, in-
cluding the ins and outs of the Palo Alto Networks Strata suite.

Chapter 2, Setting up a New Device, walks you through, step by step, how to set up a fresh firewall.

Chapter 3, Building Strong Policies, helps you find your way around all the policies, objects, and network
configuration.

Chapter 4, Taking Control of Sessions, is a deeper dive into understanding how sessions are processed
by the firewall.

Chapter 5, Services and Operational Modes, covers fine-tuning the firewall as a device in your network.

Chapter 6, Identifying Users and Controlling Access, looks at applying identification as a core technology
to security.

Chapter 7, Managing Firewalls Through Panorama, explores centralized management through the Pan-
orama platform.

Chapter 8, Managing Firewalls Through Strata Cloud Manager, explores centralized management through
the Strata Cloud Manager platform.

Chapter 9, Upgrading Firewalls and Panorama, covers planning and preparing for software upgrades.

Chapter 10, Logging and Reporting, explains how to keep track of what’s happening on your network
through logs and reports.

Chapter 11, Virtual Private Networks (VPNs), is a deep dive into VPN tunnels.

Chapter 12, Advanced Protection, helps you get a firm grasp on security profiles and layer 7 packet
inspection.

Chapter 13, Troubleshooting Common Session Issues, covers basic troubleshooting for common issues.

Chapter 14, A Deep Dive Into Troubleshooting, is an advanced troubleshooting walk-through for more
complex troubleshooting.

Chapter 15, Cloud-Based Firewall Deployment, explores how to deploy cloud-based firewalls.

The Appendix contains bonus material, looking at some standalone advanced features.

To get the most out of this book

Before you dive in, it helps to have a basic grasp of core networking concepts—things like IP address-
ing, subnets, routing, and how NAT works. You don’t need to be an expert, but familiarity with these
fundamentals will make the material easier to follow.

No prior experience with Palo Alto Networks products is assumed. We'll walk through everything step
by step, from initial setup to advanced features.
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Software/hardware covered in the book Operating system requirements

PAN-0S 11.2 and below Windows, macOS, or Linux

All Palo Alto software and hardware firewalls, Panorama and
Strata Cloud Manager central management platforms, Strata | Windows, macOS, or Linux
Logging Service (previously Cortex Data Lake)

Table P.1: Software/hardware and operating system requirements

Download the example code files

The code bundle for the book is hosted on GitHub at https://github.com/PacktPublishing/
Mastering-Palo-Alto-Networks-Third-Edition.

We also have other code bundles from our rich catalog of books and videos available at
https://github.com/PacktPublishing. Check them out!

Conventions used

There are a number of text conventions used throughout this book.

CodeInText: Indicates code words in text, database table names, folder names, filenames, file exten-
sions, pathnames, dummy URLSs, user input, and social media handles. For example: “On macOS and
Linux, a USB serial connection will usually create a new tty entry in the /dev/ directory.”

A block of code is set as follows:

<uid-message>

<version>1.0</version>

<type>update</type>

<payload>

<login>

<entry user="domain\user" ip="x.x.x.x" timeout="60">
</entry>

</login>

</payload>

</uid-message>

Any command-line input or output is written as follows:

> request high-availability state suspend

> request high-availability state functional
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Understanding the Core
Technologies

Welcome to the first chapter! In this book, we’re going to explore the ins and outs of the Palo Alto
Networks Strata suite. We'll start off by learning about all the different features of the firewall and
how to configure them before we move on to more complex features and additional services that will
help you complete your deployment. On the way, you'll pick up important knowledge nuggets that
will help you both understand the technology and pass the PCNSE exam.

In this chapter, we’re going to examine the core technologies that make up the Palo Alto Networks
firewall. We are going to take a closer look at the way in which security zones control how security,
Network Address Translation (NAT), and routing verdicts are made. We will review the mechanics
behind App-ID and Content-ID so you get a deeper understanding of how packets are processed and
security decisions are made by the firewall, and we will review how User-ID contributes to a more
robust security stance by applying group-based or user-based access control.

This chapter will cover the following topics:

. Understanding the zone-based firewall
+  Understanding App-ID and Content-ID
+  The management and data planes

«  Authenticating users with User-ID

By the end of this chapter, you will have a better understanding of how the core technology is built up
and will be able to apply these skills when we start building configuration. If you're preparing for the
PCNSE exam, this chapter will also help you understand the fundamentals required to tackle some
of the scenario-based questions.
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Technical requirements

For this chapter, no physical installation is required. A good understanding of basic networking
protocols like UDP and TCP is necessary to fully benefit from the explanations in this chapter. It
is helpful if you've already worked with Palo Alto Networks firewalls, but it is not required. Some
experience with firewalls or web proxies in general is recommended, as this will make the subject
matter more tangible.

Understanding the zone-based firewall

Traditionally, when considering a firewall as an element of your network, most likely you will imagine
anetwork design like the one in Figure 1.1, with two to four areas surrounding a box, which represents
the firewall. Most of the time, whatever is placed in the north is considered dangerous as it represents
the internet; the east and west are somewhat gray areas as they are the demilitarized zones (DMZs)
that are partly exposed to the internet, and the south is the happy place where users do their daily
tasks. All these areas will be defined as zones in the firewall:

Internet

(2

| -

‘ m Firewall '

Public server
DMZ server

=y

Internal User

Figure 1.1: Basic network topology

In reality, a network design may look a lot more complex due to network segmentation, remote
offices being connected to headquarters via all sorts of different technologies, and the adoption of
cloud vendors.

In a route-based firewall, zones are simply an architectural or topological concept that helps identify
which areas comprise the global network that is used by the company; they are usually represented
by tags that can be attached to a subnet object. They have no bearing on any of the security decisions
made by the system when processing security policies.

The zone-based firewall, on the other hand, will use zones as a means to internally classify the source
and destination in its state table.
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The following diagram illustrates the phases of packet processing from the first step when the first

packet of a new session enters the firewall to the last step where the packet egresses the firewall:

Source Zone PBF/

Initial Pagket Addoec: Forwarding Destination NAT Policy
Processing User-ID sl Zone Evaluation
PSeC;Irigy AC”:s:é(d Session

re-Poli ;
e-Folicy Ports Creation

App-ID /

. Check Decryption Application Content-ID
Application Encryption Policy Lookup Override Policy I?:bi;;n .
Check
. . : Check Security
Security Policy Security Profiles
Policy
Post Policy Re-encrypt NAT Policy Packet
Processing Traffic Applied Forwarded

Figure 1.2: Phases of packet processing

Let’s look at the process workflow for initial packet processing:

1.

When a packet is first received, a source zone lookup is performed. If the source zone has a
protection profile associated with it, the packet is evaluated against the profile configuration.
If the first packet is a TCP packet, it will also be evaluated against the TCP state where the
first packet needs to be a SYN packet, and a SYN cookie is triggered if the protection profile
threshold is reached.

Then, a destination zone is determined by checking the policy-based forwarding (PBF) rules
and, if no results are found, the routing table is consulted.

Lastly, the NAT policy is evaluated as the destination IP may be changed by a NAT rule action,
thereby changing the destination interface and zone in the routing table. This would require
a secondary forwarding lookup to determine the post-NAT egress interface and zone.

After these zone lookups have been performed in the initial packet processing, the firewall will
continue to the security pre-policy evaluation.
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In the pre-policy evaluation, the “six-tuple” (6-tuple) is used to match an incoming session against
the rule base before establishing or dropping/denying a session. At this stage, the firewall does not
consider the application just yet, as this can usually not be determined by the first packet in a session.
The six-tuple consists of the following elements and is used in both uni-directional flows of a session:

. Source-address

. Destination-address
. Source-port

. Destination-port

. Protocol

. Security-zone

Zones are attached to a physical, virtual, or sub-interface. Each interface can only be part of one
single zone. Zones can be created to suit any naming convention and can be very descriptive in their
purpose (untrust, DMZ, LAN, and so on), which ensures that, from an administrative standpoint, each
area is easily identifiable.

It is best practice to use zones in all security rules, and leveraging a clear naming convention prevents
misconfiguration and makes security rules very readable. Networks that are physically separated for
whatever reason but are supposed to be connected topologically (for example, users spread over two
buildings that come into the firewall on two separate interfaces) can be combined into the same zone,
which simplifies policies.

It is important to note that there are implied rules that influence intrazone or interzone sessions.
These rules can be found at the bottom of the security policy:

+  Default intrazone connections: Packets flowing from and to the same zone will be implicitly
allowed

+  Defaultinterzone connections: Packets flowing from one zone to a different zone are implicitly
blocked

Security rules can be set to only accept traffic within the same zone, between different zones only, or
both. This setting can be changed in the rule Type and is set to Universal by default. As illustrated in
Figure 1.3, the Universal rule allows sessions to flow from all zones in the Source field to all zones in
the Destination field, from LAN to LAN and DMZ, and from DMZ to LAN and DMZ.

Rules set to the intrazone type only allow sessions to flow inside the same zone regardless of whether
multiple zones are added to the security rule: from DMZ to DMZ and from LAN to LAN, but not from
LAN to DMZ or from DMZ to LAN.

Rules set to the interzone type only allow sessions to flow between different zones: from DMZ to LAN
and from LAN to DMZ, but not from DMZ to DMZ or from LAN to LAN, even though both are listed
in the source and destination.
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This means that you can perfectly control between which interfaces traffic is allowed to flow to even if
you are unable to define subnets in the source or destination, which, for traditional firewalls, means
sessions will be allowed to flow everywhere.

Source Destination
NAME TYPE ZONE ADDRESS | ZONE : ADDRESS APPLICATION SERVICE ACTION PROFILE |OPTIONS

17 ;ntrazo;e intra;one 3 DMZ ;ny (intrazone)  any 7a|[ow7ed webapps 2 applic;ﬁon-def;;lt . Allo\;v ® BE,
3 LAN

2 interzone interzone E# DMZ  any 3 DMZ any allowed web apps  ® application-default Allow 71 E]
B3 LAN 3 LAN

3 universal universal pZ DMZ any 3 DMZ any allowed web apps | @ application-default Allow IE
A LAN £ LAN

4 intrazone-default @ intrazone any any (intrazone) any any any 7)) Allow none none

5 interzone-default @ interzone any any any any any any Deny none none

Figure 1.3: Different security rule types and default rules

Now that we’ve seen the important role zones play while making security decisions, let’s look at the
expected behavior when determining zones.

Expected behavior when determining zones

When a packet arrives on an interface, the PBF policy or routing table will be consulted to determine
the destination zone based on the original IP address in the packet header.

Let’s consider the following routing table:

> show routing route
flags: A:active, ?:loose, C:connect, H:host, S:static, ~:internal, R:rip,
0:ospf, B:bgp,

Oi:ospf intra-area, Oo:ospf inter-area, Ol:ospf ext-type-1, 02:ospf ext-
type-2, E:ecmp, M:multicast
VIRTUAL ROUTER: default (id 1)

destination nexthop metric flags interface
0.0.0.0/0 198.51.100.1 10A S ethernetl/1
198.51.100.0/24 198.51.100.2 ethernetl/1
198.51.100.2/32 0.0.0.0
192.168.0.0/24 192.168.0.1
192.168.0.1/32 0.0.0.0
172.16.0.0/24 172.16.0.1
172.16.0.1/32 0.0.0.0

total routes shown: 7

ethernetl/2

ethernetl/3

(%]
(4]
(4]
(4]
(4]
(4]
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Let’s assume ethernet1/1is the external interface with IP address 198.51.100. 2 set to zone external,
ethernet1/2 is the DMZ interface with IP address 192.168.0.1 set to zone DMZ, and ethernet1/3is
the LAN interface with IP 172.16.0.1 and set to zone LAN. The default route is going out of interface
ethernetl/1 to 198.51.100.1 as a next-hop. There are a few scenarios that will influence how the
zone is determined:

. Scenario 1: A packet is received from client PC 172.16.0.5 with destination I[P1.1.1.1.

The firewall quickly determines the source zone is LAN and a route lookup determines the
destination IP is not a connected network, so the default route needs to be followed to the
internet. The destination zone must be external because the egress interface is ethernet1/1.

. Scenario 2: A packet is received from client PC 172.16.0.5 with destinationIP1.1.1.1 buta
PBF rule exists that forces all traffic for 1.1.1.1 to the next-hop IP 192.168.0.25.

As PBF overrides the routing table, the destination zone will become DMZ as the egress interface
is now ethernet1/2.

. Scenario 3: A packetis received from internet IP 203.0.113.1 with destination IP 198.51.100.2.
This is a typical example of what NAT looks like to the firewall: it receives a packet with its
external IP address as the destination.

From the perspective of the NAT policy, the source zone will be external as the IP is not from
a connected network and no static route exists, and the destination zone will also be external
as the IP is connected to that interface.

From a security aspect, however, once NAT is applied, the destination zone will change to the zone
that the post-NAT destination IP is connected to (usually DMZ).

Important note

Remember that NAT policy evaluation happens after the initial zones have been determined

\Q/\/ but before the security policy is evaluated. This will cause outbound NAT rules to come
from LAN and go to external, but inbound NAT rules to match as coming from external and
also going to external, while the inbound security rule will use the appropriate destination
zone. See Figure 1.2.

In this section, we saw how the first round of security decisions relies heavily on zones, which should

also reflect any rule base you create going forward: use zones in the source and destination as much

as possible to fully control the flow of traffic and prevent unexpected behavior. In the next section,

we’ll look at what happens in the second round, which also makes a next-generation firewall (NGFW)
“next generation.”
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Understanding App-ID and Content-ID

App-ID and Content-ID are two technologies that go hand in hand and make up the core inspection
mechanism. App-ID relies on decoders to identify and classify flows based on the protocol and layer 7
application. This allows more granular control over what is being allowed or blocked while ensuring an
application behaves as expected. Content-ID relies on threat prevention engines to do deep inspection
flows for threats, classify URL categories, and prevent data exfiltration.

How App-ID gives more control

Determining which application is contained within a specific data flow is the cornerstone of any NGFW.
It can no longer be assumed that any sessions using TCP ports 80 and 443 are simply plaintext or
encrypted web browsing. Today’s applications predominantly use these ports as their base transport,
and many malware developers have leveraged this convergence to well-known ports in an attempt
to masquerade their malware as legitimate web traffic while exfiltrating sensitive information or
downloading more malicious payloads into an infected host.

The following image illustrates the steps taken by App-ID to identify applications within flows:

Packet Received

v

Check 6-Tuple

v

Check
Security Policy

v

d
Check Known .
Application Signatures

iy

Re-check Decryption for
Security Policy SSH or TLS

Unknown Protocol: Known Protocol:
Apply Heuristics . Decode

Identified Sessions
that No Longer

Require Decoding

Figure 1.4: How App-ID classifies applications
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When a packet is received, App-ID will go through several stages to identify just what something is:

1. First, the 6-Tuple is checked against the security policy to verify whether a certain source,
destination, protocol, and port combination is allowed. This will take care of low-hanging fruit
if all the unnecessary ports have been closed off and unusual destination ports can already
be rejected.

2. Next, the packets will be checked against known application signatures and the app cache to
see if the session can be rapidly identified.

3. Thisis followed by a second security policy check against the application, now adding App-ID
to the required set of identifiers for the security policy to allow the session through.

4. If, at this time or in future policy checks, it is determined that the application is SSH, TLS, or
SSL, a secondary policy check is performed to verify whether decryption needs to be applied.
If a decryption policy exists, the session will go through decryption and will then be checked
again for a known application signature, as the session encapsulated inside TLS or SSH may
be something entirely different.

5. If, in this step, the application has not been identified (a maximum of 4 packets after the
handshake, or 2,000 bytes), App-ID will use the base protocol to determine which decoder to
use to analyze the packets more deeply.

6. If the protocol is known, the decoder will go ahead and decode the protocol, then run the
payload against the known application signatures again. The outcome could either be a known
application (like ss1 or web-browsing) or an unknown generic application, like unknown-tcp.
This generic application can also be controlled via a security policy to allow or block the session.

7. The session is then re-matched against the security policy to determine whether it is allowed
to pass or needs to be rejected or dropped. If the protocol is unknown, App-ID will apply
heuristics to try and determine which protocol is used in the session.

Once it is determined which protocol is used, another security policy check is performed.

9. Once the application has been identified or all options have been exhausted, App-ID will stop
processing the packets for identification.

Throughout the life of a session, the identified application may change several times as more information
is learned from the session through inspecting packet after packet. For example, a TCP session may
be identified as SSL, which is the HTTPS application as the firewall detects an SSL handshake. The
decryption engine and protocol decoders will then be initiated to decrypt the session and identify
what is contained inside the encrypted session. Next, it may detect the web-browsing application as
the decoder identifies typical browsing behavior such as an HTTP GET. App-ID can then apply known
application signatures to identify f1ickr. Each time the application context changes, the firewall will
quickly check whether this particular application is allowed in its security rule base.

If, at this point, flickr is allowed, the same session may later switch contexts again as the user tries
to upload a photo, which will trigger another security policy check. The session that was previously
allowed may now get blocked by the firewall as the sub-application flickr-uploading may not be
allowed.
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Once the App-ID process has settled on an application, the application decoder will continuously scan
the session for expected and deviant behavior, in case the application changes to a sub-application
or a malicious actor is trying to tunnel a different application or protocol over the existing session.

App-ID signatures and decoders are regularly (usually once a month around the 15™) updated to
account for changes to existing applications or protocols and adding new signatures for previously
unknown applications or sub-applications to existing apps to add more depth and control (for example,
Facebook chat, file sharing, or games).

App-ID, therefore, allows you to control not only which sessions are allowed to pass through the firewall
but also how these applications are allowed to behave. In the next section, we will look at how threats
can be prevented and malware blocked.

How Content-ID makes things safe

If the appropriate security profiles have been enabled in the security rules, the Content-ID engine will
apply the URL filtering policy and will continuously, and in parallel, scan the session for threats like
vulnerability exploits, virus or worm infections, suspicious DNS queries, command and control (C&C
or C2) signatures, DoS attacks, port scans, malformed protocols, or data patterns matching sensitive
data exfiltration. TCP reassembly and IP defragmentation are performed to prevent packet-level
evasion techniques. In the following image, you can see how single-pass pattern matching enables
simultaneous scanning for multiple types of threats and how URL filtering is added to the mix:

> Session Received in
(" Application Decoder
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Check URL Filtering N
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Security Policy
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Figure 1.5: How Content-ID scans packets
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All of this happens in parallel because the hardware and software were designed so that each packet
is simultaneously processed by an App-ID decoder and a Content-ID stream-based engine, each in a
dedicated chip on the chassis or through a dedicated process in a virtual machine (VM). This design
reduces latency versus serial processing, which means that enabling more security profiles does not
come at an exponential cost to performance as is the case with other firewall and IPS solutions.

Inline evaluation

To extend the signature-based evaluation that we just discussed, the firewall also comes with Inline
Machine Learning (ML) and Inline Cloud Analysis capabilities that allow it to evaluate dynamic
content independently without needing to wait for a signature update to start blocking malicious
content. Some of these are as follows:

«  WildFire is capable of evaluating portable executable (PE), executable and linked format (ELF),
MS Office files, PowerShell, and shell scripts in real time by applying ML models.

+  Starting from PAN-OS 11.2, certain chassis (PA-5400 and PA-VM at the time of writing) get local
deep learning Al that expands the ML capabilities.

. URL Filtering can leverage local and cloud Inline ML categorization to evaluate website details
to protect users from phishing variants and JavaScript exploits.

+  Anti-Spyware can tap into live Inline Cloud Analysis to access five analysis engines for C&C-
based threats over HTTP, HTTP2, SSL, unknown-UDP, and unknown-TCP.

«  Vulnerability Protection can leverage Inline Cloud Analysis to analyze SQL and PowerShell
code injection.

All cloud inline detection requires the firewall to have an active internet connection, so plan accordingly
if internet access is limited for your deployment.

In this section, you learned how all the (OSI) layer 7 content inspection components work together
to provide you with more visibility into which applications are traversing the firewall while blocking
any malicious payload.

The management and data planes

Hardware and VM design are focused on enabling the best performance for parallel processing while
still performing tasks that cost processing power and could impede the speed at which flows are able
to pass through the system. For this reason, each platform is split up into so-called planes.

There are two main planes that make up a firewall, the data plane and the management plane, which
are physical or logical boards that perform specific functions. While all platforms have a management
plane, larger platforms like the PA-5200 have an additional control plane and two to three data planes.
The largest platforms have replaceable hardware blades (line cards) that have up to three data plane
equivalents per line card and can hold up to 10 line cards. Smaller platforms like the PA-220 only have
one hardware board that virtually splits up responsibilities among its CPU cores.
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The management plane is where all administrative tasks happen. It serves the web interfaces used by
the system to allow configuration, provide URL filtering block pages, and serve the client VPN portal.
It performs cloud lookups for URL filtering and DNS security, and downloads and installs content
updates onto the data plane. It also performs the logic part of routing and communicates with dynamic
routing peers and neighbors. Authentication, User-ID, logging, and many other supporting functions
are not directly related to processing packets.

The control plane takes on the task of facilitating communications between multiple data planes and
the management plane as well as monitoring processes on the data planes.

The data plane is responsible for processing flows and performing all the security features associated
with the NGFW. It scans sessions for patterns and heuristics. It maintains IPsec VPN connections and
has hardware offloading to provide wire-speed throughputs. Due to its architecture and the use of
interconnected specialty chips, all types of scanning can happen in parallel as each chip processes
packets simultaneously and reports its findings.

A switch fabric enables communication between planes so the data plane can send lookup requests
to the management plane, and the management plane can send configuration updates and content
updates.

The following diagram illustrates how these components interact with each other:

Control Plane Data Plane

Signature Match
Engine

Management - -

Security Processor
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Figure 1.6: Management and data planes

Now that we've covered the most basic functions and you have a firm grasp of how the hardware is
organized, let’s look at identity-based authorization. The ability to identify users and apply different
security policies based on identity or group membership is an important feature of the NGFW as it
allows more dynamic security rules that don't rely on static access lists but, instead, allow users to
roam inside and outside the campus and still have all the access they need without exposing internal
resources.
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Authenticating and authorizing users with User-ID

Frequently neglected but very powerful when set up properly is a standard (no additional license
required) feature called User-ID. Through several mechanisms, the firewall can learn who is initiating
which sessions, regardless of their device, operating system, or source IP. Additionally, security policies
can be set so users are granted access or restricted in their capabilities based on their individual ID
or group membership.

User-ID expands functionality with granular control of who is accessing certain resources and provides
customizable reporting capabilities for forensic or managerial reporting.

Users can be identified through several different methods:
. Server monitoring:

«  Microsoft Active Directory security log reading for log-on and authentication events
. Microsoft Exchange Server log-on events

. Novell eDirectory log-on events

«  Theinterception of X-Forwarded-For (XFF) headers, forwarded by a downstream proxy server
+  Client probing using NetBIOS and WMI probes

. Direct user authentication:

«  The Captive Portal to intercept web requests and serve a user authentication form or
transparently authenticate using Kerberos

+  GlobalProtect VPN client integration

. Port mapping on a multiuser platform such as Citrix or Microsoft Terminal Server where
multiple users will originate from the same source IP

+  The Extensible Markup Language (XML) API

«  Asyslog listener to receive forwarded logs from external authentication systems

You will have noticed there are many ways to leverage User-ID, so we will revisit this topic in depth in
Chapter 6, Identifying Users and Controlling Access.

Summary

Now that you've completed this chapter, you are able to identify the strengths of using a zone-based
firewall versus a route-based one. You understand how applications can be identified even though
they may all be using the same protocol and port, and you understand how deep packet inspection is
achieved in single-pass parallel processing. Most importantly, you have a firm grasp of which phases a
packet goes through to form a session. It’s okay if this information seems a bit overwhelming; we will
see more practical applications, and implications, in the next two chapters. We will be taking a closer
look at how security and NAT rules behave once you start playing with zones, and how to anticipate
expected behavior by simply glancing at the rules.
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If you are preparing for the PCNSE exam, this chapter covered parts of the Planning and Core Concepts
and Deploy and Configure domains. Make note of Figure 1.2 regarding packet processing, remember
that route lookups and PBF form the basis of zoning, and take note of how App-ID and Content-ID
interoperate.

In the next chapter, we will learn how to set up a firewall from scratch and get up and running in no
time. We will glance over the physical and virtual components and how to configure them so traffic
can flow through, and NAT can be applied where needed.






Setting up a New Device

In this chapter, we will cover how you can gain access to the console and web interface of a fresh-out-
of-the-box firewall appliance or a cleanly staged virtual machine (VM). You will learn how to license,
update, and upgrade the firewall so that the latest features are available when you start building your
security policy, and the latest signatures are always loaded onto the device to protect your users and
infrastructure from malware and vulnerability exploits.

We are going to harden your management configuration to ensure a rigid security stance, and we
will also look at the different types of network interface modes—aggregated interfaces and routing.

In this chapter, we're going to cover the following main topics:

«  Gaining access to the user interface

+  Adding licenses and setting up dynamic updates
+  Upgrading the firewall

+  Hardening the management interface

+  Understanding the interface types

By the end of this chapter, you’ll be able to quickly set up a fresh firewall, register it, and upgrade it to
a desirable level in a short amount of time. You’'ll be able to apply best practices and leverage strong
authentication for your administrative access, and you will be able to quickly identify which interface
configuration will suit any given network topology that the firewall needs to be placed in.

Technical requirements

For this chapter, a basic understanding of network appliances is required as we will be looking at
physically connecting to a device, configuring the management environment, and choosing the data
plane interface’s deployment mode. Basic knowledge of standing up a virtual appliance in a virtual
environment, including connecting it to virtual switches or virtual interfaces and providing it with
network access on a hypervisor, is also required.
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Gaining access to the user interface

\/‘/ If you are deploying your firewall on a cloud provider like Azure or AWS, take a look at
Chapter 15, Cloud-Based Firewall Deployment.

When taking a new device out of the box or setting up a VM on a local hypervisor, such as VMware
ESXi, Fusion, NSX, Hyper-V, KVM, and so on, one of the first things that needs to be accomplished is
making it possible to gain access to the user interface, be it a web interface or a console connection.
We'll go over the most common ways of gaining this access in this section.

One of the first things you may need to do is to connect a console cable to gain access to the command-
line interface (CLI). Older models only come with an RJ45 console port, so for those, you will need
a standard DB9-to-RJ45 console cable, optionally patched through a serial-to-USB cable so a modern
laptop is able to interface with the port. The pinout for the DB9 should be as follows:

Empty - Data Carrier Detect (DCD)
3 - Receive Data (RXD)

6 - Transmit Data - (TXD)

7 - Data Terminal Ready (DTR)
4 - Ground (GND)

2 - Data Set Ready (DSR)

8 - Request To Send (RTS)

1 - Clear to Send - (CTS)
Empty - Ringing Indicator (RI)

1
P
3
4
5
6
7
8
9

Luckily, there are USB-to-RJ45 cables available as well that will save you the trouble of figuring out
the correct pinouts:

Figure 2.1: RJ45-to-USB console cable
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All but the very old models also come with a micro-USB port, which allows a console connection to
be made using a standard USB-A-to-micro-USB cable, as in the following picture:

paloalto*

PA-460

PWR = =AM

L— CONSOLE —i

Figure 2.2: PA-460 RJ45 and the micro-USB console ports

In all cases, you will need to find which COM (hardware interface) or TTY (TeleTYpewriter) port is
being used on your computer’s operating system.

On a Windows machine, the first time you plug in the cable, a driver may need to be installed. Once
the installation has been completed, you need to find the virtual COM port number that has been
assigned to the console cable. In most cases, you can determine this virtual COM port number by
following these steps:

1. Open the Device Manager.
Click Start | Control Panel | Hardware and Sound | Device Manager (under Devices and Printers).
3. In the Device Manager list, look in Ports and find the virtual COM port assigned to the USB
port. This entry will look similar to USB to Serial Port (COM#), where COM# is the number to
be used in the following step.

Next, you will need a terminal emulation client to connect to the console. You can use a free client for
this, such as PuTTY from https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html.

Besides the COM port, you may need to provide more settings to be able to connect. If asked, use
these settings:

Bits per second: 9600

Data Bits: 8
Parity: none
Stop bits: 1

Flow control: none

On macOS and Linux, a USB serial connection will usually create a new tty entry in the /dev/ directory;
a USB-to-DB9 dongle may create a call-up (CU) entry in the /dev/ directory.

Find the proper device by searching with either of these commands:

1s /dev/tty.*

1s /dev/cu.*

You will find /dev/cu.usbserialxxxxx or /dev/tty.usbmodemxxxxx, where xxxxx is the serial device
name.


https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html
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Once you determine the appropriate device, you can connect to the console port by using the screen
command set to 9600 bits per second:

screen /dev/tty.usbmodemxxxxx 9600

Now, go ahead and connect the console cable or micro-USB to your laptop and appliance. If you have
a port free on your management network, go ahead and connect the firewall’s MGT port to the switch.
If you don’t have a management connection available yet, you will need to connect your laptop directly
to the MGT port for easier access once the IP is set up on the management interface. Lastly, plug in
the power cable.

If the firewall is loaded in a VM or cloud entity, hit the Start button to boot up the virtual appliance.

Once you've logged on to the console, you will see the operating system boot up, and if the firewall is
already connected to a DHCP-enabled management network, you will see something similar to the
following, where the DHCP address is already listed for your convenience:

e0®e I B N[> |6 | e | B < @ PA-VM-ESX-clean

PA-UM log in: DHCP: new ip 192.168.27.115 : mask 255.255.255.0

Figure 2.3: PA-VM post-boot DHCP information

If you missed this information, you can log on and use the following command to see the DHCP
information:

admin@PA-440> show system info
hostname: PA-440

ip-address: 192.168.27.116
public-ip-address: unknown
netmask: 255.255.255.0
default-gateway: 192.168.27.1

ip-assignment: dhcp

If, for some reason, you have not received a DHCP address yet from your DHCP server, you can initiate a
renew action from the CLI by using a > request dhcp client management-interface renewcommand.

Important note

The default username and password for a factory settings appliance or VM are as follows:
\@/’ Username: admin

Password: admin

The first time you log on, you will be asked to change this default password. Remember
to commit the configuration to save your new password.
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Accessing the management interface

Now that you have access to the user interface, you will need to make an important decision right away:
whether you will be using zero-touch provisioning (ZTP) or not (we’ll see a bit more about that later
in Chapter 7, Managing Firewalls Through Panorama). In short, ZTP enables a device to automatically
receive coordinates for a central management Panorama system, if you have one, and immediately
download its configuration from there. By default, this option is enabled on all new devices and is
bound to interface ethernet1/1. If you do not need this functionality, you must turn it off before you can
start using this interface. You can do so by issuing the command set system ztp disable, as follows:

admin@PA-440> set system ztp disable
Executing this command will disable Zero Touch Provisioning (ZTP), and remove

all logs and configuration. The system will restart in standard mode for
regular configuration of the firewall. Are you sure you want to continue? (y
or n)

If you hit the Ykey, the system will reboot and ZTP will be disabled. If you change your mind later and
want to enable it again, you can do so by issuing the following command: set system ztp enable.

Once your system has rebooted, continue with the initial configuration.

If your network does not have a DHCP server, or you connected the firewall directly to your laptop,
you will need to set an IP address manually. Copy and paste the following into a text file and alter the
<IP> entries with the appropriate IP for your management interface, the default gateway it will use
to reach out to the internet, and the DNS servers it will use to resolve the domain names. Type the
netmask in quad decimals, not in CIDR (slash notation subnet, such as /16 and /24):

configure

set deviceconfig system type static

set deviceconfig system ip-address <IP>

set deviceconfig system netmask <x.x.x.x>

set deviceconfig system default-gateway <IP>

set deviceconfig system dns-setting servers primary <IP>
set deviceconfig system dns-setting servers secondary <IP>

commit

You can chain set commands that belong in the same path and class so that you do not need to set
each attribute in individual set commands; instead, you can add all the desired settings at once.

In the next example, we go into configuration mode, switch the management interface from DHCP to
static configuration, and then combine all the configuration parameters for the management interface
into one set command. If you haven'’t done so already, start by changing the default password to a
new one, and then add the interface configuration:

admin@PA-440> set password

Enter old password :

Enter new password :
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Confirm password :

Password changed

admin@PA-440> configure

Entering configuration mode

[edit]

admin@PA-440# set deviceconfig system type static

[edit]

admin@PA-440# set deviceconfig system ip-address 192.168.27.5 netmask
255.255.255.0 default-gateway 192.168.27.1 dns-setting servers primary 1.1.1.1
secondary 1.0.0.1

[edit]

admin@PA-440# commit

Commit job 2 is in progress. Use Ctrl+C to return to command prompt

Configuration committed successfully
[edit]
admin@PA-440#

You may need to log back in after running the commit job when the admin password is changed.

Important note

The > prompt in username@hostname> indicates that you are in operational mode and can
\/V' execute runtime commands. The # prompt in username@hostname# indicates that you
are in configuration mode and can add configuration parameters.

Operational commands can be run from configuration mode by prefixing run to a
command—for example, user@host# run show clock.

Once the commit job finishes, you will be able to connect to the web interface through https://<IP>
or by using an SSH client, such as PuTTY or the ssh command in Linux or macOS.

You are now able to get onto a freshly started firewall and configure it, so we can move on to the next
step and gain access to the web interface.

Connecting to the web interface and CLI

Now that your device has an IP address, you can connect to its web interface via any browser using
https://<IP>.
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You will be met with an unfriendly error message, as in the following screenshots. This is due to the
web interface using a self-signed certificate that has not been validated by any authority. For now,
this can be safely ignored:

9 0& Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 192.168.27.115. If you visit this site, attackers
could try to steal information like your passwords, emails, or credit card details.

Your connection is not private

What can you do about it?
Attackers might be trying to steal your information from 192.168.27.115 (for example,

passwords, messages or cardd)iteamn mote The issue is most likely with the web site and there is nothing you can do to resolve it.

- If you are on a corporate network or using anti-virus software, you can reach out to the support teams for
NET::ERR_CERT_AUTHORITY_INVALID : . " o
= assistance. You can also notify the web site's administrator about the problem.

[ Help improve Chrome security by sending URLS of some ;ages that you visit, limited system

information and some page content to Google. Privacy P

Go Back (Recommended) Advanced...
Hide advanced Back to safety.
Web sites prove their identity via certificates. Firefox does not trust this site because it uses a
This server could not prove that it is 192.168.27.115; its security certificate is not certificate that is not valid for 192.168.27.115. The certificate is only valid for

trusted by your computer's operating system. This may be caused by a 480748849bf2e9c604324a8de84853c2a1be65210a3203367791c9227706feff.

misconfiguration or an attac ercepting your connection

Error code:

Proceed to 192.160.27.115 (unsafe)

Go Back (Recommended) Accept the Risk and Contil e[

Figure 2.4: Certificate warnings in Chrome and Firefox
An SSH client will provide you with a slightly friendlier question:

tom$ ssh -1 admin 192.168.27.115

The authenticity of host '192.168.27.115 (192.168.27.115)' can't be
established.

RSA key fingerprint is SHA256:Qmre8VyePwwGlaDmm6JTYtjou42d1i/Ru6xZmmEk8Yc.
Are you sure you want to continue connecting (yes/no)?

The SSH connection will provide you with mostly the same user experience as the console connection,
but SSH is more responsive and secure, and you can now access your device from anywhere on the
management network.

The web interface provides you with a whole new user experience. When prompted for your username
and password, input the username admin with default password admin or the password you created
on the terminal, or the username and password you created on the cloud provider.

Once you are logged in, the first screen you will see is the dashboard, which contains some general
information about the health of your system, config changes, and which admins are logged on. The
dashboard can be customized and additional widgets can be added from a list of prepared widgets, or
widgets can be removed if they are not relevant.
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For now, the General Information widget contains the most important information as you will need
the serial number of the physical device, or the CPU ID and UUID on a virtual device, as shown in
the following screenshot. The CPU ID and UUID will be needed to register and activate the VM while
a physical device can be activated by its serial number:

General Information 5 X General Information G X
Device Name  pangurustest Device Name  PA-440
MGT IP Address ~ 172.16.0.4 (DHCP) MGT IP Address ~ 192.168.0.2
MGT Netmask  255.255.255.0 MGT Netmask  255.255.255.0
MGT Default Gateway  172.16.0.1 MGT Default Gateway  192.168.0.1
MGT IPvé Address  unknown MGT IPv6 Address  unknown

MGT IPv6 Link Local Address

MGT IPv6 Default Gateway

fe80::20d:3aff:febf:7745/64

MGT IPv6 Link Local Address

MGT IPv6 Default Gateway

fe80::8e36:7aff:fe00:bb28/64

MGT MAC Address  00:0d:3a:bf:77:45 MGT MAC Address ~ 8c:36:7a:00:bb:28
Model  PA-VM Madal___PA-440.
Serial # __unknown Serial # 021
CPUID  AZR:570: T VETS IO T 2. 21T
UUID  74E52D# GlobalProtect Agent ~ 6.3.0
veorceres 8 Application Version ~ 8884-8922 (08/19/24)
VM Memory  31.40 GB Threat Version ~ 8884-8922 (08/19/24)
VM License  none Antivirus Version ~ 4916-5434 (08/20/24)
VM Capacity Tier  unknown Device Dictionary Version ~ 140-528 (08/19/24)

VM Mode  Microsoft Azure WildFire Version ~ 901465-905371 (08/20/24)
Software Version  11.2.0 URL Filtering Version ~ 20240820.20330
GlobalProtect Agent  0.0.0 GlobalProtect Clientless VPN 98-260 (05/23/23)
Application Version  8750-8260 Version
Threat Version  8750-8260 Time  Tue Aug 20 23:56:10 2024
Device Dictionary Version ~ 82-406 Uptime 12 days, 23:41:11
URL Filtering Version  0000.00.00.000 Advanced Routing  7off
GlobalProtect Clientless VPN 0 Plugin DLP dllp-5.0.0
Version Device Certificate Status  Valid
Time  Tue Aug 20 14:52:40 2024
Uptime 0 days, 0:10:15

Advanced Routing
Plugin Openconfig
Plugin DLP

Plugin VM-Series

off
openconfig-2.0.1-c47.dev
dlp-5.0.1

vm_series-5.1.0

Figure 2.5: On the left is a PA-VM device, and on the right is a PA-440 device

Now that we have access to the web interface and are able to collect the system’s base information,
we can go ahead and register the firewall and activate any of the feature licenses that were purchased.
We will now have a look at how to perform the registration and licensing procedures.
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Adding licenses and setting up dynamic updates

Before we can start adding licenses, the device needs to be registered. You will need to note down
the device’s serial number or, if you do not have a support portal account, the sales order number
to create a new account. The sales order number will typically be sent to you by your distributor or
reseller after you've placed your order.

Open a new tab or browser and navigate to https://support.paloaltonetworks.com. If you do not
have an account yet, you will first need to create a new one so that you can gain access to the portal
from where you will be able to manage all your devices, activate your licenses, download software
packages and updates, and access support cases. If you already have a Customer Support Portal (CSP)
account, you can skip to Registering a new device.

Creating a new account

When creating a new account, you will be asked for an email address and whether you want to register
using a serial number or an authorization (auth) code, as in the following screenshot. The serial number
is needed when registering a hardware appliance; the auth code is used when registering a VM device:

Create a New Support Account

Device Registration

© Register device using Serial Number or Authorization Code

Register usage-based VM-Series models (hourly/annual) purchased from public cloud Marketplace or Cloud Security Service Provider (CSSP)

Submit

Figure 2.6: Serial or authorization code device registration

Alternatively, if you have set up a virtual appliance on one of the cloud providers, you can pick which
provider your device is running on (such as Amazon Web Services, Azure, Google Cloud Platform,
and so on).


https://support.paloaltonetworks.com
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You then need to provide some basic details, such as the address, the password, the device’s serial
number, the auth code, and the sales order number or customer ID, if your company already has an
account:

Create Contact Details

First Name: Tom 2= 1 Last Name: Piens 4
Title: Phone: 555-123456 .
Address Linel: Mystreet * Address Line2:
City: MyTown * Country:  United States v B
Region/State: California v
Postal Code: 95050 »
Create UserlD and Password
Display Name: MyDisplayName 1
Your Email Address:  myname@example.com s
Confirm Email Address: myname@example.com L

Password; eessescscscccsces (=

(Minimum of 8 characters in
length. Contains 3 of the
following: uppercase letter,
lowercase letter, number,
symbol.)

Confirm Password: ssssscsssssessss ®|*

Device Serial Number or Auth Code:

Sales Order Number or Customer Id:

Figure 2.7: General information and device and sales order details

This account creation step will already register your first device; you can go ahead and register more
devices in the following section.

Registering a new device

Ensure you are logged in to your account on the support portal and click on Register a Device from
the home page:
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Account Selector B - PANGURUS (Default) v Feedback Q A @

=)

Create a Case Ask the Community Register a Device

Resolve technical and Connect with peers and thought Register devices before
administrative product issues leaders to find solutions

Register devices before deploying them to production

Figure 2.8: Register a Device from the support portal home page

You will be presented with the option to register using a serial number or an auth code. The serial
number is needed when registering a hardware appliance and the auth code is used when registering
a VM device:

Select Device Type

(® Register device using Serial Number or Authorization Code

Register usage-based VM-Series models (hourly/annual) purchased from public cloud Marketplace or Cloud Security Service Provider (CSSP)

Figure 2.9: Serial or auth code device registration

Register device using Serial Number or Authorization Code will ask you for the serial number, a
friendly device name, and a tag if you have several “pools” or groups of devices in your account already.
It will also request address details as to where the device will be deployed for return merchandise
authorization (RMA) purposes.

If you are deploying a cloud instance, you can choose to register usage-based VM-Series models. You'll
be asked for the serial number, CPUID, and UUID:

Device Information

@ Serial Number* m
@ cruiD*
@ uuID
@ Device Name

@ Device Tag Choose one Device Tag...

Figure 2.10: Adding a cloud instance to the assets

Now that the devices are registered, it is time to activate the feature and support licenses.
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Activating licenses

Once the device is registered, you can add the licenses. You will have received one (a bundle) or several
auth codes that you need to enter on the portal or via the Device | Licenses tab to activate the license
and start using the feature on your device. There are multiple ways to activate licenses, which we’ll
cover in this section, but let’s take a look at the different types of licenses first.

Some of the most common licenses include the following:

. Support: Platinum 4h (PLAT), Premium 24/7 (PREM), Standard 9/5 (STD), Partner-enabled
4h support (B4HR), or Regular Partner-enabled support (BND). Support licenses grant you
access to a support organization, allow you to download software and app ID updates, and
entitle you to replacement hardware if your firewall breaks.

+  Threat Prevention (TP): Antivirus, anti-spyware, threat prevention, daily updates.
+  Advanced Threat Prevention (A-TP): Adds inline cloud analysis for SQL and command injection.

. PAN-DB URL filtering (URL4) is the basic cloud-based URL category lookup license. This license
will be phased out in favor of ADVURL.

+  Advanced URL filtering (ADVURL): The Machine Learning (ML)-enabled URL filtering license
that adds an automated mechanism to analyze unknown URLs in real time.

. GlobalProtect (GP): Enables mobile applications on Android, i0S, Win10 UWP, Chrome OS,
and Linux. It enables Host Information Profile (HIP) checks and agentless VPNs. It also allows
split tunneling based on host application or domain names.

+  DNSsecurity (DNS): Dynamic DNS signature lookups and blocking or “sinkholing” of malicious
DNS requests.

+  Advanced DNS security (A-DNS): Adds inline cloud analysis for command-and-control lookups.

. WildFire (WF): Live threat signature feed, real-time ML-enabled analysis, and cloud-based
sandbox analysis.

+  Advanced WildFire (A-WF): Live threat signature feed, real-time ML-enabled analysis, and
cloud-based sandbox analysis.

+  Decryption port mirroring: Allows decrypted sessions to be copied to a different device for
additional IDS scanning via a dedicated “port mirror” interface.

+  Internetof Things (IoT): Enables detection of IoT devices and generates rulebase adjustments
to protect vulnerable IoT devices.

+  Dataloss prevention (DLP): ML-powered data loss prevention scanning.

More features are being added as Palo Alto Networks announces new products.

Activating licenses via the customer support portal

In the CSP, you can find your registered devices under the Assets tab as a device. There’s a pencilicon
that allows you to activate auth codes:
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Professional Services

& Export ToCSV

Assets Serial Number Model Name Device Name License Actions  Auth Code
Devices
PAN-PA-
0: HQ Software warranty Support * n
Enterprise Agreements 440-NFR N\,

Figure 2.11: The Devices page in the CSP

You will notice there is already a software warranty support license active for a limited amount of time.
This is a temporary support license that allows an RMA to be started if your device arrives broken
in the box. To add the actual support license and any feature licenses, click on the pencil icon in the
Actions column you see in Figure 2.11. This will call the pop-over feature activation window:

Device Licenses

Device Licenses

Serial Number: 02:
Model: PAN-PA-440-NFR
Device Name: HQ

Feature Name Authorization Code Expiration Date Actions
Software warranty Support 07/28/2022 X
To activate the license feature for DNS Security, the OS version for the firewall must be 9.0 or above and have a valid
Threat Prevention license.

Activate Licenses

@ Activate Auth-Code
O Activate Trial License
O Activate Feature License

Auth-Code Activation

Authorization Code: 17! *

EULA

By clicking "Agree and Submit" below, you agree to the terms and conditions of our END USER LICENSE AGREEMENT
and SUPPORT AGREEMENT .

Agree and Submit Refuse

Figure 2.12: Adding auth codes to activate services
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Once you've added all your licenses, the device should look something like this:

PA Series PA-440 HQ B 021 B 9 = a2 4

Cloud Delivered Security Services

LICENSE AUTH CODE SKU START DATE EXPIRATION DATE ACTIONS
Standard Support PAN-SVC-STND-440-R @ 04/14/2023 © 04/28/2026 E3
Advanced Threat Prevention PAN-PA-440-ATP-R © 04/14/2023 © 04/28/2026 F 3
Advanced WildFire License PAN-PA-440-AWF-R @ 04/14/2023 © 04/28/2026 <
Advanced URL Filtering PAN-PA-440-ADVURL-R @ 04/14/2023 @ 04/28/2026 3

Figure 2.13: A fully licensed device

The little download icons next to each license allow you to download the license key file so that you can
upload the key onto the firewall. This is required if you intend to run the firewall without an internet
connection and want to be able to upload signature files and enforce security profiles.

Besides activating licenses via the support portal, they can also be activated directly from the firewall
interface.

Activating licenses via the web interface

able to resolve internet domain names via DNS. If an internet connection is not available,
see the previous section on how to download the license keys.

C\/ This procedure requires that the management interface has an internet connection and is
)

To activate licenses via the web interface, navigate to Device | Licenses. If you activated the licenses
in the CSP and then proceeded to download the license key files, you can click on Manually upload
license key.

If you activated the licenses on the CSP and want to fetch the licenses, click Retrieve license keys from
license server. Make sure the firewall has been set up with a functional default gateway and DNS servers.

If you want to activate new licenses with an auth code, click on Activate feature using authorization
code and you will see a popup where you can enter each auth code individually:
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O PA-220

DASHBOARD

ACC MONITOR

@ Dynamic Updates
;; Plugins
Licenses

:’“‘ Support

Master Key and Diagnostics

@.‘; Policy Recommendation

Activate featur

License Management

Retrieve licensg keys from license server
2 using authorization code

Manually upload license key

Figure 2.14: Activating a license using an auth code

With each added license, a section will be added containing the license information:

Advanced DNS Security

Date Issued April 14, 2023
Date Expires April 28, 2026
Description Advanced DNS Security Subscription

Advanced URL Filtering

Date Issued April 14, 2023
Date Expires April 28, 2026

Description Palo Alto Networks Advanced URL License

DNS Security

Date Issued April 14, 2023
Date Expires April 28, 2026
Description Palo Alto Networks DNS Security License

GlobalProtect Gateway

Date Issued April 14, 2023
Date Expires April 28, 2026

Description  GlobalProtect Gateway License

SD WAN

Date Issued April 14, 2023
Date Expires April 28, 2026
Description Advanced SD WAN License

Threat Prevention

Date Issued April 14, 2023
Date Expires April 28, 2026

Description Threat Prevention

Strata Logging Service

Description Device Logging Service

Advanced Threat Prevention

Date Issued
Date Expires

Description

April 14, 2023
April 28, 2026

Advanced Threat Prevention

Advanced WildFire License

Date Issued
Date Expires

Description

April 14, 2023
April 28, 2026

Access to Advanced WildFire signatures, logs, API

Decryption Port Mirror

Date Issued
Date Expires
Description

Active

May 28, 2024

Never

Decryption Port Mirror
Yes

PAN-DB URL Filtering

Date Issued
Date Expires
Description

Active

Standard

Date Issued
Date Expires

Description

WildFire License

Date Issued
Date Expires

Description

License Management

April 14, 2023

April 28, 2026

Palo Alto Networks URL Filtering License
Yes

April 14, 2023
April 28, 2026

10 x 5 phone support; repair and replace hardware service

April 14, 2023
April 28,2026
WildFire signature feed, integrated WildFire logs, WildFire API

Retrieve license keys from license server

Activate feature using authorization code

Manually upload license key

Figure 2.15: Active licenses on the device
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To activate the support license, you may need to activate the auth key through the Support menu item:

{ PA-220 DASHBOARD ~ ACC ~ MONITOR  POLICIES  OBJECT

L= Scheduled Log Export

(5 Software Support

"{:‘ GlobalProtect Client
Activate support using authorization code

@ Dynamic Updates

R

?~r Plugins .
~ Licenses Update License @
7/ Support

Master Key and Diagnostics Authorization Code

[3’. Policy Recommendation
ok, loT

M SaaS Cancel

Figure 2.16: Activate support using an authorization code

Important note

On hardware firewalls the support license is more like a contract than a license required
for a feature to work; a support person will take your call if something goes wrong, a

\G/\/ replacement device will be sent if your unit is broken, and so on. This is the only license
that does not need to be on the device necessarily before features start to function (i.e.,
all base functionalities will work without the support license present).

On VM firewalls, the support license is tied to the VM’s activation and the number of CPU
cores it supports, so on the VM series, you are required to load the support license.

After all licenses are activated on the device, the next step is to start downloading and scheduling
updates to the different databases.

Downloading and scheduling dynamic updates

Now that all the licenses are active, you can set up dynamic updates and start downloading all the
content packages.

Navigate to the Dynamic Updates menu under the Device tab, where you can manually download
content packages and set up schedules and installation preferences. The first time you visit this menu,
it may look a bit off as the available content has not been loaded onto the device yet. Click the Check
Now button to connect to the updates server and fetch the available packages for your system, as shown:
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c’ PA-220 DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE

5 Users =
% User Groups
& Scheduled Log Export

VERSION ~ FILE NAME FEATURES TYPE SIZE RELEASE DATE
(h Software
k;:“ GlobalProtect Client GlobalProtect Clientless VPN Last checked: 2022/04/24 01:45:14 CEST  Schedule: None (Manual)
&5 Dynamic Updates
o . GlobalProtect Data File Schedule: None (Manual)
2~ Plugins
Licenses
l:;{‘“ Support
Master Key and Diagnostics
v E;\ Policy Recommendation
ok, loT
@ saas 9 ChecENow  Upload [)) Install From File

Figure 2.17: The initial Dynamic Updates view

Once the updates have been fetched, you may still notice that some antivirus packages are missing.
This is because the device first needs to be brought up to date with all the app ID and content ID
application and decoder updates before further packages can be loaded onto the system. Go ahead
and download the latest Applications and Threats package:

VF‘SSION FILE NAME FEATURES TYPE SIZE RELEASE DATE DOW... Icl\:JS’:”:E ACTION
Applications and Threats Last checked: 2022/04/28 03:15:14 CEST  Schedule: Every day at 03:15 (Download and Install)

8548-7321  panupv2-all-contents-8548-7321 Apps, Threats Full 53MB 2022/03/31 06:20:36 CEST Download

8549-7323  panupv2-all-contents-8549-7323  Apps, Threats Full 53 MB 2022/04/01 03:46:34 CEST Download

8550-7325  panupv2-all-contents-8550-7325  Apps, Threats Full 53 MB 2022/04/05 01:37:16 CEST Download

8551-7330  panupv2-all-contents-8551-7330  Apps, Threats Full 53MB 2022/04/05 23:43:41 CEST

Do\wlnload

Figure 2.18: Downloading the first Applications and Threats package

Important note

C\/ If no threat prevention license has been activated, there will only be an Applications
\’/ package available for download. This will be indicated by the package name starting with

panupv2-all-apps instead of panupv2-all-content and the FEATURES column only
listing Apps.

Once the package has been downloaded, click Install. Once the installation is complete, click Check
Now again, and the antivirus will become available. Go ahead and download and install the latest
package of antivirus updates.
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Important note

\’/ URL filtering and DNS security do not have update packages because URLs are looked up
against the cloud service and then stored in the local cache.

You can now start building schedules by clicking on the blue None (Manual) option after Schedule:

CURRENTLY

VERSION FILE NAME FEATURES TYPE SIZE SHA256 RELEASE DATE DOWNLO... INSTALLED ACTION DOCUMEN
Antivirus Last checked: 2025/05/14 23:24:05 CEST ~ Schedule: Every hour at 23 minutes past the hour (Download and Install)
Applications and Threats Last checked: 2025/05/14 23:14:05 CEST  Schedule: Every day at 03:15 (Download and Install)
GlobalProtect Clientless VPN Last checked: 2025/05/11 02:15:06 CEST  Schedule: Every Sunday at 02:15 (Download and Install)
GlobalProtect Data File Schedule: Every Sunday at 02:45 (Download and Install)
Device Dictionary Last checked: 2025/05/14 22:06:36 CEST
WEF-Private
WildFire Last checked: 2025/05/14 23:48:41 CEST  Schedule: Real-time
Antivirus Update Schedule @ WildFire Update Schedule @
Recurrence | Hourly Recurrence | Real-time

Minutes Past Hour | 23

Action | download-and-install Delete Schedule “ Cancel

Threshold (hours) | 6

ast this many hours old for the

Delete Schedule “ Cancel

Figure 2.19: The antivirus and WildFire schedules

The antivirus and WildFire schedules look very similar. They both include the Recurrence parameter,
which tells the firewall how regularly it needs to check for updates. The options differ for both schedules,
though:

«  The update interval options for Antivirus are Weekly, Daily, Hourly, or Manual.

. The update interval options for WildFire are Real-time, Every minute, 15 minutes, 30 minutes,
1 hour, or Never.

When Recurrence is set to any value higher than 1 minute (15 or 30 minutes, or hourly), you can
additionally set at which minute within the frame the actual check should take place (e.g., 13 minutes
past the hour, 4 minutes into the quarter hour, etc). This helps prevent conflicting update connections
to the update server in cases where the outgoing internet bandwidth is restricted.

The Action can be set to simply download or download-and-install. If the action is set to download,
manual installation is required.
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Threshold is a feature that the antivirus update shares with Applications and Threats:

r 3

Applications and Threats Update Schedule @

Recurrence | Hourly

Minutes Past Hour 237
Action | download-and-install

D Disable new apps in content update
Threshold (hours) | 7

A content update must be at least this many hours old for the
action to be taken.

Allow Extra Time to Review New App-IDs

Set the amount of time the firewall waits before installing content updates that contain
new App-IDs. You can use this wait period to assess and adjust your security policy
based on the new App-IDs.

New App-ID Threshold (hours) \ [1-336]

Delete Schedule “ Cancel

Figure 2.20: Antivirus and WildFire schedules

Threshold is a setting that delays the installation of a content package for a set number of hours. At
the time that this threshold expires, the firewall checks for a new update package. If a new package
is found, the new package is downloaded and Threshold is reset for one more attempt. If yet another
update package is found after the first reset, the schedule will reset until the next full occurrence. If
no new packages are detected, the package will be installed as defined by Threshold.

The threshold delay is a mechanism to prevent installing faulty packages; if the vendor provides
poorly crafted content, the delay is set in hours, which should allow other accounts to experience the
flaws and report the content issue back to the support teams. So, the content is rolled back via the
administrators or the vendor. This thresholding option correlates with a company’s tolerance for the
risk of vendor errors and the balance of new and emerging threats to the organization.

L, According to Palo Alto Networks’ best practices, a security-first approach is to set the
_,@\_ threshold between 6 to 12 hours; however, for a critical environment, the threshold should
= be 24 hours.
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The Application content package also has an option to completely Disable new apps in content update
or enable a separate threshold on the app IDs only to Allow Extra Time to Review New App-IDs. The
reasoning here is that what is identified as web browsing today may change into a unique application
after installing the Application content package tomorrow. If the security policy has been set up to
only allow previously known applications, this could potentially cause issues with users who suddenly
can'’t access that specific application.

The New App-ID Threshold setting allows you to schedule a review period to see whether any
applications need to be accounted for in the security policy before they become active. If no action is
needed, the applications will become active automatically. The Disable new apps in content update
option will not activate any new applications until you manually review and activate all new applications.

Important note

\/V: At the time of writing, the release schedule for new applications is the third Tuesday of
each month. Regular threat package updates happen on Tuesdays, but urgent updates
are sent out immediately.

Dynamic updates cheat sheet
Here is a quick set of recommendations for scheduling dynamic updates:

1. Click on Check Now.

2. Download and install the latest panupv2-all-contents or panupv2-all-apps
package:

« panupv2-all-content includesall app ID, spyware, and vulnerability updates.
This package requires an active Threat Prevention license to be installed
successfully.
« panupv2-all-apps only includes app ID updates and is used when a Threat
SN Prevention license is not active on the device.

{1
2

Click Check Now, which will make the antivirus packages visible.

>

Download and install the latest panup-all-antivirus package.

5. Setan Antivirus update schedule:

+ Hourly recurrence

+ 15 minutes after the hour
+ Download and install

+ 6-hour threshold

6. Ifyouhave a WildFire subscription license, set a WildFire update schedule to Real-
time (firewalls on high-latency internet links can be set to 1-minute or 15-minute
update intervals).
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7. Setan Applications and Threats update schedule:

+ Every 30 minutes

+ 7 minutes past the half-hour

+ Download and install

+ 6-hour threshold

+ Leave the Allow Extra Time to Review New App-IDs field blank if new app IDs

can be added immediately; set to a 48-hour threshold (or more) if the security
team wishes to review new applications before they are activated

The settings in this section are considered best practices as they ensure dynamic updates are scheduled
so as not to interfere with other scheduled tasks, like report generation. The threshold ensures an
update is not applied until some time has passed by postponing the actual installation and then
rechecking the available content package at the threshold time. If a new package is available due to an
error or an urgent update, the new package is downloaded and the threshold timer is refreshed. The
process repeats once the threshold has been reached again and either the latest package is installed
or the update is postponed to the next scheduled occurrence. Not only do content packages need to
be updated frequently, but new software versions are made available at regular times to address bugs
or introduce new features. Let’s now have a look at the steps needed to upgrade your firewall.

Upgrading the firewall

In this section, you will learn how to upgrade your firewall and what steps need to be taken to ensure
a smooth process. We will review important information to keep in mind when preparing your
maintenance window and providing a contingency plan. In-depth upgrade procedures are provided
in Chapter 9, Upgrading Firewalls and Panorama.

Understanding the partitions

Before we start the upgrade procedure, there’s an important bit of information you need to know.
Like most Linux systems, the hard disk has been partitioned into specific segments. These segments
serve a specific purpose.

A few important ones are as follows:

« /isthe root partition, which is where the operating system is installed
«  /opt/pancfgis where the configuration files and dynamic update files are kept
«  /opt/panrepo is the repository for downloaded operating system (PAN-OS) images

. /opt/panlogs is the partition where logdatabase is stored

There is a hidden maint partition that can only be accessed during bootup. This partition is used for
disaster recovery, factory resetting the device, and disk issues.
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The disk space usage can be viewed with the following command:

admin@PA-440> show system disk-space

Filesystem Size Used Avail Use% Mounted on
/dev/mmcblk@p2  21G 5.9G 14G 31% /

none 7.8G 64K 7.8G 1% /dev
/dev/mmcblkeOp5 32G  13G  18G 42% /opt/pancfg
/dev/mmcblkep6 18G 9.6G 7.6G 58% /opt/panrepo
tmpfs 7.8G 3.8G 4.1G 48% /dev/shm
cgroup_root 7.8G @ 7.8G6 0% /cgroup
/dev/mmcblkOp8 22G 111G 9.6G 53% /opt/panlogs
None

The cool thing about the / root partition is that it is actually one of two sysroot partitions. The system
has been partitioned with two operating system-specific partitions, of which just one is mounted at a
time. The upgrade procedure installs the new PAN-OS onto the inactive partition.

This allows inline upgrades without interrupting the active partition. Once the new operating system
has been installed, the GRUB bootloader is configured to load the other sysroot partition at the next
boot, causing the new PAN-OS to become active:

admin@PA-440> debug swm status

Partition Version

sysrooto RUNNING-ACTIVE 11.2.2-h1
sysrootl REVERTABLE 11.2.0
maint READY 11.2.2-h1

This mechanism also allows a smooth rollback in case an upgrade fails and it is decided you need to
go back to the previous situation. You can trigger the > debug swm revert debug command to tell the
bootloader to switch the toggle again to the previous sysroot partition and reboot the system via >
request restart system. After the device has rebooted, you are back on the previous PAN-OS with
the pre-upgrade configuration loaded.

Upgrade considerations

When upgrading, you will need to map out where you are, where you need to go, and how you need
to get there. You can find where you are by looking at the dashboard’s General Information section
and looking for the software version. Deciding where you need to go may require some research and
consideration:

«  Which features are required? Are there new features in a release you need, or are you running
smoothly with the features you have?

«  Isthe code train “mature”? Is a new major release brand new, and do the new features weigh
up against the risk of being an early adopter?
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*  Arethere outstanding advisories that trump the required features? Was a critical vulnerability
found that has not been addressed in the version you plan to go to?

+  Whenis an upgrade required and when is it optional? Is there a direct need to upgrade due to
a vulnerability or a bug, or are there features in a newer release that will be helpful?

+  Willyour current OS code train reach its end of life soon? (You can review the end-of-life dates
here: https://www.paloaltonetworks.com/services/support/end-of-1life-announcements/
end-of-1life-summary).

These questions will help you determine which upgrades need to take place immediately and which
ones can be scheduled ahead of time, possibly with a more relaxed testing process before deploying
to the production environment or even postponed until a more mature maintenance release version
is available. Let’s now try to answer some of these questions.

Which features are required?

Determining which features are contained in each PAN-OS version requires the most research. You
can open https://docs.paloaltonetworks.comand search for Feature Guide, which will return all
the new feature guides for the major PAN-OS versions.

Is the code train “mature”?

Maturity can be estimated by looking at the maintenance release version. All PAN-OS versions are
made up of three numbers - PAN-OS X.Y.Z (for example, 10.1.5):

+  Xisthe number of the major software release
. Y is the number of the feature version release

. Z is the number of the maintenance release

X will change when a new major software version is released containing new functionality and usually
containing some changes in its expected behavior and possibly a new look and feel.

Each new software release is usually followed by a new feature version around 6 to 9 months after its
release, mostly containing some new features. Maintenance release versions are released for all code
trains anywhere between 5 and 9 weeks and mostly contain bug fixes.

There will occasionally be PAN-OS version names that end in -hx, which denotes a hotfix. This is a
maintenance release that was published ahead of schedule and usually only contains one or a few
critical hotfixes (for example, 11.2.2-h1).

A code train will usually reach a reliable maturity around the x.y.4 or x.y.5 maintenance release
version when it is somewhat safe to assume most critical bugs have been found and addressed.

Check the release notes for any known issues so that you can appropriately prepare if there are any
caveats: https://docs.paloaltonetworks.com/pan-o0s/11-2/pan-os-release-notes.html.

Are there outstanding advisories that trump the required features?

Advisories regarding which maintenance release versions to choose or avoid can be found at https://
securityadvisories.paloaltonetworks.com/ and https://live.paloaltonetworks.com/t5/
Customer-Resources/.


https://www.paloaltonetworks.com/services/support/end-of-life-announcements/end-of-life-summary
https://www.paloaltonetworks.com/services/support/end-of-life-announcements/end-of-life-summary
https://docs.paloaltonetworks.com
https://docs.paloaltonetworks.com/pan-os/11-2/pan-os-release-notes.html
https://securityadvisories.paloaltonetworks.com/
https://securityadvisories.paloaltonetworks.com/
https://live.paloaltonetworks.com/t5/Customer-Resources/
https://live.paloaltonetworks.com/t5/Customer-Resources/

38 Setting up a New Device

When is an upgrade required and when is it optional?

Each major version has a base image, usually the x.y .0 version, which contains all the vital parts of
the PAN-OS image.

This allows the following maintenance versions to be smaller in size, containing only critical updates.
The base image needs to be downloaded onto the system before a maintenance version can be installed.
It is not required for the base image to be installed in order to be able to install the maintenance
version when upgrading from a lower major version. It is also not required to install any intermediate
maintenance versions unless the release notes explicitly mention that there is an issue that requires
a step in between.

Say, for example, that your firewall is currently on PAN-OS 11.0.4 and you need to get to PAN-OS 11.1.5.
You can download a PAN-OS 11.1.0 base image, followed by a PAN-OS 11.1.5 maintenance image, and
then directly install and reboot PAN-OS 11.1.5. Your system will be directly upgraded from 11.0.4 to
11.1.5.

If, for example, your firewall is currently on PAN-OS 10.0.10 and you want to go to PAN-OS 11.1.5,
you do need to download a PAN-OS 10.1.0 base image and download, install, and reboot the latest
maintenance release (e.g., 10.1.14) before you can install PAN-OS 11.1.5.

Important note

In PAN-OS 10.1, a new feature was introduced that allows you to skip up to three PAN-OS

\/‘/ versions when upgrading.

When upgrading PAN-OS 9.1 to 10.1, you are required to install and reboot into PAN-OS
10.0. When upgrading PAN-OS 10.1 to 11.1, you can immediately go to the latest 11.1
maintenance version without needing to install 10.2 or 11.0.

You will now have a good understanding of when and why you would need to upgrade and how to
decide which version you need to upgrade to. In the following section, we'll briefly go over the upgrade
process via different methods; see Chapter 9, Upgrading Firewalls and Panorama, for a more thorough
upgrade process.
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Upgrading via the CLI

Using the CLI, commands can be quickly executed to perform tasks. To upgrade via the CLI, you can

follow these steps:

1. You first need to retrieve the available software images that can be installed on your system.

You won't be able to download any images before

admin@PA-440> request system software c

Version Size

749MB
502MB
1228MB
1258MB
1239MB
1015MB
946MB
893MB

P P P NN DNMNDNDNDN

the list is retrieved:

heck
Released on Downloaded

2024/08/02 15:58:14
2024/07/08 12:04:42
2024/03/14 12:31:10
2024/02/06 14:20:41
2024/05/02 10:15:34
2024/08/08 ©02:18:35
2024/06/27 08:17:35
2024/05/14 15:14:14

2. Next, you can download the desired PAN-OS version. Remember to first download the base
image if you're upgrading to a new major release:

admin@PA-440> request system software d
Download job enqueued with jobid 31

ownload version 11.2.0

3. You can track the download status with the following command:

admin@PA-440> show jobs id 31
Enqueued Dequeued ID Type

2024/08/22 23:24:15 23:24:15 31 Downld
Warnings:

Details:Successfully downloaded
Preloading into software manager
Successfully loaded into software manag

4. Follow up with the maintenance release:

Status Result Completed

FIN (014 23:25:31

er

admin@PA-440> request system software download version 11.2.2-hl

Download job enqueued with jobid 32
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5.

6.

When the software is successfully downloaded, you can commence installing it onto the system.
You will be prompted that a reboot is required to complete the installation and to confirm
whether you are sure that you want to continue. Type Y to proceed with the installation:

admin@PA-440> request system software install version 12.2.2-hl

Executing this command will install a new version of software. It will
not take effect until system is restarted. Do you want to continue? (y or

n)

Software install job enqueued with jobid 32. Run 'show jobs id 32' to
monitor its status. Please reboot the device after the installation is
done.

You can track the installation progress through the show jobs command:

admin@PA-440> show jobs id 32
Enqueued Dequeued ID Type  Status Result Completed

2024/08/22 23:35:28 23:35:28 32 SWInstall FIN OK 23:38:59
Warnings:

Details:Software installation successfully completed. Please reboot to
switch to the new version.

To complete the installation, reboot the firewall. Type Y into the dialog if you are certain that
you want to go ahead with the reboot. Rebooting will cause all sessions to be interrupted and
no new sessions to be accepted until the firewall has completed the autocommit job:

admin@PA-440> request restart system

Executing this command will disconnect the current session. Do you want
to continue? (y or n)

The autocommit job runs right after a reboot and serves to load the configuration onto the data
plane. After a software upgrade, this process can take a while:

admin@PA-440> show jobs all
Enqueued Dequeued ID Type Status Result Completed

2024/08/22 23:44:27 23:44:27 1 AutoCom FIN OK 23:44:36

If you prefer to upgrade the firewall via the web interface, follow the procedure outlined in the next
section.
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Upgrading via the web interface

Software images can be downloaded and installed from the Device | Software menu. The first time
you access this page, you will be presented with an error message because no repository has been
loaded yet:

Operation Failed

No update information available

Figure 2.21: Error message on the first visit to the software page

You can ignore this warning; click Close and then click Check Now. Once the repository has loaded,
you will see all the available software images. If you want to install a certain maintenance release
version and you want to make sure you meet all the requirements, starting from PAN-0S 10.2, you can
click the Validate button and the system will check which requirements there may be for this version
and whether you have already downloaded them. This will show you the following:

VERSION SIZE ‘ SHA256 ‘ RELEASE DATE AVAILABLE ‘ CURRENTLY INSTALLED ‘ ACTION
11.2.2-h1 749 MB o Validate
Required Downloads @ | Export
Reinstall
ik S0ZHE [ | ryee ‘ CURRENT VERSION REQUIRED VERSION ‘ DOWNLOADED ‘ gﬂxﬁ}gad
11.2.0-b3 1228 MB ] Software 11.2.2-h1 Pan0S_400-11.1.0, Validate
Download
Pan0S_400-11.1.4-h1
11.2.0-b1 1258 MB Validate
Download
11.2.0 1239 MB Validate
Export
Install
11.1.4-h1 1015 MB Select Download Source V—al—‘i,%\ﬂi'f
Do ad
11.1.4 946 MB ° Update Server SCP Server Profile Validate
Download
1113 893 MB Validate
Download
(11.1.3-h4 893 MB Validate
Download
11.1.3-h2 940 MB Download Close Validate

Download

Figure 2.22: Validate action
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Click the Download link next to the PAN-OS version you want to upgrade to and wait for the download
dialog to complete:

VERSION SIZE SHA256 RELEASE DATE AVAILABLE ‘ CURRENTLY INSTALLED ‘ ACTION ‘ DOCUMENTATION RELEASE TYPE ‘

11.2.2-h1 749 MB dcébb08c42def20e5425... 2024/08/02 15:58:14 Validate Release Notes
Dow@load

a5l 502 MB €01057f9aa1a80cf3075...  2024/07/08 12:04:42 Validate Release Notes
Download

11.2.0-b3 1228 MB 6486b919373239debbe... 2024/03/14 12:31:10 Validate Release Notes
Download

11.2.0-b1 1258 MB 5641eb4d7bbclc647bl...  2024/02/06 14:20:41 Validate Release Notes
Download

1120 1239 MB 7771ec3da10f5d9a2024... 2024/05/02 10:15:34 Downloaded v Validate Release Notes Base
Export
Reinstall

11.1.4-h1 1015 MB 7a22cc2799d5b8b%aa85... 2024/08/08 02:18:35 Validate Release Notes
Download

11.1.4 946 MB 1be2daf822958208b56...  2024/06/27 08:17:35 Validate Release Notes
Download

11.1.3 893 MB 15e1058633db29a434e...  2024/05/14 15:14:14 Validate Release Notes
Download

 11.1.3-h4 893 MB e32959deb63d688b8da...  2024/08/08 13:01:43 Validate Release Notes
Download

11.1.3-h2 940 MB af059832438b5d01f021... 2024/07/18 08:43:21 Validate Release Notes
e

Figure 2.23: Software management page

Once the new PAN-OS package is downloaded, it will be listed as such on the Software page, as shown.
Click the Install link next to the image to start the installation:

VERSION SIZE ‘ SHA256 RELEASE DATE ‘ AVAILABLE ‘ CURRENTLY INSTALLED l ACTION ‘ DOCUMENTATION RELEASE TYPE
11.2.2-h1 749 MB dc6bb08c42def20e5425... 2024/08/02 15:58:14 Downloaded \Elaﬁdage Release Notes
xpor

Install

1121 502 MB €01057f92a1a80cf3075...  2024/07/08 12:04:42 Validate Release Notes
Download

11.2.0-b3 1228 MB 6486b919373239debbe... 2024/03/14 12:31:10 Validate Release Notes
Download

11.2.0-b1 1258 MB 5641eb4d7bbc1c647bl...  2024/02/06 14:20:41 Validate Release Notes
Download

11.2.0 1239 MB 7771ec3da10f5d9a2024... 2024/05/02 10:15:34 Downloaded v \E/a\idate Release Notes Base

xport

Install

11.1.4-h1 1015 MB 7a22cc2799d5b8b9aa85... 2024/08/08 02:18:35 Validate Release Notes
Download

11.1.4 946 MB 1be2daf822958208b56...  2024/06/27 08:17:35 Validate Release Notes
Download

11.1.3 893 MB 15e1058633db29a434e... 2024/05/14 15:14:14 Validate Release Notes
Download

11.1.3-h4 893 MB €32959deb63d688b8da...  2024/08/08 13:01:43 Validate Release Notes
Download

11.1.3-h2 940 MB af059832438b5d01f021... 2024/07/18 08:43:21 Validate Release Notes
Download

Figure 2.24: Image downloaded and ready to install
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At the end of the installation, you will be prompted to reboot. You can skip the reboot if you want to
postpone the actual upgrade to a later time. Otherwise, click Yes, as shown:

Reboot Device

effective.
Do you want to reboot it now?

& The device needs to be rebooted for the new software to be

Figure 2.25: Post-installation reboot dialog

If you return to the Software page after the upgrade, you may notice that not all of the PAN-OS options
are listed anymore; this is due to a new feature that can filter all the Preferred Releases and Base
Releases, which are enabled by default. These reflect Palo Alto’s recommended software versions or
base images for easier access. Disabling both checkboxes will show all available OS releases again.

CURRENTLY
VERSION SIZE SHA256 RELEASE DATE AVAILABLE INSTALLED
11.1.2-h3 754 MB 552a6b899e56ef0f7d69efb652...  2024/04/14 10:08:11
11.1.0 1213 MB d42330e704a1523654568d30e... 2023/11/02 12:01:56 Downloaded
11.0.4-h2 712 MB 2d215494f78b29f4a43a67618f... 2024/04/17 02:19:36
11.0.0 898 MB d46b53443519babefacdfbelb5... 2022/11/17 04:45:06 Downloaded
10.2.9-h1 711 MB 91744f96acd5f79758cfa9caf20...  2024/04/14 06:43:34
10.2.0 829 MB a009f8602c0408b386effaf8fal... 2022/02/27 15:33:12 Downloaded
10.1.13-h1 492 MB fb56001c547cf1854d0f4b9055... 2024/05/02 11:08:19
10.1.0 801 MB 101c458ecb488de53a6ef84220... 2021/06/02 04:16:00 Downloaded
€3 Check Now 7 Upload [ Include Patch Preferred Releases Base Releases

Figure 2.26: Preferred Releases and Base Releases filter
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Upgrade cheat sheet

This upgrade cheat sheet will help you prepare and plan your upgrade. These steps
outline a solid methodology to get to a stable PAN-OS version before placing the firewall
in production:

1. Goto https://live.paloaltonetworks.com/t5/Customer-Resources/ for
release recommendations.

2. In Device | Software, click on Check Now to load the latest list of available PAN-

w OS images.
-\ 3. Download and install the recommended image of your current release.
g 4. When the installation is completed, a dialog window will ask if you want to reboot
the device. Click Yes.
5. Wait for the unit to boot up again and download the base image for the next major
version.
6. Download and install the recommended maintenance release for the next major
version.
7. When the dialog asks you to reboot the device, click Yes.
8. Repeat steps 5 through 7 until you're on the version you need to reach or until
you reach PAN-OS 10.1, at which time, you can skip ahead up to three OS versions.
Remember that for an HA cluster or Panorama environment, you need to do the following:
. Disable preemption in the HA configuration before you start, and re-enable it after
w the upgrade is completed on both members of the HA cluster.
- +  Check both members for functionality before you start. The upgraded device will

g become non-functional until the lowest member has caught up (the cluster favors
the lowest software member).
. Upgrade the Panorama centralized management first before upgrading any of
your devices.

You have now made sure the firewall is fully set up for success by ensuring the content packages are
automatically downloaded and installed, and the appropriate PAN-OS firmware has been installed.
Next, we will take a look at ensuring the management interface configuration is set up securely.


https://live.paloaltonetworks.com/t5/Customer-Resources/
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Hardening the management interface

It is paramount that the management interface is kept secure, and access is limited to only those
administrators that need access. It is recommended to place the physical management interface
in an Out-of-Band (0OoB) network, which limits exposure to the broader network. If access to the
management server is needed from a different network, it is best to set up a dual-homes bastion host
that mediates the connection, either by only allowing admins to log in to it and use services from
there, or having it set as a (transparent) proxy with a log of all sessions and limiting the source users
and IP subnets as much as possible. Admin accounts also need to be set so they only have access to
the sections of the configuration they need to access and use external authentication. Let’s look at
these different scenarios in detail.

Limiting access via an access list

The management interface local access list can be edited by navigating to Device | Setup | Interfaces
and clicking on the Management Interface:

Management Interface Settings @
IPType @ Static DHCP Client [C] | PERMITTED IP ADDRESSES DESCRIPTION
IP Address | 192.168.0.5 [[] 192.168.0.0/24 mgmt subnet
Netmask | 255.255.255.0 [] 10.10.0.0/24 remote admin

Default Gateway | 192.168.0.1
IPv6 Address/Prefix Length
Default IPv6 Gateway
Speed | auto-negotiate
MTU | 1500
Administrative Management Services

[(JHTTP HTTPS
[] Telnet SSH

Network Services

[T]HTTPOCSP Ping
[] snmp [] user-ID
D User-ID Syslog Listener-SSL D User-ID Syslog Listener-UDP

() Add

” Cancel

Figure 2.27: Management Interface access list
The associated CLI configure mode command is as follows:

admin@PA-440>configure

admin@PA-440# set deviceconfig system permitted-ip 192.168.0.0/24 description
"mgmt subnet”
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You can also attach an interface management profile (shown in the following screenshot) to an interface,
which enables the selected services (SSH and HTTPS, usually) on the IP address of the assigned data
plane interface. This is not recommended as it introduces significant risk if not implemented properly:

r Al

Interface Management Profile @

Name [mgmﬂ ]

Administrative Management Services ‘

PERMITTED IP ADDRESSES
[JHTTP

HTTPS

[ ] Telnet

SSH

192.168.0.0/24
10.10.0.0/24

Network Services
Ping
[ JHTTPOCSP
SNMP
D Response Pages
[ ] User-ID
D User-ID Syslog Listener-SSL
[ ] User-ID Syslog Listener-UDP

(+) Add Delete

Ex. IPv4 192.168.1.1 or 192.168.1.0/24 or IPvé
2001:db8:123:1::1 or 2001:db8:123:1::/64

Figure 2.28: Interface Management Profile

If you must enable this profile, make sure it is on a sufficiently shielded interface, preferably a loopback
interface, that has security policies associated with gaining access to the management services. As a
secondary measure, also enable an access list on the profile.
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These profiles can be configured in Network | Network Profiles | Interface Management Profile and
then attached to an interface in Network | Interfaces on the Advanced tab of the selected interface:

Ethernet Interface ©)

Interface Name
Comment
Interface Type | Layer3

Netflow Profile | None
Config IPv4 IPv6 SD-WAN Advanced
Link Settings
Link Speed | auto Link Duplex | auto Link State | auto

Other Info ARP Entries ND Entries NDP Proxy LLDP DDNS

Management Profile | mgmt
MTU | [576 - 1500
() Adjust TCP MSS
40
60

[ ] Untagged Subinterface

Figure 2.29: An interface management profile attached to an interface

The CLI command to create an interface management profile, set its services to HTTPS and SSH, and
add an Access Control List (ACL) is as follows:

# set network profiles interface-management-profile mgmt https yes ssh yes

permitted-ip 10.15.15.37

The subsequent ACL items can be set via the following command:

# set network profiles interface-management-profile mgmt permitted-ip

192.168.0.5

\ 7/

@

]
9 As a best practice, never configure a management profile on an internet-facing interface.

Now that access to the management interface has been set, let’s look at access from the management
interface.
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Accessing internet resources from offline management

If the management interface does not have access to the internet, this can create interesting challenges
as it will not be able to retrieve updates or perform cloud lookups. A workaround is to enable service
routes that route specific applications, services, or protocols via the backplane onto a designated
data plane interface, allowing the management plane to reach out to the internet while its physical
interface does not have access outside of its management LAN.

Service routes can be configured from the Device | Setup | Services menu, where you can click on
Service Route Configuration to get the following dialog:

Service Route Configuration @  Service Route Configuration ©]

Use Management Interface forall @ Customize Use Management Interface forall @ Customize

IPv4 IPvé6 Destination IPv4 IPv6 Destination
D SERVICE SOURCE INTERFACE SOURCE ADDRESS D DESTINATION SOURCE INTERFACE SOURCE ADDRESS
[[J ' AutoFocus Use default Use default [[] 192.168.100.2 vian.2 192.168.0.96/24
[[]  CRLStatus Use default Use default [T] updates.paloaltonetw... loopback.1 192.168.0.254
[C] ' Data Services Use default Use default
[C] DDNs MGT 192.168.0.2
[_] ' Panorama pushed updates ' Use default Use default
[J bns Use default Use default
[]  External Dynamic Lists Use default Use default
[] Email Use default Use default
[] GpIPMgmt Use default Use default
[ wrTP Use default Use default
[ 1ot Use default Use default () Add
[C]  Kerberos Use default Use default
[ 1papP Use default Use default

Cancel

Cancel

Figure 2.30: Service Route Configuration

Here’s a quick overview of what the predefined service routes are used for:

AutoFocus: A direct connection to the Autofocus subscription service so you can consume it
directly from the firewall web interface

CRL Status: Fetching Certificate Revocation List (CRL) information when processing certificates
(e.g., during TLS handshakes)

Data Services: Used for data uplinks from the data plane to Palo Alto cloud services, used for
IoT, DLP, and SaaS subscription services

DDNS: Updates the interface IP with the Dynamic Domain Name System (DDNS)

Panorama pushed updates: Content and software updates deployed from Panorama (these
are triggered from Panorama but initiated from the firewall)

DNS: System DNS lookups

External Dynamic Lists: Fetching updates for configured external dynamic lists (EDLs)
Email: Email sent out by the system

Gp IP Mgmt: External DHCP for GlobalProtect IP assignment
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+  HSM: Hardware Security Module is a remote system that maintains the private key for the
certificate used for SSL/TLS decryption

+  HTTP: System HTTP forwarding

+  IoT: Live uplink to the cloud IoT service

. Kerberos: Kerberos authentication

. LDAP: Lightweight Directory Access Protocol connections
. MDM: Mobile Device Manager connections

«  Multi-Factor Authentication: MFA authentication server

. NetFlow: NetFlow collector for network statistics

«  NTP: Network Time Protocol updates

«  Palo Alto Networks Services: Updates from Palo Alto Networks and WildFire sandbox
connections

»  Panorama: Connection to the Panorama management server

«  Panorama Log Forwarding: Logs sent to a log collector (used by the PA_5200 chassis only)
«  Proxy: Connections to the system proxy

. RADIUS: Remote Authentication Dial-in User Service connections

. SCEP: Simple Certificate Enrollment Protocol connections for requesting and distributing
client certificates

. SNMP Trap: Sending SNMP statistics to an SNMP server

. Syslog: Syslog messaging server

+  TACACS+: Terminal Access Controller Access Control System Plus authentication
. UID Agent: User ID agent connections

»  URL Updates: URL filtering live lookup service

* VM Monitor: VM monitoring

+  WildFire Private: Connection to the private WildFire server

«  Ztp: Connection to the ZTP service

Once you set the radio button from Use Management Interface for all to Customize, you will be able
to select which source interface will be used for each service. From the Destination tab, you can also
add specific IP addresses or entire subnets that need to be routed out of a specific interface. The
routing table used by the target interface will determine how the session is routed to the destination,
so service routes can only be attached to OSI Layer 3 interfaces.

The associated CLI configuration command to set a service route is as follows:

# set deviceconfig system route service dns source interface ethernetl/8
address 192.168.0.15

If you want to see a full list of all the available services, hit the Tab key after typing service:

# set deviceconfig system route service <Tab>

autofocus AutoFocus Cloud
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crl-status CRL servers
ddns DDNS server(s)

This will enable access to resources that are normally not accessible through the management network.
In the next section, we’ll prepare administrator accounts and provide access as needed.

Admin accounts

The “admin” account is probably one of the most abused accounts in internet history, so your next
task is to get rid of it and replace it with named accounts. Instead of the default “admin” account, it is
best practice to use named accounts so changes can be tracked by the user and personalized access
can be granted easily.

Navigate to the Device | Administrators tab to view local administrators. When creating new
administrator accounts there are two types of accounts available, Dynamic and Role Based, which
you can select by setting the Administrator Type toggle:

Administrator @

Name | JohnAdmin
Authentication Profile | None

[T Use only client certificate authentication (Web)

Password | eeeeeccee

Confirm Password

Password Requirements
e Minimum Password Length (Count) 8

D Use Public Key Authentication (SSH)

Administrator Type @) Dynamic Role Based
Superuser

Password Profile | None

Figure 2.31: Creating a new admin account

First, we’ll take a look at dynamic account profiles and their benefits.

Dynamic accounts
Dynamic accounts may be of the following types:
+  Superusers can do everything. They are the only users that are allowed to perform certain
tasks like creating other administrator accounts or creating a tech support file.

«  Device administrators can do everything besides create new users or virtual systems.
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+  Virtual system-capable devices also have virtual system administrators, who are also device
administrators and are restricted to one or several specific virtual systems.

«  There are also read-only flavors that can view everything but not make changes.

Your first account will need to be a new superuser to replace the default admin account.

Role-based administrators

Once all the required superusers and device administrators are created, additional role-based
administrators can be added for teams that only require limited functionality. Role-based administrators
can be customized down to individual menu items so that they can do anything or have read-only or
no access.

The roles can be configured through the Device | Admin Roles menu:

Admin Role Profile ©)

Name | policy admin

Description

Web Ul XMLAPI Command Line REST API

®ACC
() Monitor
(“Policies
(“)Security
(VINAT
©Qos
(@ Policy Based Forwarding
() Decryption
() Tunnel Inspection
() Application Override
() Authentication
() Do$ Protection
() SD-WAN
(“)Rule Hit Count Reset
(~)Objects
(© Addresses
Legend: () Enable @ Read Only () Disable

Figure 2.32: Admin Role Profile
Set each topic to one of the following options by clicking the icon to cycle to the option you need:

. A red cross indicates that these administrators will not see the menu item

*  Alock indicates that the admin will be able to see objects or menu items, but not make any
changes
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+ A green checkmark indicates that the admin has full access to this menu item and can make
changes to objects or configurations within it

In the XML API/REST API tabs, each role can be granted or denied access to certain API calls:

Admin Role Profile Admin Role Profile (@)

Name | policy admin Name | policy admin
Description Description

Web Ul XMLAPI Command Line REST API Web Ul XMLAPI Command Line RESTAPI

) Report () Objects
® Log (Y)policies
(&) Configuration ({)Security Rules
() Operational Requests @NAT Rules
(/) Commit (£)QoS Rules
@ User-ID Agent @Policy Based Forwarding Rules
(@ IoT Agent ()Decryption Rules
@ Export @Tunnel Inspection Rules
& Import (QAppIican'on Override Rules
()Authentication Rules
(£)DosS Rules
(£)SD-WAN Rules
) Network
) Device
) System
Legend: () Enable (© Read Only ) Disable Legend: () Enable (© Read Only ) Disable

Figure 2.33: XML API/REST API

In the Command Line tab, each role can be granted a certain level of access or denied access altogether:

Admin Role Profile ©)

Name | policy admin

Description

Web Ul XMLAPI Command Line REST API

None J

None
superuser
superreader
deviceadmin

devicereader

Figure 2.34: The Command Line permissions
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Now that we can set up administrator accounts, we should also create a password security profile to
prevent weak password discipline.

Password security

You will need to add a password profile by going to Device | Password Profiles to ensure that the
password is changed on a regular basis:

Password Profiles ©)

Name | PasswordProfile
Required Password Change Period (days) | 180
Expiration Warning Period (days) | 20
Post Expiration Admin Login Count | 1

Post Expiration Grace Period (days) | 10

Figure 2.35: Password Profiles
These are the configurable settings in Password Profiles:

+  The change period indicates how long a password is valid

+  The expiration warning pops up a warning when an admin logs on if their password is about
to expire

«  The post-expiration login feature allows the admin to log on a certain number of times, even
after their password has expired

+  The post-expiration grace period indicates how long an admin will be able to log on after
their account has expired before it is locked permanently and will require intervention from
a different admin
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Additionally, you should enforce a minimum password complexity for local accounts to ensure no
weak passwords are used by administrators via Device | Setup | Management | Minimum Password
Complexity:

Minimum Password Complexity @

Enabled

Password Format Requirements

Minimum Length | 12

Minimum Uppercase Letters | 1

Minimum Lowercase Letters | 1

|
|
|
Minimum Numeric Letters | 1 ‘
Minimum Special Characters | 1 ‘

|

Block Repeated Characters |2

Block Username Inclusion (including reversed)

Functionality Requirements

New Password Differs By Characters | 8 ‘

Require Password Change on First Login

Prevent Password Reuse Limit | 6

Block Password Change Period (days) [2

Required Password Change Period (days) |

Expiration Warning Period (days)

Post Expiration Admin Login Count

Post Expiration Grace Period (days)

180

20

1

10

Functionality requirements can be overridden by password profiles

Figure 2.36: Minimum Password Complexity

NIST has an extensive guideline on authentication and life cycle management that can be
found at https://pages.nist.gov/800-63-3/sp800-63b.html.

&

Let’s now look at the external authentication factors.


https://pages.nist.gov/800-63-3/sp800-63b.html
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External authentication

It is best to use external authentication factors, such as Kerberos, LDAP, RADIUS, or SAML, to keep
control over credentials in a centralized system, which enables admins to only change passwords once
for multiple devices or to be locked out of all critical infrastructure at once if they leave the organization.

It is a good safeguard to keep one “break-glass” local account in case the management interface loses
all access to the external authentication servers. This account should only be used in case of emergency
and an alert should be sent when the account is used to log on. See Chapter 10, Logging and Reporting,
on how to set up a profile that can send out an alert if the account is used.

You first need to create a server profile from the Device | Server Profiles menu. Each server type has
its own configuration parameters. The following profiles are available:

«  TACACS+ (Terminal Access Controller Access Control System Plus) is an authentication protocol
developed by Cisco that is still used in many environments for terminal access authentication.

+  LDAP (Lightweight Directory Access Protocol) is probably one of the most commonly available
protocols to authenticate against directory services and will work with Microsoft Active
Directory, eDirectory, and custom LDAP servers.

+  RADIUS (Remote Authentication Dial-in User Service) is an open standard authentication
protocol that is widely used in remote access authentication.

+  Kerberos is an authentication protocol that is mostly used for single sign-on and relies on a
negotiation that does not require the exchange of passwords.

. SAML (Security Assertion Markup Language) uses an XML framework to exchange security
information and is mostly used with cloud-based identity providers (IdPs). It integrates with
multi-factor authentication (MFA) very easily.

» Multi-factor profiles allow for several built-in MFA providers to be configured and added
separately to an authentication profile.

Let’s take a look at each of these profiles and how to set their basic configuration.

The TACACS+ server profile

TACACS+ requires you to choose between Password Authentication Protocol (PAP) and Challenge-
Handshake Authentication Protocol (CHAP) and set the secret associated with connecting to the
TACACS+ authentication server.
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Optionally, you can set the profile so that it can only be used for administrator authentication, and
set the profile to use a single session for all authentication events, rather than a new session per
authentication event:

TACACS+ Server Profile @

Profile Name | TACACS
Administrator Use Only

Server Settings
Timeout (sec) | 3
Authentication Protocol | CHAP

[ ] Use single connection for all authentication

Servers

NAME ‘ TACACS+ SERVER SECRET PORT
TAC1 192.168.0.55 REARAAKR 49
(*) Add

Enter the IP address or FQDN of the TACACS+ server

Figure 2.37: TACACS+ Server Profile

While TACACS+ is somewhat rare, as it is mostly used in industrial environments or to manage
infrastructure equipment, LDAP authentication is very common as it’s mostly applied in user
environments.

The LDAP server profile

For an LDAP profile, you need to provide the type of the LDAP server, which can be active-directory,
E-directory, sun, or other.

You need to provide a Base DN value, which is the domain name (or the distinguished name) of the
LDAP tree. The Bind DN field is for the user account that will be used to connect to the LDAP server
and perform the request and its password. Bind DN can be fully qualified, as shown in the following
screenshot, or be a user principal name (UPN) formatted as user@domain:
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LDAP Server Profile ©)

&) Add

the IP address or FQDN of the LDAP server

Profile Name | pangurus

[ Administrator Use Only

Server List Server Settings
NAME LDAP SERVER PORT Type | active-directory
ADsrvr 192.168.0.7 636 Base DN | DC=pangurus,DC=com

Bind DN | paloalto@pangurus.com
Password | eeeceese
Confirm Password | eeeeeese
Bind Timeout | 30
Search Timeout | 30
Retry Interval | 60

Require SSL/TLS secured connection
[] Verify Server Certificate for SSL sessions

n Cancel

Figure 2.38: LDAP Server Profile

One thing to remember is that when you configure the server IPs and you have Require SSL/TLS
secured connection enabled, the default port for LDAPS is 636, rather than 389.

If your LDAP server has an externally signed certificate, enable Verify Server Certificate for SSL
sessions to ensure the authenticity of your server. For the certificate check to work, the LDAP server

root and intermediary certificates need to be in the device certificate store in Device | Certificate
Management | Certificates | Device Certificates. The server name in the profile must match the fully
qualified domain name (FQDN) certificate and Subject AltName attribute for this check to pass.

The RADIUS server profile

RADIUS is one of the most popular authentication methods and supports the following authentication
protocols:

PEAP-MSCHAPv2: Protected Extensible Authentication Protocol (PEAP) with Microsoft CHAP
v2 provides improved security over PAP or CHAP by transmitting both the username and
password in an encrypted tunnel.

PEAP with Generic Token Card (GTC): PEAP with GTC enables the use of one-time tokens in
an encrypted tunnel.

EAP-TTLS with PAP: Extensible Authentication Protocol (EAP) with Tunneled Transport Layer
Security (TTLS) and PAP is used to transport plain text credentials for PAP in an encrypted
tunnel. EAP-TTLS uses certificates to secure the connection and should be the preferred
protocol as it is the most secure.

CHAP: Used if the RADIUS server does not support EAP or PAP or is not configured for it.
PAP: Used if the RADIUS server does not support EAP or CHAP or is not configured for it.
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\/;ﬂ{ Palo Alto Networks uses vendor code 25461.

Like the other profiles, RADIUS can be set so that it is only used for administrator authentication. The
Allow users to change passwords after expiry option is limited to GlobalProtect users if the profile is
also used to authenticate GlobalProtect inbound connections.

The Make Outer Identity Anonymous option ensures the admin username is not visible for anyone
sniffing the authentication sessions if PEAP-MSCHAPv2, PEAP with GTC, or EAP-TTLS are used and
the server supports this:

RADIUS Server Profile @

Profile Name | RADIUS] ]

[ ] Administrator Use Only

Server Settings
Timeout (sec) | 3
Retries | 3
Authentication Protocol | PEAP-MSCHAPv2

E] Allow users to change passwords after expiry
Make Outer Identity Anonymous
Certificate Profile | RADIUScert

Servers

NAME ‘ RADIUS SERVER SECRET PORT ~
RAD1 192.168.0.18 FeEAERS 1812
() Add

Enter the IP address or FQDN of the RADIUS server

Figure 2.39: RADIUS Server Profile
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The certificate verification for RADIUS server profiles requires a certificate profile that allows more
checks to be performed than just having the root certificate in the trusted certificate store compared
to TACACS+. Several mechanisms can be used to verify server validity and actions can be taken if
particular conditions are met with the certificate check, such as opting to allow or block a session if
the certificate is valid but has expired:

Certificate Profile @

Name | RADIUScert

Username Field | None

User Domain
CA Certificates  [] | NAME DEFAULT OCSP URL | OCSP VERIFY CERTIFICATE TEMPLATE NAME/OID

[7]  pangurus http:/ca.pangurus.com rootCA
& Add

Default OCSP URL (must start with http:/ or https:/)

D Use CRL CRL Receive Timeout (sec) | 5 Block session if certificate status is

unknown
Use OCsP OCSP Receive Timeout (sec) | 5
OCSP takes precedence over CRL Block session if certificate status cannot be
Certificate Status Timeout (sec) | 5 retrieved within timeout

Block session if the certificate was not
issued to the authenticating device

Block sessions with expired certificates

“ Cance'

Figure 2.40: Certificate Profile

The Kerberos server profile

The Kerberos server profile is very simple to configure as it only requires an IP or FQDN and a port
number, but it does require a few specific configuration settings:

+  The firewall needs to have the domain set in Device | Setup | Management | General Settings
+  The firewall is synced to a Network Time Protocol (NTP) server from Device | Setup | Services
so that its clock is in sync with the local ActiveDirectory server

«  Its DNS servers need to be set to internal DNS servers that are joined to the domain, rather
than external DNS servers
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This is shown in the following screenshot:

Management | Operations | Services | Interfaces | Telem  Management | Operations | Services | Interfaces | Telemetry | Content-ID | Wil

General Settings ©  Services ©
Hostname PA-440 Update Server updates.paloaltonetworks.com
Domain pangurus.com Verify Update Server Identity
Login Banner DNS Servers
Force Admins to Acknowledge Login Primary DNS Server 192.168.0.53

Banner

SSL/TLS Service Profile guiTLS

Secondary DNS Server 192.168.1.53

Encrypted DNS Connection Type
Minimum FQDN Refresh Time (sec) 30
FQDN Stale Entry Timeout (min) 1440

Time Zone Europe/Brussels
Locale en
Time Thu Sep 19 23:38:42 2024

Proxy Server
Geo Location

Primary NTP Server Address time.belnet.be
Automatically Acquire Commit Lock
Primary NTP Server Authentication Type None

Certificate Expiration Check Secondary NTP Server Address time.nist.gov

Multi Virtual System Capability Secondary NTP Server Authentication Type None
Advanced Routing

Figure 2.41: Kerberos requirements

With single sign-on adoption on the rise and many authentication services making a move to the cloud,
the popularity of SAML authentication is also increasing.

The SAML server profile

The SAML profile enables authentication against an external single sign-on (SSO) provider (such as
PingID and Okta).

Your IdP should provide you with the following:

«  Anidentifier so that it can certify whether the authentication session originates from you

«  Therootand intermediary certificates, which you can load to Device | Certificate Management
| Device Certificates to verify the identity of the SSO and single log-out (SLO) sites

. An SSO URL

+ AnSLO URL

SAML HTTP binding provides an option to post, which sends a Base64-encoded HTML form to the
IdP, or redirect, in which case the firewall will send Base64-encoded and URL-encoded SSO messages
within the URL parameters.
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You can sign SAML messages to the IdP with a certificate for signing requests, which can be configured
in the SAML Identity Provider Server Profile:

=

SAML Identity Provider Server Profile @

Profile Name | Admin Ul |

D Administrator Use Only
Identity Provider Configuration

Identity Provider ID | https:/sts.windows.net/71fbaa2b-

Identity Provider Certificate | crt.Admin Ul.shared

Select the certificate that IDP uses to sign SAML messages

Identity Provider SSO URL | https:/login.microsoftonline.com/71fbaa2b-

Identity Provider SLO URL | https:/login.microsoftonline.com/71fbaa2b-. /|

SAML HTTP Binding for SSO Requests to Post o Redirect
IDP

SAML HTTP Binding for SLO Requests to IDP Post ° Redirect

[ ] validate Identity Provider Certificate
[] sign SAML Message to IDP

Maximum Clock Skew (seconds) | 60

Figure 2.42: SAML Identity Provider Server Profile

The MFA profile

It is highly recommended to add MFA as regular passwords require good hygiene from each
administrator and could be inadvertently shared, stolen, or guessed. If your regular authentication
does not support integrating an additional factor like SMS, push messages, tokens, etc., you can add
an MFA profile and add the extra profile to the authentication profile.

Currently, four MFA providers are available as standalone profiles: Duo, Okta, RSA, and PingID. To
configure an MFA profile, you will need some parameters from the provider.
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Settings such as the API host may depend on your geolocation, and keys and secrets will be unique
identifiers to your account:

Multi Factor Authentication Server Profile @

Profile Name I DquFN I

Certificate Profile | MFA-profile

Server Settings

MFA Vendor
NAME VALUE
API Host api- .duosecurity.com ‘
Integration Key DIP 3IAH8 ‘
Secret Key — ‘
Timeout (sec) 30 [5 - 600] ’
Base URI /auth/v2 |

Figure 2.43: Multi Factor Authentication Server Profile

Once the appropriate server profiles have been set up, they need to be added to an authentication profile.

Setting up the authentication profile

Now that the appropriate server profile has been configured for your environment, you can go ahead
and set up an authentication profile, which will set the stage for the administrators to sign in. Go to
Device | Authentication Profile and create a new authentication profile.
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The Authentication tab lets you choose the type of authentication you want to use for this profile; this
will match the server profile you configured in one of the previous steps. You can then add additional
parameters, such as setting sAMAccountName or userPrincipalName for the LDAP login attribute.
Username Modifier lets you control how the username that the end user enters is translated and sent
to the authentication server. This allows you to simply forward what the user inputs or add the user
domain in UPN format (user@domain) or traditional domain\user backslash format:

. %USERINPUT%
. %USERDOMAINZ%\%USERINPUT%
. %USERINPUT%@%USERDOMAIN%

This may be necessary in a multi-domain forest environment (e.g., acme. com, acme. local and mydomain.
net in the same directory):

Authentication Profile @

Profile Name | admin-auth

Authentication Factors Advanced

Type | LDAP
Server Profile | pangurus
Login Attribute | sSAMAccountName

Password Expiry Warning | 7
Number of days prior to warning a user about password expiry.

User Domain | pangurus
Username Modifier | %USERINPUT%
Single Sign On
Kerberos Realm

Kerberos Keytab | Click "Import" to configure this field X Import

Figure 2.44: Authentication Profile LDAP example


acme.com
acme.local
mydomain.net
mydomain.net
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In the Factors tab, you can add a profile for an MFA policy that will trigger the secondary authentication
once a user logs in:

Authentication Profile @

Profile Name l admin-auth ]

Authentication Factors Advanced

[ ] Enable Additional Authentication Factors
The factors below are used only for Authentication Policy

O ‘ FACTORS

[] DuoMFA

7\ - | T -
(+) Add Delete Move Up Move Down

Figure 2.45: Authentication Profile MFA

The Advanced tab creates a bit of a chicken-and-egg situation as it requires you to tell the firewall
which usernames or user groups are allowed to attempt authentication, but the list of users is only
populated after you have properly set up the user ID. If you have not set up a user ID group mapping
yet, set the user to all until you can return and narrow down the list to the actual admin user groups
or usernames.
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For security purposes, you should configure a lockout policy that prevents logins for an amount of
time after several failed attempts to log in:

Authentication Profile ©)

Profile Name \ admin-auth ]

Authentication | Factors | Advanced

~Allow List

(] | ALLOW LIST ~

/] Iall T v
I | -~

Q all

Q s \pangurus

8 tpiens

3 vpn-reaper

(® Add (O Delete

~Account Lockout

Failed Attempts | [0 - 10] ]

Lockout Time (min) ‘ 0 ]

Figure 2.46: Authentication Profile allowed users
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When the profile has been created, you can use it instead of a static password when creating
administrator accounts. The Authentication Profile can be set in the administrator account to replace
the static password:

Administrator @

Name
Authentication Profile | admin-auth

\j Use only client certificate authentication (Web)
[ ] Use Public Key Authentication (SSH)

Administrator Type Dynamic @ Role Based

Profile | policy admin

Figure 2.47: Admin account with an authentication profile

With the topics we covered in this last section, you are now able to set up admin accounts that are not
only restricted to the access they need (complying with RBAC requirements) but can also leverage
external authentication mechanisms and add MFA to strengthen administrator access and prevent
unauthorized access. In the next section, we will learn about the different types of interfaces.

Understanding the interface types

When you open the Network | Interfaces menu, you will see an assortment of physical interfaces.
There are several different interface types that will cause an interface to behave in a specific way. We
will first cover the four basic interface types and continue with the more specialist ones after:

+  Virtual Wire (VWire) is a “Layer 1” passthrough set of two interfaces
«  Layer 31is routed interfaces

«  Layer 2 is “switched” interfaces that rely on VLAN tags rather than routing tables

+  Tapisa “sniffing” interface

Let’s discuss them in more detail.

VWire

Just as the name suggests, VWire is intended to be a “bump in the wire.” VWire always consists of two
physical interfaces—no more and no less. There is no low-level interference with VLAN tags and there
are no routing options; packets are inspected in flow.
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Using a VWire interface can be an easy way to “drop in a firewall” without needing to interfere with an
existing routing or switching environment. It easily plugs in in front of an ISP router or can be placed
in between a honeypot and the network to add a layer of detection.

Out of the box, a firewall will have a default VWire set up on ethernet1/1 as the outside interface and
ethernetl/2 as the inside interface with a security rule to allow all outbound traffic.

Before you can create a VWire interface, you first need to set two interfaces to the Virtual Wire type
and assign each of them to a different zone:

Ethernet Interface @

Interface Name
Comment
Interface Type | Virtual Wire

Netflow Profile | None

Config Advanced

Assign Interface To

Virtual Wire | None

Security Zone | None

None
New P& Zone

ey . T

Figure 2.48: VWire interface

You can now connect both interfaces to a VWire profile by going to Network | Virtual Wires and
creating a new VWire profile.

As illustrated in the following screenshot, you will need to select the two interfaces with which you
will form a VWire connection. If the VWire interface is placed over a trunked link (one that contains
the VLAN/802.1Q tags), you need to indicate which ones are allowed. If you want to allow all tags, set
0-4094. If you want to add single tags or ranges, you can add integers or ranges, separated by commas
(for example, 5,15,30-70,100-110,4000). Multicast firewalling needs to be checked if you want to
be able to block or otherwise apply security policies to multicast traffic. If unchecked, multicast is
forwarded across VWire without checking the security rules. Enabling Link State Pass Through brings
the opposite interface down if one side loses its connection.
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This ensures that both the client and server sides see the link go down and respond accordingly:

r

Virtual Wire @

Profile Name "vwirel
Interfacel | ethernet1/6
Interface2 | ethernet1/7

Tag Allowed | [0 - 4094]

Enter either integers (e.g. 10) or ranges (100-200) separated
by commas. Integer values can be between 0 and 4094.

[ ] Multicast Firewalling
Link State Pass Through

Figure 2.49: VWire configuration

The Layer 3 interface

A Layer 3 interface is a routed interface. This means it has an IP address and can be used as a default
gateway for clients on the inside connected to it or a next hop for a routing device. On the outside, it
can communicate with ISP routers and forward traffic out to the internet. We’ll first look at the interface.

Exploring the interface

In the Config tab of the interface, you need to assign a Virtual Router (VR) and a security zone (we’ll
learn more about the VR later in this chapter, so don’t worry about it just yet). This zone will represent
the subnet(s) connected to it when traffic needs to flow from one interface to another:
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Ethernet Interface @
Interface Name | ethernet1/8
Comment [ ]
Interface Type [ Layer3 v
Netflow Profile | None -
Config IPv4 IPvé SD-WAN Advanced
Assign Interface To
Virtual Router [ dmz v
Security Zone l Untrust-L3 v

Figure 2.50: Layer 3 interface configuration

The IP configuration can be statically configured as an IP/subnet. If needed, multiple IP/subnets can
be added to represent additional networks that are directly connected to the interface:

r

Ethernet Interface @ |

Interface Name | etherne

Comment l ‘

Interface Type ‘ Layer3

Netflow Profile ‘ None

Config IPv4 IPvé SD-WAN Advanced

[] Enable SD-WAN [ Enable Bonjour Reflector {
Type @ static ) PPPoE () DHCP Client

D‘IP

[7] 198.51.100.1/24

@ Add Delete Move Up Move Down

IP address/netmask. Ex. 192.168.2.254/24

Figure 2.51: Layer 3 interface IP
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A Layer 3 interface can also be set as a Point-to-Point Protocol over Ethernet (PPPoE) client if the
upstream connection is provided by a broadband ISP over cable or DSL. In this case, in the General
tab, the ISP authentication username and password can be configured:

Ethernet Interface @

Interface Name
Comment
Interface Type | Layer3

Netflow Profile | None v

Config IPv4 SD-WAN Advanced

[ Enable SD-WAN [] Enable Bonjour Reflector
Type static @ PPPoE DHCP Client
General Advanced
Enable
Username | tom@isp.com
Password | eeeeeese
Confirm Password | eeeeeeee

Show PPPoE Client Runtime Info

Figure 2.52: Layer 3 PPPoE

In the PPPoE | Advanced tab, you set the authentication protocol to PAP, CHAP, auto, or none. If the
ISP has provided you with a static IP, you can configure it here and you can add an access concentrator
and service string if the ISP requires them to be able to connect. If required, you can disable adding
the default route received by the ISP to the routing table. Some ISPs require PPPoE clients to be in a
passive state as they initiate the connection. You can enable this here:
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Ethernet Interface

Interface Name
Comment
Interface Type | Layer3

Netflow Profile | None

Config IPv4 SD-WAN Advanced

[ Enable SD-WAN
Type () static @ PPPoE DHCP Client

General Advanced

Authentication | CHAP
Static Address | 198.51.100.10

automatically create default route pointing to peer

Default Route | 10
Metric

Access
Concentrator

Service

D Passive

[ Enable Bonjour Reflector

Figure 2.53: Layer 3 PPPoE Advanced options

Once you've configured the interface, click OK and commit the change. Once the commit has been
completed, you can click on Show PPPoE Client Runtime Info from the Network | Interfaces | Ethernet
page to receive information on the connection. From the CLI, you can issue the following command

to see the same output:

admin@PA-440> show pppoe interface <interface>
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The DHCP Client option allows you to configure the interface as a DHCP client, receiving its IP
information from an upstream DHCP server:
Ethernet Interface

®

Interface Name

Comment

Interface Type | Layer3

Netflow Profile | None

Config IPv4 IPvé SD-WAN Advanced

[ Enable SD-WAN [ "] Enable Bonjour Reflector

Type () Static PPPoE & DHCP Client
Enable
Automatically create default route pointing to default gateway provided by server

D Send Hostname system-hostname

Default Route Metric | 10

Show DHCP Client Runtime Info

Figure 2.54: Layer 3 DHCP Client advanced options

You can choose to automatically accept the default route or disable this functionality and manually

define the default route in the VR. If needed by the ISP, you can send the system or custom hostname,
and you can determine the metric for the default route.
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In the Layer3 | Advanced tab, we gain access to several advanced features:

Ethernet Interface

Interface Name
Comment
Interface Type | Layer3

Netflow Profile | None
Config IPv4 IPv6 SD-WAN Advanced

Link Settings

Link Speed | auto Link Duplex | auto

Other Info ARP Entries ND Entries NDP Proxy LLDP

Management Profile | ping
MTU | [576 - 1500]
[C]Adjust TCP Mss
40
60

D Untagged Subinterface

Figure 2.55: Layer 3 advanced options

Here we can set the link speed, duplex, and state of the interface. In the Other Info tab, we can add
the management profile we saw earlier, change the maximum transmission units (MTUs), and enable
Adjust TCP MSS with custom values to change the MSS header value in TCP packets flowing through

the firewall.

In the other tabs available, we can also set static IPV4 ARP Entries, which can be useful in case an
upstream device requires a static ARP entry, IPV6 Neighbor Discovery (ND) Entries, or Neighbor
Discovery Protocol (NDP) Proxy. A Link Layer Discovery Protocol (LLDP) profile can also be added

to interface with switches.

DDNS

Link State | auto

Cancel
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Lastly, if the external interface has a dynamic IP assigned to it by the ISP, a DDNS hostname can be
set up. Currently, four vendors are supported: DuckDNS, afraid.org, no-IP, and Palo Alto:

r

Ethernet Interface @

Interface Name
Comment ‘
Interface Type l Layer3

Netflow Profile ‘ None
Config IPv4 IPvé SD-WAN Advanced
Link Settings

Link Speed | auto v Link Duplex | auto v Link State | auto v

Other Info ARP Entries ND Entries NDP Proxy LLDP DDNS

Settings
Enable Update Interval (days) | 1

Certificate Profile | noip v Hostname :

IPv4 IPvé Vendor No-IPv1 v
O ‘ P A NAME VALUE ‘
[] DHcp API Host dynupdate.no-ip.com

Base URI /nic/update
Username l
Password Tremmen I
@ add 22 Timeout (sec) 30 [5 - 300]
Show Runtime Info Refresh DDNS

Figure 2.56: DDNS configuration

For the Layer 3 subnets and IP addresses to be reachable across interfaces, they need to be added to
a routing table; this is accomplished in the VR.



Chapter 2 75

VR

A VR is the routing element of the firewall, but, as the name suggests, it is not made up of a single
engine but rather, a routing set that an interface is subscribed to. Each Layer 3, loopback, and VLAN
interface needs to be associated with a VR, but multiple VRs can be used on a system. Not all interfaces
need to be associated with the same VR.

You can configure the default VR or add new VRs from the Network | Virtual Routers menu. In the
Router Settings tab of a VR, you can see and add interfaces associated with this VR and adjust the
administrative distances if needed. An administrative distance associates a priority with a routing
protocol. By default, static routes have a higher priority (lower administrative distance) than Open
Shortest Path First (OSPF), but you can change this priority if you want OSPF routes to have priority
and only use static routes if OSPF becomes unavailable. Routes within the same routing protocol can
be assigned a metric to give them a higher (lower metric) or lower (higher metric) priority. Routes
inside the same type (static, OSPF, etc.) are first prioritized based on the size of their subnet. A smaller
subnet (for example, /32) will have priority over a larger subnet (for example, /16). Next, the metric
will be used to determine priority for networks with the same subnet mask with the lower metric
having priority (for example, 10.0.0.0/24 metric 10 will have priority over 10.0.0.0/24 metric 20):

Virtual Router - default @B

Router Settings Name | default }

Static Routes
General ECMP

Redistribution Profile

[] INTERFACES ~ Administrative Distances
RIP

[[] ethernet1/1 Static | 10
OSPF A

[] ethernet1/2 Static IPv6 | 10
OSPFv3

[] tunnel OSPF Int | 30
BGP OSPF Ext | 110
fulceast OSPFv3 Int | 30

OSPFv3 Ext | 110
IBGP | 200

EBGP | 20
RIP | 120

() Add

“ cancel

Figure 2.57: VR settings
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In the Static Routes tab, you can add destination routes as needed. By default, the firewall loads all
the connected (configured on a Layer 3, loopback, or VLAN interface) networks in the routing table;
adding static routes makes remote networks available from a routing perspective.

One of the first routes you may need to configure is the default route, which allows clients to connect
to the internet. If a Layer 3 interface is configured as a PPPoE or DHCP Client, an Automatically
Create Default Route option can be enabled, which will automatically add the default route based on
the upstream ISP.

The Destination for the default route is©.0.0.0/0. A regular route could have a smaller subnet, such
as172.16.0.0/24.

The Interface option indicates what the egress interface will be. If the route is pointing to the internet,
the interface will be the one where the ISP router is connected.

Next Hop has several options:

. IP Address: The IP of the upstream router to forward packets to.
+  Next VR: Whether the packet needs to be handed over to a different VR on the same device.

+  FQDN: If the upstream router has a dynamic IP, it could be useful to use an FQDN that is
dynamically updated by a DNS record.

«  Discard: Routes can be set to “black hole” certain subnets. This can be used to prevent any
packets from reaching a connected out-of-band network, even if a security policy were to
allow this.

+  None: Routes may not have a next hop, such as packets routed into a VPN tunnel.
The Admin Distance and Metric settings can be changed for each route if necessary.

Route Table is used to add routes to regular unicast routing, multicast routing, or both.
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You can, if you have redundancy available, use Path Monitoring to send a heartbeat ping over the
route. If the ping fails a configured number of times, the route will be disabled. The routing table will
be re-evaluated for matching packets and the next best match will be used to route packets (that is, a
route with a higher metric or larger subnet):

Virtual Router - Static Route - IPv4 ©)

Name | dg
Destination | 0.0.0.0/0
Interface | ethernet1/1
Next Hop | IP Address
192.168.0.1
Admin Distance | 10 - 240
Metric | 10

Route Table | Unicast

Path Monitoring

Failure Condition ° Any All Preemptive Hold Time (min) | 2
DESTINATION PING
D NAME ENABLE SOURCE IP 1P INTERVAL(SEC) | PING COUNT
] pathMonitor 192.168.0.6/24 198.51.100.1 3 5
() Add

Figure 2.58: VR default route

Any subnets that are configured on a Layer 3 interface are added to the routing table as a connected
network and do not need a static route to be added.
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The Layer 2 interface and VLANs

Setting interfaces to the Layer 2 type enables the firewall to function in a similar way to placing a switch
in the network. Each interface acts as the equivalent of an access port (if you need trunk functionality,
refer to the Subinterfaces topic) on a switch, and you can add as many interfaces as you need.

Each interface should use a different zone so that a security policy can be leveraged to control traffic
between the interfaces. Interfaces set to the same zone will, by default, exchange traffic without
inspection and require a catch-all security policy to enable inspection.

To group the interfaces into a logical “switch,” you need to create a VLAN object by going to Networks
| VLANSs and adding the interfaces you previously set to Layer 2 and want to be connected:

VLAN @

Name I group1| ‘

VLAN Interface | vlan
Static MAC Configuration
D ‘ INTERFACES ~ MAC ADDRESS INTERFACE ‘
[ | ethernet1/3
[ ] ethernet1/5
[ | ethernet1/6
[ ] ethernet1/7

() Add i () Add

Figure 2.59: VLAN group

The VLAN Interface option adds routing functionality to the group as a logical Layer 3 interface. This
can be useful if you have an upstream ISP router or a different subnet connected to a Layer 3 interface
that you need to interact with.

You can configure the VLAN interface by going to Network | Interfaces | VLAN. Assign it to the VLAN
group you created, fill in the Virtual Router field, and assign it a zone. This zone will represent Layer
2 interfaces when interacting with Layer 3 interfaces for security policies:
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VLAN Interface

Interface Name | vian

Comment [

Netflow Profile { None

Config IPv4 IPv6 Advanced

Assign Interface To

VLAN l groupl

Virtual Router 1 default

Security Zone [ Trust-L3

Figure 2.60: VLAN Interface configuration

You will also need to assign the VLAN interface an IP address that the clients on Layer 2 interfaces
can use as a default gateway or routing next hop. Make sure it is in the same subnet as your clients

on the Layer 2 interfaces:

r

VLAN Interface

®

Interface Name

Comment ‘

Netflow Profile ‘ None

Config IPv4 IPv6 Advanced

Type @ Static ' DHCP Client
O ’ P
"192.168.0.3/24

(H)Add &) Delete Move Up

IP address/netmask. Ex. 192.168.2.254/24

Move Down

Figure 2.61: VLAN Interface IP address
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Tap interfaces

Tap interfaces can be used as a passive sniffing port. If a different network device is set up with port
mirroring, its egress port can be connected to the tap interface to intercept all packets and apply the
app ID and content ID. As long as the tap interface is sent all packets of a session, it will be able to
inspect the traffic as if it is flowing through the firewall. There are, however, a few limitations:

«  Asthe firewall is not actively participating in the processing of packets, it cannot take action
if it detects a threat; it can only report it.

+  SSL decryption can only be applied to inbound connections if the server certificate can be
loaded onto the firewall with its private key.

The tap interface only needs to be configured with a security zone:

Ethernet Interface @

Interface Name
Comment
Interface Type | Tap
Netflow Profile | None

Config Advanced

Assign Interface To

Security Zone | TAPzone

Figure 2.62: The tap interface

To optimally benefit from the tap functionality, a security rule will need to be created that allows all
operations, or a specific subset, if you want to limit the scope. The firewall will discard all packets in
the background, but setting the security rule to drop would discard the packets before inspection:

Source Destination
NAME TYPE ZONE ADDRESS | ZONE ADDRESS | APPLICATION SERVICE ACTION PROFILE | OPTIONS
1 TAP-inspect universal gz TAP... any PR TAPz... any any 22 application-default @ Allow [ BE,

Figure 2.63: The TAP security rule

Similar to listening in on a port mirror, the firewall can send all unencrypted session data to a third-
party DLP or threat intelligence device. It can do so via a Decryption Port Mirror interface.
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The Decryption Port Mirror interface

The Decryption Port Mirror interface allows the forwarding of decrypted packets to an external device
for further inspection: the firewall will receive a TLS packet that is set to be decrypted, so takes all
the steps to decrypt the session, and then forwards the clear text payload to a third party device for a
“second opinion” using the Decryption Port Mirror interface as an egress interface. This can be useful
for DLP, for example. The license can be activated for free via the support portal by browsing https://
support.paloaltonetworks.com and then going to Assets | Devices.

There, you can find your firewall and click the Activate License button. If you choose to activate a
feature license, you will be able to activate Decryption Port Mirror:

Assets/o12
PA SERIES Serial Number
PA-220 012
Support Service SKU
Standard PAN-PA-220-NFR
Bootstrap Container S Wildfire (3 Day 1 Configuration = Transfer Asset 23 Licenses & Subscriptions
Cloud Delivered Security Services
LICENSE AUTH CODE SKU START DATE EXPIRATION DATE ACTIONS
NFR Bundle PAN-PA-220-BND-NFR4- @ 01/11/2023 © 12/08/2025
3YR
Standard Support PAN-SVC-STND-220-3YR © 01/11/2023 @ 12/08/2025 X

Transfer License Activate License Decommission Asset

Activation Types
Activate License
® Activate Feature License

Activate Trial License

* Activate Feature License

Decryption Port Mirror

EULA

By clicking “Agree and Submit” below, you agree to the terms and conditions of our End User License Agreement and Support Agreement.

Cancel Agree and Submit

Figure 2.64: Activating a Decryption Port Mirror license
To activate the license on the firewall, follow these steps:

1. From Device | Licenses, select Retrieve license keys from license server.

2. In Device | Setup | Content ID | Content-ID settings, enable Allow forwarding of decrypted
content.


https://support.paloaltonetworks.com
https://support.paloaltonetworks.com
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3. In Network | Interfaces | Ethernet, set an interface to the Decrypt Mirror type.

4. InObjects | Decryption | Decryption Profiles, open the decryption profile and add the interface
to Decryption Mirroring.

5. InPolicies | Decryption, create decryption rules that use the decryption profile.

Save the changes and connect the Decryption Port Mirror interface.
Besides Ethernet interfaces, there are also three different logical interfaces:

+  Loopback
. Tunnel
. VLAN interface

Let’s now take a look at the Swiss army knife of interfaces, the loopback.

The loopback interface

A loopback interface is a logical Layer 3 interface that can serve many purposes. One common use
case includes adding an additional public IP to its own interface so VPN configuration can be added
to it. Another use case is to add a management profile to a loopback, and then leverage security rules
to allow administrators to manage the firewall from exotic networks. It needs to be configured with
an IP address (only a single IP per loopback interface is supported) and a security zone and it needs
to be associated with a VR.

It can be set to a new IP address in the same subnet and zone as one of the Layer 3 interfaces, so
services such as Management Profile, Captive Portal, and GlobalProtect can be hosted on a different
IP than the main IP of the physical interface.

To add extra security, it can also be set to a different zone so that a matching security rule is needed
for clients to be able to connect to the loopback interface:

Loopback Interface @

Interface Name |1
Comment

Netflow Profile | None
Config IPv4 IPvé Advanced

Assign Interface To
Virtual Router | default

Security Zone | Untrust-L3

Figure 2.65: Loopback Interface
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The number next to Interface Name is an identification number for the logical interface. A number
from 1 to 9999 can be assigned to the interface and will only serve as an identification number for

the interface.

The tunnel interface

Tunnel interfaces are logical interfaces that serve as the ingress and egress point of tunneled traffic,
both site-to-site VPN and GlobalProtect SSL and IPSec. The physical tunnel is terminated on a Layer 3 or
loopback interface, but the packets that need to be encrypted should be routed to the tunnel interface:

r

Virtual Router -

Static Route - IPv4

©)

Name
Destination
Interface

Next Hop
Admin Distance
Metric

Route Table

fwil4
10.0.0.0/24
tunnel.3
None

10 - 240

10

Unicast

C] Path Monitoring

NAME

Add

DESTINATION
ENABLE SOURCE IP IP

PING
INTERVAL(SEC) | PING COUNT

Figure 2.66: Static route for a VPN tunnel
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This interface needs to be associated with a VR and a security zone, as you can see in the following
screenshot:

Tunnel Interface @

Interface Name . |4
Comment

Netflow Profile | None
Config IPv4 IPv6 Advanced

Assign Interface To
Virtual Router | default

Security Zone | VPN

Figure 2.67: Tunnel Interface

The number next to Interface Name is an identification number for the logical interface.

Important note

For a strong security posture, set a separate zone for individual VPN connections, even
V4 for known locations. Treating each connection and remote network as an individual zone
\E/‘ ensures adequate visibility and control. A remote office could be exposed to malware
(think WannaCry) and infect other offices if the VPN tunnel is set to the same zone for all
remote offices. The default intrazone security rule allows all sessions to run and does

not apply scanning.

There are also several “special” interface types that provide a specific functionality; we’ll cover the
special use case interfaces in the following sections.

When a switch uplink needs to contain multiple 802.1q VLAN tags, it can be configured as a trunk, and,
on the firewall, subinterfaces can be created to correspond to each VLAN tag.

Subinterfaces

All physical (that is, Layer 2, Layer 3, VWire, and Aggregate—we’ll cover this type of interface a little
further in this chapter) interfaces can have subinterfaces. A subinterface is used when the physical
interface is connected to a trunked link containing VLAN (802.1Q) tagged packets. The physical
interface is not able to interpret the tags, but subinterfaces are. For each VLAN carried by the trunk,
you can create a subinterface to represent the virtual network coming from the switch. The advantage
of using subinterfaces is that each VLAN can be associated with its own security zone.
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The subinterface will mimic all the configuration specifics of its parent physical interface, but interface
types cannot be different from the physical interface type (for example, a Layer 3 physical interface
cannot host a Layer 2 subinterface).

You can create these by selecting the desired physical interface and clicking on Add Subinterface at
the bottom left of Network | Interfaces:

INTERFACE | MANAGEMENT VIRTUAL VLAN / VIRTUAL-
INTERFACE TYPE PROFILE LINK STATE | IP ADDRESS ROUTER TAG WIRE SECURITY ZONE
(& ethernet1/8 Layer3 7 [l none none Untagged none none
@ ethernet1/8.10 Layer3 () 172.16.0.1/24  default 10 none LAN
@ ethernet1/8.20 Layer3 () 192.168.0.1/24  default 20 none DMZ

Figure 2.68: Creating a subinterface

HA interfaces

High Availability (HA) interfaces are required when setting up a cluster of two firewalls. Some chassis
will have built-in dedicated HA interfaces, in which case you may not need to create any HA interfaces
yourself. If no onboard HA interfaces are available, or additional interfaces are required to serve as
backup HA links, data plane interfaces can be selected to fulfill this role and are connected to the
HA peer.

AE interfaces

To increase available bandwidth above the physical limitations of the interfaces, interfaces can be
bundled into an Aggregated Ethernet (AE) group using the 802.1AX protocol. Up to eight interfaces
can be combined into a logical bundle.

A new group can be created by clicking on Add Aggregate Group under Network | Interfaces | Ethernet.

You first need to set the type to Layer 2, Layer 3, VWire, or HA, which will require the same configuration
as the physical interface equivalent (that is, security zone, VR, VLAN, or VWire).

Additionally, you can configure the Link Aggregation Control Protocol (LACP) to improve interface
failure detection. LACP enables link failure detection on the physical and data link layer, while the
default protocol only detects physical link failure.

You can set whether the firewall is in Active or Passive mode. This configuration setting needs to be
reviewed with the LACP peer (typically the switch) as only one peer can be configured as Active, but
LACP will not work if both are set to Passive.

The value of Transmission Rate will have an impact on the responsiveness of link failure detection,
but it will also have an overhead. Slow transmission means every 30 seconds, while fast transmission
means every second.

Fast Failover will fail to an operational interface within 1 second when an interface goes down.
Traditional failover happens after 3 seconds.

System Priority determines which peer determines port priorities.
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Maximum Interfaces determines how many interfaces can be active at the same time within the
aggregate group. This number should not exceed the number of physical interfaces you assign to the
group, but can be leveraged to limit total available bandwidth while keeping hot interfaces in reserve
in case of failure. For example, if a total bandwidth of 4 gigabits is needed for an aggregate group but
you also do not want to exceed this bandwidth to preserve system resources, you can assign five or
more interfaces to the aggregate group, and set Maximum Interfaces to 4. Only when an interface fails
will another one be activated to pick up the work. In an HA configuration where two firewalls form
a cluster, LACP can be enabled on the passive peer so the link aggregation group is pre-negotiated
before the passive peer needs to assume an active role, which cuts down on the time needed to failover.

This is achieved by checking Enable in HA Passive State. The same system MAC can be used on both
cluster members, but this may not be supported by the connected switches. This is shown in the
following screenshot:

Aggregate Ethernet Interface @

Interface Name
Comment
Interface Type | Layer3

Netflow Profile | None

Config IPv4 IPv6 LACP SD-WAN Advanced

Enable LACP
Mode @ Passive Active
Transmission Rate Fast ° Slow

[] Fast Failover
System Priority | 32768

Maximum Interfaces | 8

High Availability Options

[] Enable in HA Passive State
() same System MAC Address For Active-Passive HA

None

Figure 2.69: LACP

When the aggregate group is created, you can add the interfaces by setting Interface Type to Aggregate
Ethernet and selecting the desired Aggregate Group:
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Ethernet Interface ©)

Interface Name
Comment
Interface Type | Aggregate Ethernet

Aggregate Group | ael
Advanced

Link Settings

Link Speed | auto \ Link Duplex | auto . Link State | auto

LACP Port Priority | 32768

Figure 2.70: A physical interface in an aggregate group

In some cases, you may need to be able to connect to a port mirror on a switch and just listen without
participating. For such instances, you can configure a tap interface.

With the information covered in the last sections, you are now able to select the appropriate interface
for each network design you may come across. VWire helps you add a firewall in an environment where
you can't interfere with existing routing, Layer 3 interfaces put the firewall in the middle of routing
decisions, Layer 2 interfaces make the firewall act in a similar way a switch would, and subinterfaces
can be added to all of these to account for VLAN tags. You are able to configure link aggregation and
can leverage tunnel interfaces to set up IPSec tunnels.

Summary

In this chapter, you learned how to create a support account, register a new device, and add licenses.
You are now able to identify all the different support licenses and select the appropriate subscription
licenses to address your needs. You can upgrade and update a device so that its firmware is up to
date and the latest application and threat signatures are loaded to protect the network. You learned
how to protect the management interface so that only legitimate users can connect, and you can
assign different accesses and privileges to administrators. You are able to configure all the physical
interfaces, like Layer 3 and VWire, and know when each is most appropriate. You can also leverage
logical interfaces like tunnel interfaces and loopback interfaces when they are needed.

If you're preparing for the PCNSE, you should take note that upgrading requires the base image to be
downloaded before you can move forward to a maintenance release. The recommended threshold
for dynamic updates is 6 to 12 hours (unless the device is located in a critical environment, where
the threshold should be 24 hours) and you should be able to identify the difference between all the
interface types.

In the next chapter, we will start building robust security policies and learn how to set a strong security
posture for network traffic.






Building Strong Policies

In this chapter, you will get comfortable with configuring security profiles, building rule bases for
security, and network address translation (NAT). We will learn what each setting does, what its expected
behavior is, and how it can be leveraged to lead to the desired outcome. Taking full control over all
of the features available in the different rule bases will enable you to adopt a strong security stance.

In this chapter, we’re going to cover the following main topics:

. Understanding and preparing security profiles
+  Understanding and building security rules

. Setting up NAT in all possible directions

By the end of this chapter, you will be able to set up a complete ruleset that will ensure your users are
able to reach the applications and resources they need, internally hosted servers can be reached from
the internet, and any threats trying to slip through can be stopped in their tracks.

Technical requirements

Before you get started, your firewall must have connectivity between at least two networks, with one
preferably being your internet service provider (ISP), to fully benefit from the information provided
in this chapter.

Understanding and preparing security profiles

There are several types of security profiles, like Antivirus, Vulnerability Protection, URL Filtering,
and Anti-Spyware (we’ll cover all of these different profiles in the following sections). Before you can
start building a solid security rule base, you need to create at least one custom security profile of each
type to use in all of your security rules. There are pre-configured profiles available, but they are set
to read-only, which means that if you start using them in security rules, you'll need to replace them
one by one if you create custom ones later.
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Pro Tip

N ! ¢ As a best practice, add security profiles to all of the rules, including drop rules. On drop

/@\ rules, security profiles do not consume any resources but they will help form a habit of

- adding profiles to all rules, and if the rule ever changes to Allow, the profiles will already
be assigned.

Security profiles are evaluated by the first security rule that a session is matched against. If a six-tuple
is matched against a security rule with no or limited security profiles, no scanning can take place
until there is an application shift and the security policy is re-evaluated. All security rules need to
have security profiles.

The Antivirus profile

The Antivirus profile has three sections that depend on different licenses and dynamic update settings:

+  The actions under ACTION rely on the threat prevention license and antivirus updates

+  Wildfire Action relies on the WildFire license and the WildFire updates that are set to periodical
updates (1-minute or longer intervals)

. Wildfire Inline Ml Action relies on WildFire set to real time

If any of these licenses are missing from your system, the actions listed in their columns will not be
applied.

Application Exception allows you to change the action associated with a decoder for individual
applications as needed. The actions that can be set for both threat prevention and WildFire antivirus
actions are as follows:

. allow: Allows matching signatures without logging.

«  drop: Drops matching signatures and writes an entry in the threat log.

. alert: Allows matching signatures to pass but writes an entry in the threat log.

+  reset-client: Drops matching packets, sends a TCP RST to the client (session initiator), and
writes an entry in the threat log. The server (session responder) is not notified.

. reset-server: Drops matching packets, sends a TCP RST to the server (session responder), and
writes an entry in the threat log. The client (session initiator) is not notified.

. reset-both: Drops matching packets, sends a TCP RST to both the client and the server, and
writes an entry in the threat log.
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Packet captures can be enabled for further analysis by the security team or as forensic evidence. They
are attached to the threat log and are limited to packets containing matched signatures.

You can create a new Antivirus profile by going to Objects | Security Profiles | Antivirus. As the
following screenshot shows, we will use Palo Alto Networks’ recommended best practices settings:

Antivirus Profile ©)
Name | best-practice-virus
Description

Action Signature Exceptions WildFire Inline ML

[ Enable Packet Capture
Decoders
PROTOCOL SIGNATURE ACTION WILDFIRE SIGNATURE ACTION WILDFIRE INLINE ML ACTION
ftp reset-both reset-both reset-both
http reset-both reset-both reset-both
http2 reset-both reset-both reset-both
imap reset-both reset-both reset-both
pop3 reset-both reset-both reset-both
smb reset-both reset-both reset-both
smto reset-both reset-both reset-both
Application Exceptions

Q Oitems ) —> >
O ‘ APPLICATION

@ Add let

Figure 3.1: Creating an Antivirus profile

ACTION

“ Cance'
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For the Antivirus profile, the setting in the default profile will have imap and pop3 set to alert only.
Since these protocols do not respond too well to reset, this may be a good setting in cases where they
are actively being used in the organization. In most cases, email has been replaced by a web-based
(TLS/SSL) alternative and it would actually be more secure to reset legacy protocols.

Exceptions can be added in the Signature Exceptions tab for false positives or known true positives.
Exceptions are added by typing (or pasting) the Threat ID as found in the threat log and clicking Add:

Antivirus Profile @

Name | best-practice-virus

Description

Action Signature Exceptions WildFire Inline ML

|9/ litem ) — X
THREAT ID THREAT NAME
35234523 Trojan/Win32.vtflooder.cbdpm
ThreatID | T (HAdd (©) PDF/CSV

n cancel

Figure 3.2: Antivirus exceptions

Additional machine learning actions can be set on the WildFire Inline ML tab for Windows Executables,
PowerShell Script 1 and PowerShell Script 2, Executable Linked Format, MSOffice, Shell, OOXML,
and MachO. Each model can be set to one of three actions:

. enable (inherit per-protocol actions), which enables additional machine learning scanning,
and if a virus is detected, the matching protocol (smtp, http, and so on) action that was set in
the main Action tab is applied

. alert-only (override more strict actions to alert) will enable additional machine learning
scanning but positive matches will only be reported in logging

«  disable (for all protocols), which is the default setting and does not apply machine learning
to the selected model
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The following screenshot illustrates the available actions per model:

Antivirus Profile

Name | best-practice-virus

Description ‘

Action Signature Exceptions WildFire Inline ML

Available Models

Sitems ) = X
MODEL DESCRIPTION ‘ ACTION SETTING 1
Windows Executables Machine Learning engine to dynamically identify = enable (inherit per-protocol actions)
malicious PE files
PowerShell Script 1

Machine Learning engine to dynamically detect I enable (inherit per-protocol actions) ]
malicious PowerShell scripts with known length

PowerShell Script 2

) ) . R enable (inherit per-protocol actions)
Machine Learning engine to dynamically detect
malicious PowerShell scripts without known

alert-only (override more strict actions to al...
File Exceptions
Q

disable (for all protocols)

Oitems ) — >
O \ PARTIAL HASH

FILENAME DESCRIPTION

®Add ) Delet

m Cance'

Figure 3.3: WildFire Inline ML

WildFire Inline ML can dynamically analyze certain file types for various file details and PowerShell
scripts for malicious characteristics.
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The Anti-Spyware profile

The Anti-Spyware profile is extremely customizable and is built by a set of rules within the profile.
These rules serve to change the default actions associated with each threat; so, if no rules are created
at all, the profile will simply apply the default action for a specific signature when it is detected.

Anti-Spyware supports the same actions as Antivirus (allow, drop, alert, reset-client, reset-server,
and reset-both), with the addition of block-ip, which can track by source or source-destination pair
and will block the offending IP for a duration of 1-3600 seconds. Tracking by source will block all
connections from the client for the duration of the block, while tracking by source-destination pair
will only block connections from the client to the target destination and will not block the same client
from connecting to other destinations.

The Packet Capture options include:

*  none.
. single-packet, which only captures the packet containing the payload matching a signature.

+  extended-capture, which enables the capture of multiple packets to help analyze a threat.
The number of packets captured by extended-capture can be configured via Device | Setup |
Content-ID. The default is 5.

Important note

\’/ Enabling packet capture on all threats does require some CPU cycles. The impact will not
be very large, but if the system is already very taxed, some caution is advised.

Severity indicates the severity level of the threat that applies to this rule.
Create a new Anti-Spyware profile and add the following rules:
. Policy Name: Block-Critical-High-Medium

. Severity: critical, high, medium
. Action: reset-both

. Packet Capture: single-packet
. Policy Name: Default-Low-Info

. Severity: low, informational
+  Action: default
«  Packet Capture: disable
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Important note

\/V: The official best practice profiles may look a little different than they have been laid out
here. This is because Palo Alto splits up every severity (but with exactly the same settings).
So, the preceding example is a little more efficient!

Your profile will now look like this:

Anti-Spyware Profile @8
Name | Best-Practice-Spyware
Description
Signature Policies Signature Exceptions DNS Policies DNS Exceptions Inline Cloud Analysis
D POLICY NAME SEVERITY ACTION PACKET CAPTURE
[ ] Block-Critical-High-Medium critical reset-both single-packet
high
medium
[ Default-Low-Info low default disable
informational
(+) Add
Cancel

Figure 3.4: Anti-Spyware Profile

The critical, high, and medium severity threats have an overall high ratio of being genuinely malicious,
so resetting the connection is considered best practice. Collecting a packet capture for these threats
can help us find out whether something that was blocked is false. Low and informational severity
threats are likely purely informational and can be left as the default action.
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As you can see in the following screenshot, we need to make sure we review Category as this allows
a fine-grained approach to each type of threat if granularity and individualized actions are needed
at a later stage:

Anti-Spyware Policy @

Policy Name | Block-Critical-High-Medium

Threat Name | any

Used to match any signature containing the entered text as part of the signature
name

Category | any

Action | adware
Packet Capture | any

Severity autogen

[ any (All sev backdoor
critical botnet
high browser-hijack
medium command-and-control
[:] low cryptominer
[ ] informatiol  ata-theft

dns

dns-benign

dns-c2

—— dns-ddns -
Figure 3.5: Anti-Spyware categories

The Anti-Spyware profile also contains DNS signatures, which are split into two databases for the
subscription services. The content DNS signatures are downloaded with the threat prevention dynamic
updates. The DNS Security database uses dynamic cloud lookups.

The elements in each database can be set to Alert, Allow, Block, or Sinkhole. Sinkhole uses a DNS
poisoning technique that replaces the IP in the DNS reply packet, so the client does get a valid DNS
reply, but with an altered destination IP. This ensures that infected endpoints can easily be found by
filtering traffic logs for sessions going to the sinkhole IP. You can keep using the Palo Alto Networks
default sinkhole, sinkhole.paloaltonetworks.com, or use your preferred IP.
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The way that the DNS sinkhole works is illustrated by the following steps and diagram:

Client makes a DNS request for domain badwebsite.com from its preferred DNS server.

2. The internal DNS server receives the request and will in turn request the records for this
domain from it’s upstream servers.

3. The firewall sees the request and performs a lookup for the requested domain badwebsite.
com and determines it is malware.

The upstream DNS server replies with the A record (IP address) of the domain badwebsite.com.
The firewall replaces the A record with the sinkhole IP address.

The internal DNS server forwards the “poisoned” reply to the client.

N onok

The client tries to establish a connection with the sinkhole IP instead of the actual IP address.

Malicious domain
IP address in reply

Palo Alto
DNS Security

4

DNS lookup DNS Sinkhole IP
in reply
\ 4
é
Connection to
Sinkhole IP
instead of

malicious host
Internal DNS server

Figure 3.6: How a DNS sinkhole works

Blocking instead of sinkholing these DNS queries would implicate the internal DNS server as requests
are relayed through it.

The default action for the Command and Control and Malware domains is to block the DNS reply, as
sinkholing could trigger more evasive behavior. Therefore, it is recommended to leave these categories
at their default settings. Select an appropriate action for all the other categories. For research purposes,
you can enable packet capture.
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In PAN-OS 11.2 and later, in the DNS Zone Misconfiguration field, you can add public-facing parent
domains within your network. Advanced DNS security can monitor these domains for misconfigurations
such as abandoned subdomains that could be abused by malicious actors.

At the bottom of this tab, we can select SVCB (type 64), HTTPS (type 65), and ANY (type 255), which are
DNS resource record types used by encrypted DNS to encrypt the client hello during the DNS resolution
process. Blocking these will prevent encrypted DNS sessions from being established, ensuring you
can keep applying DNS security:

Anti-Spyware Profile @5

Name | Best-Practice-Spyware

Description

Signature Policies Signature Exceptions DNS Policies DNS Exceptions Inline Cloud Analysis
DNS Policies
Q 12items ) =5 X
D ‘ SIGNATURE SOURCE LOG SEVERITY POLICY ACTION PACKET CAPTURE

: Palo Alto Networks Content
[ default-paloalto-dns sinkhole disable

: DNS Security
[] AdTracking Domains default (informational) default (allow) disable
[ ] Command and Control Domains default (high) default (block) disable
[ ] Dynamic DNS Hosted Domains default (informational) default (allow) disable
["1 Gravware Domains default (low) default (block) disable
DNS Zone Misconfigurations
( :_‘v‘ Oitems ) — X

DOMAIN DESCRIPTION ‘

pangurus.com

() Add

DNS Sinkhole Settings
Sinkhole IPv4 | Palo Alto Networks Sinkhole IP (sinkhole.paloaltonetworks.com)
Sinkhole IPvé

Block DNS Record Types

SVCB HTTPS ANY

Figure 3.7: Anti-Spyware DNS signatures
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Any false positives or trusted sites that somehow are malicious can be added to DNS Exceptions so
they will no longer be blocked or sinkholed.

On the Inline Cloud Analysis tab, we can enable inline cloud analysis and define actions to be taken
for each protocol where C2 traffic can be detected by local deep learning analysis engines. If certain
domains or IP addresses should be excluded from this inspection, you can add an external dynamic
list (EDL; we’ll learn about these later) or IP in the fields shown in the following screenshot:

r

Anti-Spyware Profile Q)=

Name | Best-Practice-Spyware

Description
Signature Policies Signature Exceptions DNS Policies DNS Exceptions Inline Cloud Analysis

Enable cloud inline analysis
Available Analysis Engines

C Sitems ) — X
MODEL DESCRIPTION ACTION

HTTP Command and Control detector Machine Learning engine to detect HTTP based  reset-both
command and control traffic

HTTP2 Command and Control detector Machine Learning engine to detect HTTP2 reset-both
based command and control traffic

SSL Command and Control detector Machine Learning engine to detect SSL based reset-both
command and control traffic

Unknown-TCP Command and Control detector ~ Machine Learning engine to detect Unknown- reset-both
TCP based command and control traffic

Linknawm.| LIND Camman. A and Cantral datactar Marchina | aarnina anaina ta datact | Inbnawn. racat-hnath

Exclude from Inline Cloud Analysis

O ‘ EDL URL ~ O ‘ IP ADDRESS
[} pangurus
() Add () Add

“ Cancel

Figure 3.8: Inline Cloud Analysis

Let’s now look at the Vulnerability Protection profile.

The Vulnerability Protection profile

The Vulnerability Protection profile also uses rules to control how certain network-based attacks are

handled. Action contains the same options as Anti-Spyware: allow, drop, alert, reset-client, reset-
server, reset-both, and block-ip.
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The reset actions send TCP RST packets. block-ip blocks all packets coming from a source and can be
set to monitor source to block everything, or a source destination to only block packets to a specific
destination for an amount of time.

Host Type determines whether the rule applies to a threat directed at a client (download: for example,
a browser vulnerability), server (upload: for example, SQL injection), or any.

Make sure to review the available categories because they, just like we saw in Figure 3.4 in Anti-Spyware,
can allow far more granularity if needed:

Vulnerability Protection Rule @

Rule Name ‘ simple-client-critical I

Threat Name | any

Used to match any signature containing the entered text as part of the signature name

Action | Reset Both v | Packet Capture | disable

Host Type | client \ Category | any

Any Any Severity

O ‘ CVE ~ ‘ O ‘ VENDOR ID A ‘ [] any (Al severities)
critical
[] high
[ medium

[] low

[ informational

(*) Add Delete (+) Add Delete

Used to match any signature containing the entered text as part of the signature CVE or Vendor ID

Figure 3.9: The Vulnerability Protection profile categories
Create the following rules:
. Rule Name: Block-Critical-High-Medium

. Host Type: any
. Severity: critical, high, medium
. Action: reset-both

. Packet Capture: single-packet
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. Rule Name: Default-low-info

. Host Type: any

. Severity: low, informational
+  Action: default

«  Packet Capture: disable

Your profile should now look like this:

Vulnerability Protection Profile @8

Name BesbPractice—vulnerability{ ]

Description

Rules Exceptions Inline Cloud Analysis
[] | RuLE NAME THREAT NAME CVE HOST TYPE SEVERITY ACTION PACKET CAPTURE
| ] Block-Critical-High- any any any critical reset-both single-packet
Medium
high
medium
] Default-low-info any any any low default disable

informational

) Add

Cancel

Figure 3.10: Vulnerability Protection Profile

The profile will reset any connection matching critical, high, or medium severity threats and will
collect a packet sample of the threat for research or forensics. Low and informational threats can be
left to the default settings.

While these rules will provide good coverage for all signatures that match a certain severity, you may
need to add a rule for a specific CVE at some point. If you create a new rule, you can tailor it to a
specific CVE or even a specific vendor.

',@\' CVE codes are maintained by MITRE at https://cve.mitre.org.

The vendor IDs will usually be posted by the vendor and will have a similar format to, for example,
Palo Alto’s PAN-SA-yyyy-nnnn or Microsoft’s MSyy-nnn. If you want to, for example, filter out a specific
year, you could add PAN-SA-2024 to the vendor ID. Remember to put the more specific rules matching
CVEs or vendor IDs at the top of the rules.
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On the Inline Cloud Analysis tab, you can enable inline machine-learning-powered detection for
SQL injection attacks or command injection attacks. You can add a URL-based or IP-based EDL in the
Exclude from Inline Cloud Analysis section so that they are not inspected, which can be useful for
development environments where you could encounter many false positives:

Vulnerability Protection Profile @8

Name | Best-Practice-vulnerability

Description

Rules Exceptions Inline Cloud Analysis
Enable cloud inline analysis
Available Analysis Engines
2items ) —> X
MODEL DESCRIPTION ACTION
SQL Injection Detects a common hacking technique where an attacker reset-server
inserts SQL queries into an applications' request
Command Injection Detects a common hacking technique that allows an attacker  reset-server
to execute arbitrary operating system (OS) commands on the
Exclude from Inline Cloud Analysis
[J | epL urL [J | epLip
[] pangurus
@ Add ) Add

m Canicel

Figure 3.11: Vulnerability Protection Inline Cloud Analysis

In the next subsection, we will learn about the categories of the URL Filtering profile.

URL Filtering profile
URL filtering leverages URL categories to determine what action to take for each category.

There are two groups of categories: custom URL categories and the dynamic categories provided by
the URL Filtering license.

Custom URL categories

Custom URL categories do not require a license, so you can create these objects and apply URL filtering
even without access to the URL Filtering license.

Go to Objects | Custom Objects | URL Category to create a new custom category and add websites.
There are two types of custom categories:

« A URL list: The URL list allows manual entry of URLs, one per line. It takes a light form of
regular expression (RegEx) matched against the address, so http:// and https:// are not
required to match.

+  Acategory match: The category match allows you to combine any of the predefined categories
in a custom category. This could come in handy when applying security rules or a decryption
policy to a group of predefined categories.
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The string used in a custom URL category is divided up into substrings, or tokens, by separators. The

./ ?&=;+ characters are considered separators, so www.example.comhas three tokens and two separators.
Each token can be replaced by a wildcard (*) to match subdomains or entire top-level domains (TLDs).
Wildcards cannot be used as part of a token; for example, www.ex* . com is an illegal wildcard. Each
string can be closed by a forward slash (/) or be left open by not adding an end slash. Not ending a
string could have consequences if the string is very short or very common as it could match unintended
longer addresses. For example, the *.com string could match www.communicationexample.org, so
adding an ending slash would prevent this.

There is also an Append Trailing Slash function in Device | Setup | Content-ID | URL Filtering that
is enabled by default. It will automatically add a trailing slash to any EDLs or custom URL categories
where a slash was not added. If you do need open-ended entries, disable this function.

Having multiple wildcards would require the use of a subdomain, so *. *. com would match anything.
anything.com, but not anything. com.

Configuring the URL Filtering profile

When configuring the URL Filtering profile, you need to select which action to apply in the Site Access
column for each URL filtering category within the Categories tab, as you can see in the following
screenshot:

URL Filtering Profile @

Name | PANgurus l

Description

Categories URL Filtering Settings User Credential Detection HTTP Header Insertion Inline Categorization

8litems | — X
USER
CREDENTIAL
D CATEGORY SITE ACCESS SUBMISSION
Custom URL Categories
| pangurus * none none
[ ] whitelist * allow allow
External Dynamic URL Lists

| ] o365url + alert allow

Pre-defined Categories

| ] abortion alert allow
* indicates a custom URL category, + indicates external dynamic list

Check URL Category

Cancel

Figure 3.12: URL Filtering Profile
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The available actions are as follows:

«  none: Exclusively used for custom URL categories. This excludes the URLs contained in the
custom category from being used in this URL Filtering profile.

«  allow: Allows a category without logging.

«  alert: Allows a category and logs the access in the URL Filtering log.

. block: Blocks the request, injecting an HTTP 503 error and a redirect to a page hosted on the
firewall explaining to the user that their access was declined and the action was logged.

«  continue: Injects an interactive web page informing the user that they are about to access a
restricted website and provides a Continue button for them to acknowledge the risk associated
with accessing the site.

«  override: Injects an interactive web page that allows the user to continue if they are able to
provide a password to continue. This password can be set in Device | Setup | Content-ID | URL
Admin Override.

Additionally, to be able to use the override option, an interface management profile (Network |

Network Profiles | Interface Mgmt) needs to be created. This profile should have the Response

Pages service enabled and added to the interface where users connect to for this page to work,
as illustrated in the following screenshot:

Interface Management Profile @

Name | responssepages

Administrative Management Services
PERMITTED IP ADDRESSES ‘

[JHTTP
[ HTTPS
[] Telnet
[]ssH
Network Services
Ping
[JHTTP OCSP
[]snmp
Response Pages
D User-ID
[] User-ID Syslog Listener-SSL
[ User-ID Syslog Listener-UDP

() Add

Ex. IPv4 192.168.1.1 or 192.168.1.0/24 or IPvé
2001:db8:123:1::1 or 2001:db8:123:1::/64

Figure 3.13: Interface Management Profile
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As you saw in Figure 3.12, the URL Filtering profile requires each Category field to be set to an action
individually for site access, and if User Credential Submission is enabled, additional filtering can be
applied to decide whether a user is allowed to submit corporate credentials to a certain category. This
helps prevent phishing attacks.

As you can see in the following screenshot, if you want to change a lot (or all) of the actions at once,
there’s a shortcut to help you. If you hover your mouse over Site Access or User Credential Submission,
there will be a little arrow that lets you select Set All Actions or Set Selected Actions:

USER

CREDENTIAL
SITE ACCESS SUBMISSION
alert [ » Sort Ascending
alert [_ Sort Descending
alert 1] Columns >
alert .

Set All Actions > allow

lert i

ale Set Selected Actions > alert
alert Adjust Columns block
alert allow continue
Alavk ATV 2o, override

Figure 3.14: Set All Actions in the URL Filtering profile
A good baseline URL filtering policy can be set up as follows:

Set all of the categories to alert. This will ensure that all of the URL categories are logged.

2. Set Adult, Command and Control, Copyright Infringement, Extremism, Malware, Peer-to-Peer,
Scanning-activity, Real-time-detection, and Phishing and Proxy Avoidance and Anonymizers
to Block.

3. Set Dating, Gambling, Games, Hacking, Insufficient Content, Not-Resolved, Parked,
Questionable, Unknown, and Web Advertisements to Continue.

4. Tweak the settings in accordance with your company policy or local laws and regulations
(some URL categories cannot be logged by law, for example). The Categories set to Continue
are commonly on the fringes of acceptance, but may still need to be accessed for legitimate
purposes. The Continue action gives the user the opportunity to ensure that they intend to go
to this URL before actually opening the web page.

The URL Filtering Settings tab contains several logging options that may come in handy, depending
on your needs:

. Log container page only: This setting only logs the actual access a user is requesting and will
suppress related web links, such as embedded advertisements and content links on the page
that the user is visiting, thereby reducing the log volume.
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«  Safe Search Enforcement: This blocks access to search providers if strict safe search is not
enabled on the client side. Currently, Google, Bing, Yahoo, Yandex, and YouTube are supported.

Additional logging can also be enabled:

«  User-Agent: This is the web browser that the user is using to access a web page.

+  Referer: This is the web page that links to the resource that is being accessed (for example,
Google or CNN linking to a resource page).

«  x-forward-for: If a downstream proxy is being used by users, this masks their original source.
If the downstream proxy supports enabling the x-forward-for feature, it will add the client’s
original IP in the c header, allowing the identification of the original user.

The following steps and screenshot show you how to enable these settings in your URL Filtering profile:

1. Enable Log container page only to give your users some privacy and prevent the logging of
embedded ad pages.

2. Enable Safe Search Enforcement.

3. Enable additional logging for User-Agent and Referer.

URL Filtering Profile @

Name | URL profile

Description

Categories URL Filtering Settings User Credential Detection HTTP Header Insertion Inline Categorization

Log container page only
Safe Search Enforcement
HTTP Header Logging

User-Agent
Referer
[ ] X-Forwarded-For

“ Cance]

Figure 3.15: URL Filtering settings

The User Credential Detection tab allows you to enable credential detection (see Chapter 6, Identifying
Users and Controlling Access, for more details).



Chapter 3 107

HTTP Header Insertion lets you control web application access by inserting HTTP headers into the
HTTP/1.x requests to application providers. As you can see in the following example, this can help you
control which team IDs can be accessed in Dropbox, and which tenants and content can be accessed
in Office 365 and Google app-allowed domains. You can create any URL that needs to have a certain
header inserted to ensure users are accessing the appropriate instance:

r

HTTP Header Insertion @

Name | GSuite
Type | Google Apps Access Control

Domains | poMAINS

* google.com
gmail.com
(+) Add
Headers | [] | HEADER VALUE ‘LOG
X-GooGApps-

Allowed-Domains

"E‘ Add '%' Delete
Cancel

Figure 3.16: HTTP Header Insertion
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The Inline Categorization tab lets you enable additional scanning to help identify phishing sites or
malicious JavaScript and requires the Advanced URL subscription license:

URL Filtering Profile ©)

Name | PANgurus

Description
Categories URL Filtering Settings User Credential Detection HTTP Header Insertion Inline Categorization

Enable local inline categorization

Enable cloud inline categorization
Exceptions

D CUSTOM URL CATEGORY/EDL ~

() Add

Cancel

Figure 3.17: Inline Categorization

You can enable local and cloud categorization individually, in case you prefer not to perform cloud
lookups or not put additional workload on the firewall.

URL filtering priorities

Some sites may fall into multiple categories and, on top of this, may be listed in a custom category
or external dynamic URL list. The way URL filtering decides which action to apply is based on the
severity of the action that is applied to it, and whether it is in a custom category, external dynamic
URL list, or predefined category. The actions based on the severity in descending order are as follows:

1. Block

2. Override
3. Continue
4. Alert

5. Allow

The order of categories is as follows:

1. Custom URL categories
2. External dynamic URL lists

3. Predefined categories
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So as an example - if a URL is present in all categories, the action of the custom URL category will be
applied. If a URL is present in multiple custom URL profiles, the most severe action will be applied.

Now, let’s look at the File Blocking profile.

The File Blocking profile

The default strict file blocking profile contains all the file types that are commonly blocked and
serves as a good template to start from. Select the strict profile and click on the Clone action, as in
the following screenshot, to create a new profile based on this one.

If any file types do need to be allowed in your organization, remove them from the block action:

] i NAME LOCATION
strict file blocking Predefined
(+) Add (@) Clone () PDF/CSV

Figure 3.18: File Blocking profile clone

The direction lets you determine whether you want to only block uploads or downloads or both
directions for a specific file type, as well as groups of file types. File Blocking profiles also use rules
so that file types can be grouped with their own directions and actions. The default action is Allow,
so any file type not included will be allowed to pass through (but will be scanned if an appropriate
security profile is attached to the security policy). The available actions are Alert, Block, and Continue,
which works similarly to the URL Filtering Continue option if the file is being downloaded from a
web page that supports the HTTP redirect to serve the user a warning page before continuing with
the download or upload.

Review all the file types and set the ones you want to block. Any file types that you are not sure about
and would like to get a chance to review first can be set to the Alert action so that you can keep track
of occurrences at Monitor | Logs | Data Filtering.
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As you can see in the following screenshot, we can create sets of file types by clicking on the Add
button, selecting the file type, and then setting the action:

File Blocking Profile

Name | FBprofile

. encrypted-pptx

I

elf

emf

®

encrypted-7z

 encrypted-doc

encrypted-docx
encrypted-office2...

encrypted-pdf 3 items

- X

encrypted-ppt ‘ DIRECTION | ACTION

both block

encrypted-rar
encrypted-xls
encrypted-xlsx

encrypted-zip

Description
)
D ‘ NAME APPLICATIONS ‘ FILET
Block all risky file any =u
types D 4
J
(]
(|
]
ti.*:'

) Add

'%‘ Delete

(H)Add ) Delete

Figure 3.19: File Blocking Profile

We will now have a look at the WildFire Analysis profile.

The WildFire Analysis profile

The WildFire Analysis profile controls which files are uploaded to WildFire for analysis in a sandbox
and which ones are sent to a private instance of WildFire (for example, the WF-500 appliance). Clone
the default profile to upload all files to WildFire, or create a new profile if you want to limit which
files are forwarded or need to redirect files to a private cloud. If no WildFire license is available, only
Portable Executables (PEs) are forwarded to WildFire.
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If all file types can be uploaded for inspection, simply set a rule for any application and any file type.
If exceptions exist, either create a rule to divert specific files to a private cloud (if you have a WildFire
appliance in your data center) or specify which files can be uploaded, as shown:

WildFire Analysis Profile @ |
Name | WF profile
Description
Rules Inline Cloud Analysis
Q 2items ) — X
[:] ‘ NAME APPLICATIONS FILE TYPES DIRECTION ANALYSIS
[] pdf any pdf upload private-cloud
[] allfiles any any both public-cloud
() Add

Cancel

Figure 3.20: WildFire Analysis Profile

In addition to uploading files to a cloud or private sandbox, you can also send files to the cloud for
inline scanning. Uploading files to the WildFire sandbox will take a little more time but will execute
a file in a virtual sandbox and let it “explode” for full analysis. The inline scanning is limited to PE
files but can leverage machine-learning-powered detection engines to detect advanced threats. You

can create rules to determine which files for which application can be uploaded, and which action to
take when malware is detected:
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WildFire Analysis Profile @

Name ’ WEF profile ’

Description

Rules Inline Cloud Analysis

Enable cloud inline analysis

D ‘ NAME ‘ APPLICATION FILE TYPE DIRECTION ACTION
[] allfiles any any both block
(H) Add

Figure 3.21: Inline Cloud Analysis

We’ve now covered all the security profiles, which you can use in security rules later on, but you can
also create custom objects to more finely tune into specific threats or data patterns that you want to
be able to identify and take action on. In the next section, we’ll learn how to create these objects and
what is required to be able to define the data that needs to be added for the custom object to work as
expected.

Custom objects

We have already looked at custom URL categories, but, as we will discuss in this section, you can also
create custom spyware and vulnerability signatures combining strings of data and RegEx to match a
certain signature and take action through a security profile. This can come in handy if you are aware
of a resource that could be vulnerable to a specific string of code, are subscribed to a threat feed that
provides you with signatures you can add yourself, or want to control what happens when a pattern
is detected.
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The Custom Spyware/Vulnerability objects

You can create your own signatures using RegEx to detect spyware phone-home/C2 or network
vulnerabilities. The Configuration tabs, as shown in the following screenshots, require basic
information, such as an ID number that is between 15.000-18.000 and 6900001 - 7000000 for spyware
and 41.000-45.000 and 6800001-6900000 for vulnerabilities, a name, a severity value, a direction,
and any additional information that may be useful later on. The direction and affected client help
the Content-ID engine identify which direction packets that match this signature can be expected:

Custom Spyware Signature @

Configuration Signatures

General

Threat ID | | Name l
15000 - 18000 & 6900001 - 7000000
Comment l ‘
Properties
Severity | v ] Direction | v I
Default Action | Alert v T i ) |
Custom Vulnerability Signature @
References
CVE | Example: CVE-1999-0001 C i Signatures
General
Vendor | Example: MS03-026
Threat ID l Name I
41000 - 45000 & 6800001 - 6900000
Comment ‘ ‘
Properties
Severity l v Direction v I
Default Action | Alert o | Affected System | client v
References
CVE | Example: CVE-1999-0001 Bugtraq | Example: bugtraq id
Vendor | Example: MS03-026 Reference | Example:

en.wikipedia.org/wiki/Virus

Cancel

Figure 3.22: The Custom Spyware and Vulnerability objects
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In the Signatures tab, you have two main modes of adding signatures, as you can see in the following
screenshot:

. Standard: This adds one or more signatures, combined through logical AND or OR statements.

«  Combination: This combines predefined (dynamic update) signatures with a timing component
requiring n number of hits over x amount of time, aggregated for source, destination, or
source-destination.

Custom Vulnerability Signature

Configuration | Signatures

Signature @ Standard Combination

ORDERED
D STANDARD COMMENT CONDITION MATCH

Figure 3.23: Standard or Combination signatures

Combined signatures allow you to pick predefined signatures and add a timing attribute, so action is
only taken after the signature has been detected a number of times within a certain timeframe. So,
let’s focus on standard signatures as this is where we can build our own signatures.

From the main screen, you can add sets of signatures, which are all separated by alogical OR statement.

Once you start building a set, you need to decide on the scope. The transaction matches a signature
in a single packet and the session spans all the packets in the session. If the signature you are adding
to identify a threat always occurs in a single packet’s payload, you should set a transaction. This will
allow the Content-ID engine to stop scanning at once. If you are adding multiple strings, you can
enable Ordered Condition Match, which requires the signatures to match from top to bottom in an
ordered way. If this option is turned off, the last signature may be detected before the first. If you add
multiple strings, you can link them by adding an AND condition.

A signature consists of the following:

+  An operator is either a pattern, or a greater than, equal to, or smaller than operator. Greater
than, equal to, and smaller than operators allow you to target a header, payload, payload
lengths, and more. A pattern lets you match an exact string found anywhere in a packet or a
series of packets.

« A contextis where, in any of the available protocols, the signature may be found (for example,

if you look for a string in http-req-host-header, that same string will not be matched if it is
seen in the payload).
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For a fulllist, there’s a good online resource describing all the contexts at https: //knowledgebase.
paloaltonetworks.com/KCSArticleDetail?id=kA10g000000C10FCAQ. However, many contexts
will be self-explanatory, as you can see in the following screenshot:

Standard @

Standard | customsig

Comment . - - - -
Scope o Transaction Session
Ordered Condition Match

O ‘ AND CONDITION ‘ CONDITIONS | AncoaTan | ranreve [ viaviie ouaLicien [iccazcl

New And Condition - Or Condition @

Operator \ Pattern Match

Context [ J

Pattern ftp-rsp-message

ftp-rsp-protocol-payload
Q gdbremote-req-context
D ‘ QUALIFIER gdbremote-rsp-context
giop-req-message-body
giop-rsp-message-body
gtpv2-req-pco-realm
gtpv2-rsp-pco-realm

h225-payload

(+) Add Or Condition (+) Add And

http-reg-boxnet-enterprise-subdomain
http-reg-cookie

http-reg-headers
http-reg-host-header

7

Cancel

Figure 3.24: Creating signatures
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« A pattern or value can also be used. If you want to, for example, match a hostname in an HTTP
request header, you would use the domain\.t1ld RegEx, where the backslash indicates that the

dot following it is an exact match for a dot and not a RegEx wildcard.

The available RegEx wildcard characters include the following:

Wildcard .
Example Description
character
1.3 Matches a single character (e.g, 123, 133)
5 dots? Matches a string with or without the last
character (e.g, dot, dots)
Matches a string with or without the last
@ dots* character, and multiple repeats of the last
character (e.g, dot, dots, dotssss)
N dots+ Matches single or multiple repetitions of the
preceding letter (e.g, dots, dotssss)
. OR function to match multiple possible strings
7/ | ((exe) | (msi)) PP &
\"/ (e.g, dot.exe, dot.msi)
Matches the preceding string followed by any
[] x[abc] character between squared brackets (e.g, xa,
xb, xc)
- x[a-z] Matches any character in a range (e.g, xa,xm)
. X[ ~AB] Matches any character except the ones listed
(e.g, xC, x5)
Matches anything after x as long as itis 1to 3
{} x{1,3} .
bytes in length (e.g, x1, x123)
\ Rl Escape character to exactly match a special
) character (e.g, www. \pangurus\ . com)
&amp Used to match & in a string

Table 3.1: Supported RegEx wildcard characters
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A qualifier can further limit at which stage of a transaction a pattern can be matched, either
in method or type. Using a qualifier is optional:

New And Condition - Or Condition ©)

Operator | Pattern Match
Context  http-reg-host-header

Pattern example\.com

[ Negate
Q 2items — X
[] | QuALIFIER VALUE
[]  req-hdr-type HOST
[}  http-method GET

M Hypertext Transfer Protocol
[ GET / HTTP/1.1\r\n

Host: www.example.com\r\n
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:77.0) Gecko/20100101 Firefox
Accept: text/html,application/xhtmL+xml,application/xml;q=0.9,1image/webp,*/*;q=0.8\r\n
Accept-Language: en-US,en;q=0.5\r\n
Accept-Encoding: gzip, deflate\r\n
Connection: keep-alive\r\n
Upgrade-Insecure-Requests: 1\r\n
\r\n

[HTTP request 1/1]

0060 2f 31 2e 31 Od Oa 48 6f 73 74 3a 20 77 77 77 2e /1.1..Ho st: WWW.

0070 65 78 61 6d 70 6¢c 65 2e 63 6f 6d O0d Oa 55 73 65 example. com..Use
72 2d 41 67 65 6e 74 3a 20 4d 6f 7a 69 6¢c 6c 61 r-Agent: Mozilla
2f 35 2e 30 20 28 4d 61 63 69 6e 74 6f 73 68 3b /5.0 (Ma cintosh;
20 49 6e 74 65 6¢ 20 4d 61 63 20 4f 53 20 58 20 Intel M ac 05 X
31 30 2e 31 35 3b 20 72 76 3a 37 37 2e 30 29 20 10.15; r v:77.0)
47 65 63 6b 6f 2f 32 30 31 30 30 31 30 31 20 46 Gecko/20 100101 F

Figure 3.25: Host header pattern

Qualifiers restrict where a pattern should be located. At the top of the packet capture in the figure
above we see that this is part of a HTTP GET (http-method). At the start of the payload we see the

request is for HOST (req-hdr-type). Defining the qualifiers will ensure the pattern is not matched an
any other type or method (e.g., POST).

\l/

- @_ A good tool to capture usable payload information from a session is Wireshark, which you
- can download from https://wireshark.org.
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With the above custom objects, you are able to identify sessions behaving in a specific way, but this
process can also be applied to identify information and keywords inside a session.

The custom data pattern

In the custom data pattern, you can add strings of sensitive information or indicators of sensitive
information being transmitted. There is a set of predefined patterns, including social security numbers,
credit card numbers, and several other identification numbers. You can use RegEx to match exact
strings in documents or leverage file properties. Once the appropriate parameters have been chosen,
you can add these custom data patterns to a Data Filtering profile and, as you can see in the following
screenshot, assign weights. These weights determine how many times a certain marker can be hit in
a session before an alert is generated in the form of a log entry and when a session should be blocked
for suspicious behavior (for example, it might be acceptable for an email to go out containing one
social security number, but not multiple):

Data Filtering Profile O]=]

Name [ DF profile J

Description
[] Data Capture

Q litem )= X

DATA ALERT BLOCK LOG
D PATTERN APPLICATIONS FILE TYPE DIRECTION THRESHOLD | THRESHOLD | SEVERITY
| |
| ] sensitive files any Any both 1 2 critical
Data Patterns @
Name | sensitive files l
Description
Pattern Type | File Properties
-k 2 3items ) —> X
&)
3 D ‘ NAME FILE TYPE FILE PROPERTY PROPERTY VALUE
Ale T
[]  pdfclass Adobe PDF Classification secret
[ ] pp sensitive Microsoft PowerPoint Sensitivity sensitive
] rich text Rich Text Format Keywords/Tags internal use only
(H) Add

“ Cancel

Figure 3.26: Data Filtering Profile

Now that you’ve had a chance to review and configure all the available security profiles, the easiest
way to apply them to security rules is by using security profile groups.
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Security profile groups

Now that you've prepared all of these security profiles, create a new security profile group, as shown in
the following screenshot, and call it default. This will ensure that the group will automatically be added
to every new security rule you create (it is not added to existing rules, so make sure to review them):

Security Profile Group @

Name {default ]

Antivirus Profile | best-practice-virus
Anti-Spyware Profile | best-practice-spyware
Vulnerability Protection Profile | best-practice-vulnerability
URL Filtering Profile | URL profile
File Blocking Profile | strict file blocking
Data Filtering Profile | DF profile

WildFire Analysis Profile | WF profile

Figure 3.27: The default security profile group

It is not harmful to add all of the security policies to a security rule as Content-ID will intelligently
only apply appropriate signatures and heuristics to applications detected in the session (for example,
HTTP signatures will not be matched with FTP sessions).

Also, create a Log Forwarding profile in Objects | Log Forwarding called default, but you can leave
the actual profile empty for now. This serves the same purpose as the default security profile group
in that it automatically populates the log-forwarding action of each new security rule. It is easier to
update the profile than to have to add a profile to each rule later on.

You are now able to build your own security profiles and add custom signatures where needed. With
the information you have learned, you will be able to ensure the security rules we will be creating in
the next section are set to block threats and scan content.

Understanding and building security rules

We now need to build some security rules to allow or deny traffic in and out of the network. The default
rules will only allow intrazone traffic and will block everything else, as you can see here:

‘ Source ‘ Destination ‘
NAME TYPE ‘ ZONE ‘ ADDRESS V‘VZONE ‘ ADDRESS ‘ APPLICATIO... | SERVICE ACTION PROFILE | OPTIONS
1 intrazone-default & intrazone  any any (intrazone) any any any @ Allow none none
2 interzone-default @& interzone any any any any any any Deny hone none

Figure 3.28: Default security rules
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In the following sections, we will start to build a rule base, making sure we first introduce some
rules to drop undesirable sources and destinations, followed by adding permissive policies focused
on allowing applications required by the users in a secure way, leveraging App-ID to ensure only the
intended applications are let through. Finally, we’ll look in more detail at which objects make up rule
bases and how the rules can be kept tidy after having been in use for a while.

We will first make sure “bad” traffic is dropped by creating two new rules—one for inbound and one
for outbound traffic.

Dropping “bad” traffic

The inbound rule will have the external zone as a source and the four EDLs containing known malicious
addresses. These lists are updated via the threat prevention dynamic updates, so if you do not see
them, make sure you have the Threat Prevention license and have downloaded and installed the latest
content packages. Add a descriptive name and any relevant tags on the General tab. The Source tab
should look similar to the following:

Security Policy Rule

General Source Destination Application Service/URL Category Actions

(] Any [ Any | any
O ‘ SOURCE ZONE ~ ‘ O ‘ SOURCE ADDRESS ~ O ‘ SOURCE USER ~
| 4
B3 untrust “
Address
[
sinkhole

External Dynamic List
0365ip

Palo Alto Networks - Bulletproof IP addresses
Palo Alto Networks - High risk IP addresses
Palo Alto Networks - Known malicious IP addresses

(*)Add () Delete (+),  PaloAlto Networks - Tor exit IP addresses dd Delete
Region
D N 0.0.0.0-0.255.255.255 (Reserved(0.0.0.0-0.255.25¢

10.0.0.0-10.255.255.255 (Reserved(10.0.0.0-10.25
100.64.0.0-100.127.255.255 (Reserved(100.64.0.0
127.0.0.0-127.255.255.255 (Reserved(127.0.0.0-1:
169.254.0.0-169.254.255.255 (Reserved(169.254.(
172.16.0.0-172.31.255.255 (Reserved(172.16.0.0-:
192.0.0.0-192.0.0.255 (Reserved(192.0.0.0-192.0.(

New @ Address |I_é Address Group >

Figure 3.29: Preconfigured external dynamic lists
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In the Destination tab, set the destination zones to both the external zone and any zone where you
intend to host internal servers to which you will allow inbound NAT (for example, corporate mail or
web servers) and set the destination addresses to Any, as in the following screenshot:

Security Policy Rule

General Source Destination Application Service/URL Category Actions

select Any

] ’ DESTINATION ZONE ~ O | DESTINATION ADDRESS ~

r
L] 3 Untrust-L3

L] 'm DMZ

Figure 3.30: Security rule destination zones

We'll leave the Application and Service/URL Category tabs as the default for now. In the Actions tab,
set the action to Drop. This will silently discard any inbound packets:

Security Policy Rule @

General Source Destination Application Service/URL Category Actions

Action Setting Log Setting

Action | Drop [7] Log at Session Start

[] Send ICMP Unreachable Log at Session End
Log Forwarding | default
Profile Setting Other Settings
Profile Type | Group Schedule | None
Group Profile | default QoS Marking | None

["] Disable Server Response Inspection

“ Cancel

Figure 3.31: Security rule actions
Follow the next steps to create the above inbound drop rule:

Create a new security rule and give it a descriptive name, like Malicious EDL Inbound Drop.
Additional information can be added in the Description field.
Set the source zone to any zone that is connected to the internet (for example, Untrust).

Set the source addresses to the four (or a subset of the) predefined EDLs.

SN

Set the destination zones to your internal zones that will accept inbound connections from the
internet (for example, DMZ), also including the external zones, or simply use the any option.

6. Setthe Action to Drop.
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Important note

V4 You may have noticed that the Profile Setting fields and Log Forwarding are filled out
\E/‘ with the default profiles that you created in the previous step. In all rules where sessions
are blocked, content scanning will not take place, so having these profiles will not cause

overhead.

Click OK, and then make the reverse rule, as in the following screenshot, setting the source zones to
your internal zones, the destination to the external zone, and the predefined EDL as addresses. If you
changed the DNS sinkhole IP address to one of your choosing, add this IP here as well:

Security Policy Rule

General Source Destination Application Service/URL Category Actions Usage

‘:‘ Any Any any

o| ‘ SOURCE ZONE A [[] | sourcE ADDRESS O ‘ SOURCE USER ~
r

L] B3 inside
r

] B4 trust

Security Policy Rule

General Source Destination Application Service/URL Category Actions Usage

- any (] Any
() Ad [
[] | DESTINATION ZONE ~ O ‘ DESTINATION ADDRESS ~
] E’} Palo Alto Networks - Bulletproof IP addresses
OJ E‘%} Palo Alto Networks - High risk IP addresses

] @ Palo Alto Networks - Known malicious IP addresses

J @ Palo Alto Networks - Tor exit IP addresses

J @sinkhole

'{':‘Add Dele "'I','Add

D Negate
Figure 3.32: Outbound drop rules
Follow these steps to create the above outbound drop rule:

Create a new security rule and give it a descriptive name, like Malicious EDL Outbound Drop.
Set the source zone to your internal zones (for example, Trust, DMZ).
Set the destination zone to any zone leading out to the internet (for example, Untrust).

Set three destination addresses and, for each one, select one of the predefined EDLs.

ok e E

Set Action to Drop.
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A good practice is to add some catch-all rules to the end of your rule base, as in the following screenshot,
once all the required policies have been added to catch any connections that are not allowed. From
suspicious zones, one catch-all rule should be set to application-default and one to any; this will help
identify standard applications that are not hitting a security policy and (more suspicious) non-standard
applications that are not using a normal port (see the Allowing applications section to learn about the
application-default service):

Source Destination
NAME ZONE ADDRESS ZONE ADDRESS | APPLICATION SERVICE URL CATEGORY | ACTION PROFILE OPTIONS
24 catchall A untrust any any any any 4% application-default | any [Elprop [ [=[EN
25 catchall-any P24 untrust any any any any any any Drop i) El.
26 intrazone-default ¢ any any (intrazone) any any any any Allow none B
27 interzone-default &3 any any any any any any any Deny none B

Figure 3.33: The catch-all rules at the end of the rule base

Adding an any-any drop rule as the last catch-all will override the intrazone default allow rule and
may block some services, so ensure you account for these if you want to discard all unaccounted-for
connections. Commonly overlooked connections are DHCP relay, IPSec, and GlobalProtect as intrazone.

You now have some rules actively dropping connections you do not want to get past the firewall, but
there are more options available than just silently discarding packets. We’ll review the other options
next.

Action options

Several different actions are available to handle new connections, some of which are stealthy and some
of which are noisy and informative. Choose which one to use depending on your needs:

«  Deny will drop the session and enforce the default Deny action associated with an application.
Some applications may silently drop while others send an RST packet.

«  Allow allows the session to go through.

«  Drop silently discards packets.

. Reset Client sends a TCP RST to the client.

«  Reset Server sends a TCP RST to the server.

+  Reset Both sends a TCP RST to both the client and the server.

If you check the Send ICMP Unreachable checkbox and the ingress interface is Layer 3, an ICMP
Unreachable packet is sent to the client for all of the dropped TCP or UDP sessions. This can be useful
to gracefully end UDP sessions as UDP does not support RST packets. It will also help the remote host
to find an alternate destination or give up, whereas without the ICMP message, it may keep spamming
the firewall with UDP packets.
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Allowing applications

There are generally two ways to determine which applications you want to allow:

+  Creating a group of known applications

. Creating an application filter to sort applications by their behavior

From Objects | Application Groups, you can create groups of known applications that can be used in
security policies, as shown:

-

Application Group

®

)

Name [allowed mgmt aprlications l

O ‘ APPLICATIONS

ssl

dns

ntp

paloalto-wildfire-cloud
paloalto-gp-mfa-notification
paloalto-logging-service

paloalto-directory-sync

() Browse (+)Add

8items ) — X

Figure 3.34: Application Group

Important note

\/V: The security rule base is evaluated from top to bottom and the evaluation is stopped once
a match is found, and then the matching security rule is enforced. This means blocking
rules need to be placed above the allowing rule if there could be an overlap.
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With the widespread adoption of cloud-based hosting and cheap SaaS solutions, more traditional
programs are turning into web-based applications that are accessible over a web browser. This makes
it harder for an administrator to easily determine which applications need to be allowed as the needs

of the business change quickly. Application filters created in Objects | Application Filters let you create
a dynamic application group that adds applications by their attributes, rather than adding them one
by one. These attributes can be selected for “good” properties to be added to allow rules (as you can
see in the following screenshot) or “bad” properties to drop rules:

Application Filter

= .

NAME | business applications

‘ D Apply to New App-IDs only

> Clear Filters

1687 matching applications

CATEGORY ~ SUBCATEGORY -~ RISK ~ TAGS ~ CHARACTERISTIC

1241 business-systems 36 email 139 BB 0 : 142 Evasive

446 collaboration 13 erp-crm i 89 B3 App-lD SloudEngine 126 Excessive Bandwidth

355 general-internet 163 general-business 5 oam k DLP App Exclusion 3 FEDRAMP

320 media 611 ics-protocols —_— 3 HIPAA

7 KEEEGT
492 networking 133 instant-messaging K2l 4 3 IP Based Restrictions
801 saas 31 internet-conferencing 58 k(O Enterprise VoIP 78 No Certifications
2 unknown 207 management 0 3 bl
L =~

NAME CATEGORY SUBCATEGOF RISK TAGS STANDARD PORTS EXCLUDE
1c-enterprise business-syster erp-crm tcp/1541,1560-1591
adobe-cq business-syster general-busines : Web App tcp/4502,4503
airaim collaboration  instant-messag a Web App tcp/80
aladdin business-syster general-busines tcp/5000
ali-wangwang (1 out of 4 s

Page

Show Technology Column

1 of10

> »l

Figure 3.35: Application Filter with basic attributes

Displaying 1 - 41 of 362

Cancel
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Alternatively, the filter can be based on the predefined and custom tags assigned to applications, as
follows:

Application Filter @
NAME | enterprise VolP ‘ D Apply to New App-IDs only < Clear Filters 73 matching applications

CATEGORY SUBCATEGORY ~ RISK ~ TAGS ~ CHARACTERISTIC ~

2 business-systems 13 file-sharing I App-ID Cloud Engine 12 Evasive
23 collaboration 1 infrastructure TN 2 | 28 Excessive Bandwidth
2 general-internet 3 instant-messaging 20 ELDLE.Aop Exclusion 10 FEDRAMP
2 media 27 internet-conferencing — [} clearnin 24 HIPAA
_ ey N
1 networking 1 management 15 IP Based Restrictions
43 saas 8 office-programs 1 [EQ) Enterprise VolP 18 No Certifications
2 photo-video o 13 PCI
NAME CATEGORY SUBCATEGORY RISK TAGS STANDARD PORTS EXCLUDE
adobe-connectnow (2 out of .
[-;:} adobe-connectnow-base saas internet-conferel a m Web App tcp/80,443,1935
[£7} adobe-connectnow-remc saas remote-access m Web App tcp/1935
adobe-connect (4 out of 5 she
[} adobe-meeting saas internet-conferer m m tcp/80,443,1935
Page 1/0of3 » »l Displaying 1 - 40 of 88

Show Technology Column “ Cancel

Figure 3.36: Application Filter with tags

You can mix and match application groups and filters to build further security rules by adding them
to the Application tab, as you can see here:

Security Policy Rule @

General Source Destination Application Service/URL Category Actions Usage

[] Any O Oitems ) = X
O |APPLICATIONS ~ O ‘ DEPENDS ON ’
I | enterprise VolP

[allow ]

Application Group
allowed mgmt applic%j)ons

Application Filter licati =l - e
allowed web apps Application Group: allowed mgmt applications:

New E' Application Filter r@ Application Group

®Add O Delete Add To Current Rule  Add To Existing Rule

Figure 3.37: The Application tab in a security rule
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To create a new allow rule using an application filter, do the following:

Create a new security rule and add a descriptive name.
Set the source zone to the internal zone that will connect to the internet.
Set the destination zone to external zone.

In Applications, add a new line and select Application Filter.

o R e

Click on all of the desired attributes and review some of the applications at the bottom. Add a
descriptive name and click OK on the filter, and again on the security rule.

You now have an allow rule based on an application filter!

Application dependencies

You may notice that when you start adding applications to a security rule, some applications have
dependencies. These dependencies will appear in the Depends On field when you add your applications.
These applications rely on an underlying protocol or build on an existing, more basic application that
needs to be added and allowed in the security rule base for this sub-application to work.

They do not necessarily need to be added to the same security policy.

Starting from PAN-OS 9.1, these dependencies are displayed in the security rule. As you can see in
the following screenshot, they appear when you are adding new applications and can immediately
be added to the same security rule or to a different one in the security rule base.

Since the firewall will go over the security rules each time a session changes to a new App-ID, you
may already have the dependency satisfied in a different rule and as soon as one of the App-IDs you
set in this new rule is matched, the firewall will change the session to this new rule. In older PAN-OS
versions, users will only be warned about these dependencies once the configuration is committed.
You can review application dependencies for individual applications via Objects | Applications too:

Security Policy Rule @

General Source Destination Application Service/URL Category Actions Usage

[] Any

4items )= X
APPLICATIONS ~ [7] | bePENDS ON
' ms-sms ms-update

ssl

[]  web-browsing

I webdav
(HAdd ) Delete Add To Current Rule  Add To Existing Rule

Figure 3.38: Application dependencies
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Now that the applications have been set, let’s look at how service ports are controlled.

Application-default versus manual service ports

Each application will use a certain service port to establish a connection. By default, each service is
set to application-default, which forces each application to use its default ports (for example, web
browsing uses ports 80 (unsecured) and 443 (SSL) secured, while FTP uses ports 21 (unsecured plaintext)
and 990 (secured)).

Important note

V4 Protocols that use pinholing, such as FTP, are automatically taken care of via the
\Q/ Application Layer Gateway (ALG), which is a part of the content decoder that is specific
to this protocol. The ALG ensures “child” sessions are accepted as part of the same security

rule even though the port may be different from the default port.

If an application needs a custom port, you can add a manually created service object, but this would
prevent the use of application-default. So, any exceptions should preferably be made in individual
rules to prevent applications from “escaping” via an unusual port:

r

Security Policy Rule

General Source Destination Application Service/URL Category Actions

any I

application-default
any

select

Figure 3.39: Service ports
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Adding a URL category can be used to allow or block URL categories at the TCP layer:
Security Policy Rule @

General Source Destination Application Service/URL Category Actions Usage

application-default [ Any
[ | service [T] | uRL cATEGORY

L4
risky sites

® Add (H)Add & Delete

“ Cance'

Figure 3.40: URL Category in the security rule

Rather than applying URL Filtering in (ISO) Layer 7, a URL category added directly to the security rule
simplifies allowing or denying access to a specific category.

When an outbound connection is identified as web browsing (or SSL), the content decoder will identify
the URL that is being accessed and a category lookup will take place. If a URL category is set in the
security rule, as illustrated in Figure 3.30, a Layer 3 action can immediately be applied to allow or
deny a session from proceeding.

This is different from URL Filtering via a security profile in that URL Filtering will compare the URL
found in a session against all predefined URL categories and custom URL categories. This could
introduce complications with overlapping categories or may make a rule too wide.

For example, if only a specific category needs to be allowed or denied, a traditional URL Filtering
security profile would need to be set to allow the desired categories and block all the other ones, which
may disrupt other more generic web browsing security rules. A typical example is a printer or other
IoT device that needs access to a preset list of URLs to receive updates or report metrics, but no other
URL categories. Using a custom URL category directly in the security rule limits that device’s access
to only these FQDNSs.

Controlling logging and schedules

By default, each security rule is set to Log at Session End. This means that a log is only written to
the traffic log once a session is broken down. For some sessions, it may be interesting to log more
interactions, and so Log at Session Start could be enabled. This does cause quite a lot of overhead,
however, as there will be a log for each new stage of a session when the SYN packet is received and
for every application switch. So, there could be two to five additional log entries for a single session.



130 Building Strong Policies

Other applications that are very chatty or less relevant may not need to be logged at all, such as DNS.

Important note

7/
\E/ Even with both the start and end logs disabled in the Security Policy Rule | Actions tab,
any threats detected in a session will still be logged to the threat log.

Log forwarding can be used to forward logs to Panorama, Strata Logging Service, or a syslog server
or to send out an email. If you name one of the log forwarding profiles default, it will automatically
be added to every new security rule that is created:

Actions Usage

Log Setting
[ ] Log at Session Start
Log at Session End
Log Forwarding | default
Other Settings
Schedule | facebook
QoS Marking | None

D Disable Server Response Inspection

Figure 3.41: Log options and schedules

Schedule can be used to create timeframes when this security rule will be active if certain applications

are only allowed at specific times of the day (for example, Facebook can be allowed during lunch and
after hours):

Schedule @

Name | facebook

Recurrence [ Daily J

START TIME Daily @
11:30 Weekly
r .
18:00 Non-recurring
—
00:00 "07:30

(F)Add ) Delete

Figure 3.42: Schedules
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Before you continue putting this new knowledge to work and start creating more rules, let’s review
how you can prepare address objects so the rule base becomes more readable and you can reuse
similar objects in multiple rules.

Address objects

To make managing destinations in your security and NAT policy a little easier, you can create address
objects by going to Objects | Addresses. When you create a new object here, you can reuse the same
object in different rules, and if something changes, you only need to change the address object for all
the security and NAT rules to be automatically updated:

1. Click on Add and provide a descriptive name for the address. It is good practice to set up a
naming convention so that you can repeat this process for all other address objects. A good
example is to prefix all server names with S_ and all networks with N_ so that they're easily
identifiable.

Set a description if needed.
Select the type of object that this will be:

+  IP Netmask lets you set an IP with a subnet mask down to /32 or /64 for a single IPv4
or IPv6 address (no need to add /32).

«  IP Range lets you define a range that includes all the IP addresses between the first
and last IP set in the range, separated by a dash (-).

«  IP Wildcard Mask lets you set a subnet masking that covers binary matches, where a
zero bit requires an exact match in the IP bit, and 1 is a wildcard. So, for example, a
wildcard subnet of ©.0.0.254 translates to 600000000 .0000000.0000000.11111110.
The first three bytes are set, and in the last byte, all but the first bit are wildcards. This
means that if the associated IP address is setto 10.0.0.2 (00001010 .0000000 . 000000
.00000010), all of the IPs in the subnet that end with @ will be matched (that is, all of
the even IP addresses). If the [P is sett0 10.0.0.1, all of the odd IPs would match. This
type of object can only be used in security rules.

+  FQDN lets you set a domain name that the firewall will periodically resolve according
to the time to live (TTL) and cache. Up to 10 A or AAAA records are supported for each
FQDN object. Use the Resolve link to verify that the domain can be resolved.

4. Add atag to easily identify and filter policies for this object.
5. Click OK.

Once you have sets of objects that are similar, you can also create groups by going to Objects | Address
Groups. These groups can be used to bundle objects for use in security or other policies.

Tags

Tags can be leveraged to group, filter, or easily identify many other objects. Security zones, policy
rules, or address objects can all be tagged with up to 64 tags per object. By going to Objects | Tags,
you can create new tags:
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1. Click on Add and create a descriptive and preferably short name for the tag (up to 127 characters).
You can also use the dropdown to select one of the already-created security zones, which will
cause the tags to be automatically assigned to this zone.

2. Select a color or leave it as None.
Add a comment.
4. Click OK.

As you can see in the following screenshot, tags can then be used to visually enhance your rule base
or to filter for specific types of rules:

CD PA-440 DASHBOARD ~ ACC  MONITOR  POLICIES ~ OBJECTS NETWORK  DEVICE (L5 Commit v
Tags to
— Tags to mark dent g
= . identify zones
3 NAT security rules Gor
2 Qos
£% Policy Based Forwarding 0 untrust (7) 17 NAME TAGS GROUP ZONE ADDRESS ZONE ADDRESS APPLICATION
5 Decryption - — N - ~ - -
® et i e S g11 18 perimeter D perimeter @ AE 2 pangurus... | [ ipsec
) Tunnel Inspection trust (6) 12-17 @ BE panos-global-pro
E Application Override e
- PP @ perimeter (3) 18-20 @NL ssl
S Authentication h
Policy Optimizer — [ inside (3) 21-23 @nNo
(=3 New App Viewer 1+ vpn (1) 24 19 perimeter outbound perimeter S pangures... EEELESE @Bt ipsec
3 Rules Without App Controfs2 @no .
[ Unused Apps 3
|
Log Forwarding for Security Se b
= Rule Usage Tags to group | perimeter-block Blocked perimeter any any any
) Unusedin 30days 5

security rules

[E) Unused in 90 days
ED) Unused 1

Default View
Rulebase by Tags

@ Rulebase by Groups
Tag Browser

Object : Addresses + ®Add Move ~ (D) PDF/CSV [_] Highlight Unused Rules Rulebase by Groups ™ Reset Ru
Figure 3.43: Tags in the security policy

While building security rules, objects (such as addresses, applications, and services) can be clicked
and dragged from the object browser on the left into any rule, and from one rule to another. There is
no need to open a rule and navigate to the appropriate tab to add objects.

After a while, you will want to review the security rule base you've built to make sure you haven't
missed any applications, left rules too open, or have any duplicates that leave rules unused. Let’s take
a look at how this can be done.

Policy Optimizer
While you're on the Security or NAT policy tab, there’s a tool called Policy Optimizer in the bottom
left-hand corner that can help improve your security rules by keeping track of rule usage. Policy
Optimizer records statistics relating to your rules and can report the following:

+  Rules that have been unused for 30 days, 90 days, or for all time so that you can delete them

+  Rules that are set up with no applications defined and the applications that were accepted by
those rules
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*  Rules that have applications that are not being used so that you can remove these excess
applications

After the rule base has been in production for a while, the output of Policy Optimizer will start to
resemble the following screenshot:

Policy Optimizer ~ | Rules Without App Controls
g New App Viewer 1+  These rules require i i ttention to prevent and i ications from accessing your network! These port-based rules allow any application
because they don't define specific applications. These rules may allow apps that you don't want and that present a security risk. Use Policy Optimizer to examine the
(3 Rules Without App Controls’  appiications that match these rules and to safely convert port-based rules to app-id-based rules that allow only the applications you want on your network.

[ Unused Apps 1| »
- —_ @] 1 itel
= Rule Usage - item ) =

) Unused in 30 days 4 App Usage

E®) unused in 90 days 4

2 TRAFFIC (BYTES, 30 DAYS) DAYS WITH NO NEW
E,\ Unused 44 NAME SERVICE v APPS ALLOWED APPS SEEN APPS COMPARE
4 PANgurus out %% application-.. = 21M [1 any 2 25 Compare

Figure 3.44: Policy Optimizer

In tandem with Policy Optimizer, each rule also has a column called Apps Seen.

The Apps Seen column

Each security rule will also gather information about the applications passing through it. This
information can be accessed from the Apps Seen column in the security policy:

Rule Usage
DAYS WITH NO NEW
APPLICATION SERVICE ACTION PROFILE OPTIONS | HIT COUNT | LAST HIT FIRST HIT APPS SEEN | APPS
any any @ Allow @ [j@ @ [§| 456520891  2025-05-1500:29:51 2023-06-23 10:30:5¢ 254 39
any = o = L —_ 400CCOTA  ANAC AN MO ANEC.AR  AANA AC 40 4nnTaa Aan | anc
Applications & Usage - internet access ©)
any
Timeframe | Anytime _]
Apps on Rule Apps Seen 254
Any 254items ) > X
[C] | appLICATIONS ~ LAST SEEN
[C] | AppLICATIONS SUBCATEGO... | RISK | FIRST SEEN v TRAFFIC (30 DAYS)
| ntp-base infrastructure E 2023-07-11  2025-05-14 72M [
[ sst encrypted- 2023-07-10  2025-05-13  15.3M [l
tunnel
[] apple-airplay photo-video 2025-04-06  2025-04-06 0 ]
[] dns-over-https internet-utility 2024-08-29  2025-04-06 (O |
[] unknown-tcp 2024-11-26  2025-04-06 [
(| upnp infrastructure B 2024-11-26  2025-04-06 0 1
[] web-browsing internet-utility 2023-07-10  2025-04-06 o |
) Browse "i_r'f‘ Add > Clo I L C “= Match Usage

The last new app was discovered 39 days ago.

Figure 3.45: Apps Seen

All detected applications can be added to the current rule, an existing rule, or a cloned rule from the
current rule.
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Creating NAT rules

Unless you are one of the lucky few organizations that were able to get their very own A (/8) or B (/16)

class subnets, your internal network segments will most likely be made up of one or more of the well-
known RFC1918 private IP address allocations: 10.0.0.0/8,172.16.0.0/12, 0r 192.168.0.0/16. NAT
is needed in order for your hosts to be able to reach the internet and your customers and partners to

reach publicly available resources hosted in your data center. NAT rules can be configured through

Policies | NAT.

For this section, keep the following interface setup in mind:

INTERFACE MANAGEMENT ‘ VIRTUAL | SECURITY
INTERFACE TYPE PROFILE LINK STATE | IP ADDRESS ROUTER ZONE
&3l ethernet1/1 Layer3 198.51.100.2/24 default Untrust-L3
&= ethernetl/2 Layer3 192.168.27.1/24 default Trust-L3
&Jethernetl/3 Layer3 10.0.0.1/24 default DMZ-L3

Figure 3.46: Interface zone and IP configuration

Address translation comes in different flavors depending on the direction and purpose, each with its
own nuances. Let’s first review inbound NAT.

Inbound NAT

For inbound NAT, it is important to remember that the firewall is zone-based and that the source and
destination zones are determined before the NAT policy is evaluated:

\ \ \

\
\\ Destination

Initial Packet So:é::ﬁ:st;ne \ For:gf d/ing J\ NATPolicy
Processing User-1D // Lookup //// Zone ) / // Evaluation /
/ / // ) /’ / //’ //

Figure 3.47: Packet flow stages

This means that for inbound NAT, the source and destination zones will be identical. The routing
table will determine the source zone based on the default route and the destination zone based on
the connected network, which is configured on the external interface.

For example, if the 203.0.113.1 internet IP is connecting to the 198.51.100.2 firewall IP to reach
the 10.0.0.5 server, the firewall will look up 203.0.113.5 in its routing table. It will find that it only
matches the default route, ©.0.0.0/0, which points from the ethernet1/1 interface, which is in the
Untrust-L3 zone. It will then look up 198.51.100. 2 (the original destination IP in the packet header)
and find it in the 198.51.100.0/24 connected network on the ethernetl/1 interface, which is in the
Untrust-L3 zone.
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The Original Packet tab needs to have the following:

The same source and destination zones.

Source Address, which can be Any for generic internet sources, specific IP addresses, or
subnets if the source is known.

Destination Interface, which indicate which interface the packet is headed to. This can be
important in cases where there are multiple interfaces with overlapping routes.

Service, which can be used to restrict which destination portis allowed in the received packets.
This will help in cases where the IP space is restricted and port address translation (PAT) is
required to host different services on the same external IP and will prevent over-exposing an
internal host.

Destination Address, which needs to be a single IP for a one-to-one destination NAT (don’t add
a subnet). Having a subnet-based destination NAT is possible, but only for Session Distribution.

The Original Packet tab of an incoming NAT rule will look similar to the following screenshot:

NAT Policy Rule @
General Original Packet Translated Packet
D Any Destination Zone Any ]:‘ Any
[[] | sOURCE zONE ~ Untrust-L3 [[] | sOURCE ADDRESS ~ [[] | DESTINATION ADDRESS ~
r r
[[] " = untrust-L3 [ "= 198511002
Destination Interface
ethernet1/1
Service
any
() Add () Add () Add

Figure 3.48: Original Packet NAT
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In the Translated Packet tab, you can set what needs to be changed for the external client to be able
to reach the internal server:

Source Address Translation will usually be set to None, but it can be set to match an internal
interface subnet or loopback interface if required. This would let the server receive a packet
sourced from an internal IP, rather than the original internet IP.

Destination Address Translation with Translation Type set to Static IP, also known as one-to-
one NAT, changes the destination IP to a single internal server.

Translated Port can be used if the internal service runs on a different port than the externally

advertised one. For example, externally, a web server could be reachable on default SSL port
443, while on the server itself, the service is enabled on 8443.

In the Translated Packet tab of an inbound NAT rule, we will add the private IP of the destination
server, as illustrated here:

NAT Policy Rule @

General Original Packet Translated Packet
Source Address Translation Destination Address Translation
Translation Type | None Translation Type | Static IP

Translated Address | 10.0.0.5
Translated Port | [1 - 65535]

() Enable DNS Rewrite

reverse

Figure 3.49: Translated Packet NAT

Next, let’s take a look at address translation in the opposite direction.

Outbound NAT

Outbound NAT rewrites the source IP addresses of internal clients to the interface associated with a
different zone. This could be an internet-facing zone or one connecting to a partner, VPN, or WAN,
as in the following screenshot:

The source zone will reflect the interface that the clients are connected to.
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+  The destination zone and destination interface will reflect the egress interface that a routing
lookup determines based on the original packet.

NAT Policy Rule @

General Original Packet Translated Packet

D Any Destination Zone E' Any Any

[T] | sourRce zoNE ~ Untrust-L3 O ‘ SOURCE ADDRESS ~ ‘ | | DESTINATION ADDRESS
r

) e Trust-L3 J 2 AN

Destination Interface

any

Service

any

(H) Add (+) Add (+) Add

Figure 3.50: Outbound NAT Original Packet

When using an IP pool for source translation, the firewall will use proxy ARP to gain ownership of
IP addresses. This means that you don’t need to physically configure all of the IP addresses on an
interface, but it is recommended that you have at least the subnet configured on an interface so that
the firewall knows which interface is used to broadcast the proxy ARP packets. If the subnet does not
exist on an interface, proxy ARP will be broadcast out of all the interfaces.

Important note

V4 Starting from PAN-0S 10.2.8, 11.0.5 and 11.1.0 this behavior was changed; the firewall will
\/:ﬁ> now apply strict proxy ARP enforcement for source NAT, which means it will only send
out proxy ARP for IP addresses in the same subnet as the ingress interface.

For destination NAT, the behavior remains the same.

Let’s take a look at some of the common, and a few special, use cases - NAT rule configurations.

Hide NAT or one-to-many NAT

The most common implementation of outbound NAT is the infamous hide NAT, or many-to-one, which
changes the source IP addresses of all internal clients to the external IP(s) of the firewall. It is best to
place this rule near the bottom of the rule base as it will catch any non-specific sessions and rewrite
the source IP to that of the firewall.
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The best option for this type of NAT is Dynamic IP and Port (DIPP). DIPP rewrites the source IP to that
of a selected interface or a manually entered IP, IP range, or subnet, and assigns a random source
port to the session on egress, as you can see here:

NAT Policy Rule NAT Policy Rule

General Original Packet Translated Packet General Original Packet Translated Packet
Source Address Translation Source Address Translation
Translation Type | Dynamic IP And Port Translation Type | Dynamic IP And Port
Address Type | Interface Address Address Type | Translated Address
Interface | ethernet1/1 O ‘ TRANSLATED ADDRESS -~
IP Address | 198.51.100.2/24 [ 198.51.100.3

[] 198.51.100.3-198.51.100.38
[] 198.51.100.128/28

() Add

Figure 3.51: DIPP to an interface IP or manual selection

DIPP supports around 64,000 concurrent sessions per available source IP, multiplied by the
oversubscription factor supported by the platform you are deploying these rules on. As a rule of
thumb, small platforms commonly support 2x oversubscription, large platforms support 4x, and
extra-large platforms up to 8x. When multiple IPs are available, DIPP assigns a rewrite IP based on
a hash of the source IP so that the same source always gets the same translation address. Once the
concurrent allowance for a given translation address is depleted, new sessions will be blocked until
existing sessions are freed up.

You can check the current oversubscription ratio by using the following command:

admin@PA-220> show running nat-rule-ippool rule <rule name>
VSYS 1 Rule <rule name>:

Rule: <rule name>, Pool index: 1, memory usage: 20344

Oversubscription Ratio:
Number of Allocates:
Last Allocated Index:

Starting from PAN-OS 11.1.1 and later, Persistent Dynamic IP and Port (PDIPP) allows you to bind the
private source IPs to a specific translated IP so all sessions from the client are translated behind the
same post-NAT IP. This helps tremendously with applications like STUN that open multiple subsequent
connections and require all the connections to be sourced from the same IP.
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If more than 64,000 multiplied by the oversubscription factor concurrent sessions per source are
needed, or source ports need to be maintained, you can opt to use Dynamic IP instead of DIPP. Dynamic
IP will simply “hop” to the next available IP in its assigned translation addresses for a given source IP
while maintaining the source port.

As a fallback, if the available IP pool does get depleted because Dynamic IP does not support
oversubscription, you can enable DIPP. The IP used in the fallback should not overlap with any of the
main IP pools:

NAT Policy Rule

General Original Packet Translated Packet

Source Address Translation
Translation Type | Dynamic IP
D ‘ TRANSLATED ADDRESS -~

(] "198.51.100.0/24
(] "203.0.113.0/24

(+) Add

Advanced (Dynamic IP/Port Fallback)

None

Translated Address
Interface Address &9

None

Figure 3.52: Dynamic IP with two subnets and DIPP fallback

In some cases, a server or host on the network will need to “own” its own IP address, which can be
achieved with one-to-one NAT rules.

One-to-one NAT

A static IP will always translate a source into the same translation IP and maintain the source port.
An IP range can be set, in which case the source IPs will be sequentially matched to the translated
IPs, but it is important that the source range and translation range are identical in size; for example,
10.0.0.5-10.0.0.15 translates to 263.0.113.5-203.0.113.115.
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The Bi-directional option creates an implied inbound NAT rule to allow inbound translation for the
same source/translated source pairs. This implied rule reuses the destination zone set in the rule and
any as the new source zone. It will set the translated address as the new destination of the original
source to the new translated destination.

For the outbound rule, as you can see in Figure 3.53 you have the following:

. Source: Trust-L3
+  Destination: Untrust-L3
«  Original source: serverfarm
. Translated source: serverfarm-public
For rules that have a bi-directional IP set, the following implied NAT rule will be created. This rule

will not be visible in the rule base so be very attentive to any rules that are set to bi-directional and

what this implies: the source is set to any so the implied rule may catch unintended sessions from
other zones than the ones you configured:

. Source: any
. Destination: Untrust-L3
. Original destination: serverfarm-public

. Translated destination: serverfarm

NAT Policy Rule ©)
General Original Packet Translated Packet
D Any Destination Zone D Any Any
[T] | souRcE zoNE ~ Untrust-L3 [T] | souRCE ADDRESS ~ [C] | DESTINATION ADDRESS ~
r
O B2 Trust-L3 (] @ serverfarm

Destination Interface

any

Service
any
(P Add () Add (9 Add
NAT Policy Rule @
General Original Packet Translated Packet
Source Address Translation Destination Address Translation

Translation Type | Static IP Translation Type | None

Translated Address | serverfarm-public

Bi-directional

“ cance'

Figure 3.53: Static IP NAT with the Bi-directional option
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In some cases, “double NAT” needs to be applied to sessions that need to take an unusual route due
to NAT. These types of NAT rules are called U-turn or hairpin NAT rules.

U-turn or hairpin NAT

If an internal host needs to connect to another internal host on the same subnet, by using its public
IP address, a unique problem presents itself. For each session, only one NAT rule can be matched.
When the client connects to the public IP, the routing table will want to send the packet out to the
internet, which will trigger the hide NAT rule, which translates the source IP. (It will not trigger the
normal destination NAT rule, as this will have Untrust as the source zone.)

The packet should then go back inside as the destination public IP is also owned by the firewall, but
a second NAT action can'’t be triggered, so the packet is discarded.

If the hide-NAT IP is identical to the destination IP, which is common in environments with few public
IP addresses, the packet will be registered as a land attack:

admin@PA-220> show counter global | match land
Global counters:

Elapsed time since last sampling: 26.05 seconds

value rate severity category aspect description

parse Packets dropped: land attack

A workaround to this problem, if changing the internal DNS record so the FQDN resolves to an internal
IP while on the local network or adding an entry to the host file of the client is not possible, is to
configure a U-turn or hairpin NAT.

Important note

\E/‘ If you are using PAN-OS 9.0.2 or later, take a look at an alternative solution in the Enable
DNS Rewrite section.

This type of NAT combines the destination and source NAT and must be placed at the top of the rule
base to prevent the hide NAT rule from catching these outbound sessions. The reason the source
NAT is required is to make the session stick to the firewall so that no asymmetric routes are created.

If you were to configure the destination NAT to rewrite the public IP for the internal IP without
translating the source, the server would receive a packet with the original source IP intact and reply
directly to the client, bypassing the firewall. The next packet from the client would be sent to the
firewall, which would try to perform TCP session sanity checks and determine whether the TCP session
was broken, discarding the client packet.
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Adding source translation would force the server to reply to the firewall, which would then forward
the translated packet back to the client:

NAT Policy Rule @

General Original Packet Translated Packet

D Any Destination Zone Any E‘ Any
[T] | sOuRCE ZONE ~ Untrust-L3 ‘ SOURCE ADDRESS ~ O ‘ DESTINATION ADDRESS ~
v
[] eATrust-L3 [J = 198511002
Destination Interface
any
Service
any
() Add () Add () Add
NAT Policy Rule @
General Original Packet Translated Packet
Source Address Translation Destination Address Translation
Translation Type | Dynamic IP And Port Translation Type | Static IP
Address Type | Interface Address Translated Address | 10.0.0.5
Interface | ethernet1/4 Translated Port | [1 - 65535]
IP Address | 192.168.27.1/24 () Enable DNS Rewrite

reverse

Figure 3.54: U-turn NAT

This type of complication can also be addressed by changing the DNS query to the internal IP of the
final destination.

Enable DNS Rewrite

The Enable DNS Rewrite option was introduced in PAN-0S 9.0.2 and later, and enables the NAT policy
to be applied inside DNS response packets:

«  Itreverse translates the DNS response that matches the translated destination address in the
rule. If the NAT rule rewrites 198.51.100.2 to 10.0.0.5, the reverse rewrite will change the
DNS response 0of 10.0.0.5 t0 198.51.100.2.

«  Itforward translates the DNS response that matches the original destination address in the rule.
The forward DNS rewrite changes the DNS response of 198.51.100.2 t0 10.0.0.5.



Chapter 3 143

This could be useful in a scenario where internal hosts need to query a DNS server in the DMZ for an
FQDN of a server also hosted in a DMZ where they receive the external IP in the DNS response. This

could lead to odd routing issues (see the U-turn or hairpin NAT section) as the destination IP will match
the external zone, but both the client and server are on internal zones:

Destination Address Translation

Translation Type | Static IP

Translated Address | 10.0.0.5

Translated Port | [1 - 65535] \

Enable DNS Rewrite
Direction | reverse v J
reverse
forward

Figure 3.55: Enable DNS Rewrite

If a service is hosted on several physical servers (the original destination is an FQDN that returns several

IP addresses), the destination translation settings can be set to Dynamic IP (with session distribution)
The firewall will rewrite the destination IP according to the chosen method:

- Destination Address Translation

Translation Type ‘ Dynamic IP (with session distribution)

) v |
Translated Address ‘ Serverfarm 7]

Translated Port \ [1-65535]

Session Distribution Method l Round Robin v ]
! |

Round Robin {

7

Source IP Hash

IP Modulo

IP Hash ’

Figure 3.56: Dynamic IP (with session distribution)
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This is how these session redistribution methods work:

+  Round Robin assigns a new session an IP in rotating order.

. Source IP Hash assigns new sessions an IP based on a hash of the source IP. The same source
IP will always connect to the same destination, so if there’s a proxy, for example, or a NAT
gateway between the clients and the firewall, do not use this method.

. IP Modulo assigns new sessions an IP based on the source and destination IP, performing an
XOR and a modulo operation.

« [P Hash assigns new sessions using a hash of the source and destination IP.

+  Least Sessions assigns new sessions to the IP addresses that have the least number of active
concurrent sessions in the session table.

With this information, you will now be able to resolve any NAT challenges you may face.

Summary

In this chapter, you learned how to create security profiles and how to build a set of profiles that
influence how your firewall processes threats. You learned how to create security profiles that leverage
best practices and add these to a default security profile group so that your security rule base starts
off with a strong protection stance. You are also able to create complete security rules that leverage
reusable objects, have easy-to-identify tags, and are set to allow all desirable access based on application
identification rather than ports. You can now make complex NAT policies that cater to the needs of
your inbound and outbound connections.

If you're studying for the PCNSE, take specific note of how the best practice security profiles are set
with reset-both and single-packet packet capture for critical, high, and medium severity, while low
and informational are set to default with no packet capture. Remember how zones play an important
role in the Original Packet tab of NAT rules. Remember the importance and implications of App-ID
with application-default and how application filters can be used to define behavior rather than needing
to account for all applications manually.

In the next chapter, we will see how to take even more control of your sessions by leveraging policy-
based routing to segregate business-critical sessions from the general internet, limit bandwidth-hogging
applications with quality of service, and look inside encrypted sessions with SSL decryption.
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Taking Control of Sessions

In this chapter, you will see how you can ensure business-critical or latency-sensitive applications do
not run out of bandwidth and less important applications are prevented from consuming too much.
You will learn how to bypass the routing table and make exceptions for certain sessions, as well as how
to decrypt encrypted sessions and look within them to determine actual applications and stop threats.

In this chapter, we’re going to cover the following main topics:

. Controlling the bandwidth with quality-of-service policies
+  Leveraging SSL decryption to look inside encrypted sessions

+  Redirecting sessions over different paths using policy-based forwarding

By the end of this chapter, you will have learned how to look inside encrypted TLS sessions so threats
can be stopped, manipulate how sessions are forwarded regardless of the routing table, and make
the best of your available bandwidth.

Technical requirements

This chapter requires a working knowledge of measuring network bandwidth and available resources.
You should understand the implications of sending packets over different interfaces rather than where
routes are pointing to, and more specifically, the paths reply packets may take that could introduce
asymmetric routing. You should also have a good understanding of certificate chains.

Controlling the bandwidth with quality-of-service

policies

Quality of Service (QoS) is the collective name for several technologies that can help improve the
quality of applications, and the data flows that they are applied to, by prioritizing them over other flows

or reserving bandwidth to ensure adequate throughput and acceptable latency. In this section, you
will learn how QoS marking can be applied to a firewall to interact with network devices downstream.
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There are two ways for a firewall to participate in applying QoS to network traffic:

. Differentiated Services Code Point (DSCP) and Type of Service (ToS) headers, which are

“external” markings introduced by a network device or host and intended to be carried all the

way to the final destination or until the header is stripped, ensuring all devices in the path are
aware of the weight or priority of a packet

. Built-in capabilities, which do not alter the header of the packets and take place by internally
prioritizing or slowing down packets flowing through the firewall

Let’s review external headers first.

DSCP and ToS headers

DSCP headers allow the firewall to let upstream and downstream devices know that certain sessions
have a certain priority. These headers can be set in the security policies in the Actions tab, as shown
in the following screenshot:

Actions Usage

Log Setting

[ ] Log at Session Start
Log at Session End
Log Forwarding | default

Other Settings

Schedule | None

QoS Marking | None

IP DSCP
W

IP Precedence

Follow Client-to-Server Flow

None

Figure 4.1: QoS marking options

In DSCP, you can set Assured Forwarding (AF) from afl1 to af43, Expedited Forwarding (EF), or
Class Selector (CS) from cs0 to cs7 code points. The IP Precedence (cs0 to cs7) ToS can be used when
communicating with legacy network devices and Follow Client-to-Server Flow can be used to apply
inbound DSCP marking to a returning outbound flow.

In the next section, we will cover controlling flows directly in the firewall.
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QoS enforcement in the firewall

The firewall can also enforce bandwidth restrictions or guarantees, and that’s what we will focus on
here. The Palo Alto Networks firewall uses a system of eight classes combined with policies. A class is
used to identify flows that belong to a specific QoS profile, and the number of the class has no bearing
on what actions it performs. You can choose to make Class 1 the crown jewels or you can choose to
make it the “garbage bucket” - the choice is yours. The only exception is Class 4, which will be the
default class for anything that’s not been assigned a specific class.

Each interface is set up with a QoS profile that mandates how each class is treated, and then policies
are created to identify sessions as belonging to a certain class. The default class is Class 4, so anything
that is not caught by a QoS rule will automatically become Class 4 and be subject to the restrictions
for that class.

We'll use the following topology to illustrate an example QoS policy. Map out your own network
throughput so you can apply the following example scenario to your own environment:

*  Aninternetlink on eth1/1 with a download bandwidth of 200 Mbps per second and an upload
bandwidth of 50 Mbps

+ A DMZ network containing some servers on eth1/2 connected to a 1 Gbps interface
+ A LAN where the users sit on eth1/3 connected to a 1 Gbps interface

»  Usersneed 20 Mbps of guaranteed upload and download bandwidth for their enterprise Voice
over Internet Protocol (VoIP), but some internet downloads need to be limited to 50 Mbps

+  TFileshare traffic between users and servers needs to be limited to 300 Mbps

«  Site-to-site VPN connections need a 20 Mbps guarantee for business-critical applications

This topology is illustrated as follows:

200 Mbps downlaod
50 Mbps upload

DMz
eth1/1

Figure 4.2: Example topology
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Next, we will start laying down the groundwork for what will eventually become QoS enforcement.

Creating QoS profiles

Go to Network | Network Profiles | QoS Profile; you need to create at least one new profile to get started.
The classes themselves do not carry any weight, so Class 1 could be your most important class, but
also your lowest, depending on how you configure its parameters.

The priority setting does require special consideration; the real-time priority has its own queue in
packet processing, making sure that any packets that end up in the queue (due to bandwidth congestion)
go out first. All the lower priorities (high to low) share the main queue, with the lowest-priority packets
being discarded first if packets need to be let go in favor of higher-priority sessions.

As shown in Figure 4.3, the Egress Max option at the top of the profile refers to the total of the maximum
and reserved bandwidths for the whole profile, while the Egress Max column next to the class indicates
how much bandwidth all of the sessions in that class get to share.

Let’s create a few profiles first:

1. Create a profile called internet-upload.

2. Setthe profile’s Egress Max value to 56 Mbps to limit the total bandwidth usable by the profile
to 50 Mbps. This tells the QoS engine that it needs to use its queuing mechanism and prioritize
packets once it reaches the maximum limit.

3. Create classl, set it to real-time, and set a guarantee of 20 Mbps. This will ensure that the
sessions we select later as our Class 1 applications will have a guaranteed bandwidth of 20
Mbps available to them.

This profile can also be created with the following commands in the Command-
Line Interface (CLI):

reaper@pa-440# set network qos profile internet-upload
aggregate-bandwidth egress-max 50

reaper@pa-440# set network qos profile internet-upload
class-bandwidth-type mbps class classl priority real-time
class-bandwidth egress-guaranteed 20

>

Create a profile called internet-download.

o

Set the profile’s Egress Max value to 200 Mbps.

6. Create classl, set Priority to real-time, and set its guarantee to 20 Mbps.
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7. Create class5 and set the Egress Max value to 50.

This profile can also be created with the following commands:

reaper@pa-440# set network qos profile internet-download
aggregate-bandwidth egress-max 200

reaper@pa-440# set network qos profile internet-download
class-bandwidth-type mbps class class5 priority medium

class-bandwidth egress-max 50

reaper@pa-440# set network qos profile internet-download
class-bandwidth-type mbps class classl priority real-time
class-bandwidth egress-guaranteed 20

Create a profile called internal.

Do not set this profile’s Egress Max value; we will be mixing this profile with the internet one,
so we will let the interface maximum egress determine the maximum for this profile.

10. Create classs, set it to low priority, and set Egress Max to 300.

internal can also be created in the CLI as follows:

\/V reaper@pa-440# set network qos profile internal class-

bandwidth-type mbps class class8 priority low class-

bandwidth egress-max 300

11. Create a profile called vpn.

12. Create class4 and set it to guarantee 20 Mbps and to real-time priority; for this profile, we
will let IPSec connections default to class4.

vpn can be created in the CLI as follows:

\/V: reaper@pa-440# set network qos profile vpn class-bandwidth-

type mbps class class4 priority medium class-bandwidth

egress-guaranteed 20
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The QoS profiles should look as follows:

QoS Profile

Profile

Profile Name | internet-download|

Egress Max | 200

Egress Guaranteed | O

Classes

Class Bandwidth Type @ Mbps

D CLASS PRIORITY
[] classs medium
U class1 real-time
() Add Delete

QoS Profile

Percentage

EGRESS GUARANTEED

EGRESS MAX (MBPS) (MBPS)
50 o
] 20

Profile

Profile Name | vpn

Egress Max | 0

Egress Guaranteed | 0

Classes

Class Bandwidth Type @ Mbps

[J| cLass PRIORITY
[[] class4 medium
() Add Delete

QoS Profile
Profile

Percentage

EGRESS GUARANTEED

EGRESS MAX (MBPS) (MBPS)

o 20

Profile Name | internet-upload

Egress Max | 50

Egress Guaranteed | 0

Classes

Class Bandwidth Type @) Mbps

Percentage

EGRESS GUARANTEED
(MBPS)

EGRESS MAX (MBPS)

0o 20

[ | cLass PRIORITY
[ | class1 real-time
®Add () Delete
QoS Profile
Profile
Profile Name | internal

Egress Max | 0

Egress Guaranteed | O

Classes

Class Bandwidth Type @ Mbps

D CLASS PRIORITY
[] class8 low
@Add =) Delete

class 4 is the default class

Percentage

EGRESS GUARANTEED

EGRESS MAX (MBPS) (MBPS)

300 0

Figure 4.3: QoS profiles
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Next, the interfaces need to be set to enforce QoS. In Network | QoS, add all the interfaces. Then, for
ethernet1/1, the internet-facing interface, do the following, as illustrated in the following screenshot,
or by executing the following CLI commands:

1. Check the Turn on QoS feature on this interface box.

reaper@pa-440# set network qos interface ethernetl/1 enabled yes

2. Setthe interface Egress Max value to 50 Mbps to limit uploads to the internet.

reaper@pa-440# set network qos interface ethernetl/1 interface-bandwidth
egress-max 50

3. Setthe internet-upload profile as a Clear Text profile so that classes can be applied.

reaper@pa-440# set network qos interface ethernetl/1 regular-traffic

default-group qos-profile internet-upload

4. Setthe vpn profile as the Tunnel Interface profile.

reaper@pa-440# set network qos interface ethernetl/1 tunnel-traffic

default-group per-tunnel-qos-profile vpn

This applies QoS to any site-to-site VPN connections sourced from the firewall to a remote peer (on
alocal tunnel interface):

QoS Interface @

Physical Interface Clear Text Traffic Tunneled Traffic

Interface Name | ethernet1/1
Egress Max (Mbps) | 50

Turn on QoS feature on this interface
Default Profile

Clear Text | internet upload

Tunnel Interface | vpn

Figure 4.4: eth1/1 QoS configuration
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For ethernet1/2, the DMZ-facing interface, do the following, as illustrated in the following screenshot,
or by using the following CLI commands:

1. Check the Turn on QoS feature on this interface box.

reaper@pa-440# set network qos interface ethernetl/2 enabled yes

2. Setthe interface Egress Max value to 1000 Mbps, but leave Clear Text as default and Tunnel
Interface as none.

reaper@pa-440# set network qos interface ethernetl/2 interface-bandwidth
egress-max 1000

reaper@pa-440# set network gos interface ethernetl/2 regular-traffic
default-group qos-profile default

3. Inthe Clear Text tab, set the Egress Max value to 1000 Mbps.

reaper@pa-440# set network qos interface ethernetl/2 regular-traffic
bandwidth egress-max 1000

4. Add a new profile line:

. Call it userupload
«  Assign the internal QoS profile

. Set the source interface to ethernet1/3

reaper@pa-440# set network qos interface ethernetl/2 regular-traffic
groups regular-traffic-group members userupload match local-address
address any

reaper@pa-440# set network qos interface ethernetl/2 regular-traffic
groups regular-traffic-group members userupload match local-address
interface ethernetl/3

reaper@pa-440# set network qos interface ethernetl/2 regular-traffic
groups regular-traffic-group members userupload qos-profile internal

5. Add a second profile line:

. Call it internet

«  Assign the internet-download profile

. Set the source interface to ethernet1/1

reaper@pa-440# set network qos interface ethernetl/2 regular-traffic

groups regular-traffic-group members internet match local-address address
any

reaper@pa-440# set network qos interface ethernetl/2 regular-traffic
groups regular-traffic-group members internet match local-address
interface ethernetl/1
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reaper@pa-440# set network qos interface ethernetl/2 regular-traffic
groups regular-traffic-group members internet qos-profile internet-

download

These settings allow different profiles to be applied, as you can see in the following screenshot,
depending on where the packets originate from. Downloads from the internet will be limited to 200
Mbps in total, and class5 can be applied to limit sessions to 50 Mbps as needed, while sessions from
the user’s LAN can use up to 1000 Mbps and limit the bandwidth to 360 Mbps uploads for the class8
sessions:

QoS Interface @

Physical Interface Clear Text Traffic Tunneled Traffic

Interface Name | ethernet1/2
Egress Max (Mbps) | 1000

Turn on QoS feature on this interface
Default Profile

Clear Text | default

Tunnel Interface | None

QoS Interface @

Physical Interface Clear Text Traffic Tunneled Traffic

Egress Guaranteed (Mbps) | 0

Egress Max (Mbps) | 1000

D ‘ NAME QOS PROFILE SOURCE INTERFACE SOURCE SUBNET
[ ] userupload internal ethernet1/3 any

[ ] internet internet-download ethernet1/1 any

(+) Add

Figure 4.5: eth1/2 QoS configuration

For ethernet1/3, the user-facing interface, do the following, as illustrated in the following screenshot,
or by using the following CLI commands.

1. Check the Turn on QoS feature on this interface box.

reaper@pa-440# set network qos interface ethernetl/3 enabled yes
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2. Setthe interface’s Egress Max value to 1600 Mbps, but leave Clear Text as default and Tunnel
Interface as none.
reaper@pa-440# set network qos interface ethernetl/3 interface-bandwidth
egress-max 1000
reaper@pa-440# set network qos interface ethernetl/3 regular-traffic
default-group qos-profile default
3. Inthe Clear Text tab, set Egress Max to 1000 Mbps.
reaper@pa-440# set network qos interface ethernetl/3 regular-traffic
bandwidth egress-max 1000
4. Add a new profile line:
. Call it userdownload
+  Assign the internal QoS profile
. Set the source interface to ethernet1/2
reaper@pa-440# set network qos interface ethernetl/3 regular-traffic
groups regular-traffic-group members userdownload match local-address
address any
reaper@pa-440# set network qos interface ethernetl/3 regular-traffic
groups regular-traffic-group members userdownload match local-address
interface ethernetl/2
reaper@pa-440# set network qos interface ethernetl/3 regular-traffic
groups regular-traffic-group members userdownload qos-profile internal
5. Add a second profile line:

. Call it internetdownload

«  Assign the internet-download profile

. Set the source interface to ethernet1/1

reaper@pa-440# set network qos interface ethernetl/3 regular-traffic
groups regular-traffic-group members internetdownload match local-address
address any

reaper@pa-440# set network qos interface ethernetl/3 regular-traffic

groups regular-traffic-group members internetdownload match local-address
interface ethernetl/1

reaper@pa-440# set network qos interface ethernetl/3 regular-traffic
groups regular-traffic-group members internetdownload qos-profile
internet-download

These settings will limit the maximum Mbps when downloading (or streaming) things from the internet
while guaranteeing that the class1 sessions are not deprived of bandwidth and that the bandwidth
from the DMZ server is also maximized for all of the sessions to 1 Gbps, except class8, which is limited
to 300 Mbps downloads. This should look as follows:
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QoS Interface @

Physical Interface Clear Text Traffic Tunneled Traffic

Interface Name | ethernet1/3
Egress Max (Mbps) | 1000

Turn on QoS feature on this interface
Default Profile

Clear Text | default

Tunnel Interface | None

=

QoS Interface @

Physical Interface Clear Text Traffic Tunneled Traffic

Egress Guaranteed (Mbps) | O

Egress Max (Mbps) | 1000

D ‘ NAME QOS PROFILE SOURCE INTERFACE SOURCE SUBNET
[ ] userupload internal ethernet1/2 any

[ ] internetdownload internet-download ethernetl/1 any

®Add () Delete

Figure 4.6: eth1/3 QoS configuration

We have now created a framework that can apply traffic shaping to sessions. These profiles can now
be used in QoS policies that actually apply the enforcement and classification of applications in traffic
flows. They can be mixed and matched as needed, as we will see in the following section.

Creating QoS policies

Without any QoS rules, only class4 will be enforced, which, in the previous case, will only set Egress
Max to the maximum internet speed, but with no guarantees. The first policy we need to set will
define enterprise VoIP as class1 so that we can guarantee 20 Mbps downloads over the internet link:

L, The following example uses zone names and an application filter we created in the previous
',@\' chapter. If you skipped these, go and create them or adjust the parameters in the following
= examples to match your environment.

1. Create a new rule by going to Policies | QoS.

2. Call the rule enterprise voip.
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3. Setthe zone(s) to the Trust-L3 and DMZ-L3 zones so that outbound calls are classified as class1.
4. Setthe destination zone where the sessions will egress the firewall.

5. Set the class to classl:

reaper@pa-440> configure

[edit]

reaper@pa-440# set rulebase qos rules "enterprise voip" from [ DMZ-L3
Trust-L3 ] to Untrust-L3 source any destination any category any
application "enterprise voip" service application-default action class 1

Your policy should look similar to the following:

QoS Policy Rule @

General | Source | D¢ QoS Policy Rule

[]Any

[[] | sourRcE zoNE ~

General Source Destination Application Service/URL Category DSCP/ToS Other Settings

select v Any Any
0 ‘ DESTINATION ZONE A O ‘ DESTINATION ADDRESS [ | pEsTINATION DE
[N - untrust-L3

QoS Policy Rule @

General Source Destination Application Service/URL Category DSCP/ToS Other Settings

~ [JAny

(+
= |1 ‘APPLICATIONS A

[] B enterprise voip

QoS Policy Rule @

General Source Destination Application Service/URL Category DSCP/ToS Other Settings

Class | 1

Schedule | None

n Cance'

Figure 4.7: Setting VolP to Class 1 outbound

The second rule sets the same guarantee, but for sessions that are started from the internet (such as
an inbound SIP call). Follow these steps to create an inbound rule (if inbound sessions are not allowed
by the security policy, you can skip this rule):

1. Create arule and call it enterprise voip in.

2. Set the source zone to the Untrust-L3 zone.
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Set the destination zone to the internal zones where calls can be accepted (the internal client
or DMZ gateway).

4. Settheclassto class 1.

reaper@pa-440> configure

[edit]

reaper@pa-440# set rulebase qos rules "enterprise voip inbound" to [

DMZ-L3 Trust-L3 ] from Untrust-L3 source any destination any category any
"enterprise voip" action class 1

The inbound rule will look as follows:

QoS Policy Rule

General Source De QoS Policy Rule
Ij Any o £ e + .
General Source Destination Application Service/URL Category DSCP/ToS Other Settings
O ‘ SOURCE ZONE ~ —_—
[N - Untrust-L3 select Any ALY
O ‘ DESTINATION ZONE ~ [[] | DESTINATION ADDRESS ~ O ‘ DESTINATION DE

QoS Policy Rule

General Source Destination Application Service/URL Category DSCP/ToS

[]Any

[C] | APPLICATIONS ~

Other Settings

] [} enterprise voip

QoS Policy Rule

General Source Destination Application Service/URL Category DSCP/ToS Other Settings
Class | 1

Schedule | None

“ Cancel

Figure 4.8: Setting VolIP to Class 1 inbound

We will also need to limit certain sessions between the user’s LAN and DMZ networks. Assuming the
security policy only allows users to connect to the DMZ and no sessions to be allowed from the DMZ
to the user network, only one QoS rule will be needed as QoS classes are assigned to all packets in a

session, regardless of their direction (so, class8 will be applied in both directions even if you only
have your QoS rule set in one direction).
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Follow these steps to create an internal QoS rule:

Create a new QoS rule and call it fileshares.
Set the source zone to the Trust-L3 network.
Set the destination zone to the DMZ network.
Add the appropriate filesharing applications.

gk e

Set the class to class 8.

reaper@pa-440# set rulebase qos rules fileshares from Trust-L3 to DMZ-L3
source any destination any application [ ftp ms-ds-smb scps ] service

application-default action class 8

6. Save the changes.

Your internal rule will look as follows:

QoS Policy Rule Q)

QoS Policy Rule
General Source Des
General Source Destination Application Service/URL Category DSCP/ToS Other Settings
(] Any —
[[] | sourRce zoNE ~ select - Any Any

D ‘ DESTINATION ZONE ~ D DESTINATION ADDRESS ‘ D ‘ DESTINATION D

QoS Policy Rule @

General Source Destination Application Service/URL Category DSCP/ToS Other Settings

[JAny

O ‘ APPLICATIONS
[ ftp

(] ms-ds-smb

] 5 scps

QoS Policy Rule ©) ‘

General Source Destination Application Service/URL Category DSCP/ToS Other Settings

Class | 8

Schedule | None

“ Cancel

Figure 4.9: Setting file transfer applications to Class 8

To quickly check whether the limitations and guarantees are being enforced properly, you can access
a live graph next to each enabled interface from Network | QoS | Statistics:
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QoS Statistics

Bandwidth | Applications | Source Users | Destination Users | Security Rules | QoS Rules

Guaranteed | Maximum
Egress Egress
(Mbps) (Mbps)

Bandwidth
(Mbps)

Runtime ‘

W internet W class 1 class 2 class3 [Miclass4 Mlclass5
= Jethernet1/2 Mliclass6 Miclass7 Mclass8

(== regular-traffic 114.64 175

] default-group 0.001 1000 0
=[] userupload 0.001 1000 0.01
= internet 0.001 200 114.63 150
= class 1 0.001 200 0
=] class 2 0.001 200 0
class 3 0.001 200 0 7 1
class 4 0001 200 66.03 s
=] class 5 0.001 50 48.6 £
0.001 200 0 3 10
0.001 200 0 2
= class 8 0.001 200 0 2 5
Etunnel-trafﬁc E
3 (] bypass-traffic 0.001 1000 0 5

50

25

22:31:30 22:32:00 22:32:30 22:33:00 22:33:30

INote: Bandwidth limits shown include hardware adjustment factor

Figure 4.10: Class 5 is limited to 50 Mbps

To recap, we have learned the following:

. QoS is applied to the egress interface.

. Bandwidth restrictions and guarantees are shared within a class, not per session.
. Real-time priority has its own queue; the others share a queue.

. Egress Guaranteed or Egress Max cannot exceed the interface maximum.

. Class 4 is the default class.

Classes may have different guarantees or limitations, depending on the direction
of the packet.

. If a guarantee in a class is not filled, other classes may consume more bandwidth
(without exceeding their max) until the guarantee is required.

«  While we apply bandwidth limitations and guarantees at the interface level, class is
assigned at the session level and bandwidth restrictions will be applied differently
depending on the egress interface, even for the same class.

You can now create QoS profiles and understand the implications of priorities, guarantees, and the
egress maximum. You can apply these profiles to interfaces and define different profiles depending
on the source interface. You can also create rule sets that classify applications so that they can be
shaped according to your profiles.

In the next section, we will see how encrypted sessions can be decrypted and inspected and how
applications within an SSL session can be determined and threats stopped.
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Leveraging SSL decryption to look inside encrypted

sessions

Secure Sockets Layer/Transport Layer Security (SSL/TLS) and Secure Socket Shell (SSH) decryption
perform a man-in-the-middle attack, but for good instead of evil—an encrypted session is intercepted,
then, through the use of trusted certificates, the session is deciphered and the payload is made visible
for content inspection and App-ID to take a look at. There are three modes of decryption currently
available:

. SSH proxy
. SSL forward proxy

. SSL inbound inspection

Let’s look at each of them in detail.

SSH proxy

SSH proxy allows the interception of SSH sessions. The SSH connection will be proxied, meaning
that the client connects to the firewall and the firewall establishes a new session to the server. This
allows you to control (allow or block) tunneling over the SSH session by setting a security policy for
the ssh-tunnel application.

SSL forward proxy

SSL forward proxy is used for all outbound sessions. There are two distinct directions (inbound and
outbound), and the outbound option is proxied because of how certificates are used to sign a website’s
SSL/TLS certificate. In the world of certificates, a handful of trusted organizations hold “trusted root
signing certificates,” which are considered to have the same authority as a notary with regard to signing
documents. They sign off on a subset of subordinate or intermediary certificates, which are then used
to sign off on server certificates, which represent domain names such as www. google. com, pangurus.
com, or packtpub.com. This chain of trust needs to be resistant to attack so that “bad actors” can’t set
up a fake website and dupe visitors into trusting it, which makes legitimate interception difficult. For
more details, refer to https://en.wikipedia.org/wiki/Public_key certificate.

When accessing a website on the internet, the root and intermediary certificates can be any of the dozens
of available options, so the only way to get the internal client to trust an intercepted connection is to
replace the entire chain and make the client trust the root signing certificate. This can be accomplished
in several ways, with the most straightforward method being a manual import, but this may be more
difficult to accomplish in a large environment. You can also leverage Microsoft Group Policy Objects
(GPOs) and several other deployment methods, toolkits, scripts, and software packages; but whatever
you do, don't let your users get used to ignoring a browser certificate warning—that is a dangerous habit
to get into! Put in the time to install your organization’s root and intermediary certificates, or your self-
signed root certificate and intermediary, into the trusted root signing certificate store of all your clients’
computers (and Firefox, as it uses its own certificate store). It will pay off in the long run, I promise.


www.google.com
pangurus.com
pangurus.com
packtpub.com
https://en.wikipedia.org/wiki/Public_key_certificate
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If your organization already has a CA set up, you can simply have it create a new, easily identifiable
intermediary that can be used for decryption:

1. Export it with its private key and 