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Chapter 1 - Planning and Preparation

Breaking the order headings down even further

PRELIMINARIES
* Head count
= Attachments
»  Duration of task
= Client details
*  Map details g
+ Moon state
«  Weather during task duration

GROUND - refer to the model
« Ingeneral
* In detail
*+  Routein
» Route out
+ Safe havens - ERV's
* Target area

SITUATION

* Inthe last 24hrs - all movements to, from and around the operational area
* Inthe last 48hrs

» Has this subject been under surveillance before and if so are they now
surveillance aware?

MISSION - this is to be repeated twice

+ To gather the required evidence by covert film, still imagery and or audio
recordings according to the client’s brief to allow the client to take appropriate
action required.

EXECUTION

This section of orclers is now broken down into different phases, the type of operation
you are conducting will dictate how many phases are to be used.

Trve Accoonis

When operating in a foreign country you must ensure the vehicle’s registration plates match
the country or region you are operating in. | once did a job overseas where the vehicle had
been prearranged and was fitted with UK plates, this job was compromised from the start!
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‘THIS WILL BE: A ‘SIX’ PHASE OPERATION’
PHASE 1

*+ Route out
* Vehicles to be used and seating plan if needed
* On foot and if so, order of march
» Action to take in case of... (Actions ON)
Break down
RTIC
Road diversion
Subject / target pre-seen
Compromise
Stopped on route
Lost communications
Requirements of the chase car

PHASE 2
*  Drop off point
* What needs to happen at the drop of point?
+ Exiting the vehicles if they are to be used
+ Once on the ground actions to be taken
+ Actionson...
Drop off point compromised
Drop off point unusable
Lost communications
Compromised

PHASE 3
* The insertion onto the target area
* Route, following a prepared route card
»  Order of march
+ Actions on...
Separation from patrol
Lost
‘Man down’ medical plan
Target is pre-seen
Compromises
Third party awareness
RV's -- FRV - ERV
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Chapter 1 - Planning and Preparation

PHASE 4
* Locating and occupation of the hide
+ Actionson...
Recce party compromised
FRV group compromised
Target pre-seen
‘Man down’ medical plan
Work routine when hide is located
Compromised before occupation of hide
When ‘on task’ with eyes on the target, there may be a number of sub phases such

as conducting a CTR and replenishment or relief in place if conducting a long term
observation task.

PHASE 5
+ Extraction to the pickup point, at end of task or if compromised
+  Route and order of march
* Actions on...
Separation from patrol / lost
‘Man down’ medical plan
Compromised on the extraction
Compromised at the pick-up point
Third party awareness
RV's — FRV - ERV
Positioning at the pickup point
Placing out the ‘Cats Eyes’ or marker

Pickup vehicle breaking down on route

PHASE 6

+  Routein

+  Picked up and in vehicle

+ Actions on...

Same as the actions on for the route out
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SERVICE & SUPPORT

+ Rations & meals

* Medical plan

« Specialist equipment issue
+  Replenishment

» Agencies on call

» Attached personnel

COMMAND & SIGNALS

+ Passwords

+ Code words

*  Nick names & numbers

« Communications windows

- Channel timings

« Frequency changes

+  Specialist commmunications equipment issue
« Attached persionnel

+  Emergency channel

« Batteries










Chapter 1 - Planning and Preparation

Model - general
Ensure this model is made large enough to show the entire route in, from the drop
off point (DOP) and your planned extraction route.

ROUTE IN

ROUTE OUT -
HIDE LOCATION A

BUILDING -

ROAD

19
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Model - detailed

Your detailed modiel should only include information about the actual target area, if
you want to include the FRV and ERV that’s fine, but only use it as a visual reference
point. : Ll

On this model you must show all intelligence known or gained through an earlier
CTR, such as windows and which way they face, positions of doors, security lights,
CCTV and their coverage arcs. '

KEY: SECURITY LIGHTS <>

BUILDING -. GATE o—=o
GARAGE - uicH crouno D

FENCE LOW GROUND -
ccrv @ WOOD BLOCK -

CCIVARCS *=———P HIDE

i .
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PERSONAL EQUIPMENT

List of personal kit & equipment packed in your bergen rucksack.

All equipment must be sealed in waterproof re-sealable canoe sacks.
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Sleeping bag or hide suit

Bivi bag (optional)

Roll sleeping mat

Poncho with cord attached

Warm kit (jacket & trousers)

Ghillie: suit (complete)

Hat & gloves for inside the hide

Gore-tex suit and socks

Spare socks & foot powder in waterproof bag
Small wash kit (task dependent)

Water & rations to last till resupply

Gas cooker, pot or metal mug to boil water in and a spoon
2 x disiposable lighters

50 meters of thin para-cord on a fishing reel

10 x tent pegs

Hide folder & log books

Hide construction poles

Cyalurne light sticks (2 x blue, red, green and IR)

10 x siand bags



Chapter 2 - Clothing & Equipment

CARRIED BY EACH OPERATOR

Waterproofed and attached to clothing by cord and carabiner

»  Mapping, air photographs and route card

= Compass and GPS

*  Glow in the dark watch - ‘Traser

« Commander's cards & pencils

« Pacing beads or clicker

+ Head torch with coloured filters &
spare batteries

+  Small knife

« Camouflage cream

+ Personal role radio system with
semi covert ear piece

TEAM EQUIPMENT

This equipment will be distributed between operators

« Patrol’s medical pack (more than one if team is to split)
» 2 x ground sheets

« Large reel of green garden string

= 1 xlarge saw with wood and metal hacksaw blades

+ 2 x small folding wood saws

* 2 x garden secateurs

+ Camouflage nets (1 between 2) & thermal sheets

«  Ghillie blanket

= Blind frame and poles

* Roof and door sections

» Digging tools (short handled tools that are easy to carry)
« Drops, pins and bull dog clips

+ Waste bottle and bags for hygiene

41









































































































. Click system
.. There may be times when you cannot speak on
== the radio because the subject, or someone else
is too close and by speaking would compromise
== your location. In these circumstances we use
_ what is known as the click system. It is very
Z simple butitworks very well. If you press the PTT
. w‘, « (press to talk button) on your radio, the person

_,_ i ':, at the other end wiill hear a static clicking noise
¥ *_ (squelching). This is the noise you are listening
S, for to communicate with each other.

> What do the clicks mean?
2 CLICKS NO
3 CLICKS YES .
4 CLICKS ASK ME A QUESTION
5+ CLICKS _STAND BY, STAND BY
'? Never use 1 click @as this could be missed. If you
. - click twice but only 1 glick is:heard, your partner §
~ will know it was 2 ais no more followed. Belowis a
' simple conversation.
4 CLICKS ASK ME A QUESTION
‘DO YOU HAVE: EYES ON THE TARGET'?
3 CLICKS YES
‘IS THE TARGET ON HIS OWN’?
2 CLICKS NO
IS THE TARGET WITH A SECOND MALE?

3 CLICKS YES
5+ CLICKS 'STAND BY STAND BY"

‘ROGER THAT, STANDING BY’
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REFERENCE ENCRYPTION
LEAVING LOCATION MOON
AT DROP OFF POINT APOLLO
MOVING ACROSS OPEN GROUND STAR
RV1 SUN
RV2 MARS
RV3 SATURN
FRV JUPITER
HIDE LOCATION CONFIRMED PLUTO
HIDE: COMPLETE CRATER
EYES ON (GLAD) REPORT BLACK HOLE
TO FOLLOW
REPLEN LOCATION 1 (LLB) MILKY WAY
REPLEN LOCATION 2 (DLB) NEPTUNE
EXTRACTION FROM HIDE LIFT OFF
AT PICK UP POINT ORBIT
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What to look for on the route in...

Vulnerable points on the road

Safe havens on the route in and out if compromised

PO LI Hm _ ( Hospitals

L. Motorway Services
il A X w2

Use permanent or natural countdown markers to the drop off point from 1 mile out















t 500 meters from the DOP, the driver will start
low down using the gears, the military use
WV - Civilianised Military Vehicle. This is a
1al ve uﬂgwﬁh a switch fitted that allows the
horn, indicators and interior lights to
This allows the driver to press the

out the lights coming on to

eliminates the risk of horns

ok right, they
‘their window up
_ |sgamgweif door will remain

cle caganders count
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Taking the 6 figure grid reference

On this map section, a grid square has been marked in yellow, we are going to take
the grid reference for the small woodblock within the blue circle, specifically the
bottom right corner.

Position the 1:50,000 scale Romer on this point and read off the distance to the
Easting, which is 5 in this case. Then identify the Northing, which in this case is 3.

Add these numbers to the main grid numbers to achieve the 6 figure reference -

185E 743N

To calculate an 8 figure grid reference this process is repeated by splitting the smaller
squares representing 100 metres into 10 even smaller squares that represent 10
metres on the ground.

For a really accurate 8 figure grid reference, a 1:25,000 scale map must be used; the
detail is much greater and the grid squares larger, making it easier to work with.
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Silhouette N i
This is most dangerous at night where there is a clear sk& and a full moon, | have

se‘en‘-.g’lp- noon shine so brighpy that it would be less ris insert during daylight
hours. If you jre \aving to insert or move across open ground in this situation, you
- need to look for areas of heavy shadow such.as forestry blocks, dead ground and
tree lines. If you were to observe a patrol crossing the open ground on a bright night,
you would see that each individual crossing as a very prominent black shape against

a very pale grey backdrop, almost as if they were backlit. The picture, although

§ taken in the day ﬁme still shows how operators can become silhouetted agglnst the
backdrop of open ground. it L
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in the rural environment. Methods such as how to move covertly over open

ground by day and night, crossing obstacles and ground considerations.
What things to stay away from and standard operating procedures (SOP’s) that
the team should be working from.

Q llow me to introduce the skills required when operating within a small team

Topics covered
Formations
Hand signals
Obstacle crossing
River crossings
Contact drills
Target indication

Man down drills

Helicopter landing sites































Chapter 7 - Patrol Skills

i OBSERVE OR RECCE GROUP
' Hand loosely clenched to form a circular tube
and held up to the eye indicating the need to

Bk observe a required location for signs of third

| party or suspected movement, also used in
| the FRV to inform the Recce group to close in
~and prepare to move.

LISTEN

Cup the hand around the ear indicating
the need to stop and listen for signs of third
parties. '

STOP

¥ This can be done by a flat hand as shown or

by a clenched fist raised to the side informing
the rest of the patrol to go firm and stop where
they are.

GO TO GROUND

Flat palm faced down, then raise and lower
to indicate the need to lie on the ground or go
down on one knee. :

159






Chapter 7 - Patrol Skills

OBSTACLE

Hand held out to the side with crossed

b fingers in the air, followed up by the type of
| obstacle.

WATER

Hand held in front of the body, flat hand with
palm down, make a wave type motion across.
the body indicating a water feature.

= TRACK or ROAD
As before however this time keeping the palm
flat and move across the body horizontally

BUILDING
Hand held out to the side with flat palm upper
most, then pinch together the thumb and fore

finger as shown in the picture

161
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& from waist to shoulder, facing the direction to
indicate which way to go

ENEMY / TARGET SEEN
' Thumb in the air facing down towards the
. ground

® ALL CLEAR

Thumb in the air facing upwards

§ from chest to head, facing the direction to
¥ indicate which way to face




Chapter 7 - Patrol Skills

SINGLE FILE

One arm out to the side with fist clenched
facing to the sky above the head, indicating
single file formation when patrolling

STAGGERED FILE

} As before, with one arm above the head and
¢ the otherat waist to shoulder height, indicating
staggered file formation when patrolling

ARROW HEAD

Both arms outstretched creating a V' shape
behind the body, indicating the need for arrow
head formation when crossing open ground
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Chapter 7 - Patrol Skills

2! REMOVE BERGENS
W This is shown by gripping the shoulder straps
of the Bergen:

4 Arm out to the side with your hand bent into
an arch facing the ground as shown

y Hand out to the side making a circle with the
thumb and fore finger to indicate very thing
y is okay

RADIO
Clenched fist held to the ear indicating,
needed on the radio or use the radio

165
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SLOW DOWN

Arm out fo the side, hand extended with
palm down, then move arm up and down like
' a flapping wing indicating the need to slow
iy down

MOVE UP

Arm and hand extended to the rear then with a
forward swiping motion indicating the need to
close in or move forward, move level

ACTIONS ON & SOP’s

Every patrol should have a number of set drills laid down for different events that they
may come acrosg on their insertion, mid-operation or extraction. These drills are
known as “actions|{ on” or SOP’s, which stands for standard operating procedures.

It is down to the team leader to practice the team in these drills so that they are slick,
effective and becgme second nature to each operator.
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Chapter 7 - Patrol Skills

Below are a series of pictures of a reconnaissance team entering the water from the
home bank, crossing the river towards the far bank and then securing it ready for
the rest of the patrol to cross.

























Chapter 7 - Patrol Skills

Once “BASE LINIZ" has been shouted the rest of the patrol will repeat it, this is so
everyone in the patrol hears it and understands what’s going to happen next, for
example peeling and then the break clean. In the diagram below the team have
extracted back to a stream running along the bottom of a ditch, the plan is to peel
left (C) and go silent once down in the ditch.

Now that the patrol is out of contact and has gone silent they are free to move into
their rally location.
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In the military, these drills are practised over and over again, week in week out, this
is because they save lives.

In these pictures you can see reconnaissance soldiers practising these drills with
live ammunition.




Chapter 7 - Patrol Skills

, Courtesy—gs Airforce DOD Me‘dfa

A . ".A( -

ot CINY T
‘TOTH.% ne@ survive contact” thsh mean 0&:\ .

r 50 you think, but cﬂ‘iﬁy
rk out the way you planned»

d Operating Procedures (SOP’s) come into pl
rios you may be faced with, '

in your
; patrol:
g the ground then;

It ﬁsﬂbf 3's , 2d.
e e ' / F
' Whgbon ueting aﬁyt oe of cal traumatﬁhmg | will ensure itis always dﬁne
on the belt buckle, to the operators it becomes second nature to stay lows o

« .Ifinanon-hostile environment, you shouid still aim to conduct self-help first rf,possihle*r _-.‘,
you will 2lso havel the capacity to call 999 requesting thé emergency services. Ifm@ s
is not possible by mobile GSM means then inform the operations room giv type .
of injury and:a grid location, they can then caTl th?emergenqg serwc& for yﬁ x, -

- 4 b 5\ Cou U 3-A3irfbfﬂb=rﬂ_ oy ‘m

W o e TS N Ny
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WHAT IS A HIDE?

A hide is a carefully constructed position that affords excellent radio communications,
concealment and allows covert observations to be staged. Offering sustainable
protection from the environmental elements, the hide will extend the mission and
occupant’s survivability.

TYPES OF HIDES

« Long term sub-surface
*  Mid term Ibelly hide

= Surface hide

« Bush /bramble hide

» Ditch

« Tree line screening

« Technical

The hide must offer five key elements

+ Communications
*+  QObservation

» Concealment

= Sustainability

= Survivability

The construction of any hide is broken down into phases

* Locating the hide position

«  Constructing the hide (work phase)

» Deployment of defences and technical devices
+  Occupation

+ Routine

= First and last light checks

210































































































































































Chapter 8 - Concealed Rural Hides

Peeling & withdrawing

EXTRACTION ON COMPROMISE
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< 'SEARCH AND ")
OBSERVATIO

through coordinated search methods. Once found, you then need to
fix” (observe) and send detailed real time reports (triggers) of observed
activities back to other team members and the operations room.

O ne of the main aims of surveillance is to find the subject or target location

Topics covered
Overwriting maps
Building search

Searching different terrain
Boxing

Observation skills
Judging distance

Mil-dot system
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Boxing
Diagram showing the boxing method used as a single file formation. Here the team
will zigzag back and forth throughout the entire wood block.

Boxing with more than one team

In this diagram you can clearly see that the two teams will meet a number of times
on their boundary line. This is where the ribbon method is used by the UK special
forces to help prevent a blue-on-blue situation.




Chapter 12 - Search and Observation

Observation skills - open area search
Normally conducted from an area of dominating ground, which overlooks the
operational area.

Here a group of reconnaissance snipers are conducting an area search exercise. This
is run by the directing staff who place out items of equipment at different distances
to see how many of the items the snipers can accurately identify. The snipers first
have to draw a free hand panoramic sketch of the area they are observing. This
must be broken down into distances as covered in the last chapter. From here, all
items identified will be located on the sketch and logged in the information boxes.
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Appearance method

Distances are juciged by what an object looks like at different distances. The military
are trained to usiz how soldiers on the battle field appear at different distances. It's
a method that works very well. <

, 88 in all detail, skin
colour can be seen and detail on
clothing can be recognised

!
T it

3 ﬁ)t}m : body Putline is clear, skin [Jll400m « body outling is clear but other
colour can be| seen, other details details.are still a blur
remain a blur
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cHAPTER 13

CLOSE TARGET
RECONNAISSANCE

locations prior to any operation taking place, this could be in the form of a
quick drive by to a prolonged complex infiltration. Either way, there are a

Close target reconnaissance is conducted against known or suspected
number of phases which must be followed if your CTR is to be productive.

~ Topics covered

- Planning and preparation
Reconnaissance action
Methods of CTR
Infiltration

Recording information

Equipment
Special requirements
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Natural (flower petal) traverse

—TO gk




Chapter 13 - Close Target Reconnaissance

Natural traverse with integral FRV protection group

If your target area is very large, or the threat is very high, it may be necessary to
conduct a CTR with an integrated FRV protection group.

e integral FRV protection group work

P

Ve




entry on an advanced rarFot recce
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Movement inside

Once inside the target area. your
movement must be slow, as your field and
depth of vision will be narrowed due to
the goggles. The last thing you need is to
walk into something, knocking it over and
compromising the operation.

It is always good|to work in pairs, this way
you can cover ¢ach other's movements,
should it go wrgng you have support at
hand.

Two people will| always be able to fight
their way out of g situation better than one,
when you have f¢pund what you are looking
for, you need to make sure you get all the
information required, going back at a later
date may be imppssible.

Compound in Afghanistan observed
through night vision optics from a static
hide location
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RECORDING INFORMATION

+ All informatior must be accurate, the use of a small microphone connected to a
dictaphone is ideal for recording information, this also leaves your hands free.

* The whole operation needs to be conducted and recorded in a systematic
fashion.

*  When conducting any CTR on buildings and their grounds you must remember
the following headings.

Buildings

=  Building number or name

« Type and style of building

«  Windows and doors - which way they open, in or out
= Lighting - timed or motion sensor

« Boundary walls, fences; height and construction

+ Gates height and construction

«  Other security measures

«  Roof condlition

Grounds

= Construction of driveway, brick, gravel, grass and so on
« Grassed areas in size - small, medium, large

= Planting are they young or mature all year round or summer flowering
* Water fealures

* Are the grounds on different levels

» Sheds and out buildings

« Paths

+ llluminated areas

+ Covered approach routes

* Escape routes

= Main supply routes to building

» Dead ground in and around area

» High ground in and around area

+  Wooded areas

= Surrounding areas and locations

« Public areas - shops, pubs, post office

» Local transport services - bus, trains

340















to attract wildlife and avoid iliness. This is where the resupply becomes a
critical part of any sustained covert operation.

Topics covered
Dead letter box
Live letter box
Mobile drop

Multiple team resupplies
Cache
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There are a number of phases to consider when using a cache in the rural
environment, these are as follows

Pinpointing the site

Selection of safe or secure site
Construction of the cache

Acquiring and storing the materials
Recording and reporting the position

Factors affecting site selection

Density of population within the immediate area

Dry/wet seasons

Enemy activity if in a hostile environment

Access to the area by day and night

Quantity of stores to be moved. Consider whether it makes more sense to
hire an overt storage container for your covert activities?

Duration of cache; weeks, months or even years

How close: to the operational area must it be

Nature of work/operation, consider sensitive equipment

Wildlife, do you run the risk of your cache been discovered by animals and
looted?

Landmarks, prominent points

Required stores

354

Sealable bags

Canoe sacks

Plastic seialable Tupperware containers
Rubber latex solution

Moisture absorbent desiccant

Masking tape or similar

Insect repellent

































































































































Chapter 15 - Still Imagery

~ Shutter speecl
. The shutter is the camera mechanism that allows t;ge light to reach the light sensor.

give Ilght more time to reach the sensor as theﬂshutter is open ferlcmgér A fast
shutter will limit the amount of light getting through Faster speeds should always be
used with powerful telephoto lenses to help prevent camera shake.

 Shutter speed is measured in fractions of a second.

18 180 960 9H28 9250 900
JHOOO 12000 12500 U200 Koo

The more expensive cameras can have even faster shutter speeds.

If you have a fast moving subject and you Use a slow shutter speed the picture will
be blurred as the subject fravels through the frame.

Shutter speed crib card (military)
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Time and date

If your film is to bie used in court then it must contain the time and date digitally
encoded into the recorded footage, this will also help when writing surveillance logs
and producing your client's evidence packs.

REMEMBER fsynchronisefalllequipment beforeluse!

Back light

If filming your subject in front of a bright background the camera will automatically
close its aperture making your footage very dark and underexposed. Turn on the
back light to brighten the footage to give the correct exposure.

LOW LIGHT|FILMING TECHNIQUES

Standard camiera ‘night shoot’

This allows the yideo camera to be used in low light
conditions, by switching on the ‘night shoot’ feature, you
activate the camefa’s built-in infrared (IR) light and enable
you to film.

The night shoot fieature is only good for close up work
from a few metres, if greater distance is required a more
powerful infrared [light source is needed. Good for close
target reconnaiss@ance work, you must be aware that this
feature will make your recorded footage green due to the
way the image is fjltered.
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more sophisticated and of course smaller, making it easier to obtain covert
film footage by concealing hidden cameras in a number of objects that don't
look out of place in their surroundings.

s technology advances at an ever faster rate, covert cameras are becoming
.

Topics Covered
Technical information
Types of camera systems
Antennas
Re-broadcasting
Night-time operations
Recording units
Stages to deployment
Retrieval
Environmental factors
Bespoke hides
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Yagi antennas & re-bro’s

If you cannot obtain a commercial system, there are other ways you can boost your
signal with a YAGI antenna or a re-broadcasting unit (Re-bro). The YAGI antenna
is very similar to a TV aerial in its appearance, by fitting the YAGI to the transmitter
and another to the receiver, which are then directed at each other you will extend
your signal range by up to a mile. When buying a YAGI antenna always check to
see how many elements are attached to the boom, as this will give you an idea of its
operating length and quality.

Yagi antennas that have been spray painted to break up their outline

Receiver

Transmitter
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Chapter 18 - Covert Cameras

T

<. A powerful 22mm lens was
4§ concealed to gather evidence
of illegal activity in a garage.

Shot from 1m.

g8 Pan and tilt system used to
B trigger target's direction of
movement. Shot from 1m.

S alleged illegal activities.
Y= shot from 3m.

465



Covert Rural Surveillance

466







































Covert Rural Surveillance

480





































































Covert Rural Surveillance

Next, start to consitruct the walls of your hide. This is done by pinning black material
drops from the wooden rafters on both sides and to the rear; this will create a light
proof area to work: in.

| s ‘;“aﬁ_ - "

If you do have boxes or other large items laying around, use them to build up the
position, this all helps with the overall concealment.
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Once back in your safe location, equipme“r'l-t‘r"nust be cleaned and ,.-'
completely dried before repacking and returning to the stores. :
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