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Outline

● What is a moving element?
● How can we hack them?

○ 3D Print Captive
○ Compliant
○ Static

● Vendor Disclosure
● Implications
● Defenses





Casting



3D Printing















https://docs.google.com/file/d/17vblGRx9L9B9VIdhwbl0juWkNdUpJT2s/preview




https://docs.google.com/file/d/19RI-GokCyXQjJ64KEMrjWLMUiT-5MMEm/preview


















https://docs.google.com/file/d/10j_tAsMo12nCAh_DAuoZy0qwMGoJ9wQX/preview














Driver Pin

Inner Key Pin

Interactive Element

Housing

Plug

Interactive Spring



















https://docs.google.com/file/d/1QLoYIajDAx6lNnvnn650TL11ton6eKN9/preview








https://docs.google.com/file/d/1rv0eCRoTLluV5B9bTTdmM0dTQdqHW2Lw/preview


Print Your Own
https://ggrsecurity.com/personal/~bgraydon/DC30
https://github.com/bgraydon/movingelements



U.S. Patents Last 20 Years



1977

1994

2007



Mul-T-Lock MT5















https://docs.google.com/file/d/1PcTVMSqsHJ6c_eh7caOF1uulwd_J1dBz/preview


Print Your Own
https://ggrsecurity.com/personal/~bgraydon/DC30
https://github.com/bgraydon/movingelements



Vendor 
Outreach



Vendor Response

















https://docs.google.com/file/d/1nDM2kiqj6nyou6TtXsUCxo5JqN99UQ7D/preview




Vendor Response











Vendor 
Outreach



Vendor Response

Later that day…



Vendor Response



Good Response!

● Calls
● Discussion of Technique
● Medeco’s team tried it 

○ without success
● My turn to try it
● But first… 









All Signed



Attempt #1













Attempt #2





https://docs.google.com/file/d/1PzeIdLuLetkw-saMb1B3K6jwJh3Y8V6f/preview


Chirality Matters (kind of)



Attempt #3











Fabrication















Patents are effective(ish) against mass production





Alternative Attacks















The Outcome…

● They traced it to a theft from courier package 3 years ago
● Ordered more blanks by courier
● Driver delivered - “this doesn’t feel like 25lbs”! 
● Reported to Mul-T-Lock
● I reached out
● Recovered 9/10 stolen boxes (including mine)
● No compensation owed for stolen property
● They insisted on it anyway



Defences



CTRL+C CTRL+V



Multiple Moving Elements (?)









https://docs.google.com/file/d/16LFB9txwE6CgIVSYJPDwfvw90Q0W-KRp/preview


Intercept the 
Attacker
1. Detect the Intrusion
2. Delay the Intruder after 

detection
3. Respond to the Intrusion 

in time
4. Intercept the intruder with 

greater force



Questions?

b.graydon@ggrsecurity.com

@access_ctrl
Or come find me in the 
Physical Security Village!

mailto:b.graydon@ggrsecurity.com

