


Access Prohibited
The Physical Security Tool 
Guide to Hacks, Cracks and 

Recon

A RIFT RECON DOSSIER



Copyright © 2014 by Eric Michaud and Rift Recon

All rights reserved. Except for brief passages quoted in electronic media 
reviews, newspaper, magazine, radio, or television reviews, no part of this 
book may be reproduced in any form or by any means, electronic or me-
chanical, including photocopying or recording, or by information storage or 
retrieval system, without permission in writing from the Publisher. 

Published in the United States by Rift Recon LLC, 584 Castro Street 
Unit 517, San Francisco, California 94114.

Printed in the United States.
Cover design: Rift Recon
Text design: Martin Whitmore
Logo art:  Rift Recon
Illustrations: Martin Whitmore
First Edition.
10 9 8 7 6 5 4 3 2 1 
ISBN: 978-0-9799019-8-0



CONTENTS

INTRODUCTION: ACCESS GRANTED

UNDER THE DOOR TOOL

LOCKPICKS

PLUG SPINNER

CLIPBOARD

BADGE COVERS AND LANYARDS

KNIFE TOOLS

ENDOSCOPE

HEADLAMP

HAND WARMER

ELEVATOR FIRE KEYS

COPPER WIRE

PUSH TO EXIT BAR TOOL

MAGNETS

LATCH LOIDING

TAPE

BUMP KEYS

LUBRICANT

HANDCUFF SHIM

MULTITOOL

WATERPROOF NOTEBOOK



LAN TAP

CLAMSHELL KEY CLONE KIT

DENTAL FLOSS

FILE FOLDER

7 & 8 PIN TUBULAR PICK

ABOUT THE AUTHOR



Introduction:
ACCESS GRANTED

Combining toughness and sophistication, the skilled, highly intelligent, 
band-of-outsiders "dream team" has to be one of the most compelling 
cinema creations ever depicted. Even in its endless combinations, a group of 
individuals with specialized - usually criminal - skills manages to be both 
unstoppable and enviable. They're anti-heroes who can go anywhere, and 
among them is always someone who can fool a security guard, someone 
who can hack into networks and spy on traffic, someone who can pick locks 
and open any door, and so on.

 Then there are the people who do these things in real life. Usually for 
a living.
We at Rift Recon are the people who do the real-life versions of these things 
- more importantly, we outfit and tailor tool kits for the physical security 
pros who do these things, and we train them, too.

 Access Prohibited is our guidebook to the tools you'll find in a physi-
cal security penetration tester's "black bag" (also called a "Red Team 
Kit"). This book is also a fully illustrated, step-by-step how-to guide for the 
successful use of black bag tools, plus in the field tricks that haven't been 
shared until now.

 The cinema's dream team is a popular formula, and it's one we all 
know well. But it takes a certain kind of curious mind to venture further 
than just being merely entertained by this storytelling device, the formula 
of the thief, the hacker, the driver, the tool specialist (and so on). Someone 
with this more-curious-than-most mind feels inspired watching the dream 
team in action, and might identify with one or a few of the characters. Not 
content to sit still, the curiously inclined wants to be more than just curi-
ous; compelled to peel back the layer of artifice, they must find out which of 
these techniques are real, and how the tricks are done. This person actually 
wants to do these things.

 The person I'm describing is you - and myself, too.



 You may have picked up Access Prohibited for a variety of reasons. 
Those who study bypass techniques, or enjoy the wider interests of the 
locksport crowd might want to pick through the text and illustrations, 
seeing which things they already knew and see if we've included anything 
that surprises them. You may have bought this book because you're a pro-
fessional physical security penetration tester and want to make sure you 
add to your knowledge base at every opportunity.

 It could be that you're looking through these pages because you enjoy 
exploring the controversial edges of hacking in the physical realm. Maybe 
you're inspired by those films and shows that feature smart outsiders who 
employ dubious - though exciting - talents to complete their tasks and mis-
sions. Or, you just want to see the world of locks and security through a 
different lens, one seen by very few people - perhaps you already do.

 You may be reading Access Prohibited because you want to do every-
thing in your power to build a safe home or reinforce a secure business - 
you want to make sure that what stands between you and losing what's 
important to you isn't something as simple as a file folder slid between a 
crack in your door. Some of you are going to pour over these pages because 
you're an at-risk individual, and want to make sure you have everything 
possible in your arsenal to ensure you don't wind up as a statistic, such as 
a woman held against her will.

 Perhaps you're just a spy skills aficionado who's ready to soak up 
some new tricks, or a spy skills fan. But the majority of people picking up 
this book are physical security professionals on all levels and in all indus-
tries. To know how to subvert security is to know how to strengthen it; this 
is conventional wisdom for security workers and guards at hotels, offices, 
convention centers, storage facilities, manufacturing plants, and much more.

 Access Prohibited is a complete compendium of cracks, hacks and 
physical bypasses used by the world's top urban infiltrators every day. 
Many of these clever entry and exit techniques use ordinary, everyday 
items - though some use specialized tools that require skill and practice, 
some of which have only been shared among elite security professionals 
until now. 

 On these pages you'll lean techniques both basic and advanced about 
opening most every type of door you'll encounter in everyday urban and 
office settings, from latch loading (also known as carding a door) and pick-
ing locks to fooling heat sensors, magnetic switches and doors that only 
open from the inside. 

 See examples of in-person entry tools that support social engineering, 
such as specialized badges and helpful office equipment with hidden com-
partments. Find out how to select a multi-tool and headlamp to get for 
covert urban missions, learn about using LAN Taps for electronic 



surveillance, and which endoscope is best when you want to keep a low 
profile. Read the descriptions and Modus Operandi for each tool and you'll 
also learn step-by-step how to clone keys, how to defeat padlocks and circu-
lar locks, and more.

 Every page features a tool or toolset, with full description and tips for 
the best ones to get, a photo, simple steps to use the tools in the field, and a 
multi-panel illustration that clearly shows effective use techniques. The 
entire collection comprises a full infiltration toolkit, while some sections 
provide examples of basic tools, the reasons you'll need them, and what to 
look for when you need to select the right one for the job. 

 The collection of tools and techniques in Access Prohibited are, in fact, 
the composition of Rift Recon's "Red Team Kit" - a black bag kit used by 
professional physical security penetration testers worldwide. Everything 
here is real, and it works. 

 The knowledge in this book combines that of a locksmith apprentice, a 
network and physical security penetration tester, a physical security private 
contractor, and of those involved with law enforcement covert entry teams. 
The pages of this book are the Red Team Kit's dossier, for field use and 
reference, and we've adapted them here to provide a guide for everyone 
interested in what goes into - and happens with - those little black bags.

 Most of the techniques described here require familiarity with the 
tools and how they behave, and plenty of practice. It's a fairly advanced 
guide that has been boiled down to the basics with a kick; this guide leaves 
nothing to chance even in its simplest terms, and it's a resource you'll 
return to for deeper techniques once you've mastered the basics.

 Most of what you'll find in Access Prohibited has been hidden or kept 
secret until now. We strongly feel that this suppression of knowledge about 
real-life vulnerabilities isn't making anyone safer (though it is making the 
people guarding those secrets richer). We hope that providing the open 
access to this information empowers you, teaches you some fun and 
eye-opening tricks and skills, and helps to make your world a better place.

Eric Michaud and the Rift Recon team
San Francisco, California
RiftRecon.com





















































ABOUT RIFT RECON

RIFT RECON (riftrecon.com) tailors its clients from a suite of exclusive 
physical security services to meet specialized needs in hardware, assess-
ment reports, tool creation and team outfitting, specialized trainings, and 
expert referrals. Rift operates across varied security industries, including 
product security, physical security, hardware research and development 
(including gadgets and kits), and caters to professionals striving to meet 
their own clients’ various physical security needs.

Rift works with a range of clients from independent trainers to high net 
worth individuals, as well as red teams, indie physical security contractors, 
product security teams and companies requiring exacting hardware assess-
ment reports. Discreet and methodical, Rift stands as the company in the 
world positioned to expertly source, secure, or innovate and manufacture 
hardware to meet the exacting, often critical, hardware security needs of its 
clients.

ABOUT RIFT RECON  CEO ERIC MICHAUD

ERIC MICHAUD (@EricMichaud) is Founder and CEO of Rift Recon and 
Director of Hardware Curation at ExploitHub. He has advised on physical 
security, lockpicking, and hackerspaces for over a decade. Michaud is a 
professional physical security advisor; an R&D, test and analysis expert; 
and specializes in forecast and strategy. He started HacDC and Pumping 
Station: One, is the author of the How To Start A Hackerspace Series, and 
advises hackerspaces - bringing the movement to over 900 locations world-
wide. 

Michaud’s skill opening impossible-to-pick locks earned him a place in lock-
sport history with the "Michaud Attack." He co-founded and served on the 
Board of Directors for TOOOL US and is referenced widely in academic 
papers, talks and books including Open In Thirty Seconds.




