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This chapter begins with an
overview of RF Interference (RFI)-the
regulations that manage it, important
definitions, and key technical ele-
ments. These introductory sections
help us understand what interference
is along with our responsibilities and
privileges as licensed amateurs.

The second part of this chapter is
about evaluating and troubleshoot-
ing the problems associated with
interference. It includes a discussion
on identifying the causes and types
of interference, RF|-related sources,
and specific examples of common
systems that are affected by RFI.

A new third section introduces
topics associated with electromag-
netic compatibility (EMC) that extend
beyond RFI. The new material in this
edition focuses on transients and
protective devices.

The material in this chapter may
provide enough information for you to
deal with your RFI problem, but if not,
the ARRL website offers extensive
resources on RF interference at
www.arrl.org/radio-frequency-
interference-rfi. Many topics covered
in this chapter are covered in more
detail in the ARRL RFI/ Book from a
practical amateur perspective.

For this edition, a new section
showing how to use a portable
SDR to locate sources of RFI was
provided by Alan Higbie, KOAV. Alan
Applegate, KOBG, also updated the
material on RFI in electric and hybrid-
electric vehicles.

Chapter
RFIl and EMC

What was once primarily a conversation about “interference’ has expanded to include power
systems; incidental, intentional, and unintentional radiators; bonding and grounding; managing
transients; and many other related topics and phenomena. These are all grouped together under
the general title of electromagnetic compatibility (EMC). The scope of EMC includes all the
ways in which electronic devices interact with each other and their environment.

The general term for interference caused by electrical signals or fields is electromagnetic
interference or EMI. You will encounter this term in professional literature and standards. The
most common term for EMI involving amateur radio is radio frequency interference (RFI) and
when a television or video display is involved, television interference (TVI). RF1 is the term
used most commonly by amateurs today, and that’s what we’ll use in this chapter.

A few words will be used to apply in a general sense, so they are defined here:

*Neighbor: a person or business either affected by RFI from your station or generating RFI
that affects your station.

*Signal: any kind of RF energy, whether it is radiated as an electromagnetic wave or conducted
as voltage and current. It doesn’t matter if the energy is created intentionally or not.

*Noise: an undesired signal, regardless of what it may or may not sound like as audio and
whether or not it is wide- or narrow-band.

e Interference: disruption or degradation of communication by an unwanted signal.

Throughout this chapter you’ll also find references to “Ott,” meaning the book Electromag-
netic Compatibility Engineering by EMC consultant Henry Ott, WA2IRQ. EMC topics are
treated in far greater depth in Ott’s book than is possible in this Handbook. Readers interested
in the theory of EMC, analysis of EMC mechanisms, test methodology, and EMC standards
should be able to borrow a copy through a library.

How To Use this Chapter

RFl is a very broad topic, and there are too many variations of it to provide a “cook-
book” approach that can be followed for even the most-common causes. Instead, this
chapter provides enough background for you to understand the various ways in which
RFI occurs and the tools for dealing with it, no matter what the exact type of RFI it
may be. There are special sections for the widespread RFI from power lines and for
the unique topics of RFI in mobile stations.

If you are dealing with a case of RFIl and are already familiar with the general
nature and tools of managing RFI, the sections on specific types of RFI or devices will
be a good place to start. If you are just getting started and need background, read the
first few sections so you will understand the terms and concepts before beginning your
RFI detective work.

RFl is a very interesting part of amateur radio because it touches so many differ-
ent aspects of the service — you can get a sense of how “connected” RFI is from the
many sidebars in the chapters. It affects both the technical and operating aspects as
well as all types of electronics fundamentals. Plus, it really develops and exercises
your troubleshooting and analysis skills!

RFland EMC 27.1



27.1 FCC Rules and Regulations

Before presenting the technical elements of
RFI, here is an overview of the FCC rules and
regulations governing interference. (See the
sidebar Regulations and Interference Com-
plaints for references to more detailed informa-
tion.) This section summarizes the three sets
of rules that apply to RFI affecting amateur
stations.

The Amateur service is regulated by FCC
Part 97. Part 97 rules are available at www.
arrl.org/part-97-amateur-radio. Tobe legal,
the amateur station’s signal must meet all Part
97 technical requirements, such as for spectral
purity and power output.

In the United States mostunlicensed electri-
cal and electronic devices are regulated by Part
15 of the FCC’s rules. These are referred to as
“Part 15 devices.” Most RFI issues reported to
the ARRL involve a Part 15 device. Some con-
sumer equipment, such as certain medical and
lighting devices, is covered under FCC Part
18, which pertains to ISM (Industrial, Scien-
tific and Medical) devices. Although some
wireless devices do operate in the ISM bands,
all such devices that communicate information
are not regulated by Part 18, but by other
regulations such as Part 15.

As a result, it isn’t surprising that most
interference complaints involve multiple parts
of the FCCrules. (The FCC’s jurisdiction does
have limits, though — ending below 9 kHz.)
It is also important to note that each of the
three parts (15, 18 and 97) specifies different
requirements with respect to interference,
including absolute emissions limits and spec-
tral purity requirements. The FCC does not
specify any RFI immunity requirements,
although the Food and Drug Administration

(FDA) does specify immunity levels for some
medical devices. Non-radio consumer devices
such as wired telephones, audio systems, and
wired alarm systems therefore receive no FCC
protection from a legally licensed transmitter,
including an amateur transmitter operating
legally according to Part 97.

PROTECTIONS FROM
INTERFERENCE

Amateur radio, being a licensed service, is
protected from interference to its signals from
unlicensed devices, from spurious emissions
from licensed and unlicensed transmitters, and
from any transmission by a transmitter that is
secondary to the Amateur service. Amateur
radio is not offered protection from the funda-
mental signal from transmitters licensed to a
service that is primary to amateur radio, such
as radar signals operated by the military on the
420 — 450 MHz band. For example, consider
RFI from an amateur transmitter’s spurious
emissions, such as harmonics, that meet the
requirements of Part 97 but are still strong
enough to be received by nearby FM receivers.
The FM receiver itself is not protected from
interference from the fundamental signal of
nearby licensed transmitters, such as amateur
radio, under the FCC rules. However, within
its service area the licensed FM broadcast sta-
tion’s signal is protected from harmful interfer-
ence caused by spurious emissions from other
licensed transmitters. In this case, the amateur
transmitter’s interfering spurious emission
would have to be eliminated or reduced to a
level at which harmful interference has been
eliminated.

Regulations and Interference Complaints

Over the years, this book’s RFI chapter has grown from the traditional treatment
of TVI (interfering with an analog television receiver) and power line noise (still as
big a problem as ever) to cover a wide range of interference and related issues. The
subject of managing interference and the associated rules and regulations outgrew
many technical sections! The information about regulations and handling interference
complaints has been collected and published separately on the ARRL web page as a
pair of stand-alone documents. They are available to everyone as a public resource at
arrl.org/rfi.

FCC Rules and Regulations for Interference includes the FCC regulations and
definitions related to interference both to and from your station.

Managing an RFI Complaint discusses how to prepare for and respond to RFI com-
plaints. The various steps of getting your own station in order and obtaining technical
assistance are presented along with basic “diplomacy” skills of assessing the problem
and suggesting your responses.

These two papers are excellent resources when you are confronted with an interfer-
ence problem to a neighbor’s equipment and are wondering “What do | do now?” The
information in the document is based on the experiences of ARRL Lab staff in assist-
ing amateurs with RFI problems.

The material on RFI in this chapter of the ARRL Handbook focuses on the technical
and practical aspects of interference: what causes it, how can you tell what the source
is, techniques for preventing and eliminating it, and good practices that mitigate
against it. You can then use these techniques and practices to deal with RFI issues.

27.2 Chapter 27

27.1.1 FCC Part 97
Rule Summary

While most interference to consumer
devices may be caused by a problem associated
with the consumer device as opposed to the
signal source, all amateurs must still comply
with Part 97 rules. Regardless of who s at fault,
strict conformance to FCC requirements,
coupled with a neat and orderly station appear-
ance, will go far toward creating a good and
positive impression in the event of an FCC
field investigation. Make sure your station and
signal exhibit good engineering and operating
practices.

The bandwidth of a signal is defined by
§97.3(a)(8), while the paragraphs of §97.307
define the technical standards amateur trans-
missions must meet. Paragraph (c) defines the
rules for interference caused by spurious emis-
sions. As illustrated in Figure 27.1, modula-
tionsidebands outside the necessary bandwidth
are considered out-of-band emissions, while
harmonics and parasitic emissions are consid-
ered spurious emissions. Paragraphs (d) and
(e) specify absolute limits on spurious emis-
sions, illustrated in Figure 27.2. Spurious
emissions must not exceed these levels,
whether or not the emissions are causing inter-
ference. Even if you meet the limits for spuri-
ous emissions, if they are causing interference,
it’s your responsibility to clean them up.

Strict observance of these rules can not only
help minimize interference to the amateur ser-
vice, but other radio services and consumer
devices as well.

When Is a Signal Noise?

In this chapter, the term “signal”
can mean any kind of RF energy in
a circuit, on a wire, or inside a cable.
A signal can be conducted on or in
a cable, and it can be radiated. An
interfering signal disrupts or degrades
the reception of a desired signal or dis-
rupts the operation of some electronic
device. The term “noise” doesn’t neces-
sarily mean buzzing power-line pulses
or hissing, cracking static. In a very
general sense, “Noise is any electrical
signal present in a circuit other than
the desired signal” (page 3 of Ott).
So, noise is any signal you don’t want,
whether it sounds like static or not.

Noise could start out as an intention-
ally transmitted signal, be picked up
by a cable shield, and become noise
when it causes a device to misbehave.
It doesn't matter if the noise is random
electrical energy or an intentionally
created signal. Your transmitted signal
becomes noise when it gets into your
home entertainment audio!
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Figure 27.1 — An illustration of out-of-band versus spurious emissions. Some of the
modulation sidebands are outside the necessary bandwidth. These are considered
out-of-band emissions, not spurious emissions. The harmonic and parasitic emis-
sions shown here are considered spurious emissions; these must be reduced to

comply with §97.307.

27.1.2 FCC Part 15 Rule
Summary

Inthe United States, most unlicensed devices
are regulated by Part 15 of the FCC’s rules.
While understanding these rules doesn’t neces-
sarily solve an RFI problem, they do provide
some important insight and background on
interference to and from a Part 15 device.

There are literally thousands of Part 15
devices with the potential to be at the heart of
an RFI problem. A Part 15 device can be almost
anything not already covered in another Part
of the FCC rules. In fact, many Part 15 devices
may not normally even be associated with
electronics, RF, or in some cases electricity.

While televisions, radios, telephones, and even
computers obviously constitute a Part 15
device, the rules extend to anything that is
capable of generating RF, including electric
motors and consumer devices such as baby
monitors, wireless microphones and inter-
coms, RF remote controls, garage door open-
ers, etc. With so many Part 15 consumer
devices capable of generating and responding
to RF, it isn’t surprising therefore that most
reported RFI problems involving amateur
radio also involve a Part 15 device.

PART 15 SUMMARY

FCC’s Part 15 rules pertain to unlicensed
devices and cover a lot of territory. Although

reading and understanding Part 15 can appear
rather formidable — especially at first glance
— the rules pertaining to RFI can be roughly
summarized as follows:

e Part 15 devices operate under an uncondi-
tional requirement to not cause harmful inter-
ference to a licensed radio service, such as
amateur radio. Even if the manufacturer meets
the Part 15 limits for radiated and conducted
emissions, if harmful interference occurs, the
operator of the Part 15 device is responsible
for eliminating the interference.

*Part 15 devices receive no protection from
interference from a licensed radio service.
There are no FCC rules or limits with regard
to Part 15 device RFI immunity.

When is the operator of a licensed transmit-
ter responsible for interference to a Part 15
device?

*The rules hold the transmitter operator
responsible only if interference is caused by
spurious emissions such as a harmonic that
exceeds the Part 97 limits. An example would
be a illegal harmonic from an amateur’s trans-
mitter interfering with a baby monitor. In this
case, the transmitter is generating interfering
RF energy beyond its permitted levels. A cure
must be installed at the transmitter.

*The transmitter operator is not responsible
when a Part 15 device is improperly respond-
ing to a legal and intentional output of the
transmitter. An example of this case would be
interference to a weather radio by the strong-
but-legal signal from a nearby amateur trans-
mitter. In this case, the Part 15 device is at fault
and the cure must be installed there. Itis impor-
tant to note that this situation is typical of most
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interference to Part 15 devices.

Even though the causes and cures for these
situations are different, the common element
for all three situations is the need for personal
diplomacy in resolving the problem.

TYPES OF PART 15 DEVICES

Part 15 describes three different types of
devices that typically might be associated with
an RFI problem. A fourth type of device, called
a carrier current device, uses power lines and
wiring for communications purposes. As we’ll
see, the rules are different for each type.

Intentional Emitters — Intentionally gen-
erate RF energy and radiate it. Examples
include garage door openers, cordless phones,
and baby monitors.

Unintentional Emitters — Intentionally
generate RF energy internally, but do notinten-
tionally radiate it. Examples include comput-
ers and network equipment, superheterodyne
receivers, switchmode power supplies,and TV
receivers.

Incidental Emitters— Generate RF energy
only as an incidental part of their normal
operation. Examples include power lines, arc-
ing electric fence, arcing switch contacts, dc
motors, and mechanical light switches.

Carrier Current Devices — Intentionally

27.2 Elements of RFI

This section defines basic terms and con-
cepts associated with RFI that amateurs have
to deal with. From these definitions, the chap-
ter will proceed to address the various types
of RFI and methods for dealing with them.

27.2.1 Source-Path-Victim

All cases of RFI involve a source of radio
frequency energy, a device that responds to the
electromagnetic energy (victim), and a trans-
mission path that allows energy to flow from
the source to the victim. Sources include radio
transmitters, receiver local oscillators, com-
puting devices, electrical noise, lightning, and
other natural sources. Note that receiving
unwanted electromagnetic energy does not
necessarily cause the victim equipment to
function improperly.

A device is said to be immune to a specific
source if it functions properly in the presence
of electromagnetic energy from the source. In
fact, designing devices for various levels of
immunity is one aspect of electromagnetic
compatibility engineering. Only when the vic-
tim experiences a disturbance in its function
as a consequence of the received electromag-
netic energy does RFI exist. In this case, the

27.4 Chapter 27

generate RF and conduct it on power lines and/
or house wiring for communications purposes.
Examples include Powerline and X.10 net-
works, Access or In-House Broadband-Over-
Power-Line (BPL), campus radio-broadcast
systems, and other power-line communica-
tions devices.

27.1.3 FCC Part 18 Rule
Summary

Some consumer devices are regulated by
Part 18 of the FCC Rules, which pertains to
the Industrial, Scientific and Medical (ISM)
bands. These devices convert RF energy
directly into some other form of energy, such
asheat, light, or ultrasonic sound energy. Some
common household Part 18 devices therefore
include microwave ovens, electronic fluores-
cent light ballasts, CFLs, and ultrasonic jew-
elry cleaners. (Note that LED bulbs are covered
under Part 15 because of the process by which
they generate light.)

Recently, indoor grow light ballasts and
related equipment have been causing a lot of
RFI. Those sold to consumers are required
meet lower Part 18 rules than the higher emis-
sions limits that apply to Part 18 devices sold
toindustrial and commercial customers. There

victim device is susceptible to RFI from that
source.

There are several ways that RFI can travel
from the source to the victim: radiation, con-
duction, inductive coupling, and capacitive
coupling. Radiated RFI propagates by electro-
magnetic radiation from the source through
space to the victim. Conducted RFItravels over
a physical conducting path between the source
and the victim, such as wires, enclosures,
ground planes, and so forth. Inductive coupling
occurs when two circuits are magnetically
coupled. Capacitive coupling occurs when two
circuits are coupled electrically through capac-
itance. Typical RFI problems you are likely to
encounter often include multiple paths, such
as conduction and radiation. (See the section
Shields and Filters, also Ott, sections 2.1 -2.3.)

Many instances of RFI are a combination
of radiated and conducted RFI. Conducted RFI
exits the source as current on one or more
conductors connected to the source. The con-
ductors act as transmitting antennas for the
common-mode current. A conductor con-
nected to the victim then picks up the radiated
noise as common-mode current which is con-
ducted to the victim.

have been reports of industrial Part 18 devices
being sold at home-improvement and other
consumer outlets. The ARRL is working with
the FCC and manufacturers to resolve this
issue.

Consumer Part 18 devices are generators of
RF — but not for communications purposes
— and can cause interference in some cases.
However, there are no rules that protect them
from interference. The purpose of Part 18 is to
permit those devices to operate and to establish
rules prohibiting interference.

From the standpoint of an RFI problem,
although Part 18 devices can have unlimited
emissions with various bands designated for
ISM devices, the Part 18 rules aren’t much
different from Part 15. As with aPart 15 device,
a Part 18 device is required to meet specified
emissions limits outside of the ISM bands.
Furthermore, it must not cause harmful inter-
ference to a licensed radio service operating
in other than an ISM band. (The 902 MHz and
2.4 GHz bands are ISM bands, so if interfer-
ence were to occur from an ISM device, the
licensed user would not be protected in these
bands). This gets a bit confusing, though,
because some Part 15 devices also operate in
the “ISM” bands, but as such, they are still Part
15 devices, so licensed services are protected.

27.2.2 Differential-Mode vs
Common-Mode Signals

The path from source to victim almost
always includes some conducting portion, such
as wires or cables. RF energy can be conducted
directly from source to victim, be conducted
onto a wire or cable that acts as an antenna
where it is radiated, or be picked up by a con-
ductor connected to the victim that acts like an
antenna. When the noise is traveling along the
conducted portion of the path, it is important
to understand the differences between differ-
ential-mode and common-mode signals (see
Figure 27.3).

Differential-mode signals usually have two
easily identified conductors. In a two-wire
transmission line, for example, the signal
leaves the generator on one wire and returns
on the other. When the two conductors are in
close proximity, they form a transmission line
and the two signals have opposite polarities as
shown in Figure 27.3A. Most desired signals,
such as the TV signal inside a coaxial cable or
an Ethernet signal carried on CATS network
cable, are conducted as differential-mode
signals.



A common-mode circuit consists of two or
more wires in a multi-wire cable acting as if
they were a single path as in Figure 27.3B.
Common-mode circuits also exist when the
outside surface of a cable’s shield acts as a
conductor as in Figures 27.3C and 27.3D. (See
the chapter on Transmission Lines for a dis-
cussion about isolation between the shield’s
inner and outer surfaces for RF signals.) The
return path for a common-mode signal often
involves earth ground. Common-mode cur-

rents are the net result of currents for which
there is not an equal-and-opposite current in
the same conductors or group of conductors

Figure 27.3D illustrates the case for a signal
and its return path both enclosed in a separate
shield. This is a common arrangement for
digital data or control signals in amulticonduc-
tor cable with a dedicated signal return or sig-
nal ground wire. The cable shield should be
kept separate from all data and data return
connections.
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Figure 27.3 — Typical configurations of common-mode and differential-mode current.
The drawing in A shows the currents of a differential-mode signal, while B shows a
common-mode signal with currents flowing equally on all of the source wires.In C, a
common-mode signal flows on the outside of a coaxial cable shield with a differential-
mode signal inside the cable. In D, the differential-mode signal, such as a data signal
with a dedicated return circuit, flows on the internal wires, while a common-mode
signal flows on the outside of the cable shield.

External noise generated by electronic
equipment and RFI caused to electronic equip-
ment is often associated with common-mode
current on a cable shield that is improperly
connected. For example, consider what hap-
pens when the cable shield in Figures 27.3C
and 27.3D is not connected to the enclosure
but enters the device before connecting to a
circuit’s common or ground connection. In this
case, any noise generated by the circuit has a
path out of the enclosure and onto the surface
of the cable shield where it is then radiated.
Similarly, any noise or signals picked up by
the cable shield are conducted into the equip-
ment, where it is connected to the circuit and
can disrupt normal operation or interfere with
the desired signals. This is discussed more in
this chapter’s section Elements of RFI Control.

COMMON-MODE AND
POWER WIRING

There is an important difference between
the preceding definition and what ac power
companies consider common-mode. Corcom
is a major manufacturer of power line RFI
filters and related components. (See www.
te.com/usa-en/products/emi-filters/power-
line-filters.html.) Common-mode is defined
in their Product Guide’s appendix on “Under-
standing Insertion Loss,” as “signals present
on both sides of the line (hot and neutral) ref-
erenced to ground.” The RF definition of
common-mode in this book includes signals
on the ground conductor, as well as hot and
neutral.

Because the ground connection through a
power-line RFI filter is typically a direct con-
nection between input and output, a typical
ac-line filter may be ineffective against com-
mon-mode RF flowing on the ground conduc-
tor. To block RF on the ground conductor of a
three-wire ac power cord or cable, the usual
remedy is to wind the ac power cord on a fer-
rite core. This places an impedance in all three
conductors, not just hot and neutral.

27.2.3 Differential- and
Common-Mode Paths

As shown in Figure 27.4, RFI’s path from
source to victim almost always includes some
conducting portion, such as wires or cables. In
addition, the interfering signal may be radiat-
ing from conductors and picked up by an
antenna or by cables unintentionally acting as
antennas. Four common paths include:

* Conducted directly from source to victim,

*Conducted on a wire or cable acting as an
antenna where it is radiated, then received by
the victim’s antenna,

*Radiated then picked up by a conductor
connected to the victim,

e Inductive and capacitive coupling when
the source and victim are very close together.

Many RFI problems are caused by con-
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Figure 27.4 — A block diagram showing every RFI problem involves three elements — a
source, a path, and a victim. Fixing the problem requires removing one or more of them.

ducted emissions which leave the source as
common-mode signals on wiring connected to
the source. The interfering signal may travel
directly from the source to the victim, or it
might be radiated by the wiring and picked up
by wiring connected to the victim. The same
design or production problems that enable
conducted emissions can also work in reverse,
allowing the signal that has been picked up to
be conducted into the victim where it causes
the interference.

The path also includes the interfering sig-
nal’s return path back to the source, which is
different for differential- and common-mode
signals. A differential-mode signal’s return
path is almost always in the same cable. The
return path for common-mode signals often
involves earth ground, or even the chassis of
equipment if it is large enough to form part of
an antenna at the frequency of the RFI.

27.2.4 Grounding
and Bonding

An electrical ground is not a huge sink that
somehow swallows noise and unwanted sig-
nals. Ground is a circuit concept, whether the
circuit is small, like a radio receiver, or large,
like the propagation path between a transmit-
ter and AM/FM receiver. Ground refers to a
shared reference voltage between circuits.
Bonding refers to connections between pieces
of equipment.

GROUNDING

While grounding is not a cure-all for RFI
problems, ground is an important safety com-
ponent of any electronics installation. It is part
of the lightning protection system in your sta-
tion and a critical safety component of your
house wiring. Any changes made to a ground-
ing system must not compromise these impor-
tant safety considerations. Refer to the Safe
Practices chapter for important information
about safety grounding. The ARRL book
Grounding and Bonding for the Radio Amateur
goes into detail about ground systems for elec-
trical safety, lightning protection, and manag-
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ing RF voltages and currents.

Many amateur stations have several con-
nectionsreferred toas “grounds:” the required
safety ground that is part of the ac wiring
system, an earth connection for lightning pro-
tection, and shared connections between
equipment, such as the negative terminal of a
dc power supply. These connections can inter-
act with each other in ways that are difficult
to predict. Rearranging the station ground
connections may cure some RFI problems in
the station by changing the RF current dis-
tribution so that the affected equipment is at
alow-impedance pointand away from RF “hot
spots.” It is better to address the problem
by implementing proper bonding within the
station.

BONDING

Bonding refers to a connection intended to
minimize potential (voltage) differences. The
purpose of bonding in the amateur station is
to minimize the potential difference between
equipment and all elements of the ground sys-
tem — ground rods, entry wiring for electrical
power, telephone or data systems, cable or
satellite TV systems, and amateur antennas.
This minimizes voltage differences in the event
of lightning surges. It also minimizes hum and
buzz and reduces RFI resulting from voltage
differences between pieces of equipment.

Creating a low-impedance connection
between your station’s equipment is easy to do
and will help reduce voltage differences (and
current flow) between pieces of equipment.
Bonding is discussed in this book’s Assem-
bling a Station and Safe Practices chapters.

Bonding also reduces voltage differences
between the ends of cable shields that are con-
nected to different pieces of equipment. This
voltage difference is effectively in series with
the cable shield and can be added to the desired
signals carried by the cable or cause common-
mode RF to flow on the shield. The voltage
difference can be at ac power, audio, or RF so
bonding helps reduce RFI across a wide fre-
quency range.

The conductors used for bonding should be
heavy enough to have low inductance and
resistance. The standard for commercial and
military facilities is solid copper strap, but
heavy stranded or solid wire (bare or insulated)
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Figure 27.5 — Direct equipment-to-equipment bonding (A). Use heavy wire or strap
connected to a single ground terminal or enclosure screw on each piece of equipment,
including computers and related gear. The same approach can be used in home
entertainment systems or with computers and accessories. Part B shows the common
use of a bonding bus. This allows equipment to be added or removed without reworking
other connections. The bonding bus works better with a ground reference plane.



Bonding and Chokes and RFI

Grounding and bonding in your station is also important for lightning safety and to
help manage RF currents and voltages picked up by the wiring and cables. Bonding
equipment in your station (see the Assembling a Station chapter) helps minimize
common-mode RF current in the station that can cause improper operation. Make sure
cable shields are connected properly and that RF current picked up from your trans-
mitted signal by audio and power wiring is minimized. Learn how to apply ferrite RF
chokes in sensitive spots. These are useful techniques in many different situations to

eliminate interference.
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Figure 27.6 — An earth ground
connection can radiate signals that might
cause RFI to nearby equipment. This can
happen if the ground connection is part of
an antenna system, or if it is connected to
a coaxial feed line carrying RF current on
the outside of the shield.

works well. Flat woven braid will also work if
kept dry and jacketed braid is available for use
outdoors or in vehicles. Braid removed from
coaxial cable is not recommended — leave the
braid in the cable jacket and use it as a large
wire.

As shown in Figure 27.5, equipment enclo-

sures can be connected either directly together
or by using a bonding bus or ground reference
plane as shown in the chapter on Assembling
a Station. Amateur radio and home entertain-
ment equipment usually has a ground screw
or terminal that can be used for bonding. Chas-
sis connections for many computers can be
found at the shell of video or data connectors.

LENGTH OF GROUND
CONNECTIONS

The required ground connection for light-
ning protection between the station equipment
and an outside ground rod is at least several
feet long in most practical installations. (See
the Safe Practices and Assembling a Station
chapters for safety and lightning protection
ground requirements.)

In general, however, a long connection to
earth should be considered as part of an RFI
problem since it will act as part of the antenna
system. For example, should a long-wire HF
antenna terminate in the station, a ground con-
nection of any length is a necessary and useful
part of that antenna and will radiate RF.

At VHF a ground wire can be several wave-
lengths long — a very effective antenna for
any harmonics that could cause RFI! For
example, in Figure 27.6, signals radiated from
the required safety ground wire could very
easily create an interference problem in the
downstairs electronic equipment. Noise from
the electronic equipment can also be picked
up by the ground wire and carried back to the
station as interference.

GROUND LOOPS, HUM, AND BUZZ

A ground loop is created by a continuous
conductive path around a series of equipment
enclosures. While this does create an opportu-
nity for lightning damage and RF pickup, the
ground loop itselfis rarely a cause of problems

RFI and End-Feeding
in the Station

An end-fed antenna brought directly
into the station is often adjusted to pro-
duce a current-maximum (low-imped-
ance point) at the feed point. The feed
point is often the output of an antenna
tuner, so the feed point is actually in
the station. If a resonant counterpoise
is not attached to the tuner, the result-
ing current will couple to and flow on
whatever conductors happen to be
connected to or close to the enclosures
of the transmitter and tuner, including
ground system and signal connections.
Common-mode current on the outside
of an antenna feed line can act in
the same way. To address this situa-
tion, make sure equipment is bonded
together properly, as well as the ground
system, and provide the necessary
counterpoise for the end-fed wire or a
common-mode choke for the antenna
feed line (see the Transmission Lines
chapter).

at RF. The potential for problems created by
loops can be minimized by proper bonding of
equipment and by minimizing the loop area
formed by cables and wiring.

Ground loops are usually associated with
audio hum caused by coupling to power-fre-
quency magnetic fields from transformers or
motors and sometimes from coupling to high-
current power wiring. The hum appears as a
nearly pure sine wave at the frequency of the
ac power system, 50 or 60 Hz. To avoid low-
frequency ground-loopissues, use short cables
that are the minimum length required to con-
nect the equipment and bundle them together
to minimize the area of any enclosed loop.
Moving the cables away from the source of
the magnetic field or reorienting the source or
cables can reduce hum. Bonding equipment
together to short-circuit a loop is sometimes
effective.

Audio “buzz” is caused primarily by cur-
rents at harmonics of the ac power frequency.
The currentresults from leakage in ac-powered
equipment with rectifiers or switching circuits
thatconduct during parts of the ac power wave-
form. Buzz is addressed by bonding and by
ensuring the ac power ground connections have
a minimum of these voltages on them.

RFland EMC 27.7



27.3 Tools for RFI Control

Building from the basic definitions and
mechanisms of RFI in the previous section,
we now turn our attention to the techniques for
managing and controlling it. This section will
become your “tool kit” for dealing with RFL.

27.3.1 Breaking the Path

Even if you can’t eliminate the source, by
preventing the RFI-causing signals or noise
from reaching the victim, the problem can be
solved. As described above, the path may be
conducting orradiated at different points along
the way. Be aware there may be more than one
path! Use the tools and techniques described
in the following sections to “break the path.”

Breaking the path between source and vic-
tim is often an attractive option, especially if
either is a consumer electronics device. The
path will involve one or more of the possibili-
ties — radiation, conduction, or coupling.
Determining the path can require analysis and
experimentation in some cases. Obviously, you
must know what the path is before you can
break it. While the path may be readily appar-
ent in some cases, more complex situations
may not be so clear. Multiple attempts at find-
ing a solution may be required, but identifying
the path is crucial to successfully managing
the problem.

When the interfering signal is traveling
along the conducting portion of its path, it is
important to understand whether it is as a dif-
ferential- or common-mode signal. This deter-
mines what techniques will be effective against
the signal at that point in the path.

Differential-mode techniques (a high-pass
filter, low-pass filter, or a bypass capacitor
across the ac power line, for example) do not
attenuate common-mode signals. As another
example, a differential-mode filter does not
usually filter the ground lead in a three-wire
ac cord or cable (see Figure 27.7), so any
common-mode signals or noise present on the
ground conductor of the ac wiring would be
coupled directly through the filter. Similarly,
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J_ (
4700 pF =< to
Class Y2 Equipment
C- p 250 Vac

(4 places)

Y YM
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~

HBKO05_13-007

Figure 27.7 — A “brute-force” ac-line filter.
Note there is no filtering on the chassis
ground connections. See the text’s
discussion of differential- and common-
mode paths.
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Differential-Mode and Common-Mode Combinations

Most RFI problems involve a combination of differential-mode and common-mode
signals or noise. The right type of filter is required for each type of signal. In many
cases, a noisy device creates both differential-mode and common-mode currents due
to various imbalances in the device and the wiring it is connected to. A susceptible
device experiencing interference from a nearby transmitter can be the result of both
common-mode and differential-mode signals being picked up on its wiring. Imbalance
in ac or signal wiring usually results in both types of signals being created and
coupled into and out of devices. For this reason, in many cases both common-mode
and differential-mode filtering may be required, even on the same cable.

a common-mode choke will not affect differ-
ential-mode signals. In practice, conducted
emissions problems are more likely to be the
result of common-mode than differential-
mode signals.

27.3.2 Shielding

Shielding can be used to control radiated
emissions — that is, signals radiated by wiring
inside the device — or to prevent radiated sig-
nals from being picked up by signal leads in
cables or inside a piece of equipment (direct
detection). Shielding can also be used toreduce
inductive or capacitive coupling, usually by
acting as an intervening conductor between
the source and victim.

Shields are used to set boundaries for radi-
ated energy and to contain electric and mag-
netic fields. At RF, the small skin depth allows
thin shields to be effective at these frequencies.
(see the RF Techniques chapter). Thin con-
ductive films, copper braid, and sheet metal
are the most common shield materials for the
electric field (capacitive coupling), and for
electromagnetic fields (radio waves).

Thicker shielding material is needed for
magnetic fields (inductive coupling) at low
frequencies to minimize the voltage caused by
induced current. At audio frequencies and
below, the higher skin depth of common shield
materials is large enough (at 60 Hz, the skin
depth for aluminum is 0.43 inches) that special
high-permeability materials such as steel or
mu-metal (anickel-iron alloy thatexhibits high
magnetic permeability) are required.

Maximum shield effectiveness usually
requires solid sheet metal that completely
encloses the source or susceptible circuitry or
equipment. While electrically small holes gen-
erally do not affect shield effectiveness (fine-
mesh screening makes good shielding at VHF
and below, for example), seams can act as a
slot antenna if they are a significant fraction
of a wavelength long. In addition, mating sur-
faces between different parts of a shield must
be conductive. To ensure conductivity, file or
sand off paint or other nonconductive coatings
on mating surfaces.

The effectiveness of a shield is determined

by its ability to reflect or absorb the undesired
energy. Reflection occurs at a shield’s surface.
In this case, the shield’s effectiveness is inde-
pendent of its thickness. Reflection is typically
the dominant means of shielding for radio
waves and capacitive coupling, but is ineffec-
tive against magnetic coupling. Most RFI
shielding works, therefore, by reflection. Any
good conductor will serve in this case, even
thin plating.

Magnetic material is required when attempt-
ing to break a low-frequency inductive cou-
pling path by shielding. A thick layer of high
permeability material is ideal in this case.
Although the near field of low frequency mag-
netic fields can extend for long distances, mag-
netic fields generally have their greatest effect
atrelatively short range. Simply increasing the
distance between the source and victim may
help avoid the expense and difficulty of imple-
menting a shield.

Adding shielding may not be practical in
many situations, especially for many consumer
products that have non-conductive enclosures.
Adding ashield to a cable can minimize capac-
itive coupling and RF pickup, but it has no
effect on magnetic coupling. Replacing paral-
lel-conductor cables (such as zip cord speaker
wire) with twisted-pair is quite effective
against magnetic coupling and also reduces
electromagnetic coupling.

Additional material on shielding may be
found in chapter 2 of Ott (see the References).

27.3.3 Filters

Filters can be very effective in dealing with
RFI by blocking or suppressing the unwanted
signal. Fortunately, filters are simple, eco-
nomical, and easy to try. In many cases, filters
can also be applied externally to the victim
device, avoiding the need to open an enclosure.
Solving an RFI problem withouthaving to alter
a device’s internal wiring is almost always
preferable to the alternative. (See the Analog
and Digital Filtering chapter for more infor-
mation on filters of all types.)

Most stand-alone filters are differential-
mode filters for signals in a cable or connector.
They may or may not affect common-mode



signals depending on filter design. Be sure you
know which type you want to use and how the
filter will perform on the type of signal you
are trying to reject. A common-mode cable
filter, such as a choke, is designed not to affect
differential-mode signals and noise in the
cable, for example. (See the section below on
Common-Mode Chokes.)

Filters vary in attenuation characteristics,
frequency characteristics, and power-handling
capabilities. The names given to various filters
are based on these characteristics and their
intended application. (More information on
filters may be found in the Analog and Digi-
tal Filtering chapter.) Unless otherwise noted,
the filter types in this section are differential-
mode filters.

It’s relatively simple to build a differential-
mode filter that passes desired signals and
blocks unwanted signals with a high series
impedance. An alternative filter technique
presents a low shunt or parallel impedance to
the signal, effectively “shorting it out.” Some
filters, such as the popular pi-circuit ac line
filters, combine both techniques.

Low-pass filters pass frequencies below
some cutoff frequency, while attenuating fre-
quencies above that cutoff frequency. A typical
low-pass filter curve is shown in Figure 27.8.
A schematicis shownin Figure 27.13B. Filters
capable of handling 100 W of RF or more can
be difficultto construct properly, somany hams
choose to buy them. Many QST advertisers
stock low-pass filters.

High-pass filters pass frequencies above
some cutoff frequency while attenuating fre-
quencies below that cutoff frequency. A typical
high-pass filter curve is shown in Figure 27.9.
Figure 27.9B shows a schematic of a typical
high-pass filter. For receiving applications,
designs for building your own filters are abun-
dant, and components are fairly inexpensive.
Commercial products are widely available.

Band-stop or band-reject filters reject a
narrow range of frequencies. These are also
referred to as “notch filters” or “traps” and are
often used to reject strong signals from nearby
FM, TV, or commercial VHF/UHF transmit-
ters that operate on one channel. The filter can
remove an entire band (for example, 88-108
MHz for FM broadcast) or a single channel
(such as the common shore station frequency
of 160.650 MHz, Marine VHF channel 1).
Amateurs use band-reject filters to reduce the
strength of nearby AM broadcast signals when
operating on the HF bands.

AC-line filters, sometimes called “brute-
force” filters, are used to remove RF energy
from ac power lines. A typical schematic is
shown in Figure 27.7. Note that no filtering is
performed on the ground or common connec-
tion. (See the Elements of RFI section for the
definition for common-mode by utilities and
ac power systems.)
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Figure 27.8 — (A) An example of a low-pass filter’s response curve. (B) A low-pass filter
schematic for amateur transmitting use. Complete construction information appears in
the Transmitters chapter of The ARRL RFI Book. A high-performance 1.8-54 MHz filter
project can be found in the Analog and Digital Filtering chapter of this Handbook.
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Figure 27.9 — (A) An example of a high-pass filter’s response curve. (B) A differential-
mode high-pass filter for 75-Q coaxial cable. It rejects HF signals picked up by aTV
antenna or that leak into a cable-TV system. All capacitors are high-stability, low-
loss, NP0 ceramic disc components. Values are in pF. The inductors are all #24 AWG
enameled wire on T-44-0 toroid cores. L4 and L6 are each 12 turns (0.157 pH) and L5 is

11 turns (0.135 pH).

AC-line filtering products are widely
available from various sources. In addition to
amateur radio equipment distributors, filters
can be sourced direct from manufacturers
such as Corcom (www.corcom.com) and
Mor-gan Systems (www.surgestop.com).
Some of these are stand-alone filters with ac
plugs and sockets, such as the Morgan Sys-
tems M-471 filter shown in Figure 27.10A.
Others, such as the Corcom model no. 10VS1
(Figure 27.10B), would need to be wired in

20Vs1

Figure 27.10 — Two AC line filters. A Morgan
Systems M-471 (A) is a plug-in filter. The
Corcom 10VS1 (B) is wired in place.
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Warning: Bypassing Speaker Leads

Older amateur literature might suggest connecting a 0.01-pF capacitor across an
amplifier’'s speaker output terminals to cure RFI from common-mode current picked up
by speaker cables. Don't do this! Doing so can cause some modern solid-state ampli-
fiers to break into a destructive, full-power, sometimes ultrasonic oscillation if they are
connected to a highly capacitive load. Use common-mode chokes and twisted-pair

speaker cables instead.

place by the installer. SMT EMI filters are
now available for brush DC motors as well,
which are increasingly common in consumer
appliances. See the Microwaves & RF article
by Jeff Elliott in the References section for
more information.

AC-line filters come in a wide variety of
sizes, currentratings, and attenuation. Itis wise
to look for an ac-line filter with both common-
and differential-mode filtering (the Morgan
Systems M-471 is a good example of such a
filter). In general, a filter must be physically
larger to handle higher currents at lower fre-
quencies. The Corcom 1VBI, for example, is
acompact filter small enough to fitin the junc-
tion box for many low voltage lighting fixtures,
provides good common-mode attenuation at
MF and HF (only on the hot and neutral lines),
and its 1 A at 250 V ac rating is sufficient for
many LV lighting fixtures. In general, you will
get more performance from a filter that is
physically small if you choose the filter with
the lowest current rating sufficient for your
application. (Section 13.3 of Ott covers ac-line
filters.)

The best location for an ac-line filter is at
the enclosure of the equipment causing the
RFI. Filter modules can be bonded to the enclo-
sure through the case of the filter (best) or via
a bonding jumper to the enclosure. Bond the
enclosure of the filter to the enclosure of the
equipment by the shortest possible path. Many
metal enclosures are painted, which defeats
the bonding of either a filter case, terminal, or
solder lug. Remove paint from wherever a
bonding connection is made.

Some commercial filters are built with an
integral IEC power socket, and can replace a
standard IEC connector if there is sufficient
space behind the panel. (IEC is the Interna-
tional Electrotechnical Commission, an inter-
national standards organization thathas created
specifications for power plugs and sockets. See
the Safe Practices chapter for a drawing of an
IEC connector.) The case of such a filter is
bonded to the enclosure, and interconnecting
leads are shielded by the enclosure, optimizing
its performance.

AC-line filters connected externally to
equipment through a cord require extra atten-
tion. Any wiring between a filter and the equip-
ment being filtered acts as an antenna and
forms an inductive loop that degrades the per-
formance of the filter. All such wiring should
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be as short as possible, and should be twisted.
As described above, they do not apply filtering
to the ground conductor, which remains active
for RFI. Wind several turns of the wiring on a
ferrite core to block common-mode RF current
on the ground conductor.

AC-line capacitors — A capacitor between
line and neutral or between line and ground at
the noise source or at victim equipment can
solve some RFI problems. (“Ground” in this
sense is not “earth,” it is the power system
equipment safety ground — the green wire
— at the equipment.) Power lines, cords, and
cables are often subjected to short-duration
transients of very high voltage (4kV). Ordinary
capacitors are likely to fail when subjected to
these voltages, and the failure could cause a
fire. Only Type X1, X2, Y1 and Y2 capacitors
should be used on power wiring. AC-rated
capacitors can safely handle being placed
across an ac line along with the typical voltage
surges that occur from time to time. Type X1
and X2 capacitors are rated for use between
line and neutral, and are available in values
between 0.1 uF and 1 pF. Type X2 capacitors
are tested to withstand 2.5 kV, type X1 capac-

Filter Both Modes at Once

itors to 4 kV. Type Y1 and Y2 capacitors are
rated for use between line and ground; Y1
capacitors are impulse tested to 8 kV, Type Y2
to 5 kV. Note that 4700 pF is the largest value
permitted to be used between line and ground
— larger values can resultin excessive leakage
currents.

Bypass capacitors provide a low-imped-
ance path for RF signals away from an affected
lead or cable. A bypass capacitor is usually
placed between a signal or power lead and the
equipment chassis or enclosure. If the bypass
capacitor is attached to a shielded cable, the
shield should also be connected to the enclo-
sure. Bypass capacitors for HF signals are
usually 0.01 uF, while VHF bypass capacitors
are usually 0.001 pF. Leads of bypass capaci-
tors should be kept short, particularly when
dealing with VHF or UHF signals.

27.3.4 Cable Shield
Connections

The outer surface of cable shields are poten-
tial antennas for RFI, either radiating or receiv-
ing unwanted signals regardless of the shield’s
quality. Improperly connected shields on
audio, RF, and data cables are acommon source
of radiated and conducted emissions. They
provide a path into equipment for common-
mode RF that has been picked up on a cable
shield as common-mode current. As a result,
an improperly connected shield is a likely
cause of RFI if the victim device is unable to
reject the unwanted common-mode signals.
This is why it is important to connect cable

If an amateur decides on filtering the ac line supplying equipment belonging to a
neighbor, it is often best to resolve that problem as quickly and efficiently as possible.
Experimenting to find out which type of filter is needed often leads to frustration on the
part of the neighbor, who may quickly lose confidence in the ham’s ability to resolve
the problem. For this reason, it is usually advisable to install both common-mode and
differential-mode filtering on a neighbor’s device as shown in Figure 27.A1, resolving
the interference that is present and making future interference less likely.

To equipment
receiving RFI

- AC line
filter

Ferrite toroid or
snap-on core

AN =~
8, |

HBK0962

Multiple turns

Figure 27.A1 — An ac line filter and a ferrite RF choke combined in the ac line to
the affected equipment block both differential- and common-mode current. The
line filter can be a stand-alone model with plugs and receptacles or a module in
a grounded metal enclosure. The ferrite mix should be Type #31 (for HF) or Type
#43 (for middle HF through VHF). Either a toroid or clamp-on core can be used if
multiple turns can be wound on the core to create sufficient choking impedance.
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Figure 27.11 — Properly (A) and improperly (B, C) connected shields showing
undesired paths for common-mode current into and out of equipment. Improperly
connected shields create an ingress and egress path for RF common-mode current.

See the text for discussion.

shields in such a way that common-mode cur-
rents flowing on the shields are not allowed to
enter the victim device or leave the source
device.

Figure 27.11 illustrates the basic reasoning
as to how cable shields should be connected.
This is a very simplified overview to illustrate
the basic concepts. Figure 27.11A shows a
metal enclosure and an internal circuit, usually
on a PC board. In the circuit itself, there is a
common connection that could be a ground
plane or point-to-point wiring or traces. Either
way, there is some small impedance between
any two points in the circuit’s ground system.
This is shown by the resistor symbols. Current

flowing in the ground system is shown as ig.
The usual practice is to connect the ground
system to the enclosure (chassis ground)
through a wire or hardware. That, too, has some
impedance, shown as a resistor.

The actual voltage applied to the cable con-
nection, V. isnotequal to V7. The ground
currents flowing through the ground system
impedances create small voltages. So does the
ground current flowing through the connection
between the circuit ground system and the
enclosure. All of these voltages combine to
create Vi, which then combines with the
amplifier output voltage, V7, to create Vp,,.

Outside the enclosure, a coaxial cable is

terminated in an RF connector, such as a
PL-259, BNC, Type N, or even a shielded,
metal phono plug. The differential-mode sig-
nal currents inside the cable (shown as ipy,)
flow on the cable’s center conductor and the
inside of the cable shield. If a signal is picked
up by the cable, the resulting common-mode
current (shown as i) flows on the outside of
the cable shield. Due to the skin effect, the
inside and outside of the cable shield are inde-
pendent conductors for RF currents.

On the inside of the mating connector (such
as an SO-239) a cable or wire pair connect the
ipy currents to the circuit. In Figure 27.11A,
the center conductor in the cable is connected
to some kind of amplifier output (V1) and
the enclosure-connected part of the connector
to the circuit’s common or ground terminal. If
the connector and shield are attached properly,
there is no path between the circuit’s differen-
tial-mode common terminal and the outside,
common-mode surface of the cable shield.
Similarly, whatever current iy, is flowing
inside the cable, it cannot flow to the outside
of the cable where it would become common-
mode current and radiate an unwanted signal
— aradiated emission.

Figure 27.11B shows what happens when
the shield connection goes through the enclo-
sure and is connected directly to the inner
circuit ground system. The common-mode
current path is now open to i that flows in the
connection from the circuit ground system to
the enclosure. This allows noise and signals
from the circuit to escape the enclosure as a
radiated emission. The path is also open for
icy to flow in the enclosure connection and
add to the voltage that makes up V. Depend-
ing on the ground system impedance, some of
icprcan add to i, as well. This allows external
noise and signals to getinto the circuit’s ground
system and disrupt its operation.

Figure 27.11C illustrates the situation when
the differential-mode signal is an input to the
circuit. Noise and signals on the circuit ground
system can still escape the enclosure. In addi-
tion, the common-mode current i, combines
with i;, which modifies V; and V. This can
easily cause a lot of problems if the circuit is
areceiver front end or other sensitive function.

Figure 27.3D showed a similar situation
with two wires inside a shield. This is common
for data or control connections wh